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YeboTapeBa AHHa AnekcaHOpOBHa,
[OKTOP HOPUANYECKX HaYK, AOLIEHT, 3aBeaytoLas kaceapoit «MpaBosoe obecne-
YeHme rocyaapCTBEHHOO YPaBeHUs N AKOHOMMKM »
HOpuanyeckoro MHCTUTYTa Poccuidickoro yHUBepcuTeTa TpaHcnopTa

YeboTapes Bnagumup EBreHseBuy,
KaHAMAAT SKOHOMUYECKNX HayK, AOLEHT, 3aBeaytoLLmin kacegpon «Mopckoe npa-
BO M MexayHapogHoe npaBo» Kopuanyeckoro MHCTUTyTa POCCUInCKOro yHUBepC u-
TeTa TpaHcnopTa

LincppoBon cyBepeHUTeT M kKnbepbezonacHoCTb
Ha TPaHCMOPTe B CAHKLMOHHbIX YCNOBUAX

AHHOmayus. B cTaTbe aHanM3npyloTCs 3aaayum, CBSI3aHHbIE C PeLLeHNeM Npo-
Brembl LMGPOBOro cyBepeHuTeTa 1 knbepbesonacHOCTH Ha TpaHcnopTe. AkTya-
N3MpYeTcs BONPOC roCyapCTBEHHOMO CYBEPEHUTETA B LIENIOM, TEPPUTOPUATBHON
LenocTHocTM Poccum, noayepkMBaEeTCcs 3Ha4eHne peLleHns npobnemsl IMNOpPTO-
3aMeLLeHNs NPUMEHUTENBHO K TPAHCTIOPTHOM MHAPACTPYKTYPe.

Kntoueebie crnoea: UndpoBON CYBEPEHNTET; FOCYAAPCTBEHHbIN CYBEPEHUTET;
Be3onacHoCTb; LndpoBas TpaHcopmaLmst; knbepObe30nacHOCTb Ha TpaHCMOopTe;
npobnema UMNopTo3ameLLEHUS.

Anna A. Chebotareva,
doctor of law, Russian University of Transport, Law Institute, Head of the Depart-
ment«Legal supportof public administration and economy» of Russian University
of Transport

Vladimir Ev. Chebotarev,
candidate of Economical Sciences, docent, Head of the Department «Maritime law
and international law» of Russian University of Transport

Digital sovereignty and cybersecurity
in transport under sanctions

Abstract. The article analvzes the tasks associated with solving the problem of
diaital sovereiantv and cvbersecuritvin transport. The issue of state sovereiantvin
general, the territorial integrity of Russia is being updated, the importance of sol v-

6



ina the problem of import substitution in relation to transport infrastructure is em-
phasized.

Kevwords: diaital sovereianty; state sovereianty; security; digital transformation;
cybersecurityin transport; the problem of import substitution.

Hamr Mup Bce Gonble norpykaeTcs B «uu(py» 1 OIMpaeTcst HA KOMMY-
HUKAIMA — OTCIOJIa CTPATeruy o0 ecriedeHust 0e3011acHOCTH MPHUBIICKAOT BCE
Oompre BHMManus. [1pu aToMm, o mueHnro [, [TeckoBa, criermpeicTaBuTesis
HPEe3HIEHTa 110 BOIPOCAM TE€XHOJIOIHY ECKOI0 Pa3BUTHsL, «CETOJHI B MUPE HeT
HU OJIHOM CTpaHbl, y KOTOPOH ObLI ObI JOCTUTHYT YPOBEHb TEXHOJIOI' MY €CKOTO
cyBepeHureTa. MOKHO CTIPOCHTH: a 3a4eM TOrJa OH Hy’K€H, €CJIM €T0 HU Y
koro HeT? JKu3Hp MEHseTCsl, yCIIOBHEM BBIKUBAHKS B IPSIMOM CMBICJIE 3TOTO
CJI0BA JIFO0 O KPYTIHOM CTPaHBI B OJIIDKAMIIINES TECITHICTHS OYIET TOCTIDKE-
HHE 3TOil CTPAHOI TEXHONOIMUECKOTO CYBEPEHHUTETa .

B kauectBe npumepa. C TOUKH 3peHHs] KHOEpOe30MacHOCTH COBPEME H-
HBII TOPOJ TIpeJICTaBIsIeT COOOH MECTO, TJIE B OOJIBIIIOM 00heME U C BBICO-
KO IUIOTHOCTHIO  KOHICHTPUPYIOTCS — Pas3iIMdHble  MH(OPMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIE CETH M CHUCTEMBI YNPaBJICHUS TEXHOIOIMYeCKH-
MHu npoueccaMi. OHU COCTaBISIIOT OCHOBY NMPOMBIIIIEHHOCTH, TPAHCTIOP-
Ta, MHPPACTPYKTYPhl TEIEKOMMYHUKAIMA U 3MeKTpocBsi3n. C TOYkH 3pe-
HUSI KHOepOe30macHOCTH TOpoax — 3To Oonbinasi mpoosieMa. OTKIIoun
«Suanexc. ITpoOkm» — ropoji oOcTaHOBUTCH. ..

Paspurne OecmIOTHOTO TPaHCTIOPTA, UCTIONH30BaHUE JPOHOB... Pac-
TET IIeHa B3JIOMA, BO3PACTAIOT YIPO3bl KHOEpOE30NaCHOCTH B Cllydae Ie-
pexBaTa JocTyna K 00ecreunBalonyM uX padoTy CUCTEMaM.

B ¢despane 2022 r. xadeapoit «AIMHUHACTPATHUBHOE MPaBO, DKOJIOTHIE-
ckoe mpaBo, mH(popmalmonHoe mnpaso» FOpunmueckoro mHcTHTyTa Poc-
CHICKOrO YHHBEPCUTETa TPAHCIIOPTA OPraHU30BBIBAJICA U OBUT YCTIEIIHO
MPOBEICH YETBEPTHIH MeXTyHApOIHBIN TPaHCIIOPTHO-TIPaBOBOH (HopyM
Ha JTAHHYI0 TEMaTHKy — IM(pPOBOH CYBEPCHHUTET M KHOEpOE30MacHOCTh
Ha TpaHcropre. Kak mokas3piBaeT BpeMsl M CAHKLMOHHASI CUTYyaIlsi — TeMa
MoJTydaeT CBOE MOIIHEHIIee pa3BUTHE U aKTYalbHOCTh. XapaKTEPHO H TO,
YTO HallW 3apyOe)KHbIe KOJUIEIH-y4eHble TakKe aKTHBHO BKIIOUAIOTCS B
WCCIIeIOBAHMSI IAHHOW MPOOJIEMATHKH.

L https:/iwww.rbc.ru/opinions/economics/09/06/2022/62a0e9509a79472d8b713207  (nata
obpamenns: 09.06.2022).
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Takum o6pa3om, Mbl HaOMoaeM — (HOPMHUPYETCS YETKOE TIOHUM aHUe
TOTO, YTO CIMOCOOHOCTH 00ECTIEYUTH CBOM IM(PPOBON CYBEPEHUTET CTAHO-
BUTCSI KJIFOUEBBIM MPU3HAKOM HE3aBUCUMOCTH rocyaapctsa B uenom. 1 no
Mepe TOSBICHUS M PacTIPOCTPaHEHUS TI00aNbHBIX CETEH MPaBUTEIbCTBA
BCEX CTpaH Bce 0oJblie U OOMbIIe OCO3HAIOT CBOIO YSI3BUMOCTH B BOIPO-
cax KOHTpONsl HajJ HHppacTpyKTypoi. UTo Oonee 4eMm akTyalbHO JJIS
TPaHCTIOPTHON HMH(PaCTPYKTYpBHI.

Boobe e, paccyknas 0 BOIpocax MpaBOBOr0 00eCHeYeHHs CyBepe-
HATETA U MHDOPMAIMOHHON 0€30MaCcHOCTH TOCYIapCTBa U 00IecTBa (Tak
Ha3bIBAEMOr'0 1M(POBOr0 CYBEPEHUTETA), MOJKHO COITIACUTHCSI C MHEHHEM
0 TOM, YTO «O NpoOJieMax ¢ TeppUTOPUAIBLHBIM JE€HCTBHEM 3aKOHOB IOpH-
CTHI IMIIYT YK€ JaBHO, OCOOEHHO TPU PacCMOTPEHUH BOMpOca O IpaBe,
NPUMEHIMOM K OTHOIICHWSIM B KuOeprpocTpancTBe. Cpeau clioB, KOTO-
pble HUCTIONB30BAMCH W HCTIONB3YIOTCS I ONHMCAaHUs 3TOM NpOOJIEeMBI,
TJIABHBIX JIBA — CJIOKHOCTb M HEOIPEJEJICHHOCTh. JTO CUMBOJIHMYECKU
3aMBIKaeT KpYyr pa3BUTHSA CyBEpPEHHMTETa Kak IpaBoBoi kateropuu. Co-
3nannbiil B XVII B. Ay yBenmdeHus: MpaBOBOW OMpEENIEHHOCTH U YIIPO-
MIEHUs PELIeHKs BOMpOca O MPUMEHMMOM TpaBe, B XXI B. cyBepeHHTET
JIVIIb TIOPOXKIAET CIIOKHOCTH M HEONPEAEICHHOCTh B TOM, KAKUMU MPaBO-
BBIME HOPMAaMH PYKOBOJICTBOBATECS CyOBEKTAM» .

B yrBepxaenHoit 27 HosOpsa 2021 r. pacrnopsikenuem [lpaBurenscTBa
P® Ne 3363-p TpancnoprHoii ctpareruu 1o 2030 roma ¢ mporHo3oM Ao
2035 ronma BIEpBbBIC BBIAEICH BaKHeHmid 60k — Mo 1MdpoBoii TpaHc-
dopMalmy — B KaueCcTBE BaKHEHIIIETO MHCTPYMEHTA JOCTWKCHUS LeIICH.
ITo yrounenusam mpencrtaBureneiit Munrpanca Poccun, npo3BydaBmM Ha
pas3MUHBIX IUIOMAJKaX, UMEHHO IM(ppOBM3ALWs MNO3BOIMT OTPACIH J10-
CTUYb CHWKCHHS M3JIEPKEK M POCTa TPOU3BOJUTEIHHOCTU TPyAda MHHH-
MyM B ABa pasa. [Ipu 3ToM Bce 3TH nporecchl HEBO3MOXHBI 6e3 obecrey e-
HUsE KHOepOe30MacHOCTH U IM(PPOBOr0 CyBEpEHUTETA.

Cornacuo Jloktpune wuHpopMammonHoit Oe3omacHocTH Poccuiickoit
Oenepaimu (yreepxkaesa Ykazom [lpesunenra PO ot 05.12.2016 Ne 646)
«HHTEPECHl TOCYAapCTBa B MHPOPMAIMOHHON cdepe 3aKIo4YarTcs B CO-
3JQHAM YCJIOBMH NJIsI OOECIeYeHUs CYBEpEHHTETa M TEPPUTOPHUATILHOM
1eJ10cTHOCTH Poccum», T.e. COOCTBEHHO, TPaaULIMOHHOTO T'OCYIapCTBEH-
Horo cyBepenureTa. [TOHSITHS «MpPOBOI» WM «HHPOPMAIMOHHBIH CY-

! Mmurpuk H. A. Tocymapcrsa B cBoem npase // 3akom. 2021. Ne 11. C. 66.
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BEPEHUTET», «CYBEPEHUTET B HMH(POPMAIMIOHHOM MPOCTPAHCTBE» — HO-
BeIe. [IpumedaTensHo, uTo 10 2016 T. OHM (paKTHYECKU OTCYTCTBOBAJHM B
POCCUICKHUX HOPMATHUBHBIX JOKyMEHTaX. To €CTh B HAyKE A0 CHX MOp HE
CIIOKWIOCHh YETKHX JAeOUHUIMKA, 4TO TpeOyeT OTAENbHBIX UCCIIeI0BaHHUA.

Ceronns npeiiaratoTcsi pa3jindHble Mepbl 110 CaMOOIPEAEJICHUIO TOC Y-
JApCTB B IM(MPOBOM MPOCTPAHCTBE M KOHTPOJIIO C MX CTOPOHBI 32 LH(pPO-
BO MHppacTpykTypoil. IIpy 3TOM OmHO3HAYEH (haKT, 4TO BOMPOC O -
POBOM CYBEPEHMTETE HE CBOAMTCS TOJBKO K MOJUTHKO-TIPABOBOM CTOPOHE
BOIPOCA, YPE3BBIYANHO Ba’kKHAa SKOHOMHYECKAasl CTOPOHA.

Henoonenka oGecrnieuenus U(ppoBOro CyBEpeHUTETA AJIsI TPAHCIOPT-
HOTO KOMIUIEKCa B LIEJIOM YpeBaTa cepbe3HbIMU moTepsMu. OJTHO3HAYHO
«TpaHCTIOpPTHAsI MHPPACTPYKTYpa >KM3HEHHO Ba’kKHA JJISI KaXKJIOrO 4YesoBe-
Ka; yCTOWIMBAs TPAHCIIOPTHASI CUCTEMa TIOMOTaeT CTPOHTH Jiydiiee Oyay-
Imee M COKpamaTh OEIHOCTh, OIHOBPEMEHHO 3aIUIIAS OKPYXKAIOLIYIO
cpely u oOecriedmBas SKOHOMMYECKHA pocT» . OIHHM M3 OCHOBHBIX
HaIpaBJICHU AESTEIHHOCTH MO JAOCTWKEHHIO IHM(pPOBOM TpaHChopMaimu
B TPAHCTIOPTHOM OTPACIIM BHICTYMAET PELIeHHe MPOOIEeMbl HMIIOPTO3aM e-
IIEeHWs, TIepexo/la Ha OTe4YEeCTBEHHbIE IM(ppPOBBIE pelieHus. B KoHewHO
urore, oT 3()PEKTUBHOCTH PEIICHUs TaHHOW MPOOJIEMBI 3aBUCUT pPe3yib-
TaTUBHOCTh W JIPYIMIX MEPONPUSTHN, B YHCIE KOTOPBIX — TPOTHBOACH-
CTBHE TEPPOPH3MY Ha TPAHCTIOPTE.

ITpoBo3rnamenue e A0OUTbCS OOMbILIEH HE3aBHCUMOCTU OT MHO-
cTpanHblx M T-TexHomormii 1 pa3BUTHE OTE€UECTBEHHOM MHAYCTPHU CETO-
JTHS BBICTYTIAET O/THOM M3 KITFOUEBBIX TEM, 00CY)K/1aeMbIX B paMKax BOIPO-
COB IM(POBOro CyBepeHUTETa. MBI HAOJIIOIaeM IHMPOKHE MEPBI Tocynap-
CTBCHHOH TMOAACPKKH Pa3pa0OTYMKOB OTEUECTBEHHOTO IMPOrPAMMHOIO
obecneuenus. [Ipexne Bcero, Tpedyercs MaciuradHas NOAAEPXKKaA CO CTO-
pOHBI TocynapcTa oredyecTBeHHbIX W T-npomsBonureneil Ha ri06anbHOM
pbIHKE. A pellieHHe BCEro KOMIUIEKca NpodieM obecriedeHus 1dpoBoro
CyBepeHHUTEeTa M KUOepOE30MacHOCTH Ooliee YeM aKTyajbHO JJIi BCETO
TPAHCTIOPTHOI'O KOMILIEKCA.

! Chebotareva A. A., Chebotarev V. E., Danilina E. I. M echanism of the administrative and
legal regulation of public transportation system // International Journal of Civil Engineering
and Technology, 2018. Volume 9(13), p. 144.
https:/lwww.scopus.com/record/disp lay .uri?eid=2-s2.0-85059772216&origin=resultslist
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ApxaHrenbckas EkatrepmHa BnagucnaBoBHa,
KaHaMaaT PU3NKo-MaTeMaTUHECKNX HAYK, JOLEHT Kadheapbl MHGOPMaLMOHHOTO
npaBa ¥ LMdpoBbIX TexHoNomMit, CapaToBckas rocyaapCTBEHHAs puamndeckas
akagemust

AHanu3 3pheKTUBHOCTU peKnambl Ha TpaHcnopTe
MaTemMaTMyeCKMMM MeToaamMu

AHHOmayusi. B cTaTbe aHanM3upyloTCcs 3aaaym, CBSA3aHHble C YBENNYEHNEM
athheKTMBHOCTV peknambl Ha TPAHCMOPTE, BbISBNAOTCS MaTeMaTUYeCKe MOfe-
N, COOTBETCTBYIOLLIME NOCTAHOBKE KAX0/ 3aa4. B 3aBUCMMOCTY OT MaTeMaTu-
YECKOW MOZENM WUCTONb3YIOTCS Pa3nMYHble METOAbI MaTEMaTUHECKOTO NPorpa M-
MMPOBaHWS 1S peLLEHNs 3aay onTUMU3aLmMm ddhdhekTa pekraMHON AesSTENbHO-
CTV Ha TpaHcnopTe. B cTaTbe NPUBOASATCS 334241 U METOABI UX PELLEHMS.

Krtouegble criosa: ontMm3aLys 3atpatu npubbIing oT peknambl Ha TpaHcnop-
Te; NIMHEHOe NPOorpaMMMpOBaHue; ANHaMUYeckoe NporpaMM1pPoBaHMe.

Arkhangelskaya V. Ekaterina,
candidate of physical-mathematical Sciences, Associate professor of the Depart-
ment of Information Law and Digital Technologies, Saratov State Law Academy

Analysis of the effectiveness of advertising in transport
by mathematical methods

Abstract. The article analvzes the broblems associated with increasina the ef-
fectiveness of advertisina on transport, identifies mathematical models correspond-
ing to the formulation of each problem. Dependina on the mathematical model,
various methods of mathematical proaramming are used to solve problems of op-
timizing the effect of advertising activities on transport. The article presents the
tasks and methods of their solution.

Kewwords: ootimization of costs and profits from advertising in transport; linear
programming; dynamic programming.

Bremmnsis pekiiama aKTHBHO MCTIONB3YETCS ISl TIPOJBIKEHUS TOBAPOB
U yciuyr: B ycrnoBusix pbIHOYHON SKOHOMHKH PeKiiama SIBIIETCS HEOThEeM-
JeMOW YacThl0 JIESITENLHOCTH MpeAlpUHUMATENe, YacTHBIX (GUpM U
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KpyIHbIX KOMOaHuid. Hapsay ¢ TpaJuIMOHHBIMM BHIAMHM PEKJIAMHbBIX
YCIIYT, TaKUX Kak pekiaMa B TMeYaTHBIX M3IaHUAX, HA PaJU0 W TEJICBHIe-
HHM, aKTHBHO OCYIIIECTBIIICTCS Pa3MEIleHHe PEKIaMbl HA TPAHCIIOPTHBIX
CpeACTBaX W BHYTPH HHX, €CJIM peUb UIET 00 OOMICCTBEHHOM TPAHCIIOPTE.
Pexnama Ha 0OlIECTBEHHOM TPaHCTIOPTE TOPa3zo JICIICBIE PEKIaMbl HA
TENIEBUICHUHA U PAJINO, MPUBJICKACT BHUMAHHIE KaK NACCAXKUPOB, TaK H Iie-
IIEXO/IOB W JPYTMX YYaCTHHUKOB JOPOXKHOTO JBIKEHus. [laccakuper m3y-
YalT PeKJIAMHBIE OOBSIBIICHUSI, pa3MEIICHHBIE BHYTPH CAJIOHOB TPAMBACB,
TPOJUIEHOYCOB, aBTOOYCOB M MAapIIPYTHBIX TAKCH, YTOOBI CKOPOTATH BPeMSsI
B IOE3JIKE.

B3anMoseiicTBre JBYX CTOpPOH, 3aKITIOYAIOIIHX JIOTOBOP O pPeKiiame Ha
TpaHcIopTe, pemaMenTupyeTcs cT. 20 «PexiamMa Ha TpaHCTIOPTHBIX CPe/I-
CTBax W C WX HCToib3oBanreM» {denepanbHoro 3akoHa «O pekiamey, B
KOTOpOH CKa3aHo, YTO «pa3MEIICHNE PEKIIaMbI Ha TPAHCTIOPTHOM CPEJICTBE
OCVIIIECTBIISICTCS HA OCHOBAaHMU JOTOBOPA, 3aKIIFO4aeMOr0 PEKIAMOIAT e-
JIeM ¢ COOCTBEHHHMKOM TPAHCIIOPTHOTO CPEACTBAa WIHM YIOIHOMOYCHHBIM
UM JIMIOM JIMOO C JIMIIOM, OOJIaJIalOIlMM HMHBIM BEIIHBIM IIPABOM Ha
TPAHCTIOPTHOE CPEACTBO». B TekcTe MOoroBopa MpOIMCHIBAIOTCS MpaBa H
00513aHHOCTH CTOPOH, HATIPUMEp, JIAHHBIN JIOrOBOP MOXKET MMEThH CJIEI Y-
rore TyHKTHL: «[Ipennpustre o6s3yeTcst mpegocTaBurh [lomp30BaTeo
MpaBo pa3MenicHus HHGOPMAIMM Ha pPeKJIaMHBIX HocuTessix [lpemmpus-
Tws, a [lonp30BaTenb 32 UCMONB30BaHKE TIPEIOCTABICHHOTO MpaBa 00513Y-
ercst ymiaTuth [IpennpusTvio IeHe)KHbIe CPeJICTBa B pa3Mepe U TOpsIIIKE,
MPEeTyCMOTPSHHOM HACTOSIIAM JOTOBOPOM .

ITox pexnamMHBIMH HOCUTEIISIMH TIOHIMAIOTCS TPAHCTIOPTHBIC CPEI-
CTBa — TpaMBaW M TPOJUICHOYCHI, aBTOOYCHI WM MapIIpyTHBIC TaKCH,
TIPYHAJIC)KAIUS TIPSANPUATHIO M OCYIISCTBIIIONINE TEPEBO3KY Tacca-
XHpoB IO MapupyTy. llonb3oBaTens B paMKax JOrOBOpa MpuoOpeTaeT
NpaBo pa3MmenieHns uHpopMaIyy, HanpuMep, Ha OOKOBBIX, 3aJHUX U Tie-
PEIHMX HAPYKHBIX TIOBEPXHOCTSIX TPAHCTIOPTHBIX CPEACTBA, a TaKKe
BHYTPH CaJIOHOB.

Kak u B npyrux cdepax AesITEILHOCTH, A OINCHKU A(PQPEKTHBHOCTH
PEeKIaMbl HECOOXOAUM TIPOrHO3 M TOYHBIA PacyeT ONTUMAIbHBIX MapaMeT-
POB Ha OCHOBE aHaJIM3a CTATUCTHYECKUX aHHbIX [1].

ChopmympyeM HECKOIBKO 3aJ1a4, pellieHHe KOTOPBIX MPUBOJIUT K yBe-
A eHUIO 3(PEKTUBHOCTH PEeKIIaMbl Ha TpaHcropTe. JlonmycTrm npeanpu-
STHE MOXET TPEIOCTABUTh JOCTATOYHOE KOJMMYECTBO TPAHCTIIOPTHBIX
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CPEeACTB Pa3IMYHOIO THIA (TpaMBaeM H TPOJLUICHOYCOB, WM aBTOOYCOB U
MapIIPYTHBIX TAKCH), K CTABHUT YCJIOBHE, YTO B peKIaMe JOJDKHO OBbITh 3a-
JIEViCTBOBAHO HE MEHee YKa3aHHOTO YHCia MammH. PexmaMonaTeio HeoO-
XOJIUMO OTPEACUTE 3aTPAThl HA KaXKIbIN BUJ PEKJIAMBI — CTHUKEPOB, JIH-
CTOBOK BHYTPH CaJIOHa, IUIAKaTOB Ha HAPYKHOW MOBEPXHOCTH, 1 MUHUMH-
3UPOBaTh CyMMAapHbIE 3aTPaThl, YYUThIBAsl TPEeOOBAHMS MPESIAPHATHS IO
KOJIMUECTBY 3aJI€HiCTBOBaHHbIX MallliH. B JaHHOM cilydyae MocTaHOBKa 3a-
Jlau¥ CBOJMTCSI K KJIACCMYECKOM MOJEJM 3aJla4yM JIMHEMHOIO MpOorpamM U-
pOBaHKS, TIPH PEIICHAM KOTOPOH HEOOXOOAMMO MHHFMIHPOBATH JIMHE M-
HyI0 (pyHKIFIO 3aTpaT Z(X) = ¢;X; + CX; t C3X3, [Ie B Ka4eCTBE NepeMeH-
HBIX BBICTYIAIOT BUIbI PEKJIAMHOM MPOAYKIMH, OY4EBHIHO, YTO BCE Iepe-
MEHHBIC HEOTpHIATEIbHBI. OrpaHMUEeHUsS Ha TPAaHCIIOPTHBIE CPEJICTBA 3a-
Jal0TCs JMHEHHBIMH HEPAaBEHCTBAMHU a;;X; t apX, + a;3X3 > by, B KOTOPBIX
KO3(W(UIMEHTHI a;; BBIPAXKAIOT YHMCIO PEKIAMHBIX CTHKEPOB, JIHCTOBOK U
IJIAKaTOB, KOTOPOE MOYKHO Pa3MECTHUTh Ha OJTHOM TPAHCTIOPTHOM CPEJICTBE
Ka)K/I0r0 THIA, b; — MHUHAMAJILHOE YHMCIIO MCTIONB3yEeMbIX MAIIIMH KaX10r0
THIIA.

CyImecTByIOT KIacCHIECKHWEe METOIbI PEeIIeHH 3a7ad JIMHEHHOTO Ipo-
rpaMMHPOBaHUsS — TIpadHUSCKHi U CHMIUICKC METOJ, TaKKE PEIICHHC
JIAHHBIX 3a71a4 MOXKHO OBICTPO HAWTH C TIOMOINBIO KOMITBFOTEPHBIX MPO-
rpaMM — MaTE€MaTHYECKUX MAKEeTOB U IIMPOKO PacIpOCTpPaHCHHOTO Tab-
JgHoro nporeccopa Microsoft Excel [2].

Jis MakcUMM3aIMy MPUOBUIM OT pa3MENICHUS PeKiIaMbl HEOOXOTHUMO
(hOpPMYIMPOBATH CJICAYIOUIYIO 3a1a4y. JJomycTUM, peKIaMOJaTeNI0 HyKHO
OTIPEICIINTh, CKOJIBKO M KAKOT'O BHIa TPAHCTIOPTHBIX CPEICTB 3alpalliBaTh
y TpeINpusTHs, €CJIM W3BECTHA NMPUOBUIb OT pa3MENIeHUs pPEeKIIaMbl Ha
Ka)KIIOM BHZC TPaHCIOPTHBIX CPEICTB, HAIIPEMEP, Ha aBTOOYCax, MUKpPO-
apToOycax M MapIIpyTHBIX TakCH. IIpu 3TOM cCllelyeT yYHTBIBaTb, YTO
OoJbIliee BhIHMMAaHUE MPUBJICKAIOT K ceOe HOBBIC MAIlMHBL. Y peKiiaMoa-
TeJs CYLICCTBYIOT OTPaHMUCHHSI HAa 3aTpaThl, B TOM YMCJIe HAa MaTepHa-
JBI — TUICHKY, OyMary, Au3aliHepcKkue W nonurpauaeckue yCiyrH, a Tak-
JKe OrpaHMYCHMS] Ha HWCTONB3YEMYH0 MOBEPXHOCTH. [lociennne TpeboBa-
HHUS MOTYT OBITH TPOIHMCAHBI B 3aKIF0YAEMOM JIOrOBOPE MEXKIY PEKIIaM O-
JlaTejaeM M TPAaHCIIOPTHBIM MPEATPUATHEM, HATIPUMEP, Ha HAPY)KHBIX CTCK-
JlaX JOIMYCKAaeTCs MCIOJIb30BaHKE TOJBKO Iep(hOPUPOBAHHON IUICHKH; Ha
OOKOBBIX CTEKJIaX OOPTOB JOIMYCKAETCS HAPYXKHOE Pa3MEICHHE CTHUKEPOB,
pasmepom 100x20, B xommgecTBe He Ooniee TpeX IITYK HA OJHOM TPAaHC-
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TIOPTHOM CPEJICTBE; BHYTPH CAJIOHOB HA CTEKIaX OOPTOB JIOMyCKaeTCs
pa3MelleHHe CTUKEPOB, U3TOTOBIICHHBIX HA TIPO3PaYyHOM IUICHKE, pa3MepoOM
60%40, B KoMUECTBE He OOJNEe OJTHOTO B KAXKIOM CAJIOHE TPAHCTIOPTHOIO
cpelcTBa; pasMelicHie MHMOpMAlK Ha OaHHEPHBIX MEPETsHKKAX JOIMyC-
KaeTcsl B caJIoHEe Ka)KI0ro TPaHCTIOPTHOTO CPEJICTBA B KOJMYECTBE He 0 0-
Jiee JIByX MNEpETsKeK U T.I. IIpu cocTaBiieHMM 3aj1adu JIMHEMHOTO Ipo-
TpaMMHPOBaHKs B TIPEJICTABJICHHOW CHUTYalliM B KaueCTBE IEPEMCEHHBIX
HY)KHO B3STh YHCJIO MAIIMH Ka)KJIO0Tr0 THIIA, T.€. YHUCIIO aBTOOYCOB, MUKPO-
aBTOOYCOB M MapIIPYTHBIX TAaKCH, M OCYIICCTBUTh MAaKCHMHU3AIMIO (PYHK-
i OpuosTH W(X) = ¢;X; + CoX, + C3X3, IPU JIMHEHHBIX OrpaHHY CHUSIX-
HEepaBEHCTBAX Ha 3aTPaThl MAaTEPHUAIILHBIX U TPYIOBBIX PECYPCOB.

s yBenmmuenus 3(hdekTa OT peKiiaMbl HEOOXOIMMO YUHTBIBATh Pa3-
JIMYHBIE YaCTH HACEJICHHOTO TyHKTAa, TOPOIa, TI0 KOTOPBIM OCYIIECTBISIOT-
cs peiickl OOINECTBEHHOrO TpaHCIopTa. B lieHTpe ropona HaOmomaeTcs
OorbIIee CKOIUICHHE JFOAEH, 3HaUUT A(deKkT oT pekmambl Oyaer Oonee
OIIYTHUMBIM TP pa3MEIICHAN Ha peicax, MPOXOASINHUX TI0 IICHTPY ropoja.
B npyrom ciyuyae Hauoosee 3¢pdeKTUBHOMH OyaeT pexiaMa, €CId MapIupyT
TIPOXOJIUT B HETIOCPEICTBEHHON OJIM30CTH OT KOMIIAHHH, PEKIIAMHUPYIOIIEH
YCIIyT'H WK ToBapbl. JlomycTuM, pekiaMoaaTeNh HAMEPEH 3apOCUTh He-
KOTOPOE YWCJIO TPAHCTIOPTHBIX CPEJICTB OJHOTO THIA, HATIPHMEP, aBTOOY-
COB, JIJISI TIPOBEJICHUS PEKJIAMHOM aKIMK B Pa3jMYHBIX YacTAX ropoaa. M3
NPEBIYIIETO OMbITa W3BECTHO, KAaKYI0 MPHOBLIL MPHHOCHT peKiaMa B
3aBUCUMOCTH OT YHMCIia MalldH B KaXIOM 4acTW ropoja. DTU JaHHBIE
0OBIYHO MPEJICTABISIIOTCS B BUJE Ta0MMIbl. MaTeMaTHdecKast mocTaHOBKa
3312494 B JITAHHOM CJTyJae 3aKTI0uaeTCs B CIICTYIOIIEM : HY’)KHO MaKCUMH3H-
poBaTh LeNEBYIO GyHKIWMIO MpuObM Z = Y7 _; ¢x (X)) —> max, rae N —
YUCJIO YacTel ropofia, B KOTOPBIX IUIAHUPYETCS! MPOBOAUTH PEKIAMHYIO
aKIMIo, TIEPEMEHHBIE X j, — YHCJIO TPAHCTIOPTHBIX CPEJICTB, 3a/1eHCTBOBA H-
HBIX B Ka)KIOH 4acTh ropona, QYHKIMH @y OMpeaeIstoT NPHObLIH OT YHC-
Jla TPAHCTIOPTHBIX CPEJICTB C PEKJIAMOM, KypCHPYIOIIMX B K-TO# yacTH ro-
poma. IlepeMenHble X}  JIOJDKHBI  YIOBJIETBOPATH  YCIOBUSM

X +X++ X, =A X =20, «=1,2 .., n) e A— obmee
YUCJIO TPAHCTIOPTHBIX CPEJICTB, MPEeAOCTABICHHBIX pekiamonaremo. Jan-
Has 3aj1a4a sSBIISIETCSI KaCCHIECKOM 3a1auell TIMHAMUIECKOro MPOrpaMM K-
POBaHMS O pacTpeleNieHI CpeacTB. Perenne 3a1aum COCTOUT BYX 3T a-
TOB — YCJIOBHOM W 0€3yCJIOBHON ONTUMHBAIMH. DTal YCJIOBHOW OITHM K-
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3aIMK OCYILECTBISIETCS TIO IIaraM, YUCJIO IIAaroB B JAHHOM CIIy4ae Orpe-
JIeJIAEeTCS. YUCIIOM YacTel ropoaa. s aBToMaTU3alyy pacyeToB IPU pe-
MEeHMA 3aJadd MOXKHO TaKKe UCIONb30BaTh TAaOIMIHBIA TIPOIECCOP
Microsoft Excel vnu crienaibHO pa3paboTaHHbIC TIPOrPaMMHBIC CPEICTBA
[3].

PexnaMa Ha TpaHCTIOPTHBIX CPEICTBAX SIBIAETCA MOMYJISIPHOM Ha CETo-
JUHSIIHUA JIeHh W3-3a TOTO, YTO MMEET OOJNBIIOW OXBAT LEJICBOW ayJInTO0-
PUM U CPaBHUTEJIBHO HU3KYIO 3aTpaTHOCTh. TeM He MEHee JJid MOBbIIIE-
HUAs e¢ 3(P(PEKTUBHOCTH HY)KHO HCIONB30BATh JIAHHBIE CTATHCTHKH TIPH-
MEHEHHS PeKJIaMbl U IPOBOJUTH PAaCUEThL, UCTIONB3Ys pa3MuHbIe MaTeMa-
THYECKHE MOJeNM W MeToabl. [IpuMepbl, paccMOTpeHHbIE B CTaThe,
HATJSITHO TIOKa3bIBAIOT, YTO JIJISI ONTUMUBAIMH PEKJIAMHOM aKIMK MOYHO
WCTIOJIb30BaTh B TOM YHCJIE METOAbI JMHCHHOrO W JUHAMUYECKOrO IpO-
rpaMMHpoBanys. [Ipu OONBIIIOM YHCIIC TIEPEMEHHBIX B 3a]1a4¢ U OOJBIIOM
YUCJIC OrPAaHMYCHUN PEIICHUE 3aJ1a4d MOKHO OCYIIECTBIBITH C UCTIONB30-
BaHUCM MH(OPMAIMOHHBIX TEXHOJIOTHH [4].
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Bosipuyk AHHa BnagumupoBHa,
KaHauaaT MCTOpPUYECKUX Hayk, npenofasaTtenb kadepbl BOEHHO-MONUTUYECKOM
paboTbl B BOMCKax (cunax), MoCcKoBCKoe BbicLuee 0bLLeBONCKOBOE KOMaHAHOe

yamnuiLe

TeHaeHU MM N NPOTMBOPEYUSA B CTpOUTENLCTBE BOOpYXKEeHHbIX
Cun Poccuickon ®egepaunn Ha COBpeMEHHOM 3Tarne pa3BuTUs
oblecTBa

AHHOmMayus. B HacTosLLen cTaTbe aBTOPOM pacCMOTPEHbI OCHOBHbIE 3aKOHO-
MEPHOCTW NOCTPOEHUS U pa3suTs BoopyxeHHbix Cun PO B cooTBETCTBMM C ak-
TyanbHbIMW HanpaBNeHNSAMM rOCYLapCTBEHHON BOEHHON NOMMTKM Ha COBPEME H-
HOM aTane. AHanuM3unpys akTopbl NOCTPOEHWS 3aKOHOMEPHOCTEN pa3BnTus Bo-
OpyXeHHbIX C1n, aBTOP NPUXOANT K BLIBOAY O CYLLECTBOBAHUM HEKOTOPbIX NPOTH-
BOPEYMI B NOCTPOEHWUN BOEHHOW OpraHn3aLmum rocygapctea, NpuynHa KoTopbix
BWAWTCS B OTCYTCTBUM CUCTEMHbIX MEp, HaNpaBIieHHbIX Ha YCTaHOBNEHME B3au-
MOCBS31 MEXLY PEryIMpoBaHNEM BONPOCOB 060POHbI 1 MHBIMM FOCYAAPCTBEHHO
3HaYMMbIMM CCPEPAMM XKN3HN.

Knroyessie crosa: BoopyxeHHble Cunbl Poccuitckon ®efepaumnn; BoeHHas
[OKTPWUHA; BOEHHOE CTPOUTENLCTBO; rOCYOAPCTBEHHOE YNpaBfieHue; rocyaap-
CTBEHHasi NONUTHKA.

Boiarchuk V. Anna,
candidate of Historical Sciences Lecturer at the Department of Military and Politi-
cal Work in the in Troops (forces), the Moscow Higher Combined Arms Command
School

Tendency and contradictions in construction
of the military forces of the Russian Federation
at the present stage of developmet

Abstract. In this article, the author considers the main patterns of the construc-
tion and development of the Military Forces of the Russian Federation in accord-
ance with the currentdirections of state military policy at the present stage. Analyz-
ing the factors of constructing patterns of development of the Military Forces, the
author comesto the conclusion thatthere are some contradictionsin the construc-
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tion of the military organization of the state, the cause of which is seen in the ab-
sence of systemic measures aimed at establishing the relationship between the
regulation of defense issues and other state-significant spheres of life.

Keywords: Military Forces of the Russian Federation; military doctrine; military
construction; public administration; public policy.

CrpourensctBo Boopyxenasix Cmwt PD kak cuctema B3aUMOCBSI3aH-
HBIX MEPONpPUATHH, Peai3yeMbIX OpraHaMHW TOCYJAapCTBEHHOW BJIACTH B
cepe BOECHHOTO YNpaBJICHUs, HAIPaBJI€HA HAa CO3/laHME, MOATOTOBKY M
Pa3BUTHE BOOPY)KEHHBIX CWI C YYE€TOM aKTYyaJbHBIX 3a/1a4 MUPHOIO U BO-
€HHOI'O BPEMEHH.

B cBs3u ¢ 3TUM Mepbl BO3AECUCTBUS BOCHHO-TIOJIMTUYECKOTO PYKOBOI-
cTBa Ha cepy 0OOPOHBI OOYCIIOBICHBI JCHCTBYIOIIMMHU yIPO3aMH TEPPH-
TOpuajbHOM uenocTHocTH Poccuiickoit Degepaimy, cooOpaXeHUIMH
HAIMOHAJILHOM M MEXITyHAPOJHON O€30MacHOCTH.

OCHOBHbIE MPHHIMIBI U 33/1a4l BOGHHOIO CTPOMUTENIHLCTBA 3aJI0KEHBI B
Boennoit noxrpune Poccuiickoii @eneparpm (qanee — BoeHHast TOKTpH-
Ha), yTBepxkaaeMoil BepxoubsiM [ maBHOKOMaHmytommm — Ilpe3unenrom
P®. B HacTosmmii MOMEHT eHcTBYeT BoeHHast TOKTpUHA, YTBEPAKICHHAS
ITpesunenrom P® 25.12.2014 Ne I1p-2976.

CornacHo n. 37 BoeHHOW AOKTpPWHBI, OCHOBHOW 3aJadyeil CTPOHUTEINhb-
cTBa U pa3Burusi BoopykeHHbIXx CHl BBICTYNAET MPUBEIECHNE UX CTPYKTY-
pbI, cocTaBa, YHUCICHHOCTH M OCHAIICHHOCTH COBPEMEHHBIMHU (IEpCIEeK-
THBHBIMH) 00pa3laM¥y BOOPY)KEHHUs, BOCHHOM M CIICLMAJIbHOM TEXHUKH B
COOTBETCTBHE C MPOrHO3UPYEMBIMH BOCHHBIMU YTPO3aMHU, COICPKaHIEM U
XapaKTEepPOM BOCHHBIX KOH(IMKTOB, 3a/1a4aMi B MUPHOE BpEMS, B IEPHOJ]
HETOCPEICTBEHHON yrpo3bl arpecCHuy ¥ B BOGHHOE BPEMSI, @ TaKXKe C HOIH-
TUYECKUMH, COLMATIbHO-OKOHOMUYIECKUMH, AeMOrpaduaecKiMu 1 BOSHHO-
TEXHUYECKUMH YCIIOBUSIMU U BO3MOKHOCTSIMU Poccuiickoit denepanmn.

B . 39 BoeHHo#1 TOKTpHHBI yKa3aHbl CTIOCOOBI 00eCTIeueHnsT peamsa-
MM OCHOBHBIX 3a/ia4 CTPOMTENbCTBA M pas3BuTusi BoopyxenHsix Cu,
cpenu KOTOpbIX: 3((QeKTHBHOE BOESHHO-IKOHOMHUYECKOe olecrieueHue U
JIOCTaTOYHOC (PMHAHCUPOBAHME BOWCK; TIOBBIICHAE 3(DPEKTUBHOCTH
(yHKIIMOHMPOBaHMS  O0OPOHHO-TIPOMBIIIUICHHOTO KOMIUIEKCA; TMOJepKa-
HUE CIOCOOHOCTH SKOHOMUKH CTpaHbl oOecrneduTh norpedHoctu Boopy-
skeHHbIX Cwr; sddexTrBHOE oOecrieueHne MHPOPMALMOHHON Oe30macHo-
ctu Boopyxennbix Cwil, Jpyriux BOWCK M OPraHOB; COBEPIICHCTBOBAHUE
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CHCTEMBbI BOCHHOTO 00pa30BaHUs B CIELMAJIM3HPOBAHHBIX 00pa3oBaTEb-
HBIX YUYPEKIICHUSIX; TOBBIIICHHE YPOBHS peaM3allii COLMAIBHBIX TapaH-
TH TIpaB BOEHHOCIYXaIlMX M TPakJAHCKOrO IEpPCOHaja; MPOTHBOJEH-
CTBHE KOPPYNIMH B opraHax ympasieHusi Boopyxennsimu Cunamu; co-
BEPLICHCTBOBAHNE CUCTEMbI BOCHHO-TIATPHOTHYECKOIO BOCIIMTAHHUS TPasK-
JaH; o0ecredyeHuss ToCcylapCTBEHHOTO M OOIIECTBEHHOIO KOHTPOJS e s-
TEJIBHOCTH rOCYAapCTBEHHBIX OPraHOB B 00JIACTH OOOPOHBI.

IIpuBeneHHbIe TONMOXEHNUS BOEHHOW NOKTPHHBI MOJYEPKUBAKOT CYII-
HOCTHBIE YEPTHI M 3aKOHOMEPHOCTH pa3BuTusi BoopyxenHsix Cun: Oyayun
HEe TOJILKO BOEHHOW OpraHm3ampeil, HO U 0COOBIM COLMAJILHBIM HWHCTHTY-
TOM, €ro (yHKIMOHHPOBAaHHE 3aBHCHT OT COBOKYIIHOCTHM MHBIX COLMAJIb-
HBIX (PAaKTOPOB, HOCSIMX MOJUTHIECKHUM, SKOHOMUYECKUI U KyJIbTYpHbIH
Xapakrep. Y4eT JaHHbIX (PAaKTOPOB MO3BOJSIET CYIUTH O BOSMOXKHOCTHU
CcTaOWILHOTO U TUIAHOMEPHOTO pa3BuTHsI BoopykeHHbix CHil B LIEJIOM.

Ucxonst u3 3TOro, OCHOBHBIE 3aKOHOMEPHOCTH pa3BuTHsl BoopyxkeH-
HbIX Cwil MOXHO C(OpMYIHpOBATH B CIEAYIOIIEM BHIE: CYIIHOCTH BO-
OpYXEHHBIX CWI, O0ECTIOCOOHOCTh BOWCK, BXOJSLIMX B UX COCTaB, MPSMO
3aBHCAT OT YKOHOMHYECKOH CTaOWIHLHOCTH U O€30MaCHOCTH IOCY/1apcTBa,
OT KyJbTYPHO-HIEOJIOTHIECKOr0 YPOBHS Pa3BUTHS OOIIECTBA W OT TOJIH-
TUYECKOI MOBECTKU rOCYAapCTBa.

B CIIIA omHMM U3 OCHOBHBIX KPUTEPHEB OLICHKH 00SCIIOCOOHOCTH a pMUH
BBICTYTAET CIIOCOOHOCTH (PeieparibHOro OF0HKETa Y 1ORIE TRBOPUTH TIOTPEOHO-
CTHU BOCHHOM OpraHM3allli B CBOEBPEMEHHOM M MOJHOMEPHOM (PUHAHCUPO-
Banmy. B 2000-x rT. ObIa pazpaborana cuctema «llmaHupoBanue, mporpam-
MHPOBAHKE, pa3pabOoTKa U UCTIONHEHHE OI0)KETay, HATpaBJICHHAs HA CO3/1a-
HUE €IMHOM HOPMaTHUBHO-B3aMMOCBSI3aHHOW CXeMbl IUIAHUPOBAHMS peain3a-
1Y BOCHHBIX IIPOEKTOB U MX (PMHAHCOBOTO 00ECTIEUEHHS C yIETOM BO3MOXK-
HOCTEH BOMCK IPOTUBOCTOSITH BHEILITHAM YTPO3aM MPH peaiu3aliii OJTHOTO 13
CIICHApHEB Pa3BUTHS CLICHAPUEB Pa3BUTHS BOCHHO-TIOIMTUYECKOM U cTpaTe-
THUECKOH 0GCTAHOBKH B MHDE H €10 0TI/ bHBIX PETHOHAX .

Cucrema mnanupoBaHusi Bo3MoxkHocTeld Boopyxennsix Cun P® orpa-
J)keHa B BOeHHON NOKTpHHE: «peaim3alps 3ajad OocHalleHus Boopykes-
HbIXx Cui, Apyrux BOWCK U OPraHOB BOOPYXKEHHEM, BOCHHOW W CIICIMAIb-
HOM TEXHUKOW INpenycMaTpUBaeTCs B IOCYAApCTBEHHOM NporpamMme BoO-

! Memun A. O. IIpoGneMsl BHEIPEHHS HOBOI CHCTEMbI [LIAHMP OBAHMS CTP OMTENHCTBA BO-
opyxennbix cunt CIIA // Boennast mpicib. 2019. Ne 4. C. 63—64.
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OPYXKEHHUSI M JIPYTHX TOCYIapCTBEHHBIX Mporpammax (IwaHax)». Marepu-
anpHOe OOecCIieYeHre BOWCK TakKe OCYIIECTBISIETCS B COOTBETCTBUH C
IUIAHUPOBAHHEM BO3MOXHBIX YIPO3 M CIICHAPHEB pPa3BUTUS COOBITHH B
BOEHHO-TIOJIUTHYECKON cdepe.

MarepuanbHo-TexHHYeckoe obecneueHne Boopyxenusix Cwl, B 3aBU-
CUMOCTH OT CTEIICHM BO3HMKHOBEHHMS BOCHHOHM yrpo3bl, ClelyeT Hozpa3-
JIeUTh Ha TPH BUJA: 00ECTICYECHHE B MIEPHOI MUPHOTO BpEeMEHH (HaKoIUIe-
HUE ¥ TIOJIIepKaHue B OOETOTOBHOCTH YacTEH U COSAMHEHHUM, BOOPYIKE HUAS
¥ BOCHHOW TEXHUKH, TPEATIPHATHI 00OPOHHO-TIPOMBINUICHHOTO KOMIUIEK-
ca C y4eTOM BO3MOXKHOCTHU MX YCKOPEHHOIO IIEpPeBO/ia Ha PEKUM BOEHHO-
ro BpEMEHH), B MEpHOjA HETOCPeACTBEHHOM Yrpo3bl (JoobecreueHune
BOJCK (CII) MaTepHabHBIMU CPEJICTBAMH IO IITaTaM M HOpMaM BOEHHOTO
BPEMEHH) U B MEPUOJ BOEHHOIO BpEMEHHM (Ilepeayda 3amacoB U yCKOpe H-
HOE BOCIIOJIHEHHE ITOTEPh BOOPYXKEHHsSI U MaTEPUAIIbHBIX CPEICTB).

B HacTosimmii MOMEHT TOCyIapcTBO MPUACPKUBACTCS MPUHIIMIIA MaK-
CHUMM3AlMM KaIlUTAJIOBJIOKEHNI B 0OOPOHY M 0€30MacHOCTh rOCY/AapCTBa.
Tak, Ha maHoBBIA meprof, 2022—2024 rr. pacxonbl HA HAIMOHAJILHYIO
oboporny B 2022 r. cocraat 3 510 419,6 mmu py6., B 2023 1. —
3 557 223,3 muH py6. u B 2024 7. — 3 811 777,5 Mum py6." Ilo 3ameua-
Huro npencenatens Komurera ['ocynaperBennoit J{ymol o o6opore A. B.
KapranonoBa, «0romxeTHbIE pacXoibl JOIDKHBI OCHOBBIBATHCSI HE Ha
HECOBITOYHBIX JKEJaHUAX, @ HA UCKIIFOUUTEIIHHO MparMaTUYHBIX pacdyeTax
JOCTIKEHWSI TOCTABJICHHBIX IPOrpaMMHBIX Ielelf ¥ BO3MOXKHOCTH KOH-
TPOJISL IPUHUMAEMbIX pemermﬁ»z.

MarepuansHoe obOecriedeHre COOCTBEHHO BOCHHOCIYXAIIUX, Y OBIIE-
TBOPEHHOCTh OBITOBBIMH YCJIOBHSIMHU BIIHSIET HA 00E€CTIOCOOHOCTH BOWCK,
BBICTYNIAE€T 3aJI0TOM COCPEJIOTOUYEHHOCTH CIIY)KAlllMX Ha BBINOJHEHHH
ciTyxeOHbIX 3a]]a4, BCIEJICTBHE YEro yKa3aHHbIH (aKTOp CBsSI3bIBA€T BO-
€IMHO SKOHOMUYECKUH U HIECOJIOTMIECKU KOMIIOHEHTBI 00eCcTiocOOHOCTH
Boopyxennsix Crn.

KyneTypHO-ueonorumiaeckas COCTaBISIONIAasl B HACTOSIIIEE BpEMsI KOH-
LIEHTPUPYET BHUMAHHE BOCHHO-NIOJIMTHYECKOrO PYKOBOACTBA rOoCyAapcTBa
Y HAlleJIMBAET Ha BO3POXKEHUE €JMHOM M MacIUTaOHOW CUCTEMBI MO -
KaHusg OoeBoro ayxa apMud. B uyacTHocTH, 3ajmayell  BOEHHO-

'Annpeit KapTanonos: «060poHHbIi Gromker» Ha 2022—2024 cOanancupoad u dddek-
tusen // URL: http://duma.gov.ru/news/52593/ (nara obpamenus: 10.01.2022).
2

Tam xe.
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TIOJIMTUYECKOW PaboThl SBIAETCS «00eCTeueHne BBICOKOTO YPOBHS MO-
PaTbHO-TIONIMTHY €CKOTO M TICUXOJIOTHYECKOT0 COCTOSIHUS JIMIHOTO COCTa-
Ba, TIPaBOIOPSAIKAa ¥ BOMHCKOW JWCIMIUIMHBI, (DOPMHUPOBAaHHE y BOCHHO-
CITyXaIlMX MOpPaJIbHO-TIOIMTUIECKUX U TICHXOJOTMYECKUX KadyecTB, CIUIO-
YEHHBIX BOMHCKUX KOJUIEKTHUBOB, OOECIEYMBAIOIIMX BBINOJIHEHHE 3a]ay
70 TPE/IHA3HAYEHHIO B JHOOBIX YCIOBMAX» . BYIydd OHHM M3 COIMAIIb-
HBIX MHCTUTYTOB, KaK OBLIO OTME4eHO paHee, craryc BoopyxenHbix Cui,
UX OLEHKAa OOIIECTBOM B IIEJIOM HETOCPEICTBEHHO BIMAET HA PAa3BHUTHE
apMUH U, C APYTOH CTOPOHBI, OTPa’kaeT peabHOE MOJIOKEHHE /I B CAMHUX
Boopyxennbix Cunax. B macTosiimii MOMEHT, TI0 CI0BaM MHUHUCTpa 000-
porsl P®, remepama apmmm C. K. Hloiiry, «mo comvomormm 10—12-
JIeTHEW JJaBHOCTH JIOBEpHE K BOOPY)KCHHBIM CWIAM B HAIIEH CTpaHe OBLIO
27—29%. Bbina yBepeHHOCTh, UTO HAIlla apMUs B COCTOSHUM 3aIUTHTh
CTpaHy, 4TO Ha Hee MOXKHO HaaesThcs. CeroqHsa 919 OT 79% no 86% —
3TO caMblii 10BepsieMblii HHCTUTYT B HAllleH CTpaHe»”.

Poct noBepuwst k apmun, KOTOpasi aCCOLMUPYETCSl ¢ MOIIBIO rocyaap-
CTBa, 00YCJIOBIICH OOIIMM YKpEIUICHAEM TO3MIMIA HAIIICH CTpaHbl Ha MEX-
JIYHAPOIHOW apeHe, YTBEP)KACHUEM HOBOM KOHLCIIIMM BHEIIHEH TIOJIWT H-
k1 Poccum, coderaromeil mpuHIMITEI MUPOIOOUS, YBAaXKSHHSI CYBEPEHHTe-
Ta IPYrWX TOCYAAapCTB, TIOCTPOCHHUS CHCTEMBI KOJUICKTHBHOM MeEXTyHa-
pomHOl 0e30MmacHOCTH, HEKOH(POHTAIMK C TOCYAapcTBaAaMHU M HapOAaMHU.
Tak, B Konuempm BHemHe# monuruku Poccuiickoit @eaepaimy, yTBEp-
xneHHol Ykaszom IIpesunenra PO ot 30.11.2016 Ne 640, nomuepkuBaeTcs
HAalIEJICHHOCTh Ha o0ecreyeHue OEe30MacHOCTH HAILleTO ToCylapcTBa,
ynpouenun no3uiuii Poccuiickoit depepalmy Kak OHOTO U3 BIMSTENb-
HBIX IICHTPOB COBPEMEHHOTO MHpa MpU OJHOBPEMEHHOM IPOJIBIKEHUN
Kypca Ha YKpeIUICHUE MEXTYHAPOJHOTO MHpA, COOJIOJIEHHE OOIICTPHHS-
THIX HOPM H TIPHUHIMIOB MEXXIYHAPOJHOTO TpaBa, (OPMHUPOBAHME OTHO-
meHni 100pococeCTBa ¢ CONpeeNIbHBIMU FOCYAapCTBAMU U IPEJOTBpa-
IICHHUE 0YaroB BOOPYKEHHBIX KOH()ITUKTOB.

B 10 ke BpeMs1, HeCMOTpsI HA CTPEMJICHUE TOCYIapcTBa 00CCTICUHTh 3a-
KOHOMepHoe pa3surue BoopyxkeHHsix Cil, MbI MOXKEM HaOmoAaTh Ipo-
THUBOpEUMBbIE TEH/EHILIMH, 00YCIIOBJIEHHbIE MPOOEIBbHBIM XapaKTepOM BO3-
JEHCTBUS yNpaBJIeHYECKOW CHIIbI TOCYAapCTBEHHOIO MEXaHM3Ma Ha cdepy
o0oponbl. Hanbonee 60Ne3HEHHBIM BJIEMEHTOM B CTPOUTENILCTBE Boopy-

! Mpuxas Munuctpa 060ponsl P or 22.07.2019 Ne 404 «O6 OpraHH3aLMH BOGHHO-
MOJUTHYECKOH PaboThl B Boopyxennpix Cunax Poccuiickoit Denep ammm.
2 URL: https:/itass.ru/armiya-i-opk/12099069 (sara obpamerus: 10.01.2022).
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xeHHbIX CWil, KaK ¥ BO MHOTHX JAPYTHX cepax OOLIIeCTBEHHOH KU3HH C
y4aCTHEM TOCYAapCTBa, SIBISIETCS KOPPYTILI.

CTour OTMETUTH, OTHAKO, YTO B TIOCJICTHEE BPEMsI HAOJIOJaeTCs Halle-
JICHHOCTh HA JIMKBUIAIMIO MPAaBOBOTO NpoOesia B PEryJIMPOBAHUU MPOTH-
BOZIEHCTBUA Koppymmu B apMui. B Ilnane mpoTuBOnEcCTBUS KOpPYIILIMI
B Boopyxennpix Cunax Poccuiickoit @eaepammm Ha 2021—2024 ronst
(yrBepkneH mpukazom Munnctpa o6oponsl PD ot 17.09.2021 Ne 555)
copMyIMpoBaHKl OCHOBHBIC HAMPABJICHHUS AHTUKOPPYIIMOHHOW OOpBLOBI:
NOBBIIIEHHE S(P(YEKTUBHOCTH MEXaHM3MOB YpPETYJIMPOBAHHS KOH(IMKTA
MHTEPECOB, OpraHM3aIWs OICHKH KOPPYIIIMOHHBIX PHCKOB ¥ BHEIPECHHS
AQHTUKOPPYIILIMOHHON SKCTIEPTH3bI HOPMATHBHBIX JIOKYMEHTOB, TPUHUM a-
€MBIX OpraHaMu ynpasiieHus: Boopyxennsix Cuil.

JlpyruM 3HAYMMBIM SJIEMEHTOM TPOTHUBOPEYMs B pa3BUTHM BoopykeH-
HeIXx CWiI BBICTYTIACT CUCTEMA KOHTposisi. HecMOTpst Ha HalleJICHHOCTh TOC-
yaapcTBa BHEJPUTh BHEILHMIA, TPaXJaHCKUI KOHTPOJIb B paMKax JaHHOTO
MHCTUTYTA, CTENIEHb OOIIECTBEHHOIO Y4acTHs MPeACTaBIAETCS CMYTHBIM
00pa3oM BBHUIY CYIIHOCTHBIX OCOOCHHOCTEH BOCHHOW oprammaimy. Bo-
opyxenaple CWIbl — 3aKpbiTas OpraHM3alls, MHOTHE CTOPOHBI YKU3HU
KOTOPOW TIO0 COOOpa)KCHWSIM HAIMOHAJILHON O€30MacHOCTH OXPAHSIIOTCS
PEKMMOM TOCYAapCTBEHHOM TaiHBI, B YaCTHOCTH, HEKOTOPBIE PaCXOIHBIE
cratei (enepanpHoro Oromxera. [IpoMexyTOUHBIM 3BEHOM, 10 MHEHHIO
®. C. bopoanHa, MOXKET CTaTh YCTAHOBJICHUE CTICIMAIM3UPOBAHHOTO KOH-
TPOJISI CO CTOPOHBI TPOKYPATYPbI, B YACTHOCTH TIOCPEICTBOM CO3IaHHSI
CIICLMAJIM3UPOBAHHOTO  MO/IPA3/IC/ieHNs] BO3MOMKHO OCYILIECTBICHHE U
BHEIIIHETO HE3aBHCHMOTO GFOMIKETHOrO KOHTPOJIS

Taxum o0Opa3om, mpeooneHre MPOTUBOPEUM U MPOOETIOB B 3aKOHO-
MEpHOM WU MOCTyrnateibHoM pa3Buruu BoopyxenHeix Cun P® Bumurcs
HAMH B CHCTEMATH3AIMH PETYJIMPOBAHUS OCHOB BOSHHOTO CTPOUTEIIHCTBA,
TIOCTPOCHHSI B3aMMOCBSI3H MEXKITy KOMIIOHEHTAMH CHCTEMBI TIOCTPOCHHS 1
pa3Burus BoopykeHHsIXx CWI M BHEIIHIMHU MHCTUTYTAMH: TPasKIaHCKIM
O0IIECTBOM, MHCTHTYTaMHU aHTHKOPPYIIIMOHHOTO BO3/ICHCTBUS, HAYYHBIM
1 00pa3oBaTeIbHBIM COOOIIECTBOM, TUITIOMAaTHIECKOH cepoit. B Takom
Cilydae CTpaTerHiecKHe HHUIMATUBBI, 3aJI0KEHHbIE B IPOrpaMMHBIX 0-
KyMEHTax B c(pepe 00OpOHBI, HAWTYT CBOE KaUECTBEHHOE BOIUIOLICHHE.

! Bopomun @. C. HcnonHenne GIOIKETHOIO 3aKOHOJATEILCIBA B BOOPYIKEHHBIX CHIax
P®: AxryanbsHble BOTIP OCBI KOHTP OIS U P OKY p op ckoro Hagzopa / Bectank HHI'Y . 2016.
Ne 6. C. 107.
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BonorauHa EkatepuHa CepreeBHa,
CTapLuvi npenoaaBaTtenb kadeapbl aAMUHACTPATUBHOIO NPaBa U TaMOXEHHOTO
aena KOpuamnyeckoro hakyrnbteTa 3abankanbCKoro rocynapcTBEHHOM yHUBEPC U-
TeTa

O HeKOTOpbIX acneKkTax NPaBoOBOrO PerynMpoBaHus
knbepbesonacHocTu B Kutanckoit HapoaHon Pecny6nuke

AHHOMaus. ABTOPOM aHaNM3MpYTCS 0COBEHHOCTM NPAaBOBOIO peryn1poBa-
Hus kKnbepbesonacHoc T Ha npumepe Kutaickoir HapoaHom Pecnvbnuku, akueH-
TUDVETCS BHUMaHUE Ha OTAENbHbIX NPOONEMHbIX aCNEKTax 1 NDAKTUYECKMX BO-
nbocax NDeaMETHOTo DEeNIIMDOBAHWS. KOTODbIE HanbaBrieHbl HAa NDOTUBOAE -
CTBUE knbepyrpo3am 1 COBEPLLEHCTBOBAHWE UCCNEAYEMOrO (PeHOMEHa.

Kmtouegble crosa: nHgpopmaLumoHHas be3onacHoCTb; knbepb6e3onacHoCTb; kil-
BepnpocTpaHcTBO; knbepyrposbl; 3akoH «O knbepbesonacHocT KHP».

Ekaterina S. Vologdina,
Senior Lecturer, Department of Administrative Law and Customs Affairs Trans-
baikal State University

On some aspects of legal regulation of cybersecurity
in the People's Republic of China

Abstract. The author analyzes the features of the legal regulation of cybersec u-
rity on the example of the People's Republic of China, focuses on certain proble m-
atic aspects and practical issues of subjectregulation, which are aimed at counter-
ing cyberthreats and improving the phenomenon under study.

Keywords: information security, cybersecurity, cyberspace, cyber threats, Law
«On Cybersecurity of the People's Republic of China».

B coBpeMeHHoM Mupe mpoOsieMbl oOecrieueHus: KubepOe30rmacHOCTH
CTAQHOBATCS WMMAHCHTHBIM YCJIOBHEM IS Pa3BUTHS MH(OPMAIMOHHOTO
obmecTBa. B maHHBIE MOMEHT 0c000O€ BHHMAaHHE YACICHO BOMpPOCaM
obecniedueHus: 0€30MACHOCTH M CTAOWILHOCTH B KHOEPIPOCTPAHCTBE, YTO
OKa3blBAaCT BIMSHUE HA CYBEPCHWTET, HAIWMOHAJBHBIC MHTEPECHl BCEX
cTpad Mupa. OlHA M3 OCHOBHBIX NMPOOJIEM — 3TO OTCYTCTBHE MEXAYHa-
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POJTHOM MPAaBOBOM CUCTEMBI, IOPUIIMUECKH YCTAHABJIMBAIOUIEW HOPMBI U
TpaBWIa TOBEJICHUS B 3TOM cdepe, 0 KOTOPOU JUCKYTHPYIOT MHOTHE ydYe-
HBIC, B TOM 4ucie uccienopaTeu [2; 3]. HaspeBias npaBoBas 1 OpraHu-
3aIMOHHAs TPo0JIeMaTHKa 00SCTICUYSHHS MHUPOBOM KHOEpOE30MacHOCTH Ha
COBPEMEHHOM JTalle YCWIMBACT YPOBEHb PEarvpoBaHWS Ha HOBEWMIIINE
PHUCKU Y aKTyalli3UPYIOT TpeOOBaHMS K YPOBHIO MH(OPMAIMOHHOW 3aIlu-
THI JIAHHBIX CYO'BEKTOB PA3JIMIHBIX TIPABOOTHOIICHHI.

LleHTpasbHON Waeel HecneyeMOM KaTETOPHH SIBIIIETCS] YTBEPKICHUE
0 TOM, 4TO KHOepOe30MacHOCTh KaK HEeOThemyieMas 4acTh B CHUCTEME
HAIMOHAJIBHOM 0€30MaCHOCTH MHOTHX T'OCYAapCTB, BOIPOCH YCKOPEHHOI'O
Pa3BUTHS HOBBIX TPOPHIBHBIX TEXHOJOTHMH B TIOCJEIHHE HECKOJIBKO JieT
SIBJITFOTCSI OCTPOM MpoOJIeMOM pa3BUTH MHOTHX CTpaH [1; 4], B TOM 4ucIie
n Kurasi. Bo3HUKHOBEHHE HOBBIX BBI30BOB W Yrpo3 (KaK peasibHBIX, TaK U
MHHMMBIX), TEPPOPUCTHUCCKUAEC M DKCTPEMUCTCKHE aTaKW, KHOCpaTaku U
KHOepyrpo3sl, JccTaOWIm3alys TMOIUTHICCKON, SKOHOMHUYECKOH obcTa-
HOBKH 3a CUET PaclpoCTpaHeHus ae3uH(OpMAaIMH depe3 HHOOpPMAIHOH-
HO-KOMMYHHKAIIMOHHBIE TEXHOJIOTMH M COIMANbHBIE CeTH, 0e3yCIIOBHO,
aKTyaJM3UPOBAJId BOIPOCHI oOOecrieueHus KHOepOe30IIacHOCTH Ha IIPO-
CTPaHCTBE BCEX MHUPOBBIX JiepkaB, B ToM uwmcie u Kuras. Kpome toro,
HEOOXOIMMO OTMETHTh, 4To B Kurae 3a nepuon 2019—2020 rr. Hadmoaa-
JINCh KHOEpaTaKy Ha OOIIEMHUPOBBIC TUTAHTHI TEXHOMHIYCTPHH, B YaCTHO-
ctu Huaweil, Alibaba, ZTE, Texnomornu 5G, 001auHble XpaHWIAILIA U AP.
B cBsI3M ¢ 3TUM KOHCTaTHpyeM, YTO Pa3BUTHE CTPYKTYPhl COBPEMEHHBIX
HMH(POPMATMOHHO-KOMM YHUKAIIMOHHBIX TEXHOJIOTHH HEPa3phIBHO CBS3aHO
C BaXKHOCTHIO W HEOOXOIMMOCTBIO 00ecTiedeHUs MT00aTbHON KOHKYPEHT O-
CTIOCOOHOCTH ¥ 0€30TMACHOCTH.

He pelieHHBIMH Ha CETOMHSIIHMIA ACHb SBJISIOTCS BOMPOCHI OmNpe/esie-
HUSI TPaHUWIl BHYTPH TaKOTrO MPOCTPAHCTBA B CBS3M C pa3BUTHEM MHTEpHe-
Ta B KOJNIMMECTBEHHOM (HATIpUMED, YBEJINUCHIE MHTEPHET -TI0JIb30BaTelNeH)
Y Ka4eCTBEHHOM OTHOIICHHH (HAIpUMEp, Pa3BUTHE MHTEPHET-YCIyT), IO~
CKOJIbKY Ha MEXTYHAPOJHOM YPOBHE HEPEJKO MPOUCXOIAT B3aUMHBIC 00-
BUHEHMSI CTpaH B PACHPOCTPaHEHWM JIOKHOM W (hasibCU(UIMpOBaHHOMN
MH(GOPMAI|H, BPEIOHOCHBEIX BHPYCOB, JIOTHIECKHX O00MO, TposHOB. MHTe-
pec Kuras k kubepnpocTpaHCTBY M BOSMOXHOCTSIM €TI0 WCTIONB30BaHUS
Ype3BBIYAMHO BEJMK, YTO OOYCIOBJIEHO TNPUMEHEHHEM KOMIUIEKCHOTO
MOJTX0/1a TPaHC(OPMAIMK CUCTEMBI: OT 3aKOHOJATEJILHBIX HHUIMATHB JIO
CTPATETHi MEXTYHAPOTHOIO COTPYIHMUECTBA B KHOESPIPOCTPAHCTBE.
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Jlnst viccne1oBaHusl CYITHOCTHBIX XapaKTEPUCTHK JaHHOTO (eHOMEHa U
aCMEKTOB €T0 TPAaBOBOTO PETYJMPOBAHMS, HEOOXOIUMO IPOaHAIM3UPO-
BaTh 3aKOHOMATENHHYIO 0a3y ympaBJeHUS KHOSPIPOCTPAHCTBOM B Kwurai-
ckoit Hapomsoti Pecrybimke v pacCMOTPETh OpraHM3aIMOHHYIO CTPYKTY-
Py OpraHoB, y4acTBYIOIHX B 00€cTiedeHr! KHOepOe30NacHOCTH.

[IpaBoBas npakTuka 10 odecneueHmro knoepoeszonacHoct B KHP Haup-
HaeT opmupoBathcs ¢ 2000 r., korma BeexuraiickuM coOpasreM HAPOIHBIX
npeicTaBuTelicii OBUTH TIPS IIPUHSITHI OPraHU3AIMOHHO-TIPABOBBIC MEPBI 110
3aIlUTe HHTEPHET-TIPOCTPAHCTRA, YTO TIO3BOIMIO ONPEICIIUTh CHCTEMY BO3-
MOXKHBIX MPaBOHAPYIICHMI B HMH(pOpMalmoHHOH cdepe. 3aTem, B 2003 T.
Kannenspueit I{enrpansHoro Komurera Kommynuctraeckoit naptum Kurast
Obwo mpurATO [locTaHOBIEHHE TOCYIAPCTBEHHON MH(OPMaTH3UPOBAHHON
PYKOBOZSIIEH IPYIIILI 10 padoTe B 00JIaCTH YKPEIUICHYS MH(OPM aLIIOHHOM
Oe3omacHOCTH [ 5], KOTOpOE PEIIaMEHTHAPOBAJIO 00 S3aHHOCTH OTBETCTBECHHBIX
CcYOBEKTOB HH(OPMAIMOHHBIX MPABOOTHOIICHUH B Chepe 3allUThl CTPaTeT H-
YeCKOM HHDPACTPYKTYPHI U IPEIYCMOTPEIO MPOLEYPY MPOBEICHUSI MOHH-
TOPUHI'a WHTEPHET-TIPOCTPAHCTBA HA HAJMYKE BO3MOXKHBIX WIM PEeallbHBIX
YSI3BUMOCTEH B BUIE KHOEPYrpo3 U aTak.

B nmamphetimem uHdopmarmonHoe npoctpanctBo KHP dopmupyeTcs
KaK «HOBas 00JIACThY», KOTOpas OXBavcHA TOBBINICHHRIM BHUMAHHEM Pa3-
BUTHS MH(POPMAIMOHHBIX TEXHOJOTHMH M CTPaTErMUEeCKUX HATPaBJICHUIA
nporieccoB uHbOpMaTM3almu B cTpane. [lonTBepkaeHreM BbIlIecKa3aH-
HOTO SIBWIOCH TPHHATHE | 0CylapCTBEHHOH CTpaTeTrWH MO Pa3BUTHIO WH-
dopmaTmamm KHP wa nmepuon ¢ 2006 no 2020 roasl. B Ctpatermu KHP
YCMATPHUBAIOTCS TIPETIOCHUTKHA  (hPOPMUPOBAHUS CIUHOTO HMH(POPMAIMOH-
HOTO MpPOCTPaHCTBA. Tarkke B TONOXKCHUAX HCCICIYEMOrO JOKyMEHTa
ypeTyIUpOBaHbl HAHOONEE YSI3BUMBIE C(HEepPhl KU3HEICATEILHOCTH YEIIOBE-
Ka M TOCYlapcTBa: TOJMTHUECKas, SKOHOMHUYECKasl, COIMANbHAS U KYyllb-
TypHas. KpoMe 3TOro, akTMBHO HAYHMHAIOT BHEJPSATHCS HOBBIE MHAOPM a-
IMOHHBIC WJIEW W KOHIEMmmH. BceolOlee pacnpocTpaHeHHE MONYYIN
KOHIICTIMST «aKTUBHOW OOOPOHBI U CHMMETPHYHOTO OTBETAa HAa BO3HUKA-
IOIIHE YrPO3bI» U HAEA «3J0POBOr0 MH(POPMAIMOHHOTO OOIIECTBA, pa3BH-
THS MHTEPHET-KYJIbTYphl B Kurae». Crie10BaTeNIbHO, OHIM U3 KITFOYEBBIX
HampaBieHnii CTpaTerv NPU3HAHO CO3/IaHUE HAIMOHAILHOW CHUCTEMBI
3alMThl MHOPMAIMOHHONH 0€30MacHOCTH M YKpeIUieHue IM(poBoOro cy-
BEPEHUTETAa, KOTOpasi HamlpaBjeHa HE TOJHKO Ha obecrieueHue Kubepoes-
OIMACHOCTH CTPaHbI, HO W HA 3aIUTY JIAaHHBIX I'PakJaH B ceTH IHTepHET.

23



B monokeHwsIX cTpaTerndecKoro JOKyMEHTa BIICPBBIE MOSIBIIOCH €11-
HOE 3aKOHOIATEJIbHOE 3aKpPEIUICHHE TIOHATHS «KHOEPIPOCTPAHCTBOY, KO-
TOpje HE YIOMHHAJIOCH B paHee MPUHATHIX MPaBOBBIX akTaxX. Kubeprpo-
CTPaHCTBO PAacCMaTPHBACTCS KaK «BHUPTYaJlbHOC MPOCTPAHCTBO OOIIIe-
CTBEHHOH JIeSITENLHOCTH, CO3/aHHOE JIIOJABMHU Ha OCHOBE HH(OpMaIMoOH-
HBIX TEXHOJIOIMI M SIBIIIIOIIEECS HOBOM 00JIACTBIO, BOILICAIIEH B IOBCE-
JTHEBHYIO W3Hb Jtojiein» [6]. [IpaBoBoii aHamm3 CtpaTerud 00beKTUBHO
TIOJITBEPXKIAET, YTO TPOIECChI TPaHCHOPMAIMM U MOJCPHU3AIHA TPaJl M-
IMOHHBIX OTpaciied MPOMBINUIEHHOCTH W TOproBiv Kwuras, m3MeHeHHS
HATIPaBJICHU 3KOHOMHUYECKOIO TOTCHIMAIA W Pa3BUTHS CTPaHbl (OpM -
PYIOTCS IOl BO3IeHCTBHEM ceTH MIHTepHeT, KoTopast JaBHO cTaja JIBIKY-
el CUJIOM WHHOBAIMOHHOTO PA3BUTHS, U B TO € BPeMs CO3J/1ajia HOBEIC
BBI30BBI M yrpo3bl. Utak, B CTpaTerud BIEpBbIC H3JIOKEHO MOHUMAHHE
HEOOXOMMMOCTH O0ecTiedeHusT KrOepOe30MacHOCTH, YTO BO3MOXKHO [10-
CTHYB TIYTEM YCIICIITHOTO YIPABICHUS KHOEPIPOCTPAaHCTBOM.

B 2016 r. B Kurae ObLI IpHHEIT cHelMalbHBIN 3akoH «O 00pbde ¢ Tep-
POPMBMOM», B TIOJIOKEHUSAX KOTOPOTO YCMAaTPUBAETCS TMPOTHUBOJIEHCTBHUEC
KuOepyrpo3am, BbIpa3uBIIEeCs B OalKaHM3AIMM TPAHCTPAaHUYHOTO pac-
MPOCTPAHCHHUS HMHPOPMAIH TEPPOPUCTHIECKOTO, SKCTPEMHUCTCKOrO CO-
nepxanus B riobameHOM cetu UnTepHeT. [IpuMedaTensHo U TO, 9TO Ha
Teppuropur Kurasi 3aKOH BBEJI NICH3YPY JJII HOBOCTHOW JESATEIILHOCTH,
HaJIeNIMB CTIeTMAIbHBIMU TIOTHOMOYUSMH COOTBETCTBYIOIIUE OpraHbl rOC-
yIapCTBEHHOH BIIACTH.

Creayooluii Ba)KHBI BEKTOp (hOpMHpPOBaHUS KHOSPOE30MacHOCTH
o3HameHoBan 3akoH «O kwbepbesomacHoctn KHP» (w3BecTHBIN mox
HA3BaHMEM KaK 3aKOH «00 MHTepHeT-GesomacHocTm») . Ilens mpuHATHS
3aKoHa BIIOJIHC OYEBHIHA W COCTOUT B OOCCIICUCHUM HAIMOHAJHHOU U Ce-
TEeBOU 0e30MacHOCTH, 3allUTe HAIMOHAJIBHOIO «KrOepcyBepeHureTay Ku-
Tasi, MpaB U UHTEPECOB TOCYAApCTBa, TPAXKAAH, IOPUIUIECKHX JIHI] U APY-
IruXx CyOBEKTOB MyOJIMUHBIX IpaBooTHoIIeHuH. [IpoBeneHHBIN aHamM3 3a-
KOHA TIO3BOJIWI BBISIBUTH OTJACNBHBIC ACTEKThI MPEIMETHOTO PETYIMpOBa-
HEIS, KOTOpBIC HATIpaBIICHBI HAa MPOTHBOACHCTBHE KHOEpyrpo3aM. B dacT-
HOCTH, 3aKOH YCTaHOBWI 00513aTeIbCTBA K CYOBEKTAaM — CETEBBIM OIepa-
TOpaM, OornepaTopaM KpUTHYECKH BaKHOW MH(GOpMAIMOHHON MH(BpacTpyK-

! Bakon «O xubGep6esonacoctn KHP» Gbur mpuusT Ha 24-M 3acenannd Beekuraiickoro
coOpaHus Hap OJHBIX TpeacTaButeneit 7 HOsOps 2016 T. u Bcrymmn B cury | mronst 2017 1.
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TYpbI (K TAKOBBIM OTHOCSTCS HPEANPHATHS B chepe 0O0ILIECTBEHHBIX KOM-
MYHHUKaIWii, OOOPOHBI, TPAHCIIOPTA, DHEPreTHKH, BOJXOCHAOXKCHHS, (U-
HAHCOB, OJJICKTPOHHOTO TPAaBHUTENILCTBA, HMHCTUTYT TOCYIapCTBEHHOM
CITy’KOBI), IOCTABIIMKAM CETEBBIX MPOAYKTOB U ycmyr (ctT. 21, 24, 25, 26,
28, 42 u 47) [7].

B »srOoM OTHOWIEHMM MOKAa3aTENbHBI CIECAYIOIIME MNONMKeHUs1. Bo-
TIEPBBIX, TIOCTABIIMKHA CEPBEPOB U YCIIYT 00s13aHBI CBOEBPEMEHHO o0ecIe-
YUTh MHPOPMHUPOBAHKE TIOIH30BATENICH U COOTBETCTBYIOIINE KOMIIETEHT-
HbIE OpraHel O JIFOOBIX CTABIIMX M3BECTHBIMH YS3BUMOCTSX W YIrpo3ax B
o0nacTy OE30MacCHOCTH M TPUHATH HEOOXOJMMBIE MEpHI TI0 MX yCTpaHe-
Huto. [Ipy 3TOM Mopsiiok Takoro MHGOPMUPOBAHKSI 3aKOH HE PacKphIBAeT.
Bo-BTOpBIX, B Cilydyae, €Ciu cepBepbl COOMPAIOT U MCTIONB3YIOT JIMYHBIE
JIaHHBIC TIOJB30BATEJICH, TO TOCTABIIMKU O0S3aHBI MX YBEIOMJIITH 00
ToM. B-TpeThux, cOOp W XpaHEeHWE JIMYHBIX JAHHBIX TOJb30BATENCH
JIOJDKHBI OCYIIECTBIIITBCS TOJBKO B IEJAX, OPUIMATIBHO 0003HAUCHHBIX
TIOCTABIIMKOM HWHTEPHET-yCyr. M B-4eTBEpTHIX, 32 CUET BBEJICHHS BCE-
obmiero TpeboBaHus 00 00s3aTENHHON BepUUKAIMK ISl TOCTYTA K CETH
UCKJTIOYAETCsl AaHOHUMHOCTh TI0JIb30BaTEICH.

PaccmaTpuBas acnieKThI PaBOBOTO PETYIMPOBAHMS HCCIIETYEMOro (e-
HOMEHa, HeOOXOIMMO Ha3BaTh HECKONBKO (DYyHTaMEHTATBHBIX TIOJOKEHHH,
KOTOpBIC MPEICTABISAIOT UHTEPEC JJISI KUTAWCKOM MPaBOBOW HAYKHU C TIO3H-
1Y YCTAHOBJICHUS PEJICBAHTHOCTH Pa3BUTHSI 3aKOHOAATENLCTBA O KuOEp-
6e3omacHocTH A Apyrux crpaH. Tak, B 3akoHe «O kudepOe30nacHOCTH
KHP» pernameHTHpoBaHbl OpraHM3aIMOHHbIE MEpbHI, HATPABICHHBIE HA
TIOBBIIIICHAE YPOBHS TPAMOTHOCTH HACEJICHUS B 00JIACTH KHOEpOe30macHo-
CTH ¥ OPHUCHTHUPOBAHHOCTU HACEJICHHS B KHOCPIPOCTPaHCTBE (OE3yClIOB-
HO, TIPH YYaCTHH OPraHOB I'OCYIapCTBEHHOTO YIPABJICHUS BCEX YPOBHEH M
CpeICTB MaccoBOi MH(pOpPMAIH); TOTAJIbHOE YKECTOUECHHE TpeOOBaHHI K
npoQeCcCHOHATIBHOM TOATOTOBKE COTPYJHUKOB cdepbl MH(DOPMAIMOHHOM
0e30IIacHOCTH Yepe3 BBEACHHE MOJHOTO 3ampeTa Ha XpaHeHUEe aHHBIX 3a
npenenamu Kurast; 3aKymnka cCeTeBBIX CEpBEpPOB M YCIYT IOJDKHA OCY-
MIECTBIATHCS TIOA KOHTPOJEM YTOITHOMOYEHHBIX TOCY/IapCTBEHHBIX Opra-
HOB, a TPEANPHATHS B KPUTHUECKH BasKHBIX OTPACIIAX 005132 HbI POBOIUTH
€XKETO/IHYIO OLICHKY PHCKOB U YIpo3 0€30MacHOCTH U OTpa)kaTh MOIy4eH-
HBbIE Pe3yNbTaThl B oTyeTax. Kpome 3T0ro, B ciiydae BBISBICHUS Hapylle-
HUI TIPeTyCMOTPEHBI CAHKIMHM B BUIE IITPa(oB B 3aBUCUMOCTH OT TSIKe-
CTH KHOEPIPECTYIUICHHS.
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Heo6xoqmmo akneHTUpoBaTh BHUIMAHHUE, YTO B HOPMAxX paccMaTpHBae-
MOro 3aKoHa TPEeTyCMOTpPEHA TMOMBITKA BBIICICHHS WH(POPMAILMOHHOTO
CYBEPEHHTETa TOCYAapCcTBa, YTO MOITBEP)KIAETCS pa3padOTKON HOBBIX
MEXaHM3MOB KOHTPOJISI HMH(POPMAIMOHHOTO TPOCTPAHCTBA, CIICJACTBHEM
Yero SIBJIETCS] YCTAHOBJICHHE 3alpeToB U orpaHuyeHnid. OOLIen3BeCTHO,
yto Ha Teppuropuri KHJIP c¢ 2000 r. ¢dyHxkimonnpyeT ceth KBaHMeH,
npeJcTaBisIonas codoil npumep MHTpaneTa (BHyTPEHHIOIO CETh OpraHu-
3aIHH, UCTIONB3YIONIYI0 CTaHAAPTHI, MPOTOKOIBI M TEXHOIOrHH ceTu MH-
TEPHET).

Urak, 3akon o kubepoezonacHoctr KHP onpenemn 6e3ycnoBnyro ne-
PEIOBYIO MOJIEb U IJIaBHbIE HAIpaBlieHHs o0ecreyeHns KHOeppocTpaH-
ctBa. Ilo3Bomwn 0000IMTE CTpaTerMdecKhe NPUHLMIBI, OMpeesISIoIHe
JICHCTBUS CTPaHBI B 007aCTH KHOEPOE30NaCHOCTH.

OO6pamasch K pacCCMOTPEHUIO OPTraHM3AIMOHHON CTPYKTYPBI Tocymap-
CTBEHHOrO ammapara Kurasi, KOHCTaTHpyeM, YTO OHAa BKJIIOYACT IIHPOKUI
TiepeYeHb OpPraHOB, HAJICJICHHBIX MOJHOMOYHSIMH B UCCIeyeMoit cepe u
coctout w3 maptuiiHoro armapata KHP u BoeHHBIX CTpYKTYp Mo obecre-
yeHmo kubepOesonacHocTH. Koopaunmpyromtyto poibs urpaet Llenrpans-
Has KOMHUCCHS TO KHOeprpocTpaHCTBY. Boennble cTpykTypsl Hapomno-
ocBoOomurensHoi apmun Kuras (HOAK) HazeneHsI pa3Be ApIBaTEIbHBIMH
TIOJTHOMOUMSIMH, CBSI3aHHBIMHU C TIOUCKOM aTakK W yrpo3 B MH(OpMAaIMOH-
HBIX cHCTeMax. B cTpykType rocyaapcTBEHHOro ammapara CO3JaHbl CIe-
1MAJIM3UPOBaHHbIE NOApa3eeHus] (MUHUCTEPCTBA, KOMUTEThI, HHCTUTY-
THI, OrOp0), (PYHKIMH KOTOPBIX HATPaBICHH Ha (HOPMHUPOBAHWC HAIMO-
HAJBHOW CTPAaTeTHH CTPaHbl W HAa PEIICHHE BOMPOCOB O0ECTICUCHUS K-
O6epbesonacHocTH. HazoBeMm HekoTOphle M3 HUX: MHHHCTEPCTBO TOCymap-
CTBEHHOI Oe3omnacHocTy, LleHTpanbHblli KOMUTET TI0 KHOEepOe30nacHOCTH
u vHpopMatm3aimy, HaydHo-McclieoBaTeIbCKuil MHCTUTYT 0€30IMacHo-
ctu, bropo obmecTBeHHON MHGOpPMAIKM U HAI30pa 3a CETEeBOU Oe3omac-
HOCTBIO.

Takum o6pa3om, B Kurae npogomkaeT GopMUpPOBaTLCS cUCTeMa TIpa-
BOBOT'O DETYJIHMPOBAHKS JaHHBIX, MHPOPMAIMH, BOMPOCOB OOECTICYCHUS
0€30MaCHOCTH JIMYHOCTH B MH(MOPMAIMOHHOM MpocTpaHcTBe. UTO, O€3-
YCJIOBHO, NMOJITBEPIKIAETCsI IPUHATHIMU PaHee aKTaMHU (HAaIpUMep, 3 aKOHBI
«O 0e30macHOCTH JaHHBIX», «O ceTeBoi 0€30MaCHOCTIY) U BCTYIHMBIIMMHU
B cuny 1 cenrsops u 1 nosops 2021 r. 3akonamu «O 0€30IACHOCTH JaH-
HBIX», «O 3aIIUTe NIePCOHATBHBIX JTAHHBIXY.
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M3yueHre acrneKkTOB MPaBOBOTO PETYJIMPOBAHKMS M TMPAKTHICCKOTO
onbiTa Kwuraiickoit Haponnoii Pecnybmmku B Bompocax kuOepOesonacHo-
CTH O0OBEKTHBHO JOKA3BIBAET, YTO OJHMM W3 JOCTOMHCTB SIBIIIETCS HAJIH-
YHe CICIMATM3UPOBAHHBIX, YIIOJMHOMOYEHHBIX TOCYAapCTBEHHBIX OpPraHoB,
OTBEYAIOIIUX 32 00ecTieyeHne Knoepoe30nacHOCTH.
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lopeHckas EneHa BnagummpoBsHa,
KaHOMOAT OPUANYECKUX HaYK, LOLEHT, CTAPLLMIA HayuHbIN COTPYOHUK HCTUTYTA
3aKoHofaTenbCTBa M CpaBHUTENBHOIO NpaBoBeaeHus npu MpasutenscTae Poc-
cuinckon degepaLmm

K Bonpocy o knbep6e3onacHoCTM aBTOMOOMNLHOFO TpaHcnopTa

AHHOmayus. B ctatbe pacCcMOTPeHbl NOHATUINHO-COAEPXKATENbHbIE aCMeKTb
TaKoro BaXHOro HanpaeneHns 6e3onacHOCT aBTOMOBMIBHOMO TpaHCMopTa, kak
knbepbesonacHocTb. OnpeneneHbl Myt CoBepLIEHCTBOBaHMS knbepbesonacHo-
CTW aBTOMOGMIBHOTO TPAHCNOPTa, B TOM YACTe BHEAPEHWE LMGPOBbIX TEXHOIO-
Ml 1 6ecnUNOTHLIX TPAHCMOPTHbIX CPEACTB, NOCTpoeHue EanHon Lumdgposoit
TPAHCMOPTHO-NOMUCTAYECKON Cpedbl, a Takke WCMONb30BaHWe OHManH-
TaxorpacoB. O60OCHOBaH BbIBOA O HEOOXOAMMOCTU MOBLILLEHUS YPOBHSA Knbep-
6e30nacHOCTV aBTOMOBUIBEHOrO TPaHCNOpTa NyTeM NPOBEAEHNS MEPONPUATUI Ha
rocyaapCTBEHHOM YPOBHE.

Kntovesble croga: aBTOMOBUIBHBIN TpAHCNOPT; aBToMoOUNb; 6e30nacHoOCTb;
knbepbesonacHoCTb; knbep3salyuiieHHOCTb; Taxorpad.
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tion

On the issue of cybersecurity of road transport

Abstract. The article discusses the conceptual and substantive aspects of such
an important area of road transport security as cybersecurity. The ways of improv-
ing the cybersecurity of road transport, including the introduction of digital technol-
ogies and unmanned vehicles, the construction of a unified digital transport and
logistics environment, as well as the use of online tachographs, have been identi-
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fied. The conclusion about the need to increase the level of cybersecurity of road
transport by holding events at the state level is substantiated.

Keywords: automobile transport; automobile; security; cybersecurity; cyber se-
curity; tachograph.

ABTOMOOWIBHBIN TparcTIOpT (AT) — OIMH M3 CaMBIX pacTpoCTpaHeH-
HBIX BUIOB TPAHCIOPTa, OOPa3yIOIMX B COBOKYITHOCTH TPAHCTIOPTHYIO
cucteMy Poccuiickoil @enepaiiy, OTIMIAONIMIACS CKOPOCTBIO JOCTaBKH
Y MaHEBPEHHOCTHIO, MO3BOJIIOILEH M3MEHUTh MapUIpyT B CiIydae BO3HUK-
HOBEHUs (hopc-Makopa, OJJHAKO y Hero HeOoMblasi rpy30H0AbEMHOCTh U
BBICOKasi Ce0E€CTOMMOCTH AKCIUTyaTaIMH (C YIeTOM LIeHBI Ha TOMBO). Ha
CEerogHAlIHUi AeHp OKoJo 56 MiH TpaHcnopTHeIX cpenacts (TC), B Tom
YHUCJIe aBTOMOOWIBHBIX TpaHCTIOPTHBIX cpencTB (ATC), aBnsroTcs equHu-
IIAMH aBTOMOOWIHLHOrO TpaHcnopTa. OKOJI0 MWUIMOHA U3 HUX 3a]1eHCTBO-
BaHO B TNACCAXMPCKHX MEPEBO3Kax (B OCHOBHOM, 3TO aBTOOYCHI, HA KOTO-
pbix nepesosurcs 90% naccaxupo). M B 1aHHOM cuTyalmu oCTpo BCTaeT
BOIPOC oOecrnedeHnss 0e30MaCHOCTH MACCAXKHUPCKUX NEPEeBO30K, COXpaH-
HOCTH I'PY30B U 0araxa, a Takke CaMUX TPaHCTIOPTHBIX CpeAcTB [1].

ITpu 5TOM C y4eTOM COBPEMEHHOrO Pa3BUTHS KOHIETIIMH LH(PPOBOrO
rocyzapcTBa U mudpoBoii paBOBO cpebl [2] peub UAET yxe He MpPOCTO
00 obecneuennn 6e3omacHocTh [3], a kubepOe30nacHOCTH 0OBEKTOB aB-
TOMOOWIBHOTO TPAHCTIOPTA, K KOTOPHIM OTHOCSITCSL «00BEKThI aBTOTPAHC-
MOPTHOrO OM3HECA, BKIIOUAs MPENNPUSITHS OTPACIN M 3aHMMaeMble MMHU
3eMEeJIbHBIC YYaCTKH ¢ KOMMYHUKAIMSIMH, TIPOM3BOICTBEHHBIE W BCTIOM O-
raTeNbHBIC 3/IaHKUS M COOPYKCHHS, TEXHOJIOIMYECKOE M BCTIOMOTaTelIbHOS
000py0BaHKEe, HeMaTepUalbHbIC aKTHBBI (TPAaHCTIIOPTHBIC W TPOM3BOJI-
CTBEHHbIE TEXHOJIOTMH, HOPMATHBHO-TEXHMYECKasl JOKyMEHTalws, h300-
peTeHus, HOY-Xay U T.IL), 00BEKTHI MHPPACTPYKTYPHI MPEATPUITHI U OpP-
TaHM3aIyii aBTOMOOWIBHOTO TpaHcmopTay (cMm. 1. 2.5 TpebOoBanuii k wc-
TIOJTHATEII0 YCJIYT IO OLEHKE aBTOTPAHCTIOPTHBIX CPEICTB M OOBEKTOB
oTpaciu aBToMoOmibHOro tpancropra. PJ1-03112194-1039-99. Cucrema
«CEPTOLIATY).

BosnukaeT Bompoc 0 coaepaHuM TepMHUHA «KHOEpOe30MacHOCThY, KO-
TOpBII B HACTOSAIIEE BPEeMs 3aKOHOATENHHO He 3aKpervieH. CrienmanycTsl
NpeJIararoT CIEIYIOIIee OnpeIelieHue: «KHOepOe30MacHOCTh — YCIIOBHS
3AIUIICHHOCTH OT (M3UYIECKHX, JYyXOBHBIX, (DMHAHCOBBIX, TOJMTUIECCKHX,
AMOIMOHAIBHBIX, TPO(ECCHOHAIBHBIX, TICUXOJOTHYECKHX, 00pa3oBaTeb-
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HBIX WIM APYTMX THUIIOB BO3ACHCTBHI WIM TOCIEICTBHIA aBapHH, MOBpe-
JKIIEHUS, OIIMOKH, HECYACTHOTO CIlydasi, BpeJa WIH JI0OOro Jpyroro co-
ObITHS B KHOEPIPOCTPAHCTBE, KOTOPBHIE MOIJM OBl CUMTATHCS HE JKeja-
TeIbHBIMI) [4].

B nanHoM citydae, Ha Halll B3IVISLI, IPOMCXOAMT YBSI3Ka OHOTO TE€PM U-
Ha, KOTOPBIN HE MMEET 3aKOHOAATEIbHOTO 3aKPEIUICHNS, C IPYTHM TEpPM H-
HOM — «KHOEpIPOCTPaHCTBOY», KOTOPBIA YIIOMHHAETCS B PS¢ HOPMATHB-
HBIX TPABOBBIX aKTOB, OHAKO €T0 JAe(UHALMS B JaHHBIX aKTaX HE MPUBO-
nurcsi. bornee wm MeHee JieraibHO MOXKHO HCTIONH30BAThH TIOHATHS, VM €-
toumecs: B Mexnynapogaom cranmapre [SO/IEC 27032:2012 Information
technology, B KOTOpOM TOfl «KHOEpPHPOCTPAHCTBOMY» TMOHMUMAETCsl cdepa
JesATeIbHOCTH B MH(OPMAILMOHHOM TPOCTPAHCTBE, 00pa30BaHHAs COBO-
KyIHOCTBIO KOMMYHHKAIIMOHHBIX KaHAJOB MIHTepHETa M APYTUX TEICKOM-
MYHHKALMOHHBIX CETEH, TEXHOJNOrMIeCcKol HMH(pacTPYyKTypbl, obecredu-
BamoIIel MX (YHKIMOHMPOBAaHHWE, M JIOOBIX (POPM OCYIIECTBISIEMOH MO-
CPEJICTBOM HX HCIIOJIb30BAHUS Y€JIOBEYECKON aKTUBHOCTHU (JIMUHOCTH, Op-
TaHM3allvK, TOCYapcTBa), a ToJ] «KHOepOe30MmacHOCThI0» — COBOKYII-
HOCTh YCJIOBHHM, NP KOTOPBIX BCE COCTABIIOLIME KHOEPIPOCTPAHCTBA
3aIMIIECHBl OT MAaKCUMaJIbHO BO3ZMOXKHOTO YHCIIA YIPO3 U BO3IEHCTBHIA C
HeXXeNIATeIbHBIMU TIOCIIeACTBISAMU. VIHTepEeCHBIM TpeICTaBISIETCS OTpe-
JIeJieHne KUOEpIpOCTPaHCTBA KaK «IPOCTPAHCTBA  (DYHKIMOHMPOBAHHUS
HPOJYKTOB  MH(OPMAIMOHHO-KOMMYHHKAIMOHHBIX ~TE€XHOJIOTHH, TO3BO-
JAIOUIMX CO3/1aBaTh YPE3BBIYANHO CIIOKHBIE CHCTEMBI B3aMMOAEHCTBUI
arcHTOB C IEJNbI0 TONydeHUs MHpOpMalmK, OOMEHA W YIPaBJICHHUS €10, a
TaKKe OCYIIECTBICHWS KOMMYHHKAIWM B YCIIOBHSIX MHOXKECTBA Pa3IiHd-
HBIX ceTeid [5].

Ha Ham B3mmsiz, ecim paccMaTpuBaTh KHOEpOE30MaCHOCTh KaK HAIpaB-
JeHve 0e30MacHOCTH aBTOMOOWIBLHOTO TPaHCIOPTa, TO €r0 MOXHO TpakK-
TOBATh JIBOSIKO:

1) B HIMPOKOM CMBICIE — KaK COBOKYIHOCTBH YCIJIOBHii, IPH KOTOPBIX
BCE COCTABJIIONIHE KHOEPINPOCTPAHCTBA, CBSA3aHHOTO C aBTOMOOWILHBIM
TPAHCTIOPTOM (M B IIEJIOM C TPAHCIIOPTHOM CHCTEMOM cTpaHnbl [6]), 3armu-
HICHBI OT MaKCUMaJIbHO BO3MO)KHOT'O YHCJIA YIPO3 M BO3ACHCTBUM C HEXe-
JaTeNbHBIMU TOCIEACTBUAMU (CaWThl, CUCTEMBI, CEpBEpPhl, CPEICTBA
yIpaBJIeHHsT U KOHTPOJS U Jp.);

2) B Y3KOM CMBICIIe — KakK 3aIIUTy OMpeIeJICHHOrO 00BEKTa aBTOMO-
OWITHLHOTO TPAHCTIOPTA WM aBTOMOOIILHOIO TPAHCTIOPTHOTO CPEICTBA OT
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MOOBIX MHIICHTOB, OT aKTOB HE3aKOHHOTO BMEIIATEIbCTBA, & TAKXKE OT
MPECTYIHBIX MOCATATENBCTB (31€Ch peub HUIET O CTETICHU 3allUThl CHCTe-
MBI ynpaBieHus o0bekToM AT wmwm ATC, ux 000pymOBaHHOCTH Cpej-
CTBaMHU aKTHUBHOM (BBICOKAsl YCTOWYMBOCTH, OTJIMYHASI YIPABISIEMOCTD,
HaJIe)KHbIE TOPMO3HbIE CBOMCTBA) M NACCUBHON (crielMalibHasi KOHCTPYK-
WSl Ky30Ba, PEMHH, MOAYIIKA 0€30MacHOCTH) 0€30NaCHOCTH, MHOTHE U3
KOTOPBIX CEiYac ylpaBIIIOTCS JUCTAHIMOHHO, B TOM YHCJIE uepe3 MHrep-
HET).

OnaMM M3 caMbIX NEPCTEKTHMBHBIX IyTE€H COBEPLICHCTBOBAaHHS O€3-
OIMACHOCTH aBTOMOOWILHOTO TPAHCIIOPTa, B TOM YHUCIE €€ KuOepcocTaBs-
JSIIOINEH, sIBIsIeTCss mocTpoeHue EjuHol  1mdpoBod  TpaHCTIOPTHO-
noructraeckoit cpenbl (ELITIIC). TTo muenmo A. CemeHOBa — 3aMeCTH-
tenst Mmunnctpa Tpancnopra P®, « ELITJIC — 370 He mpocTO MHOXKECTBO
1udpoBbIX wiaTdopM. st OBICTPOro u 6€30MacHOro0 0OMeHa aKTyalbHbI-
MH, YHUQHUIMPOBAHHBIMH M JTOCTOBEPHBIMHU JTaHHBIMM 00O BCEX JTamnax
MEPEeBO3KH B PEalbHOM DPEKMME BPEMEHH HEOOXOIMMa WMEHHO €JIMHAs
noeepenHas cpeaa, koropoil u siBisgercst EI[TJIC. Cepsuchl 1mdpoBoit
wiaT(OpMBI TO3BOJSIOT PEas30BaTh B3aUMOJEHCTBHE C MApTHEPAaMU —
crpanamu EADC, co Bceil MUPOBOI TPaHCTIOPTHOM CHCTEMOW B peKUMeE
«eauHOTO OKHa». llemsiMu mpoekTa SIBISIOTCS TIOBBIIIEHHE 3(heKTHBHO-
CTH YNpaBJeHHS TPAHCTIOPTHBIM KOMIUIEKCOM, €T0 HWHTETpalysi B MHUPO-
BYIO 1M(POBYIO TpaHCHOPTHYIO cucTeMy. Oco0oe BHUMaHUE NpPH peaju-
3alM MPOeKTa yaessieTcss 0e30MacHOCTH POCCHICKOM TPaHCIIOPTHOM Cu-
CTEMBIY .

BTopoii myTh — KOMIDIEKCHOE TPUMEHEHHE IM(PPOBBIX CHCTEM MOHH-
TOpWHTa, KOHTPOJI ¥ TOAAEPKaHuI pabOoTOCTIOCOOHOTO COCTOSHHS BOJ V-
TeJIsl, TIOMOTaoIMX 320JIaTOBPEMEHHO BBISBISITH M MPEAOTBPAIATh OMac-
HbI€ COCTOSIHUS, KOTOPbIE MOTYT BbI3BaTh IOTEPI0 BHUMAaHUS M CHIDKCHHE
paboTOCTIOCOOHOCTH B TyTH, — Kak HauOosee 3(hPeKTHBHOE CPEICTBO
KOHTPOJIA (h)aKTOPOB TMOBEACHHUS U COCTOSHUSI BOIUTEIIS.

Munuctp Tpancniopra P® B. CasesbeB Ha3Basl OHUM U3 IPUOPUTETOB
B Pa3BUTHH TPAHCTIOPTHOM OTpacii BHEIPEHHE LU(PPOBBIX TEXHOJIOTWHA U
GECIAIOTHBIX TPAaHCTIOPTHBIX cpeacts’. Tak, MunrpancoM Poccmu mpo-
pabaThiBaeTCsl  BONPOC  MOBCEMECTHOIO  HCIOJb30BaHMA  OHJAiH-

! https://mintrans.gov.ru/press-center/interviews/508
2 https://mintrans.gov.ru/press-center/news/10012
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TaxorpadoB, KoTopble OynyT (uKCHpOBAaTH HApyIICHHE MaKCHUMAaJlbHOM
CKOPOCTH, YCTAHOBJICHHOM TpaBWIAMH OPOXKHOTO JIBIKCHHS NI KOH-
KPETHOrO TPAHCIIOPTHOTO CPEJCTBA’. B paMKax peaimsalyy MAIOTHOrO
mpoekTa 1o cOopy, XpaHeHHI0, 00paboTKe W Tepemade HHGOpPMAIMH U3
TaxorpadoB MpopadaThHIBACTCs BO3MOKHOCTH OCYILIECTBIICHHS NEpeJadu
nanabix B ANC «Taxorpaduaeckuii KOHTPOJIb» CO BCEX YCTPOUCTB Yepes
Taxorpad, 4TO B KOHEYHOM HTOr€ MO3BOJUT BIAJENBIAM TPAHCTIOPTHBIX
CPEeJCTB HCTIONIb30BAaTh OTHO Tepeaalroliee yCTPOWCTBO B COCTABE TaXo-
rpada u, KaK CJIeJCTBHUE, OJHY SIm-Kapry.

[Tomumo 3TOrO, TIENIECO00PA3HO TOBBINIATH CTENCHh KHOEp3allIUIIeH-
HOCTH aBTOTPAHCTIOPTHBIX CPEJICTB, BKJIFOYAsl JHUCTAHLMOHHBIA KOHTPOJIb
3a CHCTEMOI TOPMOXKEHHUS U PYJIEBOTO YIPaBJICHUs ABIDKYIIUXCS aBTOMO-
Owieii (yJuThIBasi, YTO aBTOMOOWIN CTAHOBSITCS BCE 00Jlee KOMITbIOTEP-
30BaHHBIMH, BO3PACTACT OMACHOCTH MCTIOIL30BAHUS JAHHOTO (paKTa B Mpe-
CTYIHBIX IEJIAX, & B3JIOM WIM NIEpeXBaT yNpaBJICHUS aBTOMOOWIEM MOTYT
UMETh KpaliHe cepbe3Hbie nociaencTBus). Cnermammctsl B Poccun u 3a py-
0e>XOM BKIIIOYAIOT B IMOHATHE KUOEP3aLIMIIEHHOCTH: YCTOWYMBOCTH KOM-
MBIOTEPHBIX CHCTEM aBTOMOOWIS TPOTHB KHOEpB3JioMa (OCOOEHHO yIpaB-
JseMBbIX yepe3 OecnpoBonHoe noakirouenue (Wi-Fi- u bluetooth-momym),
HaTpUMep, TOJICUCTEM, BIMSIONMX Ha paboOTy TOPMO30B WIM HaTUHKH
MAPKOBKH), YCTAHOBKY B aBTOMOOWISX CaMOIMCICB, PETYISIPHOS OOHOB-
JIEHHE MPOrpaMMHOI0 00ecIeyeHus U ammapaTHbIX YCTPONCTB, BHEIPEHHE
NPUHLIAIIOB CErMEHTHPOBAHHOCTHU 3JIEKTPOHHBIX CUCTEM aBTOMOOWIS.

B nanHOM cnydae HEOOXOJUMO OTMETHUTh, YTO aBTOMOOWIH, 00JIaa-
IOLIME BBICOKOW CTENEHBIO KOMIbIOTEpU3aI|y, noaBepkensl «lT-yronam»
[7]. CoorBercTBeHHO, 000K 00bekT AT, HampuMep aBTOMAPK, MOXKET
TOJIBEPTrHYTHCS Takoi kuoeparake. Tak, B jekadpe 2020 . coTpyaHUKaMH
YVYP I'V MBJl Poccr no CepamnoBckoii oonactu copmecTHo ¢ OYP
YMB/I Poccum 1o 1. ExaTepunOypry Obiia mpeceueHa esITeNbHOCTh Op-
TaHM30BAHHOM TIPYIMbI, NOXMILABIIMX KOPEHUCKUE M SITIOHCKHE JIETKOBBIE
MammHbl (BO30YKIE€HO yroioBHoe jaeno 1o 4. 4 ct. 158 YK P®). IIpe-

! Cm.: Mpukassr Muntpanca Poccrn ot 13.02.2013 Ne 36 «O6 yTBepskaeHmn Tp eGoBaHMiT K
Taxorpadam, ycCTaHaBJIMBacMbIM HAa TPAHCIOPTHBIC CPEACTBA, KaTErOpHWil U BHIOB TPaHC-
HOPTHBIX CPEJICTB, OCHAIAeMbIX Taxorpadamu, mpaBWi WCIONb30BaHMs, 00CITy KUBAHUS U
KOHTPONST paboThl Taxorpa)oB, yCTaHOBJICHHBIX HAa TPAHCIOPTHBIE CPEACTBA», U OT
21.08.2013 Ne 273 «O6 yT1BepxkaeHun [lopsika ocHAIICHNS TpaHCTIOP THBIX CPEICTB Taxo-
rpadamm.
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CTYIHUKH YCTaHABJIMBAJIMA B aBTOMOOWIH NePenporpaMMHUPOBAHHbIE K-
TPOHHBIE OJIOKH YNPaBICHHS [IBUTATENIEM, a MAIMHBI C CHUrHAJM3aIMei
OTKPBIBAJIM C TMOMOIIBIO KOI-Tpa0d0epoB M PETPAHCIIATOPOB CHrHama Oec-
KOHTaKTHBIX JIEKTPOHHBIX Kiroueil. [IpumeuarensHo, yTo 20 et Ha3aj o
TaKUX TEXHMYECKHX JOCTIDKEHUAX INMUCAIM (paHTACThl, @ aBTOBJIA/EIbLbI
CTaBWIM NpoTuBOyroHku tuma «Capruc» wm «llonkan», ¢uxkcupoBamm
PyJib, KJIAJIM Ha 3a/IHEE CUICHbE MIIMLIEHCKYIO (ypakky u T.1. [8]

Takum 00pa3oM, MPUBETCTBYS TEXHMUECKMH MMPOrpecc, HE0OXOOUMO
MOBBIIATH YPOBEHb KHOEpPOE30MacHOCTH aBTOMOOWILHOTO TPaHCIIOPTa
MyTEM COBEPIICHCTBOBAHMS TPABOBOIO PETYIHMpOBaHKSA (B TOM YHCJIE 3a-
KpeIUIeHHs] Ha 3aKOHOJIATEJIbHOM YPOBHE TMOHATHI M MPUOPUTETHBIX
HamnpaBJIeHH KrOepOe30MmacHOCTH), MOJEIMPOBAHMS CHUTYyaIMii, yrpoka-
IOIIMX KHOepOe30MmacHOCTH, MEXaHM3MOB PEarupoBaHus M 3aIUTHI, B TOM
YHUCJIe YrOJOBHO-TIPABOBBIX M aJIMHMHMCTpaTUBHBIX [9], a Taxxke sddek-
THBHOTO BBITIOJITHCHUS MEPONPHSITHIA, TMPETyCMOTPSHHBIX T paHCTIOPTHON
ctpaterueit Poccuiickoit ®eneparm 1o 2030 roga ¢ NporHo3oM Ha Mepu-
on 1o 2035 rona, yrBepxneHHoi nacrnopsbkenreM [IpaBurenasctBa P ot
27.11.2021 Ne 3363-p.
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Features of digitalization and cybersecurity of Russian railways

Abstract. The article discusses the results of the introduction of digitalization,
problems and ways to eliminate them in railway transport. Special attention is paid
to the cybersecurity of Russian railways. The domestic and foreign experience of
digitalization in transport is presented.
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B Hacrosilee Bpemsi MPOUCXOIUT CTPEMUTEIBLHOE PAa3BUTHE IH(PPOBHU-
3aIMM B TOM YHUCJIE HAa TPAHCIIOPTE, YTO MO3BOJSET HE TOJIBKO ONTHUMU3U-
pOBaTh 3aTPaThl, HO H MOBHIMIATH YJOOCTBO JIJI MACCaXHpoB. B Ommxaii-
mieM OyayIeM BHEIPUTCS MCKYCCTBEHHBIH MHTEIUIEKT B 00BEKTHI MH(pa-
CTPYKTYpBbI, B YaCTHOCTH, IMEET MECTO Pe3yJIbTaT MPUMEHECHHS aBTOMAT -
3UPOBAHHBIX TEXHOJIOTHYECKUX MPOIECCOB Ha JKEJIE3HOJOPOXKHOM TPaHC-
NOpTE, YTO TOKA3bIBAET HAIVIIHO BO3MOXKHOCTH IM(pPOBM3ALMU Tiepe-
BO30YHOTO Tporiecca’. B mponecce BHeJPeHNs NAHHBIX MHHOBAIMIL MOYHO
BUJIETH, YTO OCHOBHOE BHIMAaHHE B IM(POBM3AINH OOpAIICHO HA aBTOMa-
TH3AIMIO0 TEXHOJOIMYECKHUX MPOLECCOB, NO3BOJIIONIEE 00eCIeYUTh rapaH-
THIO 0€30MaCHOCTH U TIOBBIILCHHST Ka4eCTBa NIEPEBO30K.

I'oBOpst 0 3HAYMMOCTH MCKYCCTBEHHOTO MHTEJUIEKTa, HEOOXOIMMO OT-
METHTh, UTO €TO POJIb B OOJBIICH CTETICHH ceiuac TPOSIBIISIETCS MPH pad o-
T€ C MEPCOHAJIOM W TPH NPUHATHN PEIICHHI NMPU HEINTATHBIX CUTYaIWsX.
3/1ech BBIBISIETCS MpodiieMa HEOOXOIUMOCTH 3aMEHBI YCTApPEBIIHX TEX-
HOJIOTH, KOTOPYIO MOXKHO YCTPAaHUTh Ha OCHOBE HCTIOJIb30BAHMSI IEPe10-
BOT'0 3apy0eHoro onsiTa. [l 3TOro mpeycMOTpeHO pa3BUTHE TEXHOIO-
I'Mii «aBTOMaTUYECKOTO TIOCTPOCHMSI Tpaduka JBIDKCHHS TIOE30BY, Tepe-
X0/la K KuOeppy3HaecKkuM CUCTEeMaM YIpPaBJICHHS JBWKECHUEM IOE3]0B,
CO3/IaHMs AaBTOMATHIECKHX KOMIUICKCOB YIPaBJICHUS IBIKEHACM TIOE€30B
Ha OCHOBE IM(POBOH MHPPACTPYKTYphl. B mpakTHKe pa3BUTHS HKEJIC3HO-

! Cmarus 10. C., Eppemos A. O. Tlepsast tmdppoBas crcrema LeHTp anu3amyi B I'ep MaHun
// Kenesuste noporu mupa. 2018. Ne 8. C. 63—67.
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JIOPOXKHOTO TPAHCIIOPTa BBIJETICHBI OCOOSHHOCTH M HEOOXOIUMOCTh BHE -
PEeHHUSI CHCTEM aBTOBEJCHHUS BIUIOTH JO TIOJHOW aBTOMAaTH3AIMU U OecTi-
JIOTHOTO BBITIOJTHEHHST OT/EJBHBIX OTEpalyii; BHEIPSHHE CUCTEM aBTOMa-
THYECKOr0 AVCTIETYEPCKOTrO YIPABJICHUS JIBIDKCHHEM IOE3/10B HAa OCHOBE
TEXHOJIOTH HEMPOHHBIX CETEeW M MCKYCCTBEHHOTO WHTEJUIeKTa. J[aHHbIe
W3MEHEHMSI HEeBO3MOXHBI Oe3 IupoBm3aimu 6a30BOro ypoBHs HH(pa-
CTPYKTYpBI, YTO TMPEJAYCMATPHUBACT MEPEOCHAIEHAES COOTBETCTBYIOMIETO
000opyIoBaHYS.

Kak BWIHO M3 OombiTa BHEIPEHHMS MCKYCCTBEHHOTO MHTEIUICKTA, HA Ce-
TOIHALIHANA JIEHh HEOOXOAMMO WCIIOIb30BaTh POOOTH3UPOBAHHBIC W KH-
Oepdmsmueckue cUCcTEMbl, TIO3BOISIIONIME B JaJbHEHIIIEM HUCTIONH30BAThH U
00BEJIUHATH «YMHBIE» CETH M HAJICJIIEMble «yYMHOI» 00050uKoi 00padoT-
KU TIOJy4aeMBbIX JIaHHBIX. JTO TOBOPUT O TOM, YTO OCHOBHOC 3HAUCHHE B
Pa3BUTHHM II(PPOBOTO HKEIE3HOMOPOKHOIO KOMIUIEKCA OTBOIUTCS COBEP-
IICHCTBOBAHUIO W HHTCIUICKTYaIM3allMA CHCTEM TEXHUYECKOrO JHATHO-
CTHPOBaHWsI U MOHUTOpUHTa. Kak oTMedaeTcs B 3apyOeKHBIX HCTOYHHKAX,
ceiiyac CpejcTBa TEXHUUECKOrO JMATHOCTHUPOBAaHKS W MOHWUTOPHHIA WC-
TOJIb3YIOTCSI B OCHOBHOM KaK OO'bEKTBI, MO3BOJISIONINE aBTOMATH3UPOBATH
paboThI M0 PYYHOMY TEXHHUECKOMY OOCITY>KMBAHWIO M HE BKIIOYAIOT B
ce0s MCKYCCTBECHHBIM WHTEJUICKT, T.€. OHM paboTaroT TMo (UKcaId J0-
CTWKCHHI TOPOTOBBIX TPAHMIl OTKA30B M MPEJOTKA3HBIX COCTOSHHMA KaiK-
JIOTO OT/CNBHOIO MATHOCTHYECKOro mapamerpa’. Takke Mbl BUIHM, 4TO
YKa3aHHbIE CHCTEMBI IIMPOKO BHEAPEHBI B TIPAKTHKY, HATIPUMED B paboTe
CO CpeJICTBAMH KEJIE3HOOPOXKHON aBTOMATHKU U TEIEMEXaHUKH, OTHAKO
peanbHOro >dheKTa He IPHHOCST .

Pa3paboTka, COBEpIICHCTBOBAHME JJAaHHBIX CHCTEM TIO3BOJAT OCY-
HIECTBJATH ONEPaTUBHOE TMATHOCTUPOBAHUE M JIOCTOBEPHOE MPOTHO3UPO-
BaHWe. JTO JIaeT BO3MOXKHOCTH JIJIsl ONTUMM3AIM BEJCHUS IOE37[0B C
YHETOM BO3HHKAIOLINX nedekroB. Kak Moka3pIBalOT WCCIEIO0BAHHUS KO-
JICKTUBA aBTOPOB’, CUCTEMBbI TEXHHYECKOTO JTUATHOCTUPOBAHUSI i MOHUT O-
pUHTa Ha >KEJIC3HOJOPOYKHOM TPAHCIIOPTE TOAOOHYIO 3aJady He PeIaim.

! Heidmann L.Smart Point Machines: Paving the Way for Predictive Maintenance //
Sign.+Draht. 2018. Is. 9. P.70—75.

2 Edanor /[ . B . ®yHKIMOHATBHBIH KOHTPOJIb U MOHUTOP MHI Y CTP OMCTB KEJIE3HOIOP O K-
HOM aBTOMATHKH 1 TeneMexanukn. Cankt-IlerepOypr : ®I'BOY BO IIT'VIIC, 2016.

% Pomanunkos A. M. u ap. I{ud)p OBH3AIKS KeNE3HOZOP OKHOTO TpaHcmopTa B Poccr //
Tpancnopt Poccuiickoit @eneparmu. 2018. Ne 6 (79). C. 10—13.
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OpnHako 0e3 HaJeJieHHs] MX HOBBIMHU CBOWCTBAMH HEBO3MOXKHO MEPEHTH K
YAYYILIEHHOW BEPCUM KEJIE3HOIOPOKHOIO KOMIUIEKCA. ABTOpPBI IOKa3bl-
BalOT, UTO HHTETpamus W cOaJaHCHUPOBAHHOE paclpejaciicHue (YHKIHA
yIpaBJeHUs] ABWKCHUEM IOE3/I0B MEXIY «YMHBIMY» IH(PPOBBIM JIOKOMO-
THUBOM U IM(PPOBBIMU CUCTEMAaMU aBTOMATHKH, IMATHOCTUKYU U JIUCTIETY e-
pU3aI CO3/1alyT KOMIUIEKC MO YNPaBJICHUIO NIEPEBO30YHBIM IPOLIECCOM
HOBOT'O YPOBHSI, CIIOCOOHBIH K pa3pelIeHNI0 KOH(IMKTOB M ONTUMU3ALIHH
rpaduka ¢ y49eTOM M3MEHEHHI B pealbHOM BpeMeHH. VIMEHHO Takue maru
MPEJICTABIIAIOT cO00M 0a30BbIe BaXKHEHIIIMEG TEXHOJIOTHU B PEIICHHM 3a]1a-
YU TIOCTPOCHUST «YMHOTO» >KEJIE3HOZOPOKHOIO KOMIUIEKCa, HAXOSIEeT0Cs
Ha Mepe/IOBBIX MO3MIMAX B TPAHCIOPTHBIX CUCTEMAaX PETHOHOB.

Heo0xoqmmo oTMeTHTh, YTO B JaHHBIX pa3paboTKax peKOMEHIyeTcs
YUUTHIBaTh M KHOEpOE30macHOCTh, OCOOEHHO NPU MCKYCCTBEHHOM HCKa-
YKSHHM MH(OpMAIH JTOJDKHO OBITH o0ecredeHo 0e30IMO0YHOe yIpaBie-
HUE JIBIKECHHUEM TIOE3]10B.

OcHOBHas IieJIb MpU pelieHud mpodjieM kudbepoOesomacHoct B OAO
«PXXI» — coxpaHeHME CIOCOOHOCTHM pa3JIM4HBIX IPOrPaMMHO-
anmapaTHBIX CUCTEM aBTOMATHYECKOro YIpaBleHHs oOecreuuBaTh Oc3-
ormacHoe M 3(p(EeKTUBHOE BHITIONHEHHE BO3JIOKCHHBIX HAa HUX (DYHKIHO-
HAJIGHBIX 3aJ1a4y B YCJIOBUSIX IIeJICHATIPABIICHHBIX, YMBIIIUICHHBIX, HECAHKIIH-
OHHMPOBAHHO-/IECTPYKTUBHBIX U, KaK TMPABIUIO, TUCTAHIMOHHO-0E3YIMKOBBIX
BO3JICHCTBHIA pa3nnuHOi (pr3mueckoi mpupoasl. B nepByro odepean 3aiy-
IIAIOTCS CUCTEMBI, Ipu cOo0e (PYHKIMOHMPOBAHUS KOTOPBIX €CTh yrpo3a
JKM3HU U 3JI0POBBIO MACCAKUPOB, YIPO3a YTPAThl WIH MOPYHU TPYy30B, MPU
3TOM YHH(UIMPOBATH MPOTrPAMMHO-ATMAPaTHBIE PEIICHUS HE TIOTy4aeTCs.

Kak noka3sIBarOT HCCIeI0BaHMSA, 1O CHX TMOP 00BEKTaMH KHOEepaTakK Ha
KEJIE3HOIOPOKHOM TPAHCTIOPTE MOTYT SIBIIATHCS] CUCTEMBI IUCTIETUEPCKON
U JNIEKTPHUECKOH IeHTpaim3aiyy, GopMHpyroIe Oe30MacHble Mapupy-
Thl JBIDKEHMSI TOE37I0B, CUCTEMBbI OOecTieueHHs] 0e30MacHOro JIBIKEHHS
JIOKOMOTHBOB U TIPOE3/1a KEJIE3HOJOPOXKHBIX MEPee3/10B, CUCTEMBI 3allli-
THI ¥ PETYJIMPOBAHUS JJIEKTPOCHAOKEHNS, CUCTEMbI TOPOYHOH aBTOMATH-
KM, OTBETCTBEHHBIE 32 COOPKY M pacopMupoBaHue moe310B. Takxke ¢ uc-
TOJIb30BAHMEM JICTAJIBHBIX M HEJICTAJbHBIX TICUXO(PU3UIECKNUX TEXHOIOTHI
MOTYT NPOBOJUTHCS aTaKH HAa ONEPAaTOPOB M OOCITYKMBAIOLIMHA TEPCOHAT
— JUCTIETYEPOB, JIEKYPHBIX U MAIIHUCTOB.

B cooTBeTCTBHM C MOTY4YEHHBIMU JAHHBIMU HA CETOJHIIIHUNA I€Hb YXKE
pa3paborana kinaccudukaims KuOepaTak Ha SKEJIE3HYIO JOpOry, a Takke
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ONpe/IeNIeHbl Mepbl Ul MPOTHBOIEHCTBUS BO3MOXKHBIM KHOEpaTakaM, B
TOM YHCJIE pa3BUTHE OTEYECTBEHHOTO MPOM3BOACTBA, OCYIIECTBICHUE JIe-
TEeHIUPOBAHMS U IEHTPAIM3ALMKI 3aKyTOK, HEOOXOAMMOCTh 0053aTeIbHO-
ro o0ecredeHns BXOJHOTO KOHTPOJSA, TECTHPOBAHMS KOMIUICKTYIOIIX,
YTO MO3BOJIUT CHU3UTH PHCKH HETATUBHBIX MOCJIEACTBHH I(DPOBHU3ALIMNL

Elhoucine Chougrani,
Associate Professor of International Law,
University Cadi Ayyad-Marrakesh

The Copenhagen School’s Securitization Theory
and the Cyber Security Concept

Abstract. The Copenhagen school securitization is a reference in the fields of
military-political, societal, and environmental securitization theory. Incorporating
cyber security into the Copenhagen school theory covers a variety of issues, par-
ticularlycritical securitystudies. The importance of the Copenhagen school’s con-
structivist approach to security studies needs no demonstration. Yet, its weakness
is in how to integrate cyber security concepts and ensure the complexity analysis
for securitization under various geopolitical and economic contexts worldwide es-
peciallyin the Global South.

Keywords: The Copenhagen School; Constructivist Approach; Securitization
Theory, Cyber Security; Critical Security.

Introduction

The term Copenhagen school refers to the University of Copenhagen,
which was home to the proponents of the securitization approach”. The
importance of the Copenhagen school is that it brings a social perspective
to security studies. This school is best known through Barry Buzan, Ole
Waever, and Jaap Dewilde. The Copenhagen school elaborately systema-

* Security is the core concept. The foreign military and economic policies of States, the
intersection of these policies in areas of change or dispute, and the general structure of rela-
tions which they create, are all analyzed in terms of national and international security.
Barry Buzan. People, States and Fear. The National Security Problem in International Rela-
tions (Wheatsheaf Books, 1983). P. 3.
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tized the deepening and broadening of security studies, both with sectors
and levels of analysis, and then through securitization theory".

Arguably, amalgamate the cyber security concept into the Copenhagen
securitization theory academically and scientifically speaking? The aim is
to (re) think the boundaries of the security studies as we shall see if we can
include cyber securitization to the Copenhagen school analysis as its ac-
tor’s identity (states, international organization, societal actors, non-State
actors, etc.) and different characteristics theaters especially military, eco-
nomic, environmental, societal, and cultural. Since the Copenhagen school
has not constructed theoretical tools to corroborate this possible connec-
tion, the current study will focus on the Copenhagen theory of securitiza-
tion instead. It will also present a critical study of the contemporary securi-
ty dilemma about the referent objects (states, nations, etc.) to »update« the
Copenhagen School theory of Securitization.

In fact, Weever (Waver 1980s) and subsequently Barry Buzan and Jaap
de Wilde have pioneered the idea of securitization. A more contextual-
bound securitization second generation of scholars have elaborated various
ways to incorporate the notions of context and power into securitization
theory. They aimed at constructing a more comprehensive understanding
of securitization underlying processes’.

Securitization refers to a process of socially constructing a particular is-
sue as an existential threat to a valued referent object in the economic, en-
vironmental, and societal sectors®. This process can enhance our thinking
to include others fields of securitization and new forms of security.

Securitization theory emerged in the 1990s as a new approach to ad-
dress developing security concerns that fell outside of traditional military
tensions that had dominated scholarship throughout the Cold War. During
this time, numerous schools of thought emerged, including the Copenha-
gen School (CS), which sought new ways of understanding security and its
processes. One area of focus, for example, is the role of securitizing actors,

! Aydindag, D. (2021). “Copenhagen school and securitization of cyberspace in turkey”,
Prop dsitos y Representaciones, 9 (SPE1), e850. Doi:
http://dx.doi.org/10.20511/pyr2021.vOnSPEL.e850, P. 4.

2 Holger Stritzel. “Security as translation: threats, discourse, and the politics of localization,
Review of International Studies”, Vol. 37, No. 5 (December 2011). P.2492.

% Barry Buzan, Ole Waever, and Jaap de Wilde, Security: A New Framework for Analysis
(Boulder: Lynne Rienner, 1998). P. 2.
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such as politicians, and their use of discourse. They argue that a security
concern can only be addressed through the use of extraordinary measures
rather than normal political actions’. The application of extraordinary
measures such as a tool can improve our analyses of securitization fields.

In this connection, new forms of security sectors encompass a broad
range of security threats. The first is the military sector, which investigates
traditional military threats, as well as conflicts between state militaries.
The second is the political sector that explores non-military threats, such as
terrorism and other incidents that peril sovereignty. As for the third form,
it is related to the societal sector, which seeks to understand how certain
actions threaten group identity (-ies). Another fourth form is also connect-
ed to the environmental sector that assesses threats to the ecosystem, and
finally, there is the economic sector that examines threats to the economy.
Both speech and sector analyses have their merits and contribute to a
broader understanding of security. It should be stated that the fourth sector
can take advantage to seek other areas and passage start.

The interpretation of cyber phenomena involves the analysis of a new
body of experiences that existing theories may be unable to elucidate.
Moreover, it presupposes a technical understanding of a transforming
technology, whose implications require time to master because of its scien-
tific complexity”.

We can consult the technical expert to integrate some elements of cyber
security. Also, it is necessary to confer with the interaction of cyber securi-
ty with other areas of social sciences, especially International Law.

Security is a category of conflict »Although security in International
Relations may generally be better than insecurity (threats against which no
adequate countermeasures are available), a secure relationship still con-
tains serious conflicts—albeit ones against which some effective counter-
measures have been taken«’.

! Karen Everett. Canada’s Northern Borders in the Context of National Border Regimes,
UCL Press. (2019), P. 176.

2 Ibid. P. 176.

% Lucas Kello. “The Meaning of the Cyber Revolution: Perils to Theory and Statecraft”,
International Security, Vol. 38, No. 2 (FALL 2013). P. 7.

4 Barry Buzan, Ole Waever, and Jaap de Wilde, Security: A New Framework for Analysis,
ibid. P. 4.
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Materials and Methods

This paper refers to the analytic approach. It focuses on the discussion of
the cyber securitization concept. The focal point of this study is how to in-
clude, on the one hand, cyber security into securitization theory and, on the
other hand, the vision of critical security for this issue. More generally in this
investigation, the holistic approach can help us to understand the necessity of
incorporating cyber security into the security complex configuration.

Results

1. Level of Analysis and Cyber Security

Buzan defines five security sectors and five levels of analysis in securi-
ty studies. The sectors are political, societal, environmental, military, and
economic. The levels of analysis in question are a systemic, sub-systemic,
unit, subunit, and finally individual (Buzan, Waver, & de Wilde, 1998:7).
The approaching sections focus on the theory’s strengths and weaknesses
regarding particularly the individual level and cyber security’s relationship
with these main sectors’.

The Copenhagen School suggests that the study of security should be
expanded beyond its traditional focus on military affairs and nation-state
actors to wrap a variety of threats posed in various sectors. These can be
approached by actors located at separate analytical levels (Buzan et al.,
1998, Emmers, 2016)°. What means can be used to enlarge the notion of
securitization?

By indicating that threats are social constructs centered on speech acts,
the concept of securitization provides an alternative constructivist perspec-
tive to the age-old debate dispute over whether a threat may be regarded as
an objective fact or a reflection of subjective experience. In various strands
of social theory, ‘speech acts’ refers to the idea that verbalization is the
basis for ‘doing’®. The cyber security concept can play a role in this doc-
trine debate. Perhaps, it is not a speech act refers, but it is a fact of the in-
ternational scene.

! Aydindag, D. (2021). Copenhagen school and securitization of cyberspace in turkey.
Prop6sitos y Representaciones, 9 (SPE1), e850. Doi:
htto://dx.doi.ora/10.20511/pvr2021.vOnSPEL.e850. P.4.

2 What kind of cyber security? Theorizina cvber security and mappina approaches /
https://policyreview.info/articles/analy sis/what-kind-cy ber-security -theorising-cy ber-
security -and-mapping-approaches.

% Steven Ratuva. Exploring the contours of threat: Competing security discourses (ANU
Press, 2019). P. 24.
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A noteworthy constructivist approach to security is the theory of «secu-
ritization,» developed by the Copenhagen school. This is about how, when,
and with what consequences political actors define something (anything)
as a security issue (Buzan et al., 1998; Waver, 1995; Williams, 2003)1.
Conceivably Cyber security is a (new) framework for analysis.

According to the Copenhagen School, security is an intersubjective
construct that is created by «speech acts» of relevant actors, such as au-
thorities, parties, ministers, or other influential figuresz. It should be stated
that being able to create a tool is an enormous work to make a new debate
about cyber security and State behavior.

The Copenhagen school of security defines a security issue not neces-
sarily because a real existential threat exists, but because the issue is suc-
cessfully presented by key agents as a threat®. Cyberspace identity must be
understood as an intersubjective social construction. For Joseph Nye, cyber
security involves a blurring of public and private vulnerabilities®.

2. Theorizing Cyber Security

Generally, the Copenhagen school rejects the idea, which incorporates
cyber security into the security analysis. In the paper entitled “Security: A
New Framework for Analysis” 1998, the Copenhagen School declares that
there is no need to theorize cyber security as a distinct sector akin to the
military, political, environmental, societal, economic, and religious ones
(Buzan et al. 1998; Laustsen and Waver 2000)°.

However, in the digital transformation, it is firm to ignore the signifi-
cance of cyber security and its effects on actors especially between the
global North and global South.

! Johan Eriksson and Giampiero Giacomello, “The Information Revolution, Security, and
International Relations: (IR) Relevant Theory?”, International Political Science Review,
Vol. 27, No. 3 (Jul., 2006). P. 234.

2 Beatrice de Graaf and Cornel Zwierlein. “Historicizing Security— Entering the Conspira-
cy Dispositive”, Historical Social Research / Historische Sozialforschung, 2013, Vol. 38,
No. 1 (143), Security and Conspiracy in History, 16th to 21st Century (2013). P. 49.

¥ Myriam Dunn Cavelty. Cyber-Security and Threat Politics US Efforts to Secure the In-
formation Age (CSS Studies in Security and International Relations, 2007). P. 25.

4 Joseph S. Nye, Jr., The End of Cyber-Anarchy, How to Build a New Digital Order, For-
eign Affairs Volume 101, Number 1 (January —February 2022). P. 34.

% Lene Hansen and Helen Nissenbaum. “Digital Disaster, Cyber Security, and the Copenha-
gen School”, International Studies Quarterly, Vol. 53, No. 4 (Dec., 2009). P. 1156.

42



Discussion

1. Cyber Securitization and the Reality of Emergency Measures

As a matter of fact, theorizing the cyber security sector requires ad-
dressing the following questions: What threats and referent objects charac-
terize cyber security; what distinguishes it from other security sectors; how
can concrete instances of cyber securitizations be analyzed; and what can
critical security scholars learn from taking cyber discourse seriously?*

While advocating a broad understanding of security, the Copenhagen
school has made no mention of the information revolution®.

If it is not possible to insert cyber security into securitization, we can
explore the following citation: securitization serves to justify emergency
measures to cope with the perceived threat. The securitization approach
serves to underline the responsibility of actors as well as of analysts who
choose to frame an issue as a security issue (Buzan, Waver, and DWild,
1998): as a result, cyber security cannot ignore this emergency measure,
especially in developed countries. Thus, what about developing countries'
vision?

Since cyberspace has no boundaries, developing countries face many
similar cyber threats as the developed world. These threats can range from
malware to cyber-crime, in the form of attacks on state infrastructure, in-
formation technology, vital industry, and individuals®. Security is being
perceived in increasingly general terms. It includes technologies, infor-
mation, and more importantly, the idea that security problems are no long-
er systematically related to any politico-military player®. But, Cyber secu-
rity presents an urgent subject to High Politics in developed countries and
developing countries. It is the opportunity to cooperate and to enhance dig-
ital sovereignty in the era of digital trans-disciplinary discursive.

2. How (should) Cyber Security be Included in Security Studies?

The Copenhagen School framework sides with the wideners in terms of
keeping the security agenda open to many different types of threats. It ar-

! Ibid. P. 1157.

2 Johan Eriksson and Giampiero Giacomello, “The Information Revolution, Security, and
International Relations: (IR) Relevant Theory?”, International Political Science Review,
Vol. 27, No. 3 (Jul., 2006). P. 234.

% Lilly Pijnenburg Muller. “Cyber Security Capacity Building in Developing Countries”,
Norwegian Institute for International Affairs (NUPI) (2015). P. 2—3.

4 Zaki Laidi. “Rethinking Post-Cold War”, Economic and Political Weekly, Aug. 6, 1994,
Vol. 29, No. 32 (Aug. 6, 1994). P. 2068.
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gues that the core of Security Studies is war and force, and other issues are
relevant only if they are related to that".

The cyber security dilemma is mainly built upon the framework of
Hansen and Nissenbaum’s article “digital disaster”. The cyberspace sec-
tor, like the environmental and, to a lesser extent, economic sectors, easily
crosses national borders. Cavelty argues that “cyber security and national
security differ most decisively in scope, in terms of actors involved and in
their referent objects” (Dunn Cavelty, 2012).

Hansen Aydindag and Nissenbaum*emphasize the importance of cyber
security in International Relations and securitization theory as follows:
cyber securitizations are particularly powerful precisely because they in-
volve a double move out of the political realm: from the politicized to the
securitized, from the political to the technical, and it requires an inter-
disciplinary effort to assess and possibly counter the implications of that
double move, . . . cyber security stands at the intersection of several disci-
plines, and it involves both analysis and academic communication. This
work is useful to elaborate a counter-strategy to digital conflict in the
trans-disciplinary discursive.

The technical underpinnings of cyber security require, for instance, that
International Relations scholars acquire some familiarity with the main
technical methods and dilemmas, and vice versa that computer scientists
become more cognizant of the politicized field in which they design and
how their decisions might impact the (discursively constituted) trade-offs
between security, access, trust, and privacy®. The intersection between thus
scholars and computer scientists is a good job to secure and save our digi-
tal sovereignty.

Bearing in mind the emphasis on discursive securitization, Copenhagen
scholars have neglected to explain how non-traditional security (NTS) is-
sues are subsequently governed, even though very different governance
arrangements have emerged to address ostensibly similar securitized prob-

'Barry Buzan. “Rethinking Security after the Cold War”, Nordic International Studies As-
sociation (Sage Publications, 2008). P. 13.

2Aydindag, D. (2021). “Copenhagen school and securitization of cyberspace in turkey”.
Propésitos y Representaciones, 9 (SPEY), €850. Doi:
http://dx.doi.org/10.20511/pyr2021.vOnSPE1.e850. P. 6—7.

% Lene Hansen and Helen Nissenbaum. “Digital Disaster, Cyber Security, and the Copenha-
gen School”, International Studies Quarterly, Vol. 53, No. 4 (Dec., 2009). P. 1172.
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lems". Cyber governance must take to account the cyber security challenge
faced by countries and other actors.

2. Theorizing Cyber Security and Threats to National Security

Cavelty's starting point is the so-called Copenhagen School of securiti-
zation (Buzan, Waever, and de Wilde 1997), which belongs to the social
constructivist of IR theory. Threats to national security, according to this
school, are not defined by rational calculations but are socially constructed
from discourses that arise from and are shaped and promoted by policy
communities®.

Cyber security is moving upwards in the political agenda and expand-
ing sideways as a problem area to a multitude of additional policy do-
mains®. The task to defy the digital gap between the North and the South is
incredible to work.

Many scholars are tempted to exclude technical threats from security
studies because they bear little discursive resemblance to political-military
threats. As the debates over the expansion of the concept of security gained
ground in the 1990s, this linkage of security to urgency and extreme* and
radical defense measures was central. The technical task is an essential
element to make a good decision.

Conclusion

1. Critical Security Studies and Cyber Security

The critical security studies reflect the efforts of Barry Buzan, Ole
Weaver about (societal security), in the works of Heidegger, Michaél Dil-
lon, (philosophic and political analysis), a Neorealism (Mohammed
Ayoob) a constructivism modéré (Beverly Crawford, Karin Fierke et
Thomas Risse— Kappen), postmodernism (Ronnie D. Lipshutz, Michaél
Williams, Keith Krauze, Simon Dalby, R. B. J. Walker, Ken Booth®.

! Shahar Hameiri and Lee Jones. “The Politics and Governance of Non-Traditional Securi-
ty”, International Studies Quarterly, September 2013, Vol. 57, No. 3 (September 2013). P.
462.

2 Ronald J. Deibert. “The Virtual Absence of Malice: Cyber Security and Threat Politics™,
International Studies Review, Jun., 2009, Vol. 11, No. 2 (Jun., 2009). P. 373.

*Myriam Dunn Cavelty & Andreas Wenger (2020) “Cyber security meets security politics:
Complex technology, fragmented politics, and networked science”, Contemporary Security
Policy, 41:1, 5-32, DOI: 10.1080/13523260.2019.1678855. P. 7.

* Buzan and Hansen. The Evolution of International Security Studies (Cambridge: 2009).
P. 12.

5 Ayse Ceyhan. Analyser la sécurité: Dillon, Waever, Williams et les autres, Cultures et
Conflits, Automne-hiver 1998, No. 31-32. P. 42—43.
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As Weaver argued, security is a kind of stabilization of conflict or
threatening relations, often through emergency mobilization of the state™.

While the securitization theory was an attempt to broaden the scope of
analysis beyond military affairs (Wever, 2010), it has sparked debates that
it is too narrow and lacks universal contextual relevance®. The internation-
al context to implement the Copenhagen school securitization theory re-
mains the core concern.

2. Copenhagen School: Less Applicable in Non-Western contexts

Although many criticisms of the Copenhagen School by European theo-
rists were based on the need to refine securitization theory to make it more
appropriate, criticisms by some non-Western scholars and those from the
critical security perspectives were more directly dismissive, arguing that
securitization theory was not relevant to non-Western societies (Bilgin,
2011; Sheikh, 2005; Vuori, 2008)°.

We must take into consideration the different national geopolitical and
economic contexts.

There was also a view that even de-securitization was a conservative
process that reproduced the existing liberal order (Aradau, 2004). Those
who used the peace studies lens argued that securitization had no morally
defensible position on such issues as minorities and AIDS (Elbe, 2006;
Roe, 2004). The theory’s Eurocentric and statist nature tended to be too
analytically restrictive to be of much use in unpacking the complex securi-
ty situation in postcolonial societies whose historical and cultural evolution
had been shaped by complex colonial and postcolonial forces®. Post-
colonial theory developed (...) the notion that ideas of reason, secular tol-
erance, equality under the Law, and democratic rule, need not be, and in-
deed historically have not been, mutually exclusive with European practic-
es of 5violent domination, exclusion, and systematic and instrumental use of
terror’.

! Barry Buzan. “Rethinking Security after the Cold War”, Nordic International Studies
Association, Sage Publications, 2008. P. 8; Ole Waever. Securitization and Desecuritization,
On Security, by Ronnie D. Lipschutz (Columbia University Press, 1995).

ZSteven Ratuva. Exploring the contours of threat: Competing security discourses (ANU
Press, 2019). P. 25.

® Ibid. P. 27.

* Ibid. P. 27.

® Rosi Braidotti. The Posthuman-Polity (2013). P. 46.
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3. Cyber Security in the Political Realm or Societal Context

We will focus on the problems and trends that have emerged, and the
possibility to include cyber securitization. Simply put, we need to recon-
sider the problems of cyber security in the ‘political realm’. We must re-
search cyber security and ‘political realms’ in various parts of the world. It
IS also necessary to go beyond the often hyper securitizing images of digi-
tal danger and ‘otherness’ emerging from ‘non-western countries’. Such a
step is vital for exploring the complexity of cyber security both from the
perspective of new ‘everyday security strategies’ that individuals may con-
front, but also in terms of the potential for ‘digital disasters’ that might
emerge from specific technological, legal, political, and security contexts'.

The IR scholars examine the specific contexts, controversies, and chal-
lenges in diverse spaces beyond the often simplistic geographies of cyber-
threat that often serve to fuel the hyper securitized visions of geopolitical
imaginaries®. Therefore, the social of non-western countries (the global
South) may be an appropriate context for countering cyber security de-
securitization.

The essay, by Hansen and Nissenbaum, is a call to investigate the com-
plexities of cyberspace, to think more critically about what constitutes a
catastrophe or digital disaster and the various problems that can be ab-
sorbed into the discourses of hyper securitized threat. However, what is
clearer now is the need to explore the complexity” of cyber security in dif-
ferent geopolitical and economic contexts around the planet, to become
more granular in our analyses.® This is a challenge for the IR Schools.

! Mark Lacy and Daniel Prince. Securitization and the Global Politics of Cybersecurity. P. 4
é/ https://eprints.lancs.ac.uk/id/eprint/89179/2/securitizationcy ber21.pdf.

Ibid. P. 5.

*A security complex is defined as a group of states whose primary security concerns link
together sufficiently closed that their national securities cannot realistically be considered
apart from one another. Barry Buzan. People, States and Fear. The National Security Prob-
lem in International Relations, op, cit. P. 106.
¥ Mark Lacy and Daniel Prince. Securitization and the Global Politics of Cybersecurity, op,
cit. P. 15.
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3aiikoBa CBeTnaHa HukonaeBHa,
KaHAMAAT PUONYECKUX HayK, AOLIEHT, JOLEHT kadepbl a4MUHUCTPATUBHOTO 1
MyHuumnansHoro npasa ®bOY BO «CapatoBckas rocydapCTBEHHas lopuanye-
cKasi akageMms »

PechopmupoBaHMe KOHTPONLHO-HAA3OPHOW AEATENbHOCTH
B 00NnacTv TpaHCNOPTHOU 6€30MNacCHOCTM: HOBbIE BbI30OBbI

AHHomauusi. KOHTponbHO-HaA30pHas AesTeNbHOCTh B 06nacTv obecneyeHus
TPaHCMOpPTHOI Be30NacHOCTX Nocie NPOBEAEHHON «PEryNATOPHON MLOTUHBI»
npeTepneBaeT CYWECTBEHHblE M3MeHeHus. B ctaTbe NpuBOAsTCS pesynbrathl
aHanu3a n3MeHeHWi 3akoHodaTenbCTBa, BBeAeHHbIX B 2021 r. ABTOp NpUXoauT K
BbIBOAY O HEOOXOAMMOCTM 3aKOHOAATENbHOMO YCTAHOBMEHWS MOHATUNA «TecT-
3ajaHue» M «TeCT-CUTyaums», NopsiaKka UX MCNONb30BaHUS; ONpeaeneHns v npa-
BOBOrO 3aKpenneHns UCYeprbIBaOLLIEr0 NEPEYHS MHAMKATOPOB COCTOSIHUS TPaHC-
NopTHON 6e30MacHOCTH 1 UX MOPOTOBbLIX 3HAYEHWIA ANns OLEHKM 3hhHEKTUBHOCTU
aAMMHNCTPATUBHO-NDABOBOIO PENIMPOBaHUS. BHECEHbI NPeanoxeHns No npo-
unakTke HapVILEHWA B DacCMaTOMBaeMoi 06nacT 1 NDOBEOEHWMIO LMPOKO-
MacLLTabHO pa3bsACHUTENBHON paboTbl CPeAN KOHTPONMPYEMbIX NUL,

Knroyesnb e crosa: TpaHcnopTHas 6e3onacHoCTb; cUcTeMa TpaHCNOPTHOM 6e3-
0MacHOCTU; HaUMoHanbHas 6e30nacHoOCTb.

Zajkova N. Svetlana,
Candidate of Juridical Sciences, Associate Professor, Associate Professor of the
Administrative and Municipal Law Department of Saratov State Law Academy

Reforming control and supervision activities in the field
of transport security: new challenges

Abstract. Control and supervisory activities in transport security are undergoing
significantchanges after the ‘regulatory guillotine’. T he article contains the results
of the changesin legislation analysis of 2021. T he author comes to the conclusion
thatit is necessaryto legally establish the concepts of ‘test-task’ and ‘test-situation'
and their application procedure; to define and legallyconsolidate an exhaustive list
of the transport security state indicators and their threshold values for assessing
the effectiveness of administrative and legal regulation. The author makes pro-

48



posals for the preventive control in the area under consideration and for extensive
awareness-raising work if needed.

Keywords: transportation security; transportation security system; national se-
curity.

PedopmupoBanre KOHTPOJILHO-HAJI30PHON JICSTEIBHOCTH B 00JIACTH
TpaHcniopTHOM Oe3onacHocTH (manee — TB) B Poccuiickoit dexneparmm
NoTpeOOoBajIo0 MPUHATHS HOBBIX HOPMATHBHBIX INPABOBBIX aKTOB, OTBEYa-
IOIIMX COBPEMEHHBIM BBI30BaM IO Pa3BUTHIO TPAHCIIOPTHOIO KOMIUIEKCA U
00€CIIeYeHNIO €T0 3aIIMIIEHHOCTH, B TOM YHCJIE B YCJIOBHSX HOBBIX BBI3O-
BOB KHOEpOE30MacHOCTH.

Kak panee ormeuanocs', deepanbHblii 3aKkoH ot 31.07.2020 Ne 248-
D3 «O rocymapcTBEHHOM KOHTpOJie (Haa30pe) ¥ MYHWIIAJIHHOM KOH-
Tpoie B Poccuiickoii @enepaim» 3aKperml PUCK-OPUEHTUPOBAHHBIN
MOJIXO/l TPU TPOBEACHNWM KOHTPOJBHBIX MEPOINPHATHH, OMpeeIT HOBBIE
OPUHLMIBI, B TOM YMCJIE TNPHUHIMII CTUMYJIMPOBAHUA J100pPOCOBECTHOTO
coOmonenus 00s3aTeNbHBIX TPeOOBAaHMH, KOTOPHIM YCTAHOBIICHBI MPUO-
pUTETHl B CTOPOHY INPEBEHTHBHBIX MEPONPUATHI, HATIPABICHHBIX HA IIPO-
(hMIaKTHKY, CHIDKCHHE pHCKa NpHYIMHCHMS Bpeda (yrmepOa). 3aKoHOM 3a-
JIO’KEHBI TIPAaBOBBIE OCHOBBI JJISI BHEJApeHHs 3(PHEKTUBHBIX MEXaHM3MOB
KaJpoBOM TMOJMUTHKM KAaK KOHTPOJMPYEMBIX JIMI, TaK U KOHTPOJbHO-
HAaJ[30PHBIX OPraHoB.

Hosas penaxims crt. 11.1 ®enepansHoro 3akona ot 09.02.2007 Ne 16-
@3 «O TpaHCTIOPTHOM 0€30MacHOCTW» KOPEHHBIM 00pPa30oM M3MEHWIa 3a-
KOHOZIATEJIbHBIE TIOJIOXKEHNS O KOHTPOJILHO-HAI30PHON J1eSITENLHOCTH.

Bo-miepBbix, paHee 3akoH mpeaycMaTpuBall MHOKECTBEHHOCTH (esie-
paJbHBIX OPraHOB WCTIOJNHUTENILHOM BJIACTH, YIOJIHOMOYEHHBIX HAa MpOBe-
JICHAE KOHTPOJIbHBIX MeponpusaTvil o Th, orchuias K MX KOMIETEHIMH.
JlelicTByromass HopMa OMNpeaessieT TONBKO OJWH opraH QeepabHOro
Has30pa — PoctpancHaa3op’. TIopsaoK OpraHM3aId U OCYIIECTBICHHS

! Baiikopa C. H. PehopMupOBaHHE KOHTPOIbHO-HAI30PHON NEATENBHOCTH B OOIACTH
TPaHCTIOP THOW Oe30MacHOCTH // AKTyalbHBIE TIPOOJIEMbl AIMUHUCTPaTUBHOTO W aIMHHH-
CTp aTUBHO-TIp oLieccy anbHOTO npaBa (CopOKMHCKHE YTeHHs): COOPHHK CTaTel Mo marepua-
JIaM MKy HAp OJTHOM Hay YHO-TIp aKTHUeCKOi KoHpepenimy, 26 Mapta 2021 roga / mox
pen. A. U. Kammrynosa. M., 2021. C. 789—793.

2 MMocranosnerue ITpasurenscra P® or 30 moms 2004 . Ne 398 «O6 ytBepxaenmi ITo-
noxeHust o PexepanbHOH iy k0€ 1Mo Haf30py B cepe Tp aHCTIoP Tay.
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(enepanbHOr0 roCyJapCTBEHHOrO KOHTpOJs (Haa3opa) (manee — Ilomo-
JKEHHe) yTBepxaeH mnoctaHoBieHneM [IpaBurensctBa P® ot 29.06.2021
Ne 1051.

CrnenyeT OTMETHUTDH, YTO yKa3aHHasl HOBEJUIA 1O 3aKpervieHuro ¢eje-
PaJIbHOTO Ha/30pa 3a €IMHCTBEHHBIM OPraHOM HE MPEeIsTCTBYET MPOBEe-
HUFO KOHTPOJILHBIX (HAJ30PHBIX) MEPOIPHSATHI C y4acTHEM COTPYIHHKOB
®OCBh Poccuu 1 MB/I Poccun B ycTaHoBieHHbIX ciydasx. Hanpumep,
YIOJIHOMOYEHHbIE MPEJICTABUTENN YKa3aHHBIX OPraHOB y4YacTBYIOT Ipu
peinoBeix ocmorpax (1. 55 Ilonoxenus), mpu NMPOBEACHUN SKCIICPUM € H-
TOB WIH BBIE3/IHBIX MOBEPOK C MPUMEHEHHEM TECT-TPEJIMETOB, C UCTIONb-
30BaHUEM TeCT-CYOBeKTOB (1. 56 Ilonoxenus).

Bo-BTOpHIX, B MpekHel peAakiii 3aKoHa KOHTPOJILHO-HA30pHAS Aes-
TEJIbHOCTh OCYILECTBIIAIACH B COOTBETCTBUM C TIOPSIIKOM, YCTaHOBJICHHBIM
[IpaBurenscTBOM P®. 3akoHOM paHee yCTaHABIMBAINCH OCHOBAHUWS JIJIS
MPOBeICHMSl TUIAHOBOW (BHEIUIAHOBOW) MPOBEPKH, BO3MOXKHOCTH MHCTIONb-
30BaHUs TECT-TPEMETOB, MEPEUCHh OPraHOB BJACTH, YYaCTBYIOIIUX B
yKa3aHHbIX TpoBepkax. JleiicTByromas penakiws ct. 11.1 ncnons3yeT ot-
CBUIOYHYI0O HOpMY K DenepanmpbHoMmy 3akoHy oT 31.07.2020 Ne 248-D3 u
[Monoxxennro, 4To OYAET CMOCOOCTBOBATH €IMHOOOPA3HOMY TPHM CHEHHUIO
HOBOT'O 3aKOHA O KOHTPOJIE YTIOJJHOMOYEHHBIMU OpraHaMMU.

B-TpeThux, BriepBble 3aKOHOAATEIHHO YCTAHOBJIEHBI TIPEIMET U 00 BEKT
KoHTpons (Han3opa) B oonactu Th. [lpenmeTom siBiseTcst cobimoaeHye
00s13aTeNIbHbIX TPeOOBaHUM, YCTAHOBJIECHHBIX POCCUHCKUM 3aKOHOJATENb-
ctBoM B obmactu Th, mmpokuM Kpyrom KOHTpoIMpyeMbix nwil, K Him
OTHOCATCS: CYOBEKTBI TPAHCTIOPTHOM HH(PPACTPYKTYPHI, TMEPEBO3UHKH,
3aCTPOUIIMKK 00BEKTOB TPAHCTIOPTHOM MH(pacTpyKTyphl (1anee — 00b-
extel TH), nonpasnenenns Th, ydeOHbIC IEHTPHI, CIICIMATM3UPOBAHHBIC
OpraHM3al|y, OpraHbl aTTeCTally, aTTECTYIOIME OpraHu3al|y, I'pask-
JIaHe.

Taxke 3aKOHOM YCTaHOBJIEH TepeyeHb 00BEKTOB KOHTPOIIS (Ha130pa).
B 3aBHCMMOCTH OT BHIOB 9KOHOMHYECKOM NEATEIHLHOCTH B TPAHCTIOPTHOH
OTpacyii KOHTPOJIMPYEMBIX JIMI[ BBIZEJICHBI CIEAYIOUMEe OOBEKTHI: Hes-
TEILHOCTh CYOBEKTOB 1o obecnieuennio Th, pe3ynbTaThl TaKou AesTeb-
HOCTH, TPAHCIIOPTHBIE CpPe/lCTBA, 00BEKThl T 1 aHaOrm4HbIe CTposLIMe-
¢s1 00BEKTHI, 30HBI 0€30MACHOCTH.

B-uerBepThIX, 3aKOHOAATEIBHO PACHIMPWICS IEPEUEHb IOMYCTHUMBIX
TECTOB TNpHU MpOBEJCHMH NpoBepok. K paHee wHCHONb3yeMbIM TeCT-
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npeaMeraM (IpeaMeTaM, UMHUTHPYIOIINM Opy)Kue WIM ApYyTue yCTpoii-
CTBa, MPEAMETHI, 3alpeLICHHbIE IJIs1 IEPEMEILEHUs B 30HyY TPaHCIIOPTHOM
0e30macHOCTH) MO0ABWINCH TECT-CYOBEKTHI, TECT-3aJaHUI U TECT-
curyamuu. CnenyeT oTMeTHTh, 4To llonoxeHue nompoOHO ONMCHIBAET MO-
PAIOK KCTIONB30BAHMS TECT-NPEIMETOB M TECT-CYOBEKTOB, a MOHATHA
«TeCT-3aJJaHUe» U «TECT-CUTYals» HEe TOJIBKO HE PACKPBITHI B 3aKOHE, HO
1 He ynoMmuHarorcs B [lomoxennn.

B-marsix, HoBO#M penakmmeit cr. 11.1 3akoHa BrepBble YCTaHOBJICHBI
CTieIMaIbHBIC PEXHUMBI (e/IepaibHOrO Haj30pa: 00s3aTeIbHBIA MOHHTO-
PHHT ¥ TIOCTOSIHHBIN peiil. B oTHOmEHNM OTAeIbHON KaTeropuu 00beKTOB
THU npenycMOTpeHO OCyLIECTBIICHHE 0053aTE€IHHOIO MOHUTOPUHIA B pe-
KHMME peasbHOrO BPEMEHU C MCTIONIb30BAHUEM CIIELMATIbHBIX TEXHUIEC KHX
cpencTB, UMerommxcst Ha o0bekTax TU. Y maneHHsll JOCTYIT K JIAHHBIM
TEXHUYECKUX CPEJICTB TMPEJCTABISICTCS KOHTPOIMPYEMBIMH JIMIAMU
JIOJDKHOCTHBIM JiaM PocTpaHcHan30pa (TeppUTOpUaIbHBIX YIIPaBIICHAN
CITyXOBI).

[TocTostHHBIN peil; MOXKET NPOBOJAUTHCS B OTHOIIEHUH TPAHCTIOPTHBIX
CpPEeJCTB, MPOM3BOACTBEHHBIX OOBEKTOB, ACSATEIHLHOCTU IpaXkJaH U opra-
HW3ammil. I ero npoBENEHMsI yCTAHABIMBAIOTCS IyHKTHI KOHTPOJIST HA
o0BekTax, onpeneneHapix [lonoxennem. K HUM oTHOCATCS OOBEKTHI 110-
POKHOTO XO35HCTBa (B 3aBUCHMMOCTH OT CTaTyca aBTOMOOWWIBHBIX JTOPOT:
(benepanabHOro, perMoHAJIbHOIO U MEKM YHULIMNAIBHOTO 3HAUCHHS); a3po-
HOPThI, aBTOMOOWIbHBIE U KEJIE3HOAOPOKHBIE BOK3aJIbl U CTAHLMM NIEPBOM
W BTOpOH Kareropuid; o0bekThl TH, o0chmyXuBarompe MeKAyHAPOIHbIE
MEPEBO3KH.

OTaenbHO B 3aKOHE PETJIaMEHTHPOBAHO HMH(pOPMAIMOHHOE obecrede-
HHAe B o0iacTu TpaHcmopTHOH Oe3zomacHoctH. B m. 1 ct. 11 3akona 3a
Munrpancom Poccum 3akperviseTcst 0053aHHOCTD 0 CO3JJaHUI0 rocyaap-
crBenHoro uHpopmarmonnoro pecypca — EI'MMC OTb. OcHoBHoe mpe-
Ha3HAUEHHWE CUCTEMBI 3aKmo4aercs B HHPOPMAIMOHHOM oOecTiedeHN
JeATEIbHOCTH B chepe TPaHCTIOPTHOTO KOMITIEKca (e1epaIbHbIX OpraHOB
WCTIONHUTENbHON BriacTU. CpPOKM CO3/1aHKsl CHCTEMBI 3aKOHOM He ompeie-
JIEHBI.

Onnanm 13 cTpykTypHbIX 211eMenToB EI'MIC OTB siBnsroTcs aBToMaTmzu-
POBaHHBIE IIEHTPAIM30BAHHBIE Oa3bl IEPCOHANBHBIX JAHHBIX O MACCa)Xupax,
a TaxoKe 0 IepcoHasIe (FKHUIAXKE ) TPAHCTIOPTHBIX cpeacTB. CoxpaHeHue nep-
COHAJIBHBIX JIAHHBIX SBIIIETCS MEPBOOYEPETHOM 3a/1auei CUCTEMBI.
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Takum 00pa3oM, pacCMOTpPEHHBIE MPABOBBIC HOBEJUILI OYAYT CTIOCOO-
CTBOBaTh CHUCTEMAaTH3aIMU (OPM U METOJOB TOCYIaPCTBEHHOTO yIpaBJie-
HUSI B paccMaTpHBaeMoi 00J1acTH, B3aUMOJEHCTBUIO OPraHOB U CYObEKTOB
TB, 1 KaK cjeaCcTBUE, MPUBEIYT K MOBBIICHUIO 3 ()EKTUBHOCTH TOCynap-
CTBEHHOT'O yNpaBJICHHSI B 00JIaCTH 00eCneYeHHs: TPaHCTIOPTHOM Oe3omnac-
HOCTH.

MUBakuH Buktop UBaHoBMY,
KaHAMOAT opPUONYECKUX HAYK, JOLEHT Kadheapbl « ADMUHUCTPATUBHOE NpaBo, 3KO-
nomyeckoe npaso, MHopMaLMoHHoe npasox KOpuanyeckoro nHcTuTyTa Poccui-
cKoro yHuBepcuteTa TpaHcnopta (MAWT)

NpaBoBoe obecneyeHne akonornyeckon 6eaonacHoCcT
aBTOAO0POXHOIO KOMMNIEKCa, COBPEMEHHbIE MHHOBALMOHHbIE
TeXHONOrMu n obpasoBaHue

AnHomayusi. B aaHHoit paboTe pacCcMOTPeHbl BONPOCHI lpuanyeckoro obec-
MeyeHns 3KONormyeckoi 6e3onacHoOCTH, CBA3aHHbIE C AeATENbHOCTHIO aBTOA0-
POXHOrO komnnekca. [poaHanu3vupoBaHa B CBA3W C 3TUM cyaebHas npaktika u
caenaHbl COOTBETCTBYHOLLE BbIBO/bI.

Knrouesbie croga: oxpaHa OKpyxatoleil cpefbl; aBTOAOPOXHbIA KOMMIEKC;
lOpUINYECKas 0TBETCTBEHHOCTb; CyebHas cucTeMa; MHHOBALMM; BbicLLee oGpa-
30BaHue.

lvakin I. Victor,
Candidate of legal Sciences, Associate Professor, Department of Administrative
Law, environmental law, information Law of Law Institute of the Russian University
of Transport

Legal support of environmental safety of the road complex,
modern innovative technologies and education

Abstract. In this paper, the issues of legal provision of environmental safety re-
lated to the activities of the road complex are considered. Judicial practice has
been analyzed in this regard and relevant conclusions have been drawn.
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Keywords: environmental protection; road complex; legal responsibility; judicial
system; innovation; higher education.

[IpaBoBoe perymupoBanrie BOMPOCOB 0€30MACHOCTH B 0OJIACTH OXPaHbI
OKpYKaIoIeW Cpelibl, SKOJIOTHIECKOW 0€30MacHOCTH, BBI3BAHHON BO3JIEH-
CTBHEM aBTOIOPOKHOIO KOMIUIEKCA, — TMpobjieMa B HACTOAIIECE BpeMs
BEChMa aKTyaJIbHas W CIOXKHAsA. BaykHyro poilb B pEIICHHM 3TOH 3a1a4du
JIOJDKHBI OKa3aTh HOBEMIIINE JOCTWKEHUS HAYKH U TEXHHKH, KOTOpbIe 000-
3HAYAIOTCS B HACTOSILEE BpEMs KaK MHHOBaIoHHbIE. K mocieHuM OTHO-
cATCS, €CTECTBEHHO, U IM(poBEIe TexHONOruK. B Bek, koraa mudpa crana
Jay4dimM cobeceaHrKoM homo sapiens, u Tenepb Bee 1eso 3a OyKBOI, He-
MaJiloE MECTO B peajn3ali TAaKUX TEXHOJIOTHH OTBOAUTCS U YUPEKACHH-
SIM BBICIIETO 00pa30BaHMsl. DTO MHCTUTYTHI, YHUBEPCHUTETHI, aKaJAeMUH U
0COOCHHO TPaHCTOPTHBIE BY3BI, CPEH KOTOPBIX 0CO00E MECTO 3aHUMAET
Poccuiickuit yarBepcureT TpaHcnopra. Mcxoas u3 0003HaA4EHHOTO T10C bl-
Jla, pacCCMOTPUM TPUMEHUTENILHO K FOPUCTIPYJCHIMM JTaHHbIE MOMEHTBHI.
Ntak, aBTOIOPOKHBIA KOMIDIEKC BKIFOYAET Pa3IM4HbIE COCTABIIOLINE, B
CHCTEMY KOTOPOTO BXOIAT HE TOJIHKO, HATPHUMED, aBTOMOOWIBHBIE TOPOTH
1 aBTOMOOWIbHBIE MOCTBI. DTO TaKXe CUCTEMa aBTOCEPBHUCA, JIOPOKHOTO
CTPOUTENBCTBA, HETIOCPEICTBEHHO aBTOMOOWILHBIA TPAHCIIOPT, aBTOMO-
6wm. Crofja OTHOCHTCS, KpOME TOI0, PEMOHT U COJIEpKaHue aBTOJOpPOT,
WX TIPOCKTUPOBAaHUE, aBTOMOOWIbHBIE 3aBOMIBI U T.I. B wacTHOCTH, 00BEK-
TBI, CBSI3aHHBIC C OOCIICIOBAaHUEM JJII CTPOUTEIILCTBA YKa3aHHBIX JIOPOT
COOTBETCTBYIOIIMX MECTHOCTE! U Teppuropuid. OTCI01a BUIHO, YTO JaH-
HBIN KOMIUIEKC OFpOMEH. B CBS3M ¢ 4eM BOMNPOCH! IOPHANYECKON 3aIIUTHI
9KOJIOTWH, CBSI3aHHOM C TaKOM JEATEIbHOCTHIO BEChMa aKTyallbHbI, TIO-
CKOJIbKY HETaTUBHOMY BO3JI€HCTBHIO OT aBTOAOPOXKHOTO KOMIUIEKCA TOJI-
BEpraloTcsl pasindaHbie 00BEKTHI TPUPOAHOH cpeabl. Cpeau HUX BOJIHBIE
pecypchl, aTMoc(epHbIi BO3TYX, JKUBOTHBIN MHUp, TIOUBHL, Jiec. O 4eM CBU-
JeTeIbCTBYET aIMUHUCTPATHUBHAS, Cy1eOHas 1 apOUTpakHasl mpakTuka. B
KauecTBe MpuMepa Takke MOXKHO NMPUBECTH Hay4dHbIe uccienoBanusi. O -
HaKO MO TIOBOMY TIOCJIEHMX HEOOXOAUMO 3aMETHUTh, MPHUEM, KaK 3TO He
MapaoKcaibHO, HO MPAKTUIECKH HET paboT FOPHIMIECKOro Xapakrepa, B
KOTOPBIX PacKphIBa€TCS 3aJaHHAS T€Ma, 32 HEKOTOPHIM HEMHOTOUFCIIC H-
HbIM, & TIOPOM U €IMHAYHBIM HUCKIIOYEHHEM. J[pyrux TpyaoB, aHAJIM3UPY-
IOLIMX MPOOJIEMBI pacCMaTPUBAEMOrO BOMPOCA, XOTS OBl OTAAJICHHO, TO-
CBSILCHHOW, B YAaCTHOCTH, IOPUIMYECKOH OTBETCTBEHHOCTH B 00JAaCTH
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skonorun’, He 0OHapyxkeHo. OJIHAKO, KOHEUHO GECCIIOpHO, C JIPYroif CTo-
POHBI, TO, YTO IIMPOKO TNPOIEMOHCTPHPOBAHBI HAYYHBIE TPY/bI, HATIUCA H-
HBIE TPEJICTABUTEISIMU MIKEHEPHBIX M MHBIX CIlelMaibHOCTEN. BmecTte ¢
TEM B 3aKOHOJATEJLCTBE OOJee aKTHUBHO PEIIAeTCsl BOMPOC, HATIPUMED,
CBSI3aHHBII, B YaCTHOCTH, C TMPUMEHEHHs SKOJIOIMYECKOW OTBETCTBEHHO-
CTH, KOTOpYIO OOJBIIMHCTBO IOPHCTOB-PKOJIOTOB PAaCCMAaTpPHUBAIOT Kak
BKJIIOYAIOIIYI0 TaKhe TPaJMIFOHHBIC DPA3HOBHIHOCTH FOPHIMYECKOW OT-
BETCTBEHHOCTH, KaK YTOJIOBHYIO, T'pakKJaHCKO-TIPABOBYIO, THCLMIUTHHAD-
HYyIO ¥ aIMAHHCTPATHBHYIO OTBETCTBEHHOCTh. K mpumepy, aist Ooree miu-
POKOro aHanm3a, B YaCTHOCTH, TIOCIIeIHEeH, a IMEHHO ycTaHoBJeHHOH Ko-
AIl P®, obpatumcs x mpumeuanmio cT. 12.1. B 06o3HauenHol HopMe aa-
HO OIpeJieIeHHe TPAHCTIOPTHBIX cpeacTB. KOoHeYHo, K IMTUpyeMOMY IO-
HATHIO OTHOCSITCSI U aBTOMOOWIM WIM TOYHEE CPEeJICTBA aBTOMOTOTpPAHC-
TIOPTHBIE C COOTBETCTBYIONIMMH JJaHHBIMH. HampuMep, cKopocTh mocie -
HHMX JOJDKHA OBITH Oornee 50 kM/4, 00beM nBurateneit, JIBC Taxke gomkeH
npeBbimath 50 Ky0. cM M T.1. HOo K aBTOMOOWILHOMY TPaHCIOPTY B
HallleM TOHMMAaHUM He OTHOCSATCSI, HAIPUMEp, TPAaKTOpa WIM KOMOaMHBI.
XOTsl B IIMPOKOM IUIaHE MX MOXKHO pacCMaTpUBATh B KAUECTBE TAKOBBIX.
OpmHako BOMPOCH HETIOCPEICTBEHHO HKOJIOTMIECKON OTBETCTBEHHOCTH 32
COBEpIICHHE SKOJOTMYECKUX TPaBOHAPYIICHNH, KaK 0c000i pa3HOBHIIHO-
CTH OTBETCTBEHHOCTH, HapsiAy, HANIPUMEp, C TPa)KIaHCKO-T[PAaBOBOW WIH
YTOJIOBHOM OTBETCTBEHHOCTBIO, B POCCUIHCKOM 3aKOHOAATEJILCTBE MPAKT U-
YEeCKH He NPEeICTaBJIeHbl. B TO jke BpeMs aJMUHUCTpPAaTUBHAs OTBETCTBEH-
HOCTb, KaK BHJIHO, JEMOHCTpUpyeTCs B HeoOXxoammoMm morenmpane. [1o-
CKOJIbKY OOph0a ¢ HeraTHBHBIM BO3/ICHCTBHEM aBTOOPOYKHOTO KOMIDIEKCA
Ha JKOJIOTHIO C MPUMEHEHUEM YKa3aHHOTO MHCTHTYTa OTBETCTBEHHOCTHU B
Halllel CTpaHe BEJESTCs MABHO W IHMPOKO. Tak, eciii o0paTUTh BHUMaHUE
HEeTOCPEICTBEHHO Ha 3aBOJIbl, BBIIyCKAIOIME aBTOMOOWIM, U HaXOs1I1e-
csa B Poccum, To Hamprmep, Ha ABToBA3e BechbMa d3eKTUBHO (HYHKIMO-
HUPYeT SKOJIOTMIecKasi KOOPAMHAIWS JESTEebHOCTH, TO-IPyroMy Ha3bl-
BaeMas ymnpasieHueM. Ha 3TOM mpeanpuaThd yTBEp)KAE€HA KOHICTILT
TIOJIMTHKA B 00JIaCTH OXpaHbI PUPOIBL. B cOOTBETCTBMM ¢ 0003HAYEHHOM
KOHIICTIMEH, HATIPUMED, AOIMYCKAETCS MPeJeiIbHO OTKPBITas MHHOPM IS
B JlaHHOW cdepe. OHUM U3 MPHHIMIOB paboThI 3aBOAA SBISIETCS TaKKe

! Msaxun B. Y. Bubmuorpadust 10p MAMIECKOH OTBETCTBEHHOCTH 3a SKONOTHIECKHE TIPaB O-
HapymeHns (1880—2020 rr.). M., 2022.
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TO, YTO JI€ATEIHHOCTh OPraHMU3aIMH 10JDKHA COOTBETCTBOBATh KakK OTeyde-
CTBEHHBIM, TaK ¥ MEXIyHAPOIHBIM CTaHAAPTaM B 00JIACTH OXPaHBI OKPY-
JKAIOIIEN CPellbl, COOTBETCTBOBATh JECHCTBYIOIIEMY 3aKOHONATENLCTBY B
paccMaTprBaeMoil 00JIACTH OTHOIICHWA. AHAJOTHYHBIE TpeOOBaHMS 3a-
KpeIUIAIOTCS M B KOJUIEKTUBHBIX JOroBopax oOlectsa. TeM He MeHee Mo
coobmenmsiM CMU, ABTOBA3 kak ropuaudeckoe JIMIO He pa3 MpHBIIe-
KaJicsi K aAMUHUCTPATHUBHON OTBETCTBEHHOCTH, B YACTHOCTH, 32 Hapyllle-
HUS HOPM B 00JacTW OOpamieHws] C TPOW3BOACTBEHHBIMU OTXOAAMH,
BKITIOUast 00palleHre ¢ OmacHBIMHU BetiecTBaMu. CaHKIMAM paccMaTprBa-
€MOIl Pa3HOBUIHOCTH OTBETCTBEHHOCTH HEOJHOKPATHO TMOJBEPrajuch U
JOJDKHOCTHBIE JMIla 3ToM opraHmaimu. OTnpeesieHHble IOpUIUIecKue
JIOKyMEHTBHI 110 JJaHHOMY BOMPOCY TPHUHATHI, TaKXkKe, HarpuMep, 1 Ha Kam-
CKOM aBTO3aBO/IE.

C ucnonb3oBaHreM aBTOMOOWICH, B pe3ybTaTe ACSTEIbHOCTH BCErO
ABTO/IOPOKHOTO KOMIUIEKCA COBEPIIAIOTCSI MHOTHE SKOJOTHIECKHE MPaBo-
HapyIlleHWs, a He TOJILKO BhINIeYKa3aHHble. Jlena MaHHOH KaTeropuu pac-
CMaTpHBAIOT pa3jMYHbIE OpraHbl, B TOM 4ucie cyaeOHble. /s nmpuMepa
paccMOTpUM OJHO M3 Takux Jeid. B wacTHocTH, mocTaHoBieHHe ApOuT-
paxkaoro cyna CeBepo-3amagHoro (enepaabHOro OKpyra, B KOTOPBIN BXO-
IIST, KaK M3BECTHO, 11 pasmmuspix cyOnekToB PD, B ToM umcne, CaHKT-
ITetepOypr, a Taxxe IIckoBckas 1 HoBroponckas obmactu. Tak, B mocTa-
HoBrieHnd oT 13.01.2022 No A44-2117/2021 peub wumeT O BO3MEIICHUH
HKOJIOTMIECKOTr0 Bpeja, MPUUMHEHHOTO BOJIHBIM OHOpecypcaM IpH PeKOH-
CTPYKLIMM aBTOJOPOXKHOIO MOCTa depe3 peky. B cyneGHoM 3acemanuu
NPUHSUTM TAKXXE YJdacTHE B KauecTBE HMCTLOB mpencrtasurein CeBepo-
3amaHOTO TePPUTOPHAITLHOTO yrpaBieHus PocpridomoBcTBa. Tem caMbmm
MPUHIMAJIA y4acTHe B 3aCe/laHiH Cy/a, B YaCTHOCTH, MPEACTABUTEIH Op-
raHM3al|y, KOTopas HajelieHa MpaBaMy B 00JIACTH KOHTPOJIA 32 BOIHBIMU
OMONOrMYeCKUMH pecypcaMy, a Takke MpaBOM HaJ30pa 3a Cpejioi, Me-
cToM oOuraHus yka3anHoH (ayHel. Kpome TOro, B HA3BAaHHOM 3aCeaHIN
y4acTBOBAJIM IO JOBEPEHHOCTH B KaU€CTBE OTBETUHMKA NPEICTaBUTENb a -
MHHUCTPALM OZHOTO M3 MYHHIMIIAJIBHBIX PaiiOHOB, HA TEPPUTOPHH KO-
TOPOr0 M BEJACh PEKOHCTPYKIWS aBTOJOPOKHOIO MOCTa U 3aKa3UHMKOM
PEMOHTa KOTOPOro BBICTYIAJa MECTHAs MYHULMNAJIbHAS aJMHHUCTpaLs.
A wMeHHO mpencTaBuredb agMuHACTparmu Kpectemkoro paiiona Hosro-
ponckoii obnactu. [leno paccmaTpuBaioch OTKpbITO. OCHOBaHHEM pac-
CMOTpEHHsI SBWIACH T0/1ada JKaJoObl M0 KaCCAlMd UCTIOM Ha TIOCTAaHOB-
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nerre 14-ro ane/usImoHHOro apourpaxuoro cyma or 21.09.2021'. Cyrts
nena OblTa B CleayromeM. Y Ka3aHHBIH TeppUTOpHAIbHBIN opraH Pocpbl-
6omnoBcTBa 18 mronst 2021 r. oOparwics B apOUTpaXHBIN CyA C UCKOM K
aIMHHICTPAILMM HA3BAHHOTO PaiioHa, YKA3aHHOTO M YHHIMIIAJIHLHOrO o0pa-
30BaHMs, T.€. aJAMHHHCTpAaIMH KpecTelKOro MyHHIMIAILHOTO OKpyra’.
Hcrenr mpocwn cyn 00s3aTh MYHHMIMIAIBHYIO aJIMHHHCTPAIMIO BO3MeE-
CTUTBH BpPEM, KOTOPBIH ObUT MPUYMHEH NP PEMOHTE aBTOJOPOKHOIO MOCTa
BOJIHBIM Omnopecypcam, oOurarommM B peke Bomma, BomocOopHsiii Oac-
CEelH KOTOpoH mNpuHajjexkuT banruiickomy mopro. JlaHHBIA MOCT HENo-
CPEIICTBEHHO MPOXOAHT Yepe3 YKa3aHHbIA BOAHBIA OOBEKT B pairioHe ne-
peBHH BopoHoBO 0003HaueHHoro paifona. ITpu 3ToM mcTer mpocwn B3bIC-
KaTh C OTBETUYHKA BPeJl B HATYPE MOCPEICTBOM OCYILIECTBIICHHS B CPOK /10
1 nexaOps 2021 r. eIMHOBPEMEHHOTO BHINYCKa B 03€pa YKa3aHHOIO CyO'b-
exra PO, T.e. HoBropomckoii 06J1acTH, CETOJIETKOB Cy/IaKa, Tajiee IUTHpy-
€M U3 TIOCTAHOBJICHHUS Cy/a «CO INTYYHOM HaBeCKOM oT 3 mo 10 rpaMmoB»
B kommuecTBe okojio 7000 mITyk, a TaKKe O B3bICKAHMM B CIy4ae HEWC-
TIOJTHEHUsT OTIPEJ/ICJICHHOM MECSYHOW HeycTovku B cymme 10 Teic. pyo.,
HAaYMHAS CO CPOKa HEWCTIONHEHMsI, a MMeHHO ¢ 1 mexabps 2021 r. 18 urons
2021 r. cyn mepBOM MHCTaHIMM B JTaHHOM HCKe oTka3aj. OJIHaKo cyx
aTeJUTIMOHHON MHCTAHIMK YOBJIETBOPHI HCKOBBIE TpeOoBaHWs (TocTa-
HoBjenre or 21.09.2021). B cBoro ouepenb, B kajgo0€ aaIMHUHHCTPALHA
NpocWIa OTMEHUTh TAKOE pEIleHHE, MOCKOIbKY B MaTepHasax JaHHOTO
Jiea He COAEPXKUTCS TeX J0Ka3aTelIbCTB, KOTOPbIE CBUACTEILCTBYIOT O
TOM, YTO PEKOHCTPYKLMI MOCTa OblIa MPOBEJCHA B COOTBETCTBHM C MPO-
extoM. KpoMe Toro, B iesie HeT 10Ka3aTeNbCTB, CBUAETEIbCTBYIOINX, TI0
MHCHHUIO MOIaTeIs HKajo0bl, 0 PUUHUHCHUM Bpea OuopecypcaM JaHHOTO
BOJIHOro oobekra. [IpencraBurens aJMUHUCTPAIMU OTMEYall, YTO KOT/Ia
NpOXOJWIa peay3alys aHAJIOTMYHOrO MPOEKTa TO0M paHee, U B IpyroM
HACEJICHHOM IIyHKTE, @ BOJHBIH OOBEKT TOT K€, TO HHUKAKMX MOAOOHBIX
MEpONPUSTHI, CB3aHHBIX C KOMIICHCAIMEW TpoBeIeHO He ObUIo. B cBorO
odepenb, Aenas OT3bIB Ha HKajo0y, IOAAHHYIO0 B KaCCAIMOHHOM TIOPSIZIKE,
ynpasienre PocpblO0NOBCTBa B TO e BpeMsl POCHIO CyA o0KaTyeMmbie
aKThl OCTABUTh B CHIEe. A Taxke MPU3HATH MX KaK 00OCHOBAHHBIMHU, TaK U
3aKOHHBIMU. B xone 3acenaHust aiMHMHUCTpalWsl B JIMLE NpeacTaBUTEIA

! https://sudact.ru/arbitral/doc/1Z C5hp qkHz W/ (nara o6pamiermst: 08.05.2022).
2 https://sudact.ru/arbitral/doc/EsWwWugWW7xL/ (nara obpamenms; 09.05.2022).
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CBOU JIOBOJIbI TIOA/IeprKasia, a YTpaBJIeHUE IO PhIOOJIOBCTBY MPOCWIO OT-
Ka3aTh B yJOBJIETBOPEHHH kaJloObl. B kKaccalmoHHOM TOpSIKE akT cyna,
KOTOpBIHA 00>asoBalics, ObUT TpoBepeH. M ycTaHOBIEHO crenyromee. B
2016 T., KOrga TMPOUCXOAWIA PEKOHCTPYKIHMK (PEMOHT) aBTOIIOPOYKHOIO
MOCTa, OBbUI NMPUYMHEH BpeJ YKa3aHHbIM peuHbIM Ouopecypcam. JlaHHbIH
NPOEKT PEKOHCTPYKLMHM TOTOBWI HAyYHO-HCCIIEIOBATEIbCKHII MHCTHUTYT,
KOTOpBII 3aHUMAJICSI BOMPOCAaMU KaK OKeaHorpaduy, Tak ¥ pbIOHOTO XO-
3sfictBa. O603HauenHsii HUM mmeer cratyc Beepoccutickoro. Ynpagiie-
HUE, B CBOIO OY€peb, CChUIAIIOCH HA TO, YTO PEMOHT MOCTa BBITIOIHSIICS
aJIMHHICTpaIiell 1o TpoekTy, coriacoBanHoMy B 2014 1. Kakux-mibo
JIOTIOJIHATEIIbHBIX OOpallleHUi U1 MOJMyYeHHs] 3aKII0YeHUs He IPOBOJ M-
Jock. B To e Bpems ympaBieHne 00paTWIOCh K aJ]MUHICTPALU OKpYyTa C
onpeeneHHbIM TpeboBanueM. [lociieHee 3aKI04anochk B TOM, YTOOBI
AIMUHUCTPALKSl MYHULMIAJILHOTO 00pa30BaHMs BBHINONHWIA MEPONpUs-
T CBS3aHHBIE C YCTpPaHCHHEM TIOCIEICTBUM HETaTHBHOIO XapakTepa, a
WMEHHO OCYIIECTBWIA BBIMYCK B 03epa JaHHOro cyonekra PD ceroneTkon
cynaka. Ho agMuHHCcTpalmsi yka3aHHBIX TpeOOBaHHI HE BBITIONHIIA. DTO
W TIOCIY)KWIO OCHOBaHWEM JUisi OOpaieHuss B apOurpakHeii cyn. [lpm
3TOM CyJ MO TepPBOW HMHCTAHIMU BCE TpeOOBaHMSA, KOTOPHIC 3asBILIIO
yIpaBJeHHE, TPH3HAT HEOOOCHOBAaHHBIMHM. OIHAKO CyJ amneJUILIid yHo-
BJIETBOPWI MCKOBBIE TPeOOBAHMSI TEPPUTOPUAIILHOTO yrpaBiieHus Pocprbl-
6omoBcTBa. B TO e BpeMsl KaccalMOHHAsI MHCTaHIMS Ha HAlllla COOTBET-
CTBYIOUIMX OCHOBAHMH AJISI TOrO, YTOOBI Kajo0y aJMUHUCTPALMH MYyHU-
[UMAJILHOTO 00pa30BaHusl YIIOBIETBOPHUTE. M3 MocTaHOBICHH 00 OTKa3e
YIIOBJIETBOPEHMUSI KaJloOBbl BHOHO, YTO CYJ MO MEPBOH MHCTAHLMH PyKO-
BOJICTBOBAJICSI TE€M, UTO MPOEKTHBIE MaTEPHAJIBL, CBSI3aHHBIC C PEMOHTOM
YKa3aHHOTO MOCTa, OBUIM COIJIACOBAaHBI CO BCEMH 3aMHTEPECOBAHHBIMH
cyObeKTaMu, B TOM YucJIe ¢ UCTIOM. O0 3TOM yKa3bIBaJIOCh B 3aKIIOYECHUN
ynpasienns or 25.02.2014 Ne 07-06/671 u BblZjaH HA MaTepHabl MPOSKTa
PEKOHCTPYKIMU MocTa, Kotopele noaroroswio OO0 AIIM «Atpuym».
Hcren, a nmeHHo ynpaBienue PocpeiO0i0BCTBA, HA OCHOBAHHM 3arpoca
YKa3aHHOTO O0IIecTBa COIIacoBajl BCE BOMPOCHI U YCJIOBHS, CBS3aHHBIE C
OCYILIECTBJICHEM COOTBETCTBYIOIIEH AESATEIBHOCTU TIO PEKOHCTPYKIMU
MocTa. OHMM M3 YCJIOBHH KaK pa3 ObLIO TO, YTO MYHHLIMIIAJILHOE 00pa3o-
BaHUE, C IeJbI0 KOMIICHCAIMH, OCYIIECTBUT BBINYCK B 03€pa YKa3aHHOTO
cyobekra P®D, T.e. B 03epa HoBropoackoii 0061acTi CEToONeTKOB CynaKa.
[Ipuuem ObUTO ONpEENeHO KOMMYECTBO 3ToH peiobl — 6170 mryk. OnHa-
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KO, KaK IOCUMTAJ CyJl 10 IEPBON HHCTAHLWM, B 1€JIe OTCYTCTBOBAJIM JOKa-
3aTeNbCTBA TOTO, YTO aJMHHHCTpAaIMel ObIT peann3oBaH UMEHHO TaKOi
MPOCKT PEKOHCTPYKLMU aBTOJOPOKHOIO MOcTa Ha Teppuropun Kpecren-
KOTO paiioHa B OJTHOM W3 €T0 HACEJICHHBIX MyHKTOB, 3 HIMEHHO B JIEpEBHE
BoponoBo. OT0 He MOATBEPXKIAE€T U MYHUIWMINAJIBHBIN KOHTPAKT, CBSI3aH-
HBIN C PEKOHCTPYKIMEH YKa3aHHOTO aBTOAOPOKHOro oobekra. Cyn B nep-
BOW MHCTAHLM IPH 3TOM HOCUUTAJI TAKXKE, YTO POSKT PEMOHTA MOCTa HE
pea30BalCs B CBSI3U C TEM, YTO ObUIA OYE€Hb BHICOKAsl €T0 CTOMMOCTD.
ITocne gero 14 HosOpst 2016 T. OBLT 3aKIFOUCH M0 Pe3yJIbTATaM ayKIMOHA,
MPOBOAMBIIIETOCSI B 3JIEKTPOHHOM TIOPSAJIKE, MYHHUIANAIBHBIA KOHTPAKT C
000 «Mocromoe3a Ne 816». JlaHHoe 0011IeCTBO 00SI3BIBAIOCH BBITIOIHUTH
BCE MEPOIPUATHS 110 PEMOHTY 0003HAUEHHOT'O MOCTa, PacIoNararomerocs
Ha Tpacce «BopoHoBo-KypoBo», no konna 2016 r. Mcxonst u3 ykazaHHBIX
00CTOSITENBCTB, CYZ TI0 MEPBOM MHCTAHIMU MPHIIET K BHIBOLY, YTO B CO-
OTBETCTBUHM C T€X3aJJaHAEM, CBSI3aHHBIM C PEMOHTOM MOCTa, TAKOH peMOHT
OCYILIECTBIISIICS HA OCHOBaHWM COOTBETCTBYIOIIEH CMETHI, O UYeM CBHIe-
TEJIbCTBOBAJIM JOKYMEHTHI. Takasi cMeTHas JNOKyMEHTalus BKIOYaja B
ce0s Kak MOJIrOTOBUTEIILHBIE paboThI, TaK U Pa300pPKy CTaphIX KOHCTPYK-
M MOCTa, COOPY)KEHHE TaKUX SJIEMEHTOB, KaK IpPOJIETHbIE CTPOCHUS,
MOCTOBOE€ TIOJIOTHO U T.J. A 3TO COOPYKEHHE YCTOEB M COMpPSKECHUE TPO-
MEXKYTOYHOM OIOpBI, PEKYJIbTHBALMIO CTPOWUTENHHOW IUIOMAAKH W JIp.
Cpenn HUX B 4acCTHOCTH, COOPYKEHHME pa3iIMUHBIX IOIXONOB K MOCTY.
OnHOBpEeMEHHO pa3paboTKa MPOEKTHBIX JOKYMEHTOB, CBA3aHHBIX C pe-
MOHTOM MOCTA, B KOHTPAKT€ He MpelycMaTpHUBaiach.

Yka3aHHBII aBTOIOPOKHBI MOCT PEMOHTHPOBAJICS He Ooliee ABYX Me-
CSAIEB — TIPH TAaKOW TPOMOIDKHUTEIHHOCTH pa3pa0dO0TKa MPOSKTHOW COOT-
BETCTBYIOUICH JOKYMEHTAIMN He TpeOyeTCsl, KaK M MOTy4eHHs] He00 X0 -
MOro 3aKimodeHuss or YmpasineHus PocpeiGonosctsa. Ilosromy cyn mno
NIepBOIl MHCTAHIMM HE YCMOTpEJl BUHBI B NPUUMHEHUU BpeAa OKpY)Kalo-
el cpejie MECTHOW aJIMUHHCTpAIH, HA OCHOBAaHWHM YE€TO B WCKe OBLIO
oTkazaHo. OgHaKO CyJ aneJusiLMM ¢ TaKMMH JI0BOAAaMU CyJa M0 MepBOn
WHCTAHIMK HE COTJIacIiICs M OTMEHWI pelleHue ykaszanHoro cyna. Coot-
BETCTBYIOLIUE JOBOMBI OBUIM TPUBEJICHBI B PEIICHUW AaTeIUISIMOHHOTO
cyna, 1 003aHHOCTh BO3MECTHUTh 3asiBJICHHBIN SKOJIOrMIEeCKui Bpes Obuia
BO3JIOKEHA HAa AJMMHUCTPALMIO COOTBETCTBYIOILEIO M YHULIMMAIBLHOIO
o0Opa3oBaHws.
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OTtcrola Ha OCHOBaHMM W3JIOKEHHOI'O IPUMEpPAa MOXKHO CKa3aThb, YTO
ABTOJJOPOXKHBIM KOMIUIEKCOM, €T0 OOBEKTaMH, B TOM YHCJIE JESTENHHO-
CTBIO, CBSI3AHHOM C PEKOHCTPYKIMEN MOCTOB 4e€pe3 pPEKH, MPHUUHACTCS
3HAUUTEIIbHBIIN BpeJl OKPYKaIOIIEH cpejie, B TOM YHCIIE COOTBETCTBYIOLIAM
BOJHBIM OHopecypcaM. XO0Ts, 3aMETUM, UTO B JAHHOM CIIy4yae OTBETUHKOM
BBICTYIIAJIO BCE-TAKN COOTBETCTBYIOIIEE MYHUIMIIATILHOE 00pa30BaHKe, HO
KaK 3aKa34uK M0 PEKOHCTPYKIMH aBTOAOPOXHOrO MocTa. s 6opeOsI ¢
TaKUMH SKOJIOTUMIECKIMU TIPABOHAPYIICHUSIMUA M HEOOXOAMMBI COBPEMEH-
Hbl€ MHHOBAIMOHHBIE TEXHOJIOTMHM, B TOM 4YHCJIE CBS3aHHbIE C 00pa3oBa-
HueM. Tak, M3JI00KEHHOE CBUAETENLCTBYET, YTO BO3MOXKHO B CUCTEME J10-
HOJTHUTEJIBHOTO  MPO(ECCHOHANIBHOTO 00pa30BaHMsl BEIEHHE Kypca Io
NPAaBOBOMY OOECTIEUEHHIO 3KOJIOIMUECKOi 0e30MacHOCTH Ha aBTOIOPOIK-
HOM KomIuiekce. [Ipruem, kak 1711 pabOTHUKOB MECTHBIX MYHHUIIMIAIBHBIX
aAMMHUCTpAIWMi, TaK M COTPYIHUKOB, Hanpumep, PocaBromopa, paboTHu-
KoB mpoekTHeIXx HMU u npyrux cTpykTyp, 3aHUMAIOMMXCS MOATOTOBKOM
NPOEKTHOW JOKYMEHTAlY, B YaCTHOCTH, CBA3aHHOM C PEMOHTOM MOCTOB
yepe3 BoAHble 00beKThl. Cpeiu TaKUX CTPYKTYpP HEOOXOAMMOCTb B TOBBI-
IICHAN KBalM(pUKAIMK PacTpOCTpaHsIeTCsl M Ha TpejcTaBureneid Pocpbl-
6omoBcTBa. EcTecTBeHHO, B HACTOsAIIIEE BpeMs BECbMa HEOOXOUMbI HAY-
Hble HApaOOTKM MO JAHHOW MPOOIEMaTHKe, OCKOJIBKY IOPHINIECKHE BO-
IpOChl 00ECTIeUEeHHs] IKOJIOrMIeCKO 0€30MaCHOCTH MPH CTPOUTENILCTBE U
PEKOHCTPYKLMU aBTOIOPOKHBIX MOCTOB, KaK BBILIE OTMEYaJoCh, HE HAXO-
AT COOTBETCTBYIOILETO OTPa’KEHUs B HAYYHOH JMTEPAType IO SKOJIOTU-
YECKOMY IpaBy WIM UHBIM OTpaciisiM IOPUCIIPYAEHIMU. AKTyaJlbHO B Lie-
JIOM TIPaBOBOE PETY/IMPOBAHHE HKOJIOIMYECKOH 0€30MacHOCTH HA BCEM aB-
TOJOPOXKHOM KOMIUIEKCE. XOTs NPEJCTaBIETCs, O YEM YKa3bIBaJIOCh BbI-
e, €CTh ONpe/Ie/ICHHbIE PAa0OThl, HANPUMED, JPYIUX CIECIMAIUCTOB, 3a-
TParuBaroIMX ¢ MHBIX MO3MIMI 3T Bompockl. OTCI0a HEOOXOIUMBI MO-
HOrpaduyeckue, TUCCEPTALMOHHBIE MCCIIEIOBAaHUs IO 3TOM mpobieme, a
TaKKe HAMHMCAHWE CTAaTe W y4eOHBIX TMOCOOWH TI0 JaHHOMY BOMPOCY
VMEHHO B IOPUANYECKOM HHCTUTYTE, JEHCTBYIOIIEM B TPAHCTIOPTHOW OT-
paciu. EcTecTBeHHO, B psjie CIydaeB BO3MOXHO IIPOBEICHHE HAYYHBIX
UCCIIEOBAHNA COBMECTHO C IPEACTABUTEIIMHU IPYyTrUuX HHCTUTYTOB PYT u
BOOOIIIE MHBIX BY30B C IPUBJICUEHHEM MNPAKTHYECKUX PaOOTHHKOB COOT-
BETCTBYIOLMX CTPYKTYp. CyIecTByeT He0OXOIUMMOCTh MPOBEICHHS HAYY-
HO-TIPAKTUIECKUX KOH(PEPEHIMIA, Pa3JIMIHBbIX WHBIX AHAJOTHYHBIX (Opy-
MOB TI0 JJAaHHOMY HampaBieHuio. Tak, 2 mrons 2022 r. IiaHupyeTcsl Bbl-
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crymwieHue 3amecturens Munauctpa Tpancrnopra P® JI. C. 3BepeBa 1o Bo-
npocaM, CBS3aHHBIM C MPOOJIEMaMHU MPUMEHCHHS 3aKOHOIATEIhCTBA B
cdepe TpaHCHOpTa. BEICTYIUICHNE IUIAHUPYETCs C AOKJIAIO0M, 3aTparkBa-
IOIIEM HOBEJUII TPAHCTIOPTHBIX HOpM Ha KoHpepeHimu «Global Legal
Skills». MoskHO Tak:ke TOBOPHTH O BBeACHHHM crielKypca «IIpaBoBoe obec-
IICYEHUEe SKOJIOTMYECKOM 0€30MaCHOCTH Ha TPAHCIIOPTEY, B MPOIECCE U3Y-
YCHHSI KOTOPOr0 PacCMaTPUBATh AAHHBIC BOMPOCHI MPHMEHHUTEIHHO K BO3-
IYIIHOMY, KEJIC3HOMOPOKHOMY, aBTOMOOWILHOMY M MHBIM BHJIaM TPaHC-
1OpTa, TIOCKOJBKY BOOOIIE TPAHCTIOPT BHOCHT CYIICCTBEHHBIA BKJIAJI B
3arpsi3HeHUE PUPOTHOM CPEJIbL.

INeckuHa dneoHopa UropeBHa
KaHOMOaT KPUONYECKUX HaYK, JOLEHT kadheapbl MH(POPMALMOHHOIO Npasa 1
umdposbix TexHonormn @IbOY BO «CapaTtoBckas rocydapcTBEHHas lopuanye-
ckas akagemusi»

Peanuszauums npMHLUMNOB NPaBOBOro perynmpoBaHns
WHHOBALIMOHHOIO Pa3BUTUA OTPacsieln IKOHOMUKM
B UH(hOpPMaLIMOHHOM obLecTBe

AHHomayus. Lindposu3aaLims nponssoaCcTBEHHbIX 1 YpaBIeHYeCKUX npoLiec-
coB, nepexof B anoxy MHaycTpum 4.0. npuBoamMT K HE0BXOAMMOCTM Pa3BUTUS UH-
HOBALMOHHbIX (POPM MaLLMHOCTPOEHNS M MOCTPOEHUS B CBA3N C 3TM 0coB0oi roc-
yOapCTBEHHOW NONUTUKA BO BCeM Mupe. Bee 310 0BycnosnueaeT HeobxoanumocTs
OnepaTUBHOIO W afekBaTHOrO pearnpoBaHus. CosnaBas U COBEPLLEHCTBYA CO 6-
CTBEHHOE NDABOBOE DENNMDOBaHNe B 06nacT MHHOBALIMOHHOTO Da3BMTUS Da3-
MNYHBIX OTPacnen 3KOHOMUKM, Heobxogumo ocoboe BHUMaHWe 0BpatUTb Ha
NPUHLMNbLI NPABOBOTO PEryNMPOBaHNS B 3MOXY LMPOBU3aLMK.

Krtouesble criosa: umdpoBble TEXHONOMK; MHEOPMaLMOHHOE 0BLLEeCTBO; roc-
yOapCTBEHHAs NONTUKA; LMPOBU3ALINS; MUHHOBALMOHHOE pa3BUTHE.

Leskinal. Eleonora,
PhD in Law, Associate Professor of the Departmentof Information Law and Digital
Technologies, Saratov State Academy of Law
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Implementation of the principles of legal regulation of innovative
development of economic sectors in the information society

Abstract. Digitalization of production and management processes, transition to
the era of Industry 4.0. leads to the need to develop innovative forms of mechani-
calengineering and, in this regard, to build a special state policy around the world.
Al this necessitates a promptand adequate response. Creating and improving our
own legal regulationin the field of innovative development of various sectors of the
economy, it is necessary to pay special attention to the principles of legal regula-
tion in the era of digitalization.

Key words: digital technologies, information society, public policy, digitalization,
innovative development.

CoBpeMEHHOE COCTOSIHHE Pa3BUTHS HKOHOMHUYECKHX, COLMAJIBHBIX,
TEXHOJIOTMYECKUX M HHBIX ACMEKTOB OOYCJIOBJICHO, C OJHOW CTOPOHBI,
OecnpereIEeHTHON CKOPOCTBhIO BHEJPEHUs MHHOBAIMOHHBIX pa3paboToK, a
C JIPYrol CTOpPOHBI, 3aTSHYBUIMMCS BBIXOAOM K3 KPMBHCHBIX CHTYalliH,
CBsI3aHHBIX Kak ¢ KpmsucoMm 2009 T., Tak U C KPU3UCOM, BHI3BAHHBIM TAH-
JleMuel KopoHaBHpyCHOW MH(peKImH. Bce 3T0 00ycioBiIMBaeT HeOOXOHU-
MOCTB ONEPAaTHBHOIO U aJIEKBATHOTO PEarnupoBaHusl, B TOM YHCIE MOCpea-
CTBOM TPAaBOBOTO MHCTPYMEHTApPWs, HA HOBBIC BBI3OBHI JIJISI Pa3BUTHS DKO-
HOMMUYECKOI0 POCTa, MOJJEpKaHUs HauOoJIee 3HAYMMBIX OTpaciei 3Ko-
HOMUKH, CTUMYJIMPOBAHMS MX T€PEeBOJa Ha HOBYIO MOJIEJb C YU€TOM HH-
HOBAIIMOHHOTO Pa3BUTHUS ¥ KOHKYPEHTOCTIOCOOHOCTH.

OCHOBHBIC TIPHHIMIBI HOPMATHUBHO-TIPABOBOTO PETYJIMPOBAHHUS HMHHO-
BAIMOHHOTO PA3BUTHSI SKOHOMUKH JIOJDKHBI YUHUTHIBATH KaK METOIOJIOT -
YeCKHe OCHOBaHMS, TaK M OCHOBHBIC IIEJIM COOTBETCTBYIOLIETO MPaBOro
obecneuenuss. Cpeay nepBbIX HEOOXOAMMO HA3BATh:

1) cucTeMHOCTh, B COOTBETCTBHU C KOTOPOM KaK CaMU MPAaBOBBIC HOP-
MBI, T[PaBOBbIE MHCTHUTYTHI, TaK W NPHUHIMIIBI JODKHBI COOTBETCTBOBATD,
HE TIPOTHBOPEYHTH JPYT JIPYTY, IMETh €IWHBbIC IIeJI U yIUTHIBATH yCIIO-
BUSL U TIEPCTICKTUBBI Pa3BUTHS OTPACIIH;

2) Hay4Hy!0 OOOCHOBAHHOCTBH B HCIIOJIb30BaHHMH MOJXO/0B, METOHOIO-
I'vM, KadecTBa MH(OpPMAIMK sl BBIPAOOTKH TMPABOBOM TOJUTHKH B pac-
cMatpuBaemoi cepe.

B kaudecTBe nenei npaBoBOrO perylHMpOBaHMS WHHOBAIMOHHOTO pa3BU-
THS Pa3NIMYHBIX OTpaciieil SKOHOMUKH MOKHO Ha3BaTh TaKue, Kak CTpaTe-
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TUMHOCTD, KOOpAMHAIWS, WHPOPMAIMOHHAS OTKPBITOCTh, aJ[PeCHOCTh
TOJIIEP’KKH, OTBETCTBEHHOCTh, OCYIIECTBIIEHHE KOHTPOJIA M Haj30pa, Mo-
HATOPUHIA W OLCHKH, CTHUMYJMPOBAHUS WHHOBAIMM, KOHKYPEHTOCIOCOO-
HOCTH, MHTErpald HAayKH W TPeINpHHAMATENhCTBA, OICHKAa BKIaJa B
HKOHOMHMYECKOE W COIMANLHOE pa3BUTHE Poccuy, BIWSIHEE pa3BHUTHS TPO-
MBIIDIEHHOCTH Ha JIOXOJIbI HACEJICHHS WX J0XO/bl paOOTHUKOB.

Ha ocHoBe anamm3a 3apy0eHOTO 3aKOHOJATEIbCTBA B 00JIACTH PETy-
JIMPOBAHKSI WHHOBALMOHHOTO DPA3BUTHS TPEIIPUITHA MOKHO BBISIBUTH U
c(hopMyIMpOBaTh CJEIYIONIME OCHOBHBIC TNPHHIMIBI HOPMATHBHOTO IIpa-
BOBOT'O PEryJIMPOBAHMS MHHOBAIIMOHHOTO DPA3BUTHUS OTpACiel SKOHOMHUKHU:

1) npuHIE cBOOOIBI OCYIIECTBICHHS HHHOBAIMOHHOM JEATEIIHHOCTH,

2) TpUWHIMI TPU3HAHWS MHOrooOpas3us (OpM HHHOBAIMOHHOW Jiesi-
TEJIbHOCTY;

3) €IMHCTBO U CHCTEMHOCTh TOCYIapPCTBEHHOM MOIICPIKKH HHHOBAIIU-
OHHOM AesATeNnbHOCTH mpeAnpuaTuil. CiemyeT OTMETHTb, YTO BCE MEpbI
Kak (DMHAHCOBOH, TaK W HEMAaTEePUAIILHON TIOMOIIIM OT TOCYAapCcCTBa JOJK-
HBl HOCHTh CHCTEMHBIN XapakTep, o0ecrneurnBaTh (yHKIMOHUPOBAHUE Iie-
JIOCTHOM, XapaKTepH3YIOIIEHCcss BHYyTPEHHUM €JUHCTBOM CHCTEMOW WHHO-
BAIMOHHOM IESATEIIbHOCTH;

4) copeiicTBHE KOHKYPEHTOCTIOCOOHOCTH B Cepe MHHOBAIMOHHOW J1e-
areabHOCTH. [Ipyu 3TOM 3ammra KOHKypeHIMU JOJDKHAa 00eCreunBaThCs
OJTHOBPEMEHHO ¥ TPaMOTHOM peanm3aliieil TPaBOBOM MOJIWTUKU B cdepe
OXpaHbl WHTEIUIEKTYaJIbHOW COOCTBEHHOCTH, TIOCKOILKY M TPaBO HHTEJI-
JIEKTYaJbHOM COOCTBEHHOCTH, M aHTUMOHOIOJBHOE DETYIHUPOBAaHKE Tpe-
CJIEIYIOT LIEJIM MHHOBALMOHHOTO pa3BUTHA. COTPYIHHYECTBO MEXIY KOH-
KypeHTaMH TaKKe HE JODKHO PacCMaTpHBATHCS B KaueCTBE HAPYLICHHS
AHTHMOHOTIOJIFHOTO 3aKOHOAATEIbCTBA, HEOOXOAUMO OICHUBATH PE3YIlb-
TaT TAKOTO COTPYJAHUYECTBA, €r0 BIMSHHE HA WHHOBAIMOHHOE pPa3BHUTHE
Tpe APHSATHiA;

5) HEOTBPaTUMOCTh OTBETCTBEHHOCTH IPH COBEPIICHUH MPOTHUBOIPAB-
HBIX JESHUM, TOCATAIONIMX HA WHHOBALMOHHOE pa3BHTHE, IpaBa M 3aKOH-
HBIC MHTEPEChl CYyOBEKTOB B cepe MHHOBAIWMH. J[OJDKHBI OBITH CHOpM Y-
JIMPOBAHBI YETKHE MPABOBBIE MOJIEJI OTBETCTBEHHOCTH CYOBEKTOB TPaBO-
OTHOIIICHWH, CKIIaJbIBAIONIMXCSI B TPOIECCE OCYIISCTBICHUS] MHHOBAIIH-
OHHOM JI€TaJIbHOCTH, MEXaHU3Mbl PEAIM3ALMY TAKOH OTBETCTBEHHOCTH;

6) pa3BUTHE MEXPETHOHAIBHOTO, TPAHCTPAHUIHOTO, MEXIYHAPOJIHOIO
COTPYJHUYECTBA B MHHOBAIIMOHHOW cdepe;
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7) CHCTEMHOCTB, CTPYKTYPHPOBAHHOCTH U MHOTOYPOBHEBOCTH pa3BHU-
THS 3aKOHOJATEIbCTBA B c(hepe MpaBoOro peryinupoBaHUs Pa3BUTHSI WHHO-
BAIMOHHON JIESTENBHOCTH TPEANPHITHA MaIIMHOCTPOeHWA. Takoe 3aKo-
HOJIaTEJILCTBO JIOJDKHO KOMIUIEKCHO BO3/ICHCTBOBATH HA WHHOBAIMOHHYIO
AKTHUBHOCTb, MAKCUMaJIbHO MOOLIPSITH JIaHHYI0 aKTUBHOCTh, 00€CTICUHBATh
ee HenpepbIBHEIN KaueCTBEHHbIH POCT U COBEPIICHCTBOBAHKE ]

8) cTUMyNIHMpOBaHHE YACTHOTO CEKTOpa HA MHBECTHPOBAHHE WHHOBAIIU-
OHHOM JI€SITENBHOCTH, B TOM YKCJIE HHOCTPAHHBIX MHBECTHLIM;

9) momaepKka SKCIOPTHONW OPHUEHTAIMH HMHHOBAIMOHHOHM J1EATEIBHO-
CTH, B CBSI3M C YEM B YACTHOCTH JIOJDKHBI OBITH NPETYCMOTPEHBI MEXaHU3-
MBI TapMOHM3ALMK cTaHnapTu3aimu Poccuiickoit denepanpm;

10) dopmupoBanme 3¢hdekTuBHOrO ¢ ydaeTom smoxu Big Data npaBoBo-
ro pexxuMa JaHHelX. OT JaHHOTO NMPUHLMNA 3aBUCHUT Pa3BUTHE TAKUX TEX-
HOJIOTHM, KaK MCKYCCTBCHHBIA HWHTECJUICKT, WHTCIUICKTyaldbHbIA aHAIM3,
MaIlHHOE O0YYEHHUsI U JIPyTHe.

Baskneiimasi poib B MHHOBAIIMOHHOM Pa3BHTHHU OTpaciieil 5KOHOMHUKHU B
BEJlyLIMX B JAHHOHM OTPaciM rocygapcTBax OTBOJUTCS KaJpOBOMY BOIPO-
Cy, B YaCTHOCTH TOJATOTOBKE CIELMAJUCTOB BBICHICH KBAJIM(pUKAIMH. 3a
TMOCJIeTHUE TOJbI YHMCJIO YYEHBIX M MHKEHEPOB BO3PAcTaET C KaXKAbIM IO-
JIOM, YTO HATIPAMYIO 3aBHCHUT OT TIOJMTUKU TOCYapCTBa B ATOH cepe.

KanpoBass monmutuka B acrieKTe WHHOBAIMOHHOTO Pa3BUTHS SIBISIETCS
OJHUM M3 IPHOPUTETHBIX HampasieHWd. OHa NOJDKHA BKIIIOYATh TaKue
IIeM, KaK OpraHM3ali0 COLMAJIbHBIX, SKOHOMHYECKHX M HpodeccHo-
HAJIBHBIX YCJIOBHH Pa0OTHI YYEHBIX HA COBPEMEHHOM YPOBHE, HCTIONB30-
BaHKE TWAT(HOPMEHHBIX PEIICHUIN IJIsI aKKyMYJISIHE, OOMEHA U TeHEepaIHH
HaBBIKOB, 3HAHHH, ONBITA B c(epe MHHOBALMOHHOM JI€SITENLHOCTH; CO3/a-
HUE KaJpPOBOr0 TOTEHIMANAa B MANIMHOCTPOCHHH, YYHUTHIBAsl TEXHOJIOTHH
IIECTOr0 yKjaja, o0ecrneyeHue CoTpyJHIIecTBa OM3Hec-coo01ecTBa, Xo-
3SMCTBYIOIMX CYOBEKTOB, aKaIeMHYECKUX U By30BCKUX CEKTOPOB B chepe
pa3pabOTKH ¥ BHEIPEHHS] MHHOBAIIMOHHBIX TEXHOJIOT U,

lNocynapcTBeHHast moAAepXKa MalIMHOCTPOSHHS MOXKET BKIIOUATh U
TOCYJapCTBEHHbIE 3aKa3bl, T1I€ MPHOPUTET OTAAETCA UMEHHO OTEUYeCTBEH-
HOMY MPOM3BOAUTEN0. 3aKyNKH TOBAPOB U YCIYT MOTYT OCYILECTBIATHCS

! Cremanenko JI. M. MunoBarmonHast by HKIs PoCCrICKOro rocy 1apcrBa Kak KIIOUeBOH
¢axtop ero pazsutus B XXI Beke // Poccuiickas roctummst. 2020. Ne 4. C. 5—8.

63



3/1eCh C OrPaHMYEHHEM TIO MPOBEJICHHUIO TOPIOB I OTAENHHOM MPOTyK-
MM MAIIHHOCTPOSHUS.

OO6pamast BHMMaHue Ha onbIT Kuras B mpoBeAeHMM TOJMTUKHA U TIO-
CTPOCHHM T'OCYJapCTBEHHO-YACTHOrO TIAPTHEPCTBA', OTMETHM, UTO HEKO-
TOpbIE U3 ITHX MEP MOTYT Ka3aThCs BEChbMa KECTKMMU U HEJTMOEpalbHbI-
MU, OTHAKO TPH MX BPEMEHHOM BBEICHHH, YIUTHIBAas CAHKIMOHHYIO IIO-
JUTHKY 3apyOeKHBIX TOCYAAapCTB, CIEAyeT OOpaTHUTh BHUMAaHHE HAa BO3-
MOXKHYIO pEaM3alio YKa3aHHOTO TPHHIMIA CJICAYIOMMM IyTeM. Y du-
THIBasi PUCKU B CBSI3M C HAJMYMEM B NPOM3BOICTBEHHOM 0ase mpeanpusi-
THI MaIMHOCTPOCHHUST 3apyO0esKHOro 00O0py/loBaHUs U Pa3pabOTOK, HEOO-
XOUMO 00s13aTh OaHKM pa3paboTaTh cUCTeMY (POPMHpPOBAHMS TPOICHT-
HBIX CTaBOK TPH BbIIade KpEeJUTOB ISl pa3BUTHUs OM3Heca B 00JACTH UH-
HOBAaIWi, B BBICOKOTEXHOJIOIMYHBIX OTPACIISIX.

B 3axmodeHnr OTMETHM, YTO MPAaBOBOE PETYIHPOBAHHE WHHOBAIMOH-
HOTO pa3BUTHS MPEINPUATHNA MAIIMHOCTPOCHHS B COBPEMEHHBIX YCIIOBHSIX
SIBIISICTCSI Ba)KHEHIIIMM (PaKTOPOM COBEPIICHCTBOBAHUS SKOHOMHUKH CTpa-
HBl B IIJIOM, MHHOBAIMOHHOTO Pa3BUTHS BCero rocyaapcrBa. B Poccuii-
ckoii denepammy 1ODKHA OBITH copMHUpOBaHa rpamMoTHas U dPPeKTUB-
Hasl B YCJIOBMSIX pa3BUTHs MH(POPMAIMOHHOTO OOIIECTBA MpaBOBas cpeja,
KoTOpass o0ecrieynBaa Obl OJIATONPHUATHBIN MPABOBOH PEKUM [JII HHHO-
BAIMOHHOTO Pa3BHUTHS, Pa3pabOTKH M YCKOPEHHOTO BHEIPEHUS HOBBIX
TEXHOJIOTHI Ha TNpPEeANpPHATHAX MAIIMHOCTPOSHUA. YUeT M KpUTHYECKHil
aHal3 JIy4Ilero 3apyOeskKHOTO OmbiTa B 3TOH cdepe OyaeT crnocodbcTBO-
BaTh PELICHUIO YKAa3aHHBIX 3a/]1a4.

! Benpix B. C., Anekceerko A. II. IIpaBoBoe obecrieueHre MOJEpHU3AUMH 3KOHOMUKH:
ombiT Poccun 1 KHP // FOpucr. 2018. Ne 1. C. 44—51.
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ManaxoBa BepoHnuka KOpbeBHa,
KaHOWMAaT IpUaNYECKX Hayk, AOLEHT, AoLeHT [lenapTameHTa MexayHapoLHOro 1
nybnuuHoro npasa ®rOBY BO «®uHaHCcoBbIN yHBEpCUTET Npy MpaBuTensCcTBe
Poccuitckon depepavumy»

CoBpeMeHHble U aKTyanbHble NpobneMbl paccnefoBaHus
KnbepnpecTynneHun

AHHomauus. Paccmatpusaetcs npobriemaTvka paccneaoBaHns npecTynne-
HWi1, COBEpLUaEMbIX C UCMONb30BAHNEM KOMMBIOTEPHBIX 1 TENEKOMMYHWKALMO H-
HbIX TEXHONOMIA. Y ieneHo BHUMaHWe BONpOCcaM UCMOMb30BaHMS HOBbIX TEXHOMO-
A B COBEPLLEHUM PSZa NPECTYNIEHUI B SKOHOMUYEC KO Cepe. Ha ocHoBe CTa-
TUCTUYECKMX AAHHbIX, HECMOTPSA Ha BCe NpeanpuUHUMaeMble Mepbl, B NOCNeaHNe
rofbl POCT ANCTAHLMOHHBIX XULLEHUIN CTPEMUTESTBHO YBENTNYMBAETCS U MO NPOrHO-
3aMm cneunanucToB BygeT Tonbko pacTu. Takke B CTaTbe PaCCMOTPEH KOMMIIEKC
Mep, HanpaBfeHHbI Ha 60pbBy C NPeCcTyNNeHNAMM AaHHOTO BMAa.

Kntovesble crosa: knbepnpeCTynHOCTb; MHAPOPMALMOHHBIE TEXHOMOMN; X1 -
LeHWe; NpecTynneHne; paccnegoBaque; knbepnpocTpaHCTBo.

Malakhova Y. Veronika,
PhD in Law, Associate Professor, Associate Professor of the Department of Inter-
national and Public Law of the Financial University under the Government of the
Russian Federation

Modern and actual problems of cybercrime investigation

Abstract. The problem of investigating crimes committed with the use of computer
and telecommunicationtechnologies is considered. Attention is paid to the use of new
technologies inthe commission of a number of crimesin the economic sphere. Based on
statistical data, despite all the measures taken, inrecent years, the growth of remote theft
has beenrapidlyincreasing and,accordingto experts' forecasts, it will only grow. The
article also considers a set of measures aimed at combating crimes of this type.

Keywords: cybercrime; information technology; theft; crime; investigation; cy-
berspace.

[To nannbiM T'enepanbHO TpoKypaTypsl P®, a TouHee Mo JaHHBIM
I'maBHOTO yrpaBieHMs MPaBOBOW CTATHCTUKUA M UHPOPMAIMOHHBIX TEXHO-
JIOTMiA KpPUMUHOTEHHAsi curyaimsi B cTpaHe no uroram 2020 r. ocranach
CcTaOWIHHOM.
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Hawnbonee pacnpocTpaHeHbl MOICHHUIECTBA B cdepe MHPOPMAIOH-
HO-TEJICKOMM YHHKAIIMOHHBIX TEXHOJIOTMA WIM KOMIBIOTEpHON HH(pOpMa-
MM, HA HUX npuxopurcsi okono 70% Bcex XHWILNEHHH, COBEPIIAEMBbIX My-
TeM oO0MaHa WM 3yoyrnorpeOienns aosepueM (+73,4%, 237,1 ThIC.).
MHorye CTOJKHYIMCh C TaKMM HOBBIM SIBJICHHMEM, KaK «COLMajbHas HH-
JKeHepUsi», Tpu coBepiennn 25,8 Toic. (+42,4%) MOIIEHHMYECTB HCTIONb-
30BAJINCH NEKTPOHHBIE CPEJCTBA IUIATEXkKa. 3aMETHOE YBEJIMUCHHIE TaKUX
nesHni 3a(hUKCUPOBAaHO B OOJBIIMHCTBE PETHOHOB.

B 1esiom Ha nesiHMS, COBEpIICHHBIE C MICTIONB30BAHAEM HH(POPMAIHOH-
HO-TEJICKOMM YHHKAIIMOHHBIX TEXHOJIOTMA WM B chepe KOMIbIOTEPHON
uH(pOpMaIyy, MO-NPEKHEMY INPHUXOAMTCS OFHO M3 YETBIPEX 3aperucTpu-
poBaHHBIX npecTymiennit (+73,4% 51,4 toic.). Ecau paccmorpeTs cTaTu-
CTUKYy 3a Oonee JIMTENbHBIN MepHo, TO 3a TMOCIEIHUE IETHh JET YUCIIO
TaK¥X MPECTYIUICHUN YBEIMIWIOCH Oojee ueM B 11 pa3, a yJaenbpHbIN Bec B
CTPYKTYpe MpecTynmHOCTH Bo3poc ¢ 1,8% 1o 25%.

3aMeTHO YBEIMUWIOCh YHUCIIO KPaK, COBEPIICHHBIX C OAaHKOBCKOIO CYe-
Ta WIM B OTHOIIEHUH 3JI€KTPOHHBIX JEeHEKHbIX cpencTB. 3a 2020 r. 3ape-
TUCTpUpoBaHO Oonee 169,5 THIC. TaKWMX MPECTYIHBIX TOCATATEIHCTB, B
2019 r. Takux npecTyIieHni 0b1I0 3adukcupoBano 93,7 Teic. [1]

B o0meM u menom 1Mo CTaTHCTUKE BHIIHO, YTO MPECTYIUICHHS TPOTHUB
COOCTBEHHOCTH TIEPEXOMAST B «KHOEPIPOCTPAHCTBO». MaccoBoe pacrpo-
CTpaHEHHE MPECTYIUICHH, COBEpPIIAEMbIX C MCMOJIb30BAaHUEM HHpOpPMa-
IIMOHHO-TEJIEKOMM YHUKAIMOHHBIX TEXHOJOIMH, CErojHs CTajo BO3MOX-
HBIM OJlarogapsi TOMY, 4TO TIO sy HATIPABIICHHH MPEIOCTABICHUE YCIIyT
COTOBOM CBSI3M M MHTEPHETA HAMETIUIACH YETKAasl TEHICHIMS K BHEIPESHHUIO
CEpBHUCOB, 00ECTICYHMBAIOIINX WX 3AIIMIICHHOCTh M aHOHUMHOCTH. U TeH-
JICHIWs 10 YNPOILEHHIO O(GOPMIIEHHS aOOHEHTCKUX IOrOBOPOB TOXKE WI-
paeT HemasoBaXxHyro poib. K ToMy ke B mociieiHee BpeMsl, 0COOEHHO B
NIepUOJ] BBOAMMBIX KapaHTHUHHBIX MEp B CBSI3U C PacIpOCTpaHEeHUEM BUPY-
ca COVID-19, ponp wmHpopMmaimm ¥ HMHPOPMALMOHHOTO TPOCTPAHCTBA
craja Oonee 3HAYMMOW M ISl OTIEJIBHOTO TPAXKIAaHWHA, U I TOCyaap-
CTBa B IIEJIOM.

XuIeHusi, coBepiiaeMbie B IMMPOBOI cpejie, IMEIOT CIIOXKHBIN Xapak-
Tep, MOCKOJIBbKY:

— TPEeAMETOM XHIIEHUS MOXKET BBICTYIATh JIIOOOI BHII PECYpPCOB, KO-
TOPBI IMEET TOBAPHYIO CTOMMOCTH, & TAK)KE UMYILECTBEHHBIX NPaB, KOH-
¢uneHmanbHO MHAOPMAIMK M TIEPCOHAJBHBIX JIaHHBIX, KOTOPBIC IPH-
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CBaMBAIOTCS 3JIOYMBINUICHHUKOM (WIM TPYIINON 3JIOyMBINIICHHNKOB) B
HeJisIX o0oranieHus, TeM CaMbIM TIPHUHHSS YIiepO rnocTpagaBiieMy (3 u-
YeCKOMY WIH IopuarmdecKkomMy sty (Tpymme (3. win (1) 1op. Jw);

— CYIIECTBYIOT CJIOKHOCTH C WeHTU(UKalmeil CyObEeKTOB MpaBOHAPY-
IICHUS ¥ YCTAHOBJICHHS MEXaHN3Ma NPECTYIUIEHHS, B TOM YHCJIe 0 PUYHHE
CTPEMHUTEIILHOTO Pa3BUTHS MHPOPMAIMOHHO-TEIEKOMM YHUKAIIMOHHBIX TEX-
HOJIOTUH, YCJIO)KHEHHUSI MEXaHU3MOB COBEPLUCHHS IPaBOHAPYILEHUH, HE10-
CTATOYHOW KBATM(HKATIAK SKCTIEPTOB, & TAKKE OTCTAIOIICH JTMHAMUKON PO-
CTa KOMIIbFOTEPHON I'PaMOTHOCTH rpaxiaH [2].

K ximoueBbiM mpobOnemMaM B 00J1aCTH pacciie/JOBaHus MPECTYIUICHUN ¢
UCTIOJIb30BaHUEM COBPEMEHHbIX TEXHOJIOTMHA MOKHO OTHECTH CJIE/IYIOIIee:

— TpaHCTPaHMYHBIN XapaKTep NpecTYIUICHNH TaHHOM KaTeropHH;

— MECTOM COBEpUICHUS NPECTYIUICHHS SIBISETCS KHOESPIPOCTPAHCTBO,
YTO HE MO3BOJISIET OMpEJEIUTh OOCTAHOBKY M YCIJIOBHS COBEPILEHUS Tpa-
BOHAPYIICHWH, a TaKKe TO3BOISIET COXPaHATh MAaKCUMAaJIbHYIO CKPBIT-
HOCTB JIJIS1 37I0YM bIIILIE HHAKOB;

— OTCYTCTBME HOPMATHBHOW IpaBOBOW 0asbl, periiamMeHTHpYIOIIeH
cepy mdpoBsIx orHOIIEHWH B Poccuy;

— OTCYTCTBHE €IMHOH CJIEJICTBEHHOW M CyAeOHOH NMPaKTHKU 1O yIro-
JIOBHBIM JI€JlaM B OTHOIICHWH TIPECTYIUICHNH, COBEPIIAEMBIX C HCTIONB30-
BaHHEM HOBBIX TEXHOJIOTMH (COBPEMEHHBIX BO3MOKHOCTEH);

— IUIoXas NPUMEHUMOCTb WIM K€ HENPUMEHHMMOCTh HMHOCTPaHHBIX
METOJIMK paccie/10BaHus NPECTYIUICHNI JaHHOM KaTeropum.

PackpeiTye naHHOrO BUIa NpeCTYIUIEHHH, KaK IPABWIO, 3aKIF0YAETCS B
MOTy4YeHUH M OTPa0OTKE BCEW TEXHMYECKOW MH(pOpMAIHM 00 HHTEPHET-
coeuHeHUAX a0OHeHTa, Tene(OHNM W JBIDKCHWM JICHE)KHBIX CPEJICTB,
YCTaHOBJICHMM TPUYACTHBIX JIMI] U JIOKYMEHTHUPOBAHMM TPECTYIHOM JIesi-
TEJNbHOCTH YCTAHOBJIEHHBIX JHIL [4].

B kauecTBe mpeasioKeHUH MO YITyYIICHHIO CUTYallMH O pacclieioBa-
HUIO TIPECTYIUICHUH B KHOEPIPOCTPAHCTBE MOKHO BBIJIEIIUTH CIIETyIOIIee:

— HeoOxoauMma wuHTETpaims chepsl MHOOPMAIMOHHBIX TEXHOJOTWH B
0071acTh KPUMMHAIMCTHKU Jis1 JOCTIDKEHUS CHHEPrHH PECYpCOB M BO3-
MOXKHOCTEH B LENSX MOMCKa MakCUMallbHO 3(M(EeKTHBHBIX pEIICHWH B
npeMeTHON 001acTy;

— 0003HAYHTH KaTETOPHUH 00'HEKTOB TIPABOHAPYITICHHUS] B KHOEPCpeIe, TaK
KaK KHOEpIpeCTyIHUKH MPOIOIDKAIOT BBOAWTH HOBAIMH M INTAMIIOBATH HO-
BBIE SKCIUIONTHI JIJIS aTak Ha OM3HEC M OOBIYHBIX rpakaaH. [lox sxcrorramu
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THOJIPa3yMEBAOTC KOMIIbIOTEPHBIE IPOrPaMMBl, (hparMeHT MPOrpaMMHOTO
KOJIa, WX TOCIIEI0BATEILHOCTh KOMAH]I, MCTIONb3YIOIHE YSI3BIMOCTH B TPO-
TpaMMHOM 00eCTIeYeHHH 1 IPUM €HSIEMbI€ TSl TIPOBEICHUS aTaKK Ha BBIUHC-
JATEIbHYIO cUcTeMy. Llebro aTakn MOKeT OBITh, KaK 3aXBaT KOHTPOJIS HA
CHCTEMOM, Tak U HapyiieHue ee ¢yHkimonupoBanmst (D0S-aTakn).

IToxBoAs UTOTH, MOXKHO CJI€TaTh BHIBO, YTO B CBS3H C AKTYaJIbHOCTHIO
Bompoca 00 oOecTedyeHn MPaBOOXPaHUTEIBHBIX OPraHOB CTIEIMAUCTa-
MU, 00JIaTafONMMHK yrTyOJICHHBIMU 3HAHMAMH KaK B IOPHINYECKON, TaK 1
B TEXHMYECKOW 00J1acTsX, ¢ Hadayia Hosaops 2020 r. Ha wiaTdopmMax MHO-
I'MX HHTEPHET-Ta3eT NosBWIach mHpopMaiwsi o ToM, 4To MBJI Poccrm
co3J1acT noApas/eneHus no 0opb0e ¢ MPecTYIWICHUIMHU B cepe BBICOKHX
TEXHOJIOTHH, B TOM YHCIIe Yepe3 UHTEpHeT [3].

A Han0osee 3HaUUMBIM SIBJISETCS TO, YTO TAKUE MOAPA3ICICHHS TOTK-
HBI TIOABUTHCSI HE TONMBKO B LEHTpasibHOM ammapate MBJI Poccun, HO U B
€r0 TePPUTOPHATLHBIX OpraHaXx.

B Hacrosimmee Bpemsi B Poccum mpennpuHMMArOTCsi CUCTEMHBIC ICH-
CTBUSA IO CO3/JaHMIO HOPMATHBHO-TIPABOBOM 0a3bl, periiaMeHTUpYIOIIeH
ctepy mpectymiennii ¢ ucnionb3oBanreM WKTT. Tak, riaBoit npoduib-
Horo komurera ['ocymsl o OrokeTy U Hajoram A. MakapoBbIM 03BY-
YeHbl TPEIJIOKCHHS TI0 BHECEHHIO TIOJIOKEHWS O KHOepOe30macHOCTH
JMIHOCTH, 001ecTBa U rocyaapcersa B Koncturymmro P [5].
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Tallinn Manual as a Legal Approach towards Cyber Warfare

Abstract. The Tallinn Manual examines the international law governing cyber
warfare. As a general matter, it encompasses both the jus ad bellum, the interna-
tional law governing the resort to force by States as an instrument of their national
policy, and the jus in bello, the international law regulating the conduct of armed
conflict(also labelled the law of war, the law of armed conflict, or international hu-
manitarian law). Related bodies of international law, such as the law of State re-
sponsibilityand the law of the sea, are dealt with in the context of these topics. The
Tallinn Manual® on the International Law Applicable to Cyber Warfare was pub-
lished by the International Group of Experts at the invitation of the North Atlantic
Treaty Organization NATO. It is an academic, non-binding study on how interna-
tional law appliesto cyber conflicts and cyber warfare. The manual was revised in
2017 and published by Cambridge University Press as a booktitled Tallinn Manual
2.02,

Keywords: National Security; State Sovereignty; Cyberespionage; International
Law; Tallinn Manual.

Cyberespionage under International Law

Cyberespionage is a form of cyberattack that aims to steal confidential,
sensitive, or intellectual property data to gain an advantage over a rival
government company or entity, espionage is «using spies to obtain im-
portant information about plans and activities of a foreign government or a
rival company®».

! Tallinn manual on the international law applicable to cyber warfare. (n.d.). Llentp ctpare-
ruyeckux oueHok W npornosos // https://csef.ru/media/articles/3990/3990.pdf (accessed:
10.12.2021).

2 schmitt M., Vihul L. Tallinn manual 2.0 on the international law applicable to cyber oper-
ations. Cambridge : Cambridge University Press, 2018.

% “Espionage, according to M erriam-Webster, is “the practice of spying or using spies to
obtain information about the plans and activities especially of a foreign government or a
competing company.” What is Cyber Espionage | VMware Glossary [online] // VM ware.
2021 // URL: https:/iww.vmware.com/topics/glossary/content/cyber-espionage (accessed:
10.12.2021).
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In the world of the Internet, spies are armies of infiltrators from all over
the world who use war and electronic means for economic, political, or
military gain. These high-value cybercriminals have the knowledge and
technical capacity to penetrate government infrastructure, financial and
real estate systems, or utility resources such as airports, ports, etc., and
have been able to influence the outcome of political elections in several
countries (accusing the United States of Russia of interfering in the elec-
tion results that led to Trump's victory), creating international chaos, and
helping companies succeed or fail'. Many of these attackers use Advanced
Persistent Threats” as modus to sneak into corporate and state networks or
systems and stay undetected for years.

Article 29° of the Hague Convention of 1907* stipulates that an indi-
vidual can only be considered a spy for a particular State if he or she ob-
tains information in the enemy's area of operations by acting secretly and
intending to inform the hostile party, and therefore undetected soldiers
who enter the area of operations of an army hostile to obtain military or
intelligence information are not considered spies, nor are spies of soldiers
or civilians of a particular State who carry out their duties in public or are
Mandated to deliver letters addressed either to their army or to the enemy
army.

Article 46 (2) of the First Additional Protocol of 1977 of the Geneva
Convention stipulates that it is not engaged in espionage by members of
the armed forces of a party to a particular conflict and is mandated by that

L Justice, J. W., & Bricker, B. J. (2019). Hacked: Defining the 2016 Presidential Election in
the Liberal Media. Rhetoric and Public Affairs, 22(3), 389—420 //
https://doi.org/10.14321/rhetpublaffa.22.3.0389 (accessed: 12.12.2021).

2 What is APT (Advanced Persistent Threat) | APT Security | Imperva [online] // Learning
Center. 2021 // URL: https://www.imperva.com/learn/app lication-security/apt-advanced-
persistent-threat/ (accessed: 12.12.2021).

3 Treaties, States parties, and Commentaries — Hague Convention (IV) on War on Land
and its Annexed Regulations, 1907 — Regulations: Art. 29 — [online] // Ihl-
databases.icrc.org. 2021 // URL: https://ihl-databases.icrc.org/applic/inl/ihl.nsf/Article.xsp?
action=openDocument&documentld=090BE405E194CECBC12563CD005167C8 (ac-
cessed: 12.12.2021).

4 Treaties, States parties, and Commentaries — Hague Convention (IV) on War on Land
and its Annexed Regulations, 1907 [online] // Ihl-databases.icrc.org. 2021 // URL:
https://ihl-databases.icrc.org/ihl/INTRO/195 (accessed: 12.12.2021).
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party and in an' adversary-controlled territory to collect information or
attempt to collect it in the uniform of its country's armed forces?.

Tallinn Manual®

A group of legal and military experts published a guide known as the
Tallinn Guide, a non-binding document for States, to which the Interna-
tional Committee of the Red Cross ICRC* contributed as an observer. This
document indicates that international humanitarian law applies to cyber
warfare as with conventional wars and determines the role that the rules of
international humanitarian law will play in this area®, despite many nega-
tive observations®.

For legal advisers, policymakers, and military leaders interested in in-
ternational law as it relates to electronic weapons, the Tallinn Guide is an
important starting point for analyzing how international humanitarian law
applies to cyber operations and weapons. Tallinn's 2017 guide addresses
the issue of cyber weapons review, as well as many other vital issues relat-
ed to this area in nearly 600 pages of rules and instructions related to pub-
lic international law.

In 2009, the NATO Cooperative Cyber Defence Centre of Excellence’,
a renowned online defense research and training institution in Tallinn, Es-
tonia, invited a group of independent cyber experts to prepare a guide on
international law that should govern electronic activities during wars like

! Treaties, States parties, and Commentaries — Additional Protocol (1) to the Geneva Con-
ventions, 1977 — 46 — Spies [online] // lhl-databases.icrc.org. 2021. URL: https://ihl-
databases.icrc.org/applic/inl/inl.nsf/ART/470-750056?0penDocument (accessed:
12.12.2021).

2 Customary IHL — Practice Relating to Rule 107. Spies [online] // Ihl-databases.icrc.org.
2021 /I URL: https:/fihl-databases.icrc.org/customary -ihl/rus/docindex/v2_rul_rulel07
(accessed: 12.12 2021).

8 The  Tallinn M anual [online] //  Ccdcoe.org. 2021 //  URL:
https://ccdcoe.org/research/tallinn-manual/ (accessed: 18.14 2021).

4 Mandate and mission [online] // International Committee of the Red Cross. 2021 // URL:
https:/lwww.icrc.orglen/who-we-are/mandate (accessed: 14.12.2021).

5 Jensen E. The Tallinn Manual 2.0: Highlights and Insights [online] // Ssrn.com. 2021 //
URL: https://ssrn.com/abstract=2932110 (accessed: 14.12.2021).

® A Warning About Tallinn 2.0 ... Whatever It Says [online] // Lawfare. 2021 // URL:
https://iwww.lawfareblog.com/warning-about-tallinn-20-%E2%80%A6-whatever-it-say s
(accessed: 18.12.2021).

" CCDCOE — The NATO Cooperative Cyber Defence Centre of Excellence is a multina-
tional and interdisciplinary hub of cyber defence expertise. About us [online] // Ccdcoe.org.
2021 /I URL: https://ccdcoe.org/about-us/ (accessed: 14.12.2021).
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traditional activities. The legality associated with electronic warfare and its
clarification. In 2013, the first version of the Tallinn Guide to International
Law was published and became the only reference in this area and because
of the success of the first guide, CCD COE began a follow-up project to
expand coverage with an updated and developed guide to international law
governing electronic activities during peacetime”.

In February 2017, the second group of more diverse cyber experts par-
ticipated, and their work led to the creation and dissemination of the se-
cond updated version of the Tallinn Guide. The extensive guide included
material from the Tallinn I manual and another to cover the legal frame-
works of forces involved in cyber activities and incidents in peacetime. It
contained 154 rules, the most important of which was Rule 110 on the
arms review process under international humanitarian law. The detailed
commentary of each rule provides some important ideas regarding the le-
gal basis and justification of the rules and their context, as well as justify-
ing the effects of the application of the rules in the cyber context in terms
of the field results and legal consequences of the weapon. This level of
access to detail is particularly useful for legal advisers and academics. In
addition to that, there is an explanation of experts' justifications for ex-
plaining legal rules and their positions on them when reaching an agree-
ment. Also, they are unable to reach a consensus on a particular issue, as
well as highlighting the reasons for incompatibility to understand the legal
context of consensus or not’.

The Tallinn analysis states that pre-cyber era international law applies
to cyber operations, both conducted by, and directed against, states. This
means that cyber events do not occur in a legal vacuum and thus states
have both rights and bear obligations under international law?.

Rule 110 of Tallinn Manual

! “Defend Forward” and Sovereignty. (n.d.). Hoover Institution // URL:
https://iwww.hoover.org/sites/default/files/research/docs/goldsmith-

loomis_webready pdf.pdf (accessed: 18.12.2021).

2 Allinn manual 2.0 on the international law applicable to cyber operations. (n.d.) // As-
sets.cambridge.org. 2021 // URL:https://assets.cambridge.org/97811071/77222/frontmatter/
9781107177222_frontmatter.pdf (accessed: 18. 12. 2021), p. 467.

% Cyher operations and international humanitarian law: five key points — Humanitarian
Law & Policy Blog [online] // Humanitarian Law & Policy Blog. 2021 // URL:
https://blogs.icrc.org/law-and-policy/2019/11/28/cy ber-operations-ihl-five-key -points/  (ac-
cessed: 18.12.2021).
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All States are required to ensure that the electronic warfare methods
they obtain, or use comply with binding rules of armed conflict law.

States parties to Protocol | are required to examine the means and
methods of electronic warfare to determine whether their use, in some or
all circumstances, is prohibited under that Protocol or any other rule of
international law.

There are at least six points to be illuminated concerning Rule 110:

1. Rule 110 of the Tallinn Guide must be read from the perspective of
the Advisory Opinion of the International Court of Justice on Nuclear-
Weapons', which confirmed the idea that international humanitarian law
applies to new weapons as old as they are. Although cyber weapons were
invented after the emergence of most of the principles and rules of interna-
tional humanitarian law, it would be wrong to conclude that international
humanitarian law did not apply to them, and as noted by the International
Court of Justice, it would be incompatible with the fundamental humani-
tarian nature of the legal principles of international humanitarian law to
believe that this law does not apply to new weapons. As a result, interna-
tional humanitarian law applies to all forms of electronic or conventional
warfare and to all types of weapons that exist past and present and can be
invented in the future.

2. To reinforce the point above, the classification of any equipment
used in war or peace as an electronic weapon also means that such a weap-
on must at any time comply with international humanitarian law.

Subparagraph (a) reflects customary international law and stems from a
general duty to comply with international humanitarian law. Subparagraph
(b) is derived from Article 36, the obligations outlined in this paragraph
are not limited to international humanitarian law but extend to the entire
international law, they are much broader and more comprehensive than
those in subparagraph (a).

Subparagraph (b) does not specify or require a specific methodology
for conducting a review of cyber weapons, so States are not obliged to
make their weapons reviews public, and this is particularly relevant in the
context of cyberweapons because of the highly secretive nature of such
weapons. As in all arms under international humanitarian law, the legality

! Legality of the threat or use of nuclear weapons | International Court of Justice. (n.d.).
Cour internationale de Justice — International Court of Justice | International Court of Jus-
tice // https:/iwww.icj-cij.org/en/case/95 (accessed: 18.12.2021).
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of a cyber weapon must be determined by reference to its natural and ex-
pected use at the time of assessment.

5. If one State receives an electronic weapon from another for use in its
future cyber operations, the fact that the arms supplier has conducted a re-
view does not exempt the possessing State from its obligations about that
cyber weapon. The acquired State may consider the review conducted by
the supplier State and must fulfill its obligations under international hu-
manitarian law.

6. Regarding what needs to be reviewed, for States parties to Protocol I,
to answer the question of what specifically constitutes weapons, means, or
electronic methods, it can be said that all States, regardless of whether they
have ratified The First Additional Protocol, are required to systematically
assess the legitimacy of their new weapons, means, and methods. This ob-
ligation logically stems from the common public duty to comply with in-
ternational humanitarian law and the fact that States are prohibited from
using illegal weapons, means, or methods of war and are contrary to the
Bill of Human Rights.

ManbueB Butanuin AHatonbeBuy,
KaHaMOAT OPUONYECKNX HaYK, IOLEHT, 3aBeAyIOLLMIA kKadhepon aaMUHUCTPaTUB-
HOr0, (PMHAHCOBOIO N MEXAYHApPOAHOro NpaBa 0bpa3oBaTENBHOIO YMPEXAEHN S
npodhCo30B BbicLero 0bpazoBaHus «Akagemns Tpyaa U coLpanbHbIX OTHOLLE-
HUN»

MpaBoBble MexaHU3Mbl 06ecneyeHns kubepbesonacHoOCTM
thuHaHCcOBO-KpeanTHOM chepbl B Poccunckon ®Peaepaumm

AHHOmauus. B cTaTtbe paccmatpuBaeTcsi codepkaHue MexayHapoaHoro
npuHumna obecneyeHns Be3onacHOCTM MHHOPMALMOHHO-KOMMYHUKALIMOHHOM
cpefpbl, B COOTBETCTBIM C KOTOPbIM Ha FOCYAAPCTBO BO3NaraeTcs 0653aHHOCTL NO
pa3paboTke rocyaapCTBEHHOM NONTUKW MO 3aLLMTE OT NPOTUBONPABHBIX AESHUA B
MHOPMaLMOHHOM NPOCTPaHCTBE. PackpbIBAOTCS OCHOBHbIE MOMOXEHUS 3aKOHO-
[aTerbHbIX M MHbIX HOPMATUBHbBIX MPABOBbIX aKTOB, MPUHATLIX B Poccuinckon de-
Aepaummn no obecneveHnto knbepbe3onacHOCTM (MHAHCOBO-KPEANTHOM Chepsl.
OcBeLLeHbl Lienv 1 HanpasneHns LesaTernbHOCTY chnelnanbHbIX NpaBoBbIX Mexa-
HWU3MoB obecneumnBatoLmx ee knbepbesonacHocTs. Ocoboe BHUMaHWE yaeneHo
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BONPOCaM 3aLnTbl MHEOPMALMOHHO-KOMMYHWKALIMOHHO cpefbl GaHKOBCKOI Cu-
CTeMbI, Kak Hanbonee ya3B1MON cgepbl AEATENBHOCTH.

Knroyesble crnosa: nHhopMaLOHHO-KOMMYHUKALWMOHHOW Cpeaa; (MHAHCOBO-
kpeautHas cdepa; baHkoBCkas cuctema; knbepbesonacHoCTb; knbepycTonum-
BOCTb; MOHUTOPWHT.
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Legal mechanisms for ensuring cybersecurity of the financial
and credit sphere in the Russian Federation.

Abstract. The article examines the content of the international principle of en-
suring the security of the information and communication environment, according
to which the state is obliged to develop a state policy to protect againstillegal acts
in the information space. The main provisions of legislative and other regulatory
legal acts adopted in the Russian Federation to ensure the cybersecurity of the
financial and creditsphere are disclosed. The goals and activities of special legal
mechanisms ensuring its cybersecurityare highlighted. Special attention is paid to
the protection of the information and communication environment of the banking
system as the most wilnerable area of activity.
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OnvH M3 OCHOBHBIX MEXKIYHapOIHO-TIPABOBBIX TPHHIMIIOB OOecTieve-
HUsl 0e30MmacHOCTH MH(OPMAIMOHHO-KOMM YHUKAIIMOHHOW CpeJbl COfep-
JKHT 0053aTeJIbCTBO TOCYIapPCTBa CIIOCOOCTBOBATH COMAILHOMY U 9KOHO-
MHYECKOMY Pa3BUTHIO M OCYIIECTBIITHCS TaKUM 00pa3oM, 4TOOBI OBITh
COBMECTHMOMH € 3aJja4aM¥ MOIJEPKaHUI MEXTyHAPOTHOIO MHUpa H Oe3-
OIMACHOCTH, COOTBETCTBOBATH OONICTPH3HAHHBIM TNPHHIMIIAM W HOPMam
MEIIYHAPOJTHOTO MpaBa. DTO IEJIMKOM M TIOJHOCTHIO OTHOCHUTCS K (u-
HAHCOBOW cdepe, KOTOopasi OXBaThIBA€T BCE HATPABJICHUS KOHOMMYECKOM
JIEATEILHOCTH KaK TOCY/IapCTBa, TAK U YAaCTHBIX CYOBEKTOB. B CcBs3M ¢
3THM BOMpPOCHI oOecrieueHnst Oe30MaCHOCTH B YKAa3aHHOM OOJIACTH CTaJH
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npeIMEeTOM 0cO0O0ro BHUMAaHMSI 3aKOHOJIATEJIbHBIX OPraHOB, OPraHOB HC-
TIOJITHUTEJIbHOM BJIACTU M MHBIX OPraHOB.

W3BecTHO, 4TO (prHAHCOBO-KpeauTHAsK cepa AesSTEILHOCTH SBISICTCS
0CcOOBIM OOBEKTOM 3alllUThl B COBPEMEHHOM MEXIIYHAPOIHOM W HAIMO-
HaJbHOM IpaBe. ObOecneueHre ee KuOepOe30MacHOCTH BKIIIOYAETCS B OC-
HOBHBIE TOJIOKEHHMSI BCEX JEWUCTBYIONMX W NPUHUMAEMBIX JJOTOBOPOB M
HOPMAaTHUBHBIX IPABOBBIX AKTOB, PETJIaMEHTUPYIOIIMX OTHOLIECHUS, BO3HH-
Karome B ykazaHHou cdepe. Tak, B mpursaroii B 2011 r. KorBenmm OOH
00 o0ecrieueHnr MeXTyHapoHON HH(DOPMAIIMOHHOM 0€30MaCHOCTH MPSAMO
TOBOPUTCSI O HEOOXOIMMOCTH peajM3aly roCyJapCTBaMU MOJIUTUKHY, Halle-
JIEHHOM Ha 3allUTy I'pakIaH OT MPOTHBONPABHBIX J€sHUI B HHYOpMAIMOH-
HOM TPOCTPAHCTBE, B TOM YHCJIE IyTE€M IPUHATHSI COOTBETCTBYIOIINX 3aKO-
HOJIaTEJIbHbIX aKTOB U YKPEIUVIEHHS] MEXKIYHAPOJHOTO COTPYJHUYECTBA.

B Poccwuiickoit ®denepaimm 3a MOCIEAHAEC TOABI IPHUHATHI LEIBINA KOM-
TJIEKC 3aKOHOATENbHBIX W UHBIX HOPMATHUBHBIX MPABOBBIX aKTOB, PETYIIH-
pyromux obecniedeHus kuOepOe30macHOCTH (DHMHAHCOBO-KpEeIUTHOM ce-
pbl. K 1aHHBIM akTaM cielyeT OTHECTH He TOJBbKO OOIIMe 3aKOHbI, HAlpH-
Mmep, ['paxkmanckuii konekc Poccuiickoit denepalwiyi, HO U CTielHaIbHbIC
®denepanpHble 3aKOHBI, Takne Kak «O HAIMOHATHPHOW IUIATEKHOW CHCTE-
Mey, «O O0aHkax 1 OaHKOBCKOW AesATENFHOCTIY, «O 0e30MacHOCTH KPHT -
yeckol wmH(OpMAaIMOHHON MHPpacTpykTypsl Poccuiickolt denepammy u
np. B gactHocTH, B ®enepanbrom 3akoHe ot 26.07.2017 Ne 187-03 «O
0e30MacHOCTH KpUTHYECKOW uH(popMalmoHHOH HHppacTpykTypsl Poc-
cuiickoit denepamim»y K CyObeKTaM KpPUTHYECKOW HMHPOPMAIMOHHON WH-
(bpacTpyKTypsl OTHECEHBI TOCYIAapCTBEHHBIC OpPraHbl, TOCYIapCTBEHHBIC
YUPEKICHUS M POCCUHCKHE IOPHIMYECKHUE JIMIA, KOTOPHIM Ha NpaBe co0-
CTBEHHOCTH, apeHJbl WIM HA MHOM 3aKOHHOM OCHOBAHMH TIPHHAJJICIKAT
MH(OPMAIMOHHbIE CHCTEMBI, HMH(POPMAIMOHHO-TEJICKOMM YHHKAIIOHHbIE
CeTH, aBTOMATU3MPOBAHHBIE CUCTEMBI YIpaBIICHHS, (DYHKIMOHUPYIOLIHE B
OaHKOBCKOH cepe 1 nHbIX cdepax (PMHAHCOBOTO PhIHKA.

Taxoke oTnensHBIE BOMPOCHI oOecrieuennst 0e30MacHOCTH HH(pOpMaIy-
OHHO-KOMM YHUKAIIMOHHOM Cpellbl (PMHAHCOBO-KPEAUTHON c(epbl peryiu-
pytorcsi HopMaTuBHele akTaMu [Ipesunenra P®, IlpaBurensctBa PO. B
OTJIENIBbHBIX 00JacTSX (PUHAHCOBOW N1E€ATENHHOCTH IPUMEHSIOTCS HOpMa-
THBHBIC aKThl (ejepalbHbIX OpraHoB ucnomHurenpHol Biactu (OHC
Poccun, ®TC Poccum), KOTOpbIE pPeriaMEeHTUPYIOT o0ecrieucHre HHPOP-
MAaIMOHHOW 0€30MacHOCTH B COOTBETCTBYIOIICH chepe.
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Ocoboe MecTo B cucTeMe obecriedeHns 6e30nacHOCTH MHDOPM IO H-
HO-KOMM YHHUKAIIMOHHON Cpenbl (DMHAHCOBO-KPEIUTHOM CQepbl 3aHIMAaeT
LlenrpanbHblii 6ank P®. bankoBckas cepa SBIIETCS OJHAM U3 OCHOBHBIX
HATIPaBJICHUN KHOEPIPECTYIUICHUH, KOTOPHIE CTAHOBATCS HE TOJHLKO BHYT-
PHMHAIMOHAJILHOHM, HO W TJ00albHON MEeKTYHAPOIHON MpoOIeMOi.

B nensax 3anmmrel 0aHKOBCKOW cucTeMbl B cTpykType banka Poccum
Obu1 oOpazoBan [lemapramenr wuHpopMaImoHHoi Oe3onacHocTu. OH
y4acTBYeT B pa3pabOTKe U MEKBEJOMCTBEHHOM COTJIACOBaHMH (he/1epaib-
HBIX 3aKOHOB, HOPMATHBHBIX akTOB banka Poccum, a Tarke pexomeHma-
TEJbHBIX MHCEM M JAPYTMX JOKyMEHTOB IO BOIPOCaM OOECTeUCHHs HH-
(dopmalioHHON 0€30MacHOCTH, KMOEpyCTOMUMBOCTH W MNPHUMEHEHHS WH-
(hOpMAIMOHHLIX TEXHOJOTHMH B OTHOIICHWM (PUHAHCOBBIX OpraHW3AINH,
KpOMeE BOMPOCOB O0ecrnedeHus Oe30MaCHOCTH CBEIEHUH, COCTaBIIAIOIIIX
TOCYJapCTBEHHYIO TaiiHy.

B cdepe HOpMaTHBHOTO peryimpoBaHKS OCHOBHOMW 3amauecii lemapra-
MEHTa SBJISIETCS MEPEeX0] K KOMIUIEKCHOW OpraHM3aliy 00CCTICUCHHS WH-
(hopMaImoHHOK 0€30MacHOCTH M KHOEpPYCTOWYMBOCTH OpraHM3alMid Kpe-
JIMTHO-(MHAHCOBOW c(ephl. B pamkax 3Toi 3a/ja4u CIUIAHUPOBAHO U YKE
OCYILIECTBISICTCSl pea3amys WHPOPMAIMOHHON 0e30MacHOCTH (DHHAHCO-
BBIX OpraHM3alMii HA TPeX TEXHOJIOTMUECKHX YPOBHSX: YpOBHE HH(pa-
CTPYKTYpbI, YPOBHE TPHKIQJHOTO TIPOrpaMMHOrO oOecTieueHus (WiH
YPOBHE TPWIOKEHUI) W YPOBHE TEXHOJOTM 00PaOOTKH TaHHBIX.

Hpyro#t BaxuoM 3amaueil [lemapraMeHra SIBISIETCS PETyIHpOBaHUE U
KOHTpOJb (Haa30p) 3a obecrevyeHWeM HH(POPMAIMOHHONW 0€30MacHOCTH,
KHOEPYCTOWYMBOCTH M TPUMEHEHHEM WH()OPMAIMOHHBIX TEXHOJIOTHA B
OTHOIICHNH (DMHAHCOBBIX opraHm3ammid. s sroro bank Poccum manm-
pyeT TepelTH K PUCKOPUCHTHPOBAHHOMY TOJIXOIY B HA/I30PHOM JIESTEIb-
HOCTH B 00JacTH MHGOPMAIMOHHON O€30MACHOCTH U MONMyYaTh 00BEKTHUB-
HbIE JaHHbIE, XapaKTePU3YIOILe YPOBEHb U KaueCTBO YNpaBICHHS KHOep-
PHUCKOM B Ka)KIOM OpraHM3alii KpeauTHO-(pMHAHCOBOW cdepbl. ITO Mo3-
BOJUT JeNaTh BBIBOABI 00 HMX KHOEPYCTONYMBOCTH W OINEpPAIMOHHON
HaJIe’)KHOCTH, & TAKXKe CTETeHU BIMSHUS KMOEppHcKa Ha ypOBEHb (PMHAH-
COBOI cTa0WILHOCTH (PMHAHCOBOTO pbIHKAa Poccuu B 1iesioM.

B 2015 r. B ctpykrype emapramenra Obu1 00pa30oBaH CleMaIbHbIHN
LleHTp MOHMTOpHHTa U PearupoBaHUs HA KOMIIBIOTEPHBIE aTaKU B KPEIUT-
HO-(hrHAHCOBOUM cepe. OCHOBHBIMHE 3aJ1auaMu leHTpa MOHUTOpPHHTA 51B-
nr0Tcs (POPMUPOBAHHE €MHOW CUCTEMBI TNPOTHBOACHCTBHS yrpo3am ¢
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y4acTHEM 3aMHTEPECOBAHHBIX (heiepabHBIX OPraHOB HCTIONHHUTEJILHON
BJIACTH, (PMHAHCOBBIX OpraHM3aLMIA U CTPYKTYPHBIX MoApasaeiennii banka
Poccum, a Taxke ydactue B pa3paboTKe METOIOJOTHH €ro KOHTPOJIbHO-
HAJ[30PHOW NIEATENHHOCTH. B ero (yHKIMHM BXOAST OpraHm3alys W KOOp-
quHalps oOMeHa uH(pOpMalped MeXIy MOIHAJ30PHBIMU KpEIUTHBIMU
OpraHm3alsIMU U TPaBOOXPAHUTEIBHBIMH OpraHaMH, BEJCHHE MOHHUTO-
pUHTa OTKPBITBHIX pecypcoB ceTH « HTepHeT» aisi OOHApYKeHHS U pe1y-
NpeXIeHns MHQOPMAIMOHHBIX aTaK, B3aMMOJCHCTBHE C HMHOCTPAHHBIMH
TpyINaMy pearupoBaHusi HA KOMIIBIOTEPHbBIE aTaKH, POBEICHAE KOMIIbIO-
TEPHBIX MCCIieaoBanuii [1].

Oco0yro ponb B obecriedeHnn KuOepOe30MacHOCTH 3aHIMaeT Co37aH-
Hast ¥ QyHKIoHupyromas B L[eHrpe MoHUTOpHHTa cUCTeMa HUHpOpMAIH-
OHHOIO OOMEHa MEXy Y9aCTHHKaMH (PMHAHCOBOTO PHIHKA, TIPaBOOXPAHH-
TEJBHBIMU OpraHaMH, MPOBAMIEPaMH U ONIePaTOPaMU CBSI3H, CHCTEMHBIMHU
MHTErpaTopamMy, pa3paboTYMKaMH aHTHBHPYCHOTO MPOrpaMMHOr0 obec-
MeUCHUs] W JIPYTUMH KOMTIaHWAMH, paborarommmMu B chepe mHbopmaim-
OHHOHM Oe3omacHocTH. B wHbOpMaImMOHHOM OOMEHe Ha CeTOMHSIIHWN
JeHp ydacTByer Oonee 800 pa3iMuHBIX OpraHW3ald, B TOM YHCIE BCE
poccuiickrie OaHKH. YYacCTHHKM MH(POPMAIMOHHOIO OOMEHa COOOIIAI0T O
BBISIBJICHHBIX MMM YTPO3aX M COBEPIICHHBIX HA HHX KHOepaTakax, a LleHrp
MOHHUTOpPHHTA JIaeT PEKOMEHIAIMU M0 TPOTUBOACHCTBUIO 3THM pPHUCKaM.
OTO MOMOraeT ONepaTHUBHO PEarvpoBaTh HA BO3HUKAIOLIUE YIpO3bl, HE
JIOMyCKaTh MX PacHpOCTPaHEHWs, a TAaKkKe MHUHUMU3HPOBATh MOTEpHU (Qu-
HAHCOBBIX OPraHM3alMid U MX KJIMCHTOB.

B ®enepanmshom 3akone ot 27.06.2018 Ne 167-®3 «O BHEeceHHH BMeE-
HCHUM B OTJEJbHBIE 3aKOHOAATENbHbIE akThl Poccuiickoit denepaimu B
YacTH MPOTHBOICHCTBHS XUIICHUIO JICHS)KHBIX CPEICTBY» OBUIM pacIlmpe-
Hel momHomoumss banka Poccum 1o perynvpoBaHMIO HMH(POPMALMOHHOM
0€30MaCHOCTH HE TONBKO B KPEAWTHBIX OpPraHM3aIMsIX, IOJIHA30pPHBIX
CyObEeKTaxX HALMOHAJILHOM IUIaTEKHOM CHUCTEMBI, HO M BO BCEX HEKPEIUT-
HBIX (PMHAHCOBBIX OpPraHM3AIMX, BIUIOTH JO0 MHKPO(PUHAHCOBBIX OpraHu-
3aIMi, CEIbCKOXO3SIMCTBEHHBIX KPEAUTHBIX MOTPEOUTENHCKUX KOOTIepaT i-
BOB, JIOMOapOB, CTPaXOBBIX, MHBECTHUIMOHHBIX KOMIIAHHI, OpPOKEpOB H
HErocy/1apCTBEHHBIX TIEHCUOHHBIX (POH/IOB.

IIpakTruecKku OJHOBPEMEHHO C BbIILEHA3BaHHBIM DenepaibHbIM 3aKO0-
HoMm bank Poccumn mpaet ykazanue ot 07.05.2018 Ne 4793-V «O BHece-
Hin m3MeHennid B [lonoxkenne banka Poccum or 9 wmronst 2012 roma Ne

78



382-I1 “O TpeboBanMsAx K 0OECTICUECHUIO 3alUTHl MHPOPMAIMH TIPU OC Y-
IECTBJICHAN TIEPEBOJIOB JICHEKHBIX CPEACTB H O MOPSIJIKE OCYIIECTBIICHHSI
bankom Poccum xoHTpOsIs 3a cobmonenreM TpeOoBaHmi K 00ecrey eHHrO
3ammrhl  WHQOpMAlWM TpU  OCYHICCTBICHHH TIEPEBOMOB  JICHEIKHBIX
cpeactB”» (B HacTosIiee BpeMs yTpatwio cuiy. JeictByeT [losoxenne
banka Poccuu ot 04.06.2020 Ne 719-I1), B COOTBETCTBUM C KOTOPBIM ISt
OTIEPaTOPOB IUIATEKHBIX CHUCTEM, ONEPATOPOB YCIYr IUIATEXHOW HH(pa-
CTPYKTYpBI, OIIEpaTOPOB TIO TIEPEBOY JCHEKHBIX CPEACTB yCTAHABIIMBAC T-
¢ 00s3aTeIbHOCTh WH(POPMHUPOBAHKS O BBISBJICHHBIX HHIMIACHTAX, CBS-
3aHHBIX C HapyIICHHEM TPeOOBaHHMA K 00ECHEeYECHHIO 3aIUThl MHPOpMa-
1Y TIPH OCYIIECTBJIEHUH TIEPEBOJOB JIEHEKHBIX CPEJCTB HA BCEX TEXHO-
JIOTHYECKHX y4acTKaX, yJacTBYIOIIMX B OCYIIECTBICHHH MEPEBOJOB Jie-
HEKHBIX CPEJICTB, HE TOJBKO HA Y4aCTKE INIATEKHOU cucTeMbl banka Poc-
CHHL

OpmHaKo HECMOTPS HA TIPUHUMAEMbIE 3aKOHO/IATEIIbHBIE, HOPMATHBHBIE
W TEXHHMKO-TIpaBOBbIE Mepbl obecreduth 3ddexTrBHYI0 KnbOepOesonac-
HOCTh OaHKOBCKOH c(hephl Halllel CTpaHbl He Bcer/a yaaeTcs. Tak, o uro-
ram 2019 r. ymepb poccuiickux 6aHKOB OT KrOepaTak coctapwi 6oiee 510
MJH py0. B mawane 2021 r. bank Poccum coobmmut o cymecTBeHHOM po-
CTe TOTEepPh OT BCEX BUIOB KHOEPIPECTYIUICHHI C HCTIONL30BaHUEM Bpe-
JIOHOCHBIX TIPOTpaMM, HATIPABJICHHBIX KaK HATIPIMYIO Ha OaHKH, Tak W Ha
ux KaueHtoB. OO0t yiepd ot 3Toro coctaBui noutu 9,77 mupa pyo. [2]

B T0 xe Bpemsa bank Poccum 3HauMTeNBHO YCWIWT HA/A30p B 00J1aCTH
obecrieueHuss MHPOPMAIMOHHOM O€30MACHOCTH B OpPraHM3aIMsAX KpPEeIuT-
HO-(MHAHCOBOH c(epbl. B dncie MeponpusiTHii JUCTAHIIMOHHOTO HA130pa
BKJTIOYAIOTCS 00paboTKa OTYETHOCTH KPEIHMTHBIX OpPraHM3alMid, MOHHUTO-
PUHT CPeJICTB MacCcoBOH MHpopMalmy, oOpalleHus rpa)aH 4yepe3 UHrep-
HeT-nprieMHyt0 banka Poccun, madopmamms no wHipaeHram. B pamkax
KOHTAKTHOTO HaJ[30pa OCYIIECTBIIAIOTCS HMHCIEKIMOHHbIE MPOBEPKH IO
BompocaM obecTieueHrss MHPOPMAIMOHHON 0€30MacHOCTH U TPHM EHEHIIS
MH()OPMAIMOHHBIX TEXHOJIOTMA B OPraHM3alMAX KpeIUTHO-(pUHAHCOBOU
cepsl.

B cBs3u ¢ 3THM credyeT cuenaTh BBIBOJ O HEOOXOIMMOCTH MPOAO-
’KaTh JESATEIHLHOCTh Ha BCEX YPOBHAX (PMHAHCOBO-KPEIUTHOM CUCTEMBI TIO
BHEJIpeHMIO HauOosee SPQEKTUBHBIX TPABOBBIX MEXaHU3MOB, KOTOPHIE
CH0COOCTBOBANM OBl YKPEIUICHHIO U TOBBIIICHUIO YCTOMYHMBOCTH B o0ec-
MeYeHnH KHOepOe30nacHOCTH. 371eCh He0OX0AMMO OOpaTUTh BHUMAHUE HA
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CO3/IaHME M BHEJIPEHHE B KPEIUTHBIX OpPraHM3alWIX M MHBIX y4aCTHHKOB
(PMHAHCOBOTO PBHIHKA CTEIMAJBHBIX CTPYKTYPHBIX TOApa3/eieHnH, B 00 s-
3aHHOCTH KOTOPBIX BXOAUT 3aIIMTa OT KHOEpaTak KakK MPOBOJUMBIX OIle-
palmii, TaK ¥ NEePCOHANBHBIX JaHHBIX KIMeHTOB. Tak, B BTH B mpormuiom
roay ObLIO 3aperucTpupoBaHo 750 ThIC. COOBITHIA, CBA3aHHBIX C MOATOTOB-
KOW M TpOBeJIcHMEM KuOepaTak, Ho OJarogapsi BHEIPEHHUIO COBPEMEHHBIX
TEXHHUKO-TIPABOBBIX MEXAaHM3MOB BHYTpPH OaHKa TONbKO ¢ Hadama 2021 r.
YIAJIOCh «CTIACTI» OYTH 2 MIIPJ pyO. KiueHTOB [3].

Ha cerommsimmmii [eHr BO MHOTHMX OpraHM3aimsax (DUHAHCOBO-
KpenuTHou cdepbl yke (YHKIMOHHPYIOT CTPYKTYpPHBIE TIOJpa3/esicHUsS U
NPUHATHI CTielMallbHble HOPMATHUBHBIE aKThl, perjaMeHTHpYIOIKEe BOIpO-
chl o0ecrieueHust knoepOe3onacHocTH [4], oHAKO B MOHOW Mepe obectie-
YUTh HAJEKHOCTh 3alUTHl eme He ynaercs. [losromy HeobOXommmo u
Janblie pa3padaThiBaTh U BHEAPATH KOMIUIEKC MeEp, BKIIIOUAIONIMNA KaK
(hopMUpOBaHME TMPABOBBIX MEXaHM3MOB, TaK M COBEPIICHCTBOBAHUE TEX-
HAYECKHUX CPEJICTB JIJIS MOBBIICHHS 2(PhHeKTUBHOCTH KNOEpOe30MacHOCTH.
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Economic consequences of implementing smart contracts
in the transport sector

Abstract. The transportsectoris considered one ofthe mostimportant vital ser-
vice sectors, which is closely and directly linked to all other sectors in the country,
and transport networks are the main nerve on which the economic and social de-
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velopment programs are based. T he transport sector promotes economic activity
andis fundamental to human well-being, butthis sector has significantimpacts on
the environmentand human health. Transportation activity is increasing worldwide
as economies grow, which means that gas emissions from the sector are also in-
creasing. This is largely because 95 percent of the world's transportation energy
still comes from fossil fuels.

Keywords: economy; smart contracts; transportation.

Chapter 1: smart contract in transport sector

1. The transport sector is considered one of the most important vital
service sectors, which is closely and directly linked to all other sectors in
the country, and transport networks are the main nerve on which the eco-
nomic and social development programs are based. And the river.

A smart contract is a self-executing contract with the terms of the
agreement between the buyer and seller written directly into lines of code.
The code controls the execution, and the transactions are traceable and ir-
reversible. Smart contracts allow trusted transactions and agreements be-
tween disparate and anonymous parties to be executed without the need for
a central authority, legal system, or external enforcement monitoring
mechanism (1).

In the context of smart flood insurance where the customer installs a
tamper-resistant flood sensor, a GPS system and a camera capable of de-
termining the water level and sending information about the water level to
the Ledger System

This information will enable an appropriate premium to be determined
based on risk information, details and the client's particular circumstances.

2. The customer will choose the document or smart contract based on
the indications they have set in advance. With the document in place, Pin-
sent Masons envision the possibility of using the smart contract to collect
the monthly installment from the customer and to pay compensation to the
customer when a flood occurs

Overall, there seems to be a huge opportunity for automatic payments
in the market. The smart contract can be used to automatically pay com-

! Helen Eenmaa-Dimitrieva and Maria José¢ Schmidt-Kessen : Smart Contracts: Reducing
Risks in Economic Exchange with No-Party Trust?, European Journal of Risk Regulation,
2019.P. 4.
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pensation to customers when the risk occurs, as soon as the customer pays
the insurance premium.

Securing cargo Regarding cargo, IBM and Maersk have recently devel-
oped an electronic container tracking and tracing system between ports that
enables all parties involved to track the container and results in a simplified
and efficient shipping process, as containers are equipped with sensors.

The suggestion is that these physical sensors could provide information
in shipping documents as they act just like the sensors on roofs that were
used to coat local buildings to initiate moisture claims.

Data generated from sensors in underwriting can be used to calculate
premiums more accurately, reduce the possibility of data inaccuracies, mit-
igate losses and damages, and automatically pay resulting claims when risk
occurs.

This technology can be used to settle a claim without any additional
human intervention.

For example: a shipment exposed to heat in connection with loss miti-
gation If the sensors detect a temperature increase the sensors will be sent
to the customer to take the necessary measures to prevent the loss of the
shipment.

If a shipment loss occurs and is detected by the trusted Oracle system
hardware, the compensation will be paid to the customer automatically.

Case of Aviation

With regard to aviation, current technology offers several ways in
which smart contracts can be applied in this field.

The digital asset records will enable customers to enter all the infor-
mation about their fleet and then this information is sent across the systems
where the appropriate fair premium is calculated for them.

Just like systems already used in auto insurance, Telematics technology
can be used to collect and analyze data on aircraft use and care to increase
the accuracy of the underwriting process. Two chances:

To track the customer's responsibility to pay an additional premium if
the aircraft enters a restricted area outside the scope of insurance coverage.

Provide the necessary warning and instructions if the aircraft is ap-
proaching unusually bad weather to mitigate losses.

Helfand also specified that the software be used in estimating the repair
cost or compensation amount by comparing photos of the condition of the
insured property before the loss with photos after the loss.
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Claims assessment and settlement

Self-executing smart contracts have the potential to achieve greater ef-
ficiency in distribution channels such as when renewing, updating data
when any changes occur and also on making claims that can be used in a
variety of areas, from healthcare to supply chains to financial services in
cases of cooperation with the transportation sector.

Financial Services

Smart contracts are helping to transform traditional financial services in
multiple ways. In the case of insurance claims, they check for errors and
route payments and remit them to the user if they find everything suitable.

Smart contracts include important tools for bookkeeping and eliminat-
ing the possibility of intrusion into accounting records. It also enables
shareholders to participate in decision-making in a transparent manner.
These smart contracts also aid in trade clearing, whereby funds are trans-
ferred once trade settlement amounts are calculated.

For example, transaction costs may be much lower when viewing and
settling claims as they are automated and programmed and there is no po-
tential for human error.

The claims stage is an important moment in the insurance relationship.
This is the moment when the insurer is required to perform its contractual
obligation, as traditionally understood (Maritime Insurance Act, 1906) but
which incurs significant costs to insurers in evaluating the claim, negotiat-
ing and paying the customer.

Currently, the compensation settlement process is a lengthy process
even in cases where there is no dispute or doubt about the underwriter's
liability for the claim, as lengthy procedures are taken to verify the validity
of the claims.

The automatic payment of compensation in these cases may mean that
the customer will receive the compensation value more quickly and thus
the smart contract may respond more effectively when the loss occurs,
which will end many disputes between the customer and the insurance
companies, which will not require them to go to the courts again and save
the costs of cases and will increase the confidence of the customer and
company each other.

Chapter 2: Economic benefits of smart contracts

The importance of the economic return from transport projects and the
attraction of more foreign investments in this sector, which is one of the
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most attractive elements of investment, as the volume of investment

reached one trillion and 600 million pounds,” according to what the Minis-

try of Transport announced, a large number that reflects the importance of

this vital sector. And for the record, starting from 1/4/2019, payment will

be made electronically, in implementation of the decision of the Egyptian

Prime Minister, in the event that the value reaches a certain segment.
1-Autonomy and saving

Smart contracts do not need intermediaries or other intermediaries to
confirm the agreement; Thus, it eliminates the risk of manipulation by
third parties.In addition, the lack of an intermediary in smart contracts
leads to cost savings.

2-Backup

All documents stored on the blockchain are duplicated multiple times,
thus, the originals can be restored if any data is lost.

3-Safety(1)

Smart contracts are encrypted, and encryption keeps all documents safe
from intrusion.

4-Speed

Smart contracts automate tasks using computer protocols, saving hours
of different business processes.

Precision

Using smart contracts eliminates errors that occur due to manual filling
of many forms.

The smart card, which was launched by the Egyptian Ministry of
Transport and carries all the data of its holder for use in various means of
transportation in the subway, railways and other means of transportation,
will facilitate the Egyptian citizen and save a lot of time, and even end the
stage of the paper ticket once and for all, especially with the direction of
the Egyptian state to transform digital at the moment.

Declared models of protocols in the transport sector:

Between Egypt and the Arab countries

Between Egypt and foreign countries

t and African countries

Protocols of port cooperation between Egypt and Arab countries

! Leena S. Alotaibi and Sultan S. Alshamrani: Smart Contract: Security and Privacy, Com-
puter Systems Science & Engineering, 2021. P. 97.
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Cooperation protocols between free zones

Port cooperation protocols with foreign countries

Protocols of port cooperation between Egypt and African ports

Between Egypt and the countries of the world to recognize the certifi-
cates of seafarers

The essential texts of the Egyptian maritime conventions

*The competent maritime authority of the two contracting parties, a
ship of a contracting party, a crew member, a shipping company ... etc.

The spatial scope of the application of the agreement as it applies in the
territory of each of the contracting parties

Encouraging shipping companies in the two countries to operate a regu-
lar navigation service between their ports

*Participation of the ships of the two contracting parties in the transfer
of mutual foreign trade between the two contracting parties on equal ba-
ses(1)

«ldentification documents for seafarers (naval passport or passport for
Egypt)

Treating the ships of the two contracting parties in their respective
ports on the basis of reciprocity with regard to the entry and exit of ships
and the use of the facilities for loading and unloading goods and the board-
ing and disembarking of passengers

*Mutual recognition of documents on board

*Allow crew members to disembark to the port city and allow them to
pass in transit to their ship or to any other vessel

Providing assistance to the ship, its crew, its cargo and its passengers in
the event of its sinking, delinquency, or any other accident in the port or
territorial waters of the other party.

The revenue generated from the maritime transport activity of shipping
companies in the ports of the other contracting party is subject to income
tax in the territory of the party whose flag the ship is flying only()

*Forming a joint navigation committee between the specialists in the
two countries to follow up the implementation of the agreement and re-
solve any disputes arising from the implementation.

Entry into force of the agreement

A data bank(1) in the Egyptian maritime transport sector:

! Lyle Daly:What Are Smart Contracts, the motley fool. 2022. P. 1.
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The first specialized data bank in the Middle East, Africa and the Arab
world to provide distinguished, high-level information services based on
information accuracy, speed of performance, periodic update, unlimited
informational benefit for a limited fee. The official source of information
approved by the state for maritime transport data.

The vision is to provide all information to decision makers, those inter-
ested in the maritime transport industry and researchers, through a central
database connected to the Egyptian port authorities.

The message includes contributing to an effective role in raising the
performance of Egyptian maritime transport by providing accurate and
documented information, with diverse printed and visual visions; With
high quality, for all those dealing with the Egyptian shipping industry us-
ing the latest information technology technologies.

One of the Bank’s objectives is to provide accurate data and infor-
mation on the sector’s activities to serve planners, decision makers and
those interested in the maritime transport industry.

The bank’s operating systems consist of several main groups that cover
most of the Egyptian maritime transport activities through a central data-
base that is updated periodically from all external data bank sites:

*Egyptian port movement systems, including the movement of ships,
goods, containers and passengers.

*The systems of the Egyptian Authority for the Safety of Maritime
Navigation, including the data of Egyptian ships and marine units, marine
passports, contracts, accidents and pollution.

«Bibliographical systems including maritime legislation.

Data Bank Services(2)

*Providing information and interactive services through the Bank's of-
ficial website: www.mts.gov.eg

eIssuing all kinds of pre-processed reports.

*Designing and preparing various detailed and statistical reports.

+Direct search of databases.

«Issuing periodicals (in both Arabic and English), which include:

— Statistical Yearbook: An economic and statistical analysis of Egyp-
tian port traffic data.

L www.mot,gov.eg
2 Nick Szabo : Smart Contracts: Building Blocks for Digital Markets, 2018. P. 12.
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— Sea Ports Directory: Basic data for the main and specialized Egyp-
tian ports and the economic zone of the Suez Canal.

— Entities and Companies Directory: Basic data for companies and en-
tities working in the field of maritime transport.

— Maritime legislation: a set of volumes that include laws and deci-
sions regulating maritime transport activities within the Arab Republic of
Egypt.

The transport sector promotes economic activity and is fundamental to
human well-being, but this sector has significant impacts on the environ-
ment and human health. Transportation activity is increasing worldwide as
economies grow, which means that gas emissions from the sector are also
increasing. This is largely because 95 percent of the world's transportation
energy still comes from fossil fuels.(1)

Transportation activity is increasing worldwide as economies grow,
which means that the sector's emissions are also rising. This is largely be-
cause 95 percent of the world's transportation energy still comes from fos-
sil fuels. At UN Environment, work is being done to sever the link be-
tween increased mobility and increased emissions. We believe low-carbon
mobility can reduce pollution while creating jobs, making streets safer,
strengthening infrastructure and stimulating local economies. The United
Nations is a partner in many leading global transport programs in areas
such as fuel economy, small particle pollution, and infrastructure devel-
opment, some of which are implemented through public-private partner-
ships. This is done through contracts between organizations.

Technological applications are the key factor to stay competitive

The current period is witnessing strong competition between smart or
participatory transport companies, and the success of each of them is
linked to the quality of service, and keeping pace with technological appli-
cations aimed at providing a good service for the passenger.

The transport sector in Egypt is one of the promising fields, especially
since there are a number of elements for Hajj, including the number of
passengers increasing on a daily basis, and the current road network, in
addition to the government seeking to involve the private sector in basic
services.

! stefaniaFiorentino , Silvia Bartolucci : Block chain-based smart contracts as new govern-
ance tools for the sharing economy, Elsevier, 2021. P. 1.
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nommyeckoe Npaeo, MHPOPMALMOHHOE NPaBo », KOpuanyeckuin UHCTUTYT Poccunit-
cKoro yHuBepcuteTa TpaHcnopta (MUANT)

UHdopmaumoHHaa 6e30nacHOCTb Ha TpaHcnopTe NPobnemMbl
¥ NyTH peLeHns

AHHomayus. B ctatbe paccMoTpeHbl 0COBEHHOCTU UHOPMALMOHHON 6e3-
OMacHOCTU Ha TPaHCMOopTe, YkasaHbl Npobnemb! 1 Nyt peweHns. OCHOBHOE BH K-
MaHWe YaeneHo xenesHogopoxHoMy TpaHcnopTy. OTtpaxeHa npobnema opmu-
poBaHusi B Poccum cucteMHoro nogxoaa kobecneyeHmo TpaHenopTtHon Besonac-
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HocT. OB6oCHOBaHa HeobX0ANMOCTL COBEPLLEHCTBOBAHNS HOPMATUBHOM 6a3bl
perynupoBaHns TpaHCNOPTHOW Be3onacHoCTu.
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MaLMOHHbIEe PeCypChbl; TpaHCMopTHas 6e30nacHOCTb.
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Information security in transport problems and solutions

Abstract. The article discusses the features of information security in transport,
identifies problems and solutions. The main attention is paid to railway transport.
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Ha ceronmsimamii 1eHb, KOTrJa BUIHBI PE3YJbTaThl MU(GPOBU3AIMK BO
MHOTHX OTpacisfx TMPOM3BOACTBA, B TOM YHCJEe B cdepe TpaHCIOPTHOH
0e30MacHOCTH, MOXHO C()OPMYITUPOBAThH HE TOJIBKO BBISIBJICHHBIE TIPOOJIe-
MBI, HO M TlyTH UX peIleHus. beccropHbIM yTBEP)KICHHEM MOYKHO CUUTATH,
CO3/1aHMe HEOOXOIUMBIX TEXHHUECKHUX YCIIOBH sl oOecTieueHus 1udpo-
BOM TpaHC(hOpMaIMK MPOIECCOB TPAHCTIOPTHOW O0€30MacHOCTH.

Kak ormedaercst B oneHke 3kcriepToB OpraHuzaiii 3KOHOMUIECKOro
corpyaHnmiectBa u pa3Burwsi, K 2030 T. MHBECTHUIMOHHBIC MOTPEOHOCTH
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MHUPOBOM TPAaHCIIOPTHOM HMHPPACTPYKTYpHI, BKIIOYAIOIIEH a’3po- U Mop-
CKHE TIOpTHI, JKeJIe3HBIE JTOPOTrH, a TAaKKe TPyOOnpoBoIbl, cocTaBaT 11,3
TpnH gomt. [Ipennonaraercs, uro 6omnee 44% 3Toro odObema JOIDKHBI CO-
CTaBUTh WMHBECTHIMH B JKEJIC3HOMOPOKHYIO MHPPACTPYKTYpy (Topsaka 5
TPJH JOJL), YTO CBSI3aHO B MEPBYIO OYEPEb C pa3BUTHEM HH(POPMALWMOH-
HBIX TEXHOJIOTHUI.

IlenecooOpa3HO OTMETHTH, UTO B COOTBETCTBUH C MOJIOKeHUIMH JIOK-
TpuHbl  wH(OpMaImoHHOW Oe3omacHocTH  Poccuiickoir  Deneparmmn
(yrBepxkaeHa Ykasom [lpesunenra PO or 05.12.2016 Ne 646) onuum i3
HAIMOHAJIbHBIX MHTEPECOB B HMH(POPMAIMOHHON cdepe sBisieTcs obecrie-
YeHHe YCTOWYMBOIO M Oecrepe0oNHOro (yHKIMOHMPOBAHUSA KPUTHYECKOM
nHpopmarmonroii wHppacTpykrypel (KHUUW) Poccuiickoit ®eneparmu.
BaxapIM HampaBieHHEM JESATEIBHOCTH B 00JIACTH YCTOMIMBOTO U Oecre-
peboiiHoro ¢ynkimonuposannst KUU seisercs obecnieueHue ee HHPOP-
MarpoHHOH Oe3onacHocTH. MHbopmalmoHHbIe cucTeMBbl, MH(pOpMAaIMOH-
HO-TCJICKOMMYHHKAIIMOHHBIC ~ CETH, aBTOMATH3UPOBAHHBIC  CHUCTEMBbI
yhpaBienwsi, (QyHKIFOHUpYIOIe B cdepe TpaHcnopra, deaepanbHbIM
3akoHOM P® ot 26.07.2017 Ne 187-®3 «O 6Ge30macHOCTH KPHTHUIECKOM
MH()OPMAIMOHHOW HMH(PPACTPYKTYPB» OTHeCEeHBI K cyobekram K.

Ha ceromgusniamii 1eHh CO371aHBI HAJICKHBIC CPEJICTBA 3aIUTHI HHDOP-
Malmpi W oOecrieueHus WH(OPMAIMOHHOW OE30MacCHOCTH CIIOXHBIX CH-
CTEM, KOTOpbIE MPEeIyCMaTpHUBAIOT pEIleHUE NpoOJieM B YNPaBICHUM X
MH(pOpMAIMOHHONW 0€30NacHOCThIO; pa3paboTaHa KOHIEMmms obecrede-
HUsE MHGOPMAIMOHHONW 0€30MacHOCTH B aBTOMATU3MPOBAHHBIX, HH(POpPM a-
IMOHHBIX M TEJICKOMM YHHKAIIOHHBIX CHUCTEMaX, METOMOJOTH | 3aaud
3ammrel MHQOPMAIMK B HUX; ONPENEJICHBl TPHHIMIGI YIPABICHHUS WH-
(dopMaImoHHONH 0€30MacHOCTBIO; 00OCHOBaHA HEOOXOAMMOCTH CO3JIaHHS
HOJICUCTEMBI  yIpaBJIeHUs 0€30MacHOCThI0 HMH(pOpMAIMy; pa3paboTaHbl
OTJIeNIbHBIE MOJIENH, METOJbl U METOAMKH YNpaBJCHUS 3aIlUTON MHOP-
MalM B TIPOrpaMMHO-armapaTHeIX KOMIDIEKcax; pa3paboTaHa MeTon0I0-
Ul AMHAMUYECKON 3aIIUThl KOMIIBIOTEPHBIX CHCTEM; HMCCIIeIOBAHBI pas3-
JIMYHBIC ACTICKTHI BBISBIICHHS, OOHAPY)KCHHS W JIMKBIIAIMH yS3BUMOCTEH
Y KOMIIBIOTEPHBIX aTakK, a Takke Mpo0JeMbl YCTOWYMBOrO (DYHKIMOHUPO-
BaHUs KOMIIBIOTEPHBIX CUCTEM B YCJIOBUAX MH(POPMAIMOHHO-TEXHUYECKUX
BO3JICHCTBHUI, MpEeIJIOKeHA apXUTEKTypa M TMOAXOAbI K TMOCTPOCHHIO CH-
CTEMBI MHTEJUICKTYaJIbHBIX CEPBUCOB 3AIIMTHI MH)OPMAIHN B KPHTHIECKH
BaKHBIX HHPPACTPYKTYpaXx.

90



JlaHAbIe JTOCTIDKCHMS TO3BOJIWIM B IEJIOM O0ECTICYUTh NPHEMIICMBbIi
YPOBEHb MH(OPMAIMOHHON OE30MacHOCTH B cdepe NpUMEHeHUs HHPOP-
MaIMOHHBIX TEXHOJIOTWH, HO JUHAMUKA Pa3BUTHS CaMUX HHPOPMAIHMOH-
HBIX TEXHOJIOTHi, IMHAMHUKA WX BHEJPEHUS B TMPAKTHKY aBTOMATH3AIMH
JeSATEIbHOCTH TPAHCTIOPTHOM CHCTEMBI, TMHAMUKA OBICTPOrO MOPAJIHHOTO
«CTapeHus» CPEIICTB 3aAIMTH HHPOPMAIIMH CBHACTEILCTBYET, 4YTO dhPeK-
THBHOCTH YTIpaBJICHUs OOECIIEYSHHUEM JODKHOTO YPOBHS 3aIIMIIIEHHOCTH
KpUTHYEeCKOW MHMOpMAIMOHHOW WH(pAacTPyKTypbl He OyaeT oTBedaTh
KPUTEPHIO TIPHEMJIEMOTO PUCKA TIONYYESHHST HEJOIyCTUMOro yiepba (e-
JIOBOTO, KOMMEpPUYECKOro, (yHKIMOHAJILHOI0), HE IMO3BOJIIET 00ECIeUHTh
BBICOKMI ypPOBEHb TI'OTOBHOCTH aBTOMAaTH3MPOBAHHBIX CHUCTEM KpUTHYE-
CKOr'0 NPUMEHEHMWSI K PELICHHUIO CBOMX (DyHKIMOHAJIBHBIX 3a]]a4 B YCJIOBH-
SIX IECTPYKTHBHBIX HHPOPMAIIMOHHO-TEXHUIECKUX BO3JICHCTBHUMA.

Onna w3 mpoGsieM, KOTOpasi BHOCUT CYIIECTBEHHbIE OIPaHUYEHUS, —
3TO obecreucHrue MHOOPMAIMOHHOW OE30MACHOCTH U 3aIUThI MIePCOHATh-
HBIX JIaHHBIX B cdepe TpaHcnopra. HeobxonuMa pa3paboTka pekoMeHa-
IMid 711 BHECEHWS B HOPMATHBHO-TIPABOBBIE AKTHI, PErylaMEHTHUPYIOIINE
obecrieueHre TPaHCIIOPTHON 0€30MaCHOCTH B YaCTH UCTIONH30BAHHUS U 3a-
IUTHI TIEPCOHATIBHBIX JJAHHBIX MACCaKHPOB.

Taxoke OTIeNbHBIC BIIBI TPAHCIIOPTA OTJIMYAIOTCS HU3KOW MOOWIM3a-
IMOHHOM TOTOBHOCTBIO, YTO BJIEYET ONACHOCTH NPHU BOBJICYCHHM HAIICH
CTpaHbl B CHCTEMY MEXIyHapoaHOro Tpamura. CyecTBeHHas npodiema
— OTCYTCTBHE YETKOH M €/IMHOM CHCTEMBI pa3ielicHrs cep OTBETCTBE H-
HOCTH MEXIY TOCYIapCTBCHHBIM M YacCTHBIM CEKTOPOM B cdepe TpaHc-
MOPTHOW 0E€30MacHOCTH MPU OCYILECTBICHAN TIEPEBO30K.

BoeHnHast yrpo3a B HacTosiee BpeMs TpeOyeT MacITaOHOro UCIoNb30-
BaHUs TPAHCHOPTHON C(epbl, TAaK KaK MOXKET BO3HUKHYTh HEOOXOAMMOCTh
OKCTPEHHO U MAacCOBO MNPOM3BECTH 3BAKYyallMI0 HACEJEHWS W3 KPYIHBIX
TOpOJIOB, /IS Y€ro 0/DKHA OBIThH 3aJ1eiCTBOBaHA BCS CUCTEMA TPAHCTIOPTa,
MIOCPEICTBOM KOTOPOTO BO3MOKHO BBIBECTH 3HAUUTEIILHOE YHCIIO JIFOEH .

CeronHsa Kak HUKOIZ1a OOJBIIOE 3HAYEHHE UMEET roCyAapCTBEHHas MO-
ouTvKa B cepe TpaHCTIOPTHOM O€30MacHOCTH, KOTOpas HampaBieHa Ha
obecriedeHre HaIMOHAILHON O€30MaCHOCTH B IIEJIOM, Ha TIpeI0TBpalleHIe

! Komopun A. H. TIpobiemst B cepe obecriedeHrst TpaHCIIOPTHOM GE30MacHOCTH U Ty TH
UX pemeHus // Pa3Burne JIMYHOCTH M OOLIECTBA: SKOHOMHYECKHE, MOJIUTHKO-IPaBOBBIE U
KyJIbTy pHBIE aclleKThl : COOp HUK Hay YHBIX TPY ZOB IO MaTep HaiaM M ex 1y Hap OJ{HOH Hay Y-
HO-TIp akTHUecKod KoHpepeHimn 28 mexadbps 2021 r. benropox : OOO AreHTcTBO TIep-
CMeKTHBHBIX ~HayuHbIX wucchnemoBanmii  (AITHM), 2021. C. 56—58 // URL:
https:/fapni.ru/article/3437-problemi-v-sfere-obespecheniya-transportnoj
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MaTepHUanbHOro yiepda, NPUUWHEHWS] Bpena 370pPOBBIO JIOASIM, HA
NpeIOTBpAIeHNe MHBIX HETAaTUBHBIX TOCJIEACTBHI, YTO MOXET OBITH J10-
CTUIHYTO Ha OCHOBE COBEPIICHCTBOBAHUS MPABOBOH Oa3bl.

Ceiuac perynupoBaHHe TPaHCTIOPTHOM 0€30MaCHOCTH OCYIIECTBISICTCS
TIOCPEICTBOM OT/ACIHHOrO (peZIepabHOrO 3aKOHA, CYIIECTBYIOT H CICIH-
aJIbHBIC TPOrPaMMBbl Pa3BHUTHSI TPAHCTIOPTA, ONPE/ISIHIIONINE B TOM YHUCTIE U
CoJIepKaHHue TOCYIapCTBEHHOW MOJIUTHKH B 00JIACTH 00eCTieYeHns TPpaHC-
nopTHoit Gesonackoctr'. To ecTh MIeT paboTa B cepe COBEPIICHCTBOBA-
HUS 3aKOHONIATENIbHOM 0asbl, perjiaMeHTHPYIOIICH BOMPOCHI TPAHCIIOPT-
HOI 0€30MacHOCTH, HO MX SIBHO HEIOCTATOYHO.

Taxum oOpa3om, HA COBPEMEHHOM 3Talle CleAYyeT paccMaTpuBaTh CO-
BEPLICHCTBOBAHHE 3aKOHOJATEILCTBA B aHAIM3UPYEMOM cepe B kauecTBe
npuopuTeTHON 3amaun. Celuac BBIIENSIOT CIEAYIONIMe NPoOJIeMbl, Bie-
KyIIUe K CHIDKCHUIO 3aIlMIICHHOCTU TPAHCTIOPTHON cQepsl:

— OTCYTCTBHE OCO3HAHMS TOCYIapCTBOM HEOOXOAMMOCTHU HCTIONB30-
BaTh HAa BCEX BHAAX TpaHcropTa HaubOonee 3(pheKTUBHBIE U COBPEMCHHBIE
TEXHOJIOTHH 0€30MaCHOCTH, PyKOBOJACTBYSACH MPU 3TOM 3apyO€KHBIM OITbI-
TOM, M, KaK CIIEJICTBHE, HEJOCTATOYHOCTh (PMHAHCHUPOBAHMS JAHHOTO
HaTIPaBJICHHS,

— orcyTrcTBHe 3(p(PEKTHBHOrO aHAJIM3a COOTHOIICHHS 3aTPAT U BHITOJ]
OT TEX WIM MHBIX NPOLEIYp, pea3yeMbIX B IeNIsIX 0o0ecredeHns TpaHC-
MOPTHOM 0Ee30MaCHOCTH.

[ToxBomas UTOT, MOYKHO YTBEPKIATh, YTO B HACTOAIIECE BpeMsl TpeOyeT-
Csl COBEPILICHCTBOBATh HOPMATHBHYIO 0a3y peryMpOBaHMs TPaHCIIOPTHOM
0€30IMaCHOCTH, PACTIPEICIIATh 30HbI OTBETCTBEHHOCTH B JaHHOM cdepe u
(opMHpPOBaTH KOMIUICKC CIEIMATIBHBIX MEp, TIO3BOJISIFOIIMX M HHHMU3HUPO-
BaTh yrpo3bl. M BbIpaOOTKY CHCTEMHOr0 MOAXO/AA K MOBBILIEHHIO d(dek-
THUBHOCTH OO€CIIeYeHUs TPAHCIOPTHOM O€30MacHOCTH Helb3s OTKJIAJbl-
BaTh Ha JIONTHH CPOK, HEOOXOAMMO KaK MOXHO OBICTpee HauaTh paboTy B
JTAHHOM HATIpaBJICHUH, TIOCKOJIBKY 3HAU€HHE TPAaHCIIOPTHOM Ge30mac HoCTH
BO BCeX cepax >KM3HEJEeATEIbHOCTH OIPOMHO, €€ KaueCTBO OKa3bIBaeT
CYIIECTBEHHOE BIIMSHUE M HA COLMAJIHHO-3KOHOMHMYECKOE pa3BUTHE TOCY-
JapcTBa, M HA 3alIUTY TOCYJAPCTBEHHOTO CYBEPEHUTETA M HALMOHAJILHOM
0€30IMacCHOCTH.

! Yepemmmuenko A. E. TpaHcropTHas Ge30IACHOCT KaK BaKHEHINAs COCTABIISIOMIAs
HaIMOHATBHON Oe3omacHoCTH // AKTyalbHBIE BONPOCH HaykW M HpakTHkH. COopHHK
Hay4YHBIX TpyHoB mo Marepuanam XIII M exmyHapomHON HayYHO-TIpaKTHYECKOW KOH(pe-
penimm. M., 2019. C. 108
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OBeukuH AnekcaHgp lMetpoBuvy,
LOKTOP (h1riocodckux Hayk, npodeccop, npodeccop kadeapb! « AQMUHUCTPATUB-
HOe NpaBo, 3KONIOMMYECKOE NPaBo, MH(OPMALMOHHOE NpaBo» KopUan4eckoro uH-
ctutyta Poccuiickoro yHusepcuteTa TpaHcnopta (MANT)

K Bonpocy o noHsaTuu kubepbesonacHocTb

AHHomauus. MNoscemecTHas UnpoBmM3aLms obHapykuna OfHy U3 BaxHeil-
wmx rnobanbHbIx Nnpobnem — npobnemy knbepbesonacHocTh. MoHaTHE Knbep-
6e30MacHOCTM HAYMHAET WMPe W aKTUBHEE MUCMOMb30BATLCS Kak B MEXAYHApOA-
HOM NpaBe, Tak 1 NPaBOBbIX CUCTEMAX MHOMMX rocyaapcTs. OaHaKo B pOCCUICKOM
3aKoHoJaTenbCTBE OHO He MOJTY4MNO CBOETO AOIMKHOO OCBELLEHUS.

Knroyessle crosa: knbepbe3onacHOCTb; MHPOpMaLMOHHas 6e30nacHOCTb; 3a-
LmTa UHOPMALIK.

Alexander P. Ovechkin,
Doctor of Philosophy, Professor, Professor of the Department of Administrative
Law, Environmental Law, Information Law of the Law Institute of the Russian Uni-
versity of Transport

On the question of the concept of cybersecurity

Abstract. Ubiquitous digitalization has turned into one of the most important
global problems — the problem of cybersecurity. The concept of cybersecurity is
becoming more widely and actively used both in international law and in the legal
systems of many States. However, it has not received its proper coverage in Rus-
sian legislation.

Keywords: cybersecurity; information security; information protection.

WNudopmaTmzarms v 1udpoBm3almsi NPeICTABISIOT O0IIECTBY H YEI0-
BeKy Bce Ooublne u Oomnbine pazHooOpas3Hbix Omar. Ho omHOBpeMeHHO
HPUXOIOM HMH(OPMAIMOHHBIX TEXHOJOTMH PEe3KO aKTHUBH3HUPOBAJIACH JI€si-
TEJILHOCTh TPECTYIHBIX IPYIIMPOBOK, 2 B OOMXOJ NMPOYHO BOLLIO HOBOE
cioBo «xakep». [Ipuaem mpecTyrvieHuss B MHPOPMAIMOHHOH cdepe oka-
3aJuch Kyaa Oosee pa3pylMTeIbHIMU M 00IIECTBEHHO onacHbIMH. C 1mo-
MOIIIBI0 KHOSPTEXHONOI I OCYIIECTBISIFOTCS TEPAKTHI, HE3aKOHHO M3bI-
MAIOTCSI OPOMHBIE JICHESIKHBIC CYMMBI, TIAPAITHBYETCSI IEATEILHOCTD KPYT-
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HbIX KOMIIAHWM, KpaJlyTcs CBEIEHH O MWUIMOHAX Jronei. Ilo pacueram
HEKOTOPBIX AKCTIEPTOB yOBITKH, MPUIUHEHHBIE IEHCTBUAM XaKepOB MHUPO-
BOW SKOHOMUKH, JOCTHIAlOT TPWLIMOHOB JIOJUIAPOB, & KOJIMYIECTBO CIIyda-
eB xakepckux atak B 2019 T. BO3pociio B JBa pa3a MO CPaBHCHUIO C
npesiaymyM rogoM [3]. Ilpu 3ToM Bce 3TH NpecTyIVIEHHs] COBEPIIAOTCS
B TTI00aJIbHOM KHOEPIPOCTPAHCTBE, YTO CEPhE3HBIM 00Pa30oM 3aTPYIHICT
TIOMCK KHOEPIPECTYIHUKOB.

[Tobeny B 6oprOe ¢ KHOEP3JIOM MOXHO OJIEPXKaTh TOJBKO MPUHATHEM
I00AbHBIX MHOTOYPOBHEBBIX CHCTEMHBIX Mep. OmHol u3 Hambomnee 3¢-
(DeKTHBHBIX M JICHCTBEHHBIX MEp SIBJICTCS 00ECIIeYCHHE TIPaBOBOIO PETy-
JIMPOBAaHMSI OTHOIIEHMII B KHOEPIpPOCTPAHCTBE KAaK HAa MEKAYHApPOIHOM,
TaK ¥ HalMOHAJILHOM ypoBHe. OJIHAKO MpaBoBasi perjiaMeHTalys 3TUX OT-
HOIICHWI Jajieka OT coBepuieHcTBa. Cpear MHOXKECTBA MMEIOIIMXCS B
3TOH cdepe npodieM 0co00 BhIIEISETCS MPodJieMa OTCYTCTBHS MPABOBOI
TEPMHHOJIOTUYECKON SICHOCTH W HECOIJIACOBAHHOCTH. B MaHHOH cTaThe
o0paTUMCS K MCXOJHOMY M KJIFOYEBOMY TIOHATHIO KHOEPOE30MacCHOCTh —
TEPMUH, TMOTyYUBLINK MPOIMMCKY B MEXKIYHAPOJHOM M 3apyOe’KHOM 3aKo-
HOJIATEJIbCTBE, HO HE HAILEAIIMA HUKaKOTO OTPa’KEHUs B OTE€UECTBEHHBIX
HopMaTuBHBIX akraXx. [Ipeamnpunsaras B 2014 r. moneiTka npussitua Kon-
IETIMK cTpaTerui kudepode3omacHoctn Poccwiickort depeparmm, B KOTO-
poii OBUT pa3paboTaH COBPEMEHHBIH TEPMHUHOJIIOTMYECKUI armapaT, OKka3a-
Jach Hepea30BaHHOM.

B npaBOBBIX HOPMATHBHBIX aKTax Halled CTpaHbl 3aKPEIUIEHbI TEPM U-
HBI: HHGOPMAIMOHHAsT O€30MacHOCTh U 3amura uHhpopMamm. M3 ct. 1 u 8
®denepanbHoro 3akona ot 28.12.2010 Ne 390-d3 «O 06e30MacHOCTH» BbI-
TEKaeT, YTO 3TH TEPMUHBI BKIIIOYCHBI B MHBIC BUIBI O€30MacHOCTH. B 1.
16 denepanpHoro 3akona ot 27.07.2006 Ne 149-d3 «O06 wunHbopMmarmmy,
MH(OPMAIMOHHBIX TEXHOJIOIMSIX U O 3aIliuTe MHPOpMalMm» peub HIeT He
00 mHpOopMaIMOHHON 6€30MacHOCTH, a O 3aIuTe MHpOpMAalWH, a 3a Tpa-
BoHapyteHust B 3ol cdepe cr. 13.12 Komekca P® 06 agmMuHHCTpaTHB-
HBIX TPaBOHAPYIICHUAX TPEIYCMOTPEHa aJMHUHHCTPAaTUBHAS OTBETCTBEH-
HOCTb.

B Crparervmu u JlokTpuHe HaimoHalbHOW Oe3omacHocTH Poccuiickoit
deneparpy roBOpUTCs YK€ He O 3ammre MHpopmalmy, a 00 nHpopmaiy-
OHHOW 0€30MacHOCTH, KOTOpasi pacCMaTpPUBAETCS KaK BHUI HALMOHAJHHOM
0€30IMaCHOCTH, LIETHI0 KOTOPOTO SBISIETCS YKPEIUICHHE CYBEpEHHUTETa TOC-
ymapcTBa B mHDOPMAIMOHHOM TpocTpancTBe. B OcHoBax rocymapcTBeH-
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HoW moymtuku Poccuiickoit defepaimy B 007aCTH MEXKAYHAPOIHON WH-
(dopmarmonHol 6e3omacHocTh (cM. Ykas Ilpesunenra P® or 12.04.2021
Ne 213) u Konnermu BHemmHel noautukk Poccuiickoir degeparmu (CM.
Vka3 Ipesunenra P® or 30.11.2016 Ne 640) nosiBsieTCst €Iile OHMH TEP-
MUH — MeXJIyHapoJaHas uH(popMmalpoHHas Oe3omacHocTb. Ho He sicHO
KaK OH COOTHOCHUTCS C TEPMHHOM «HAIMOHAJIbHAsI 0€30MacHOCThY, TO JIU
OH SIBIIETCSL €T0 Pa3HOBHIHOCTBHIO, TO JIM CAMOCTOATEIbHBIM HAaNPaBJICHH-
€M JIeSITEIbHOCTH TI0 00eCTeUeHUI0 MHPOPMAIMOHHON Oe30nacHOCTH/

Takum 00pazoM, 3aKOHOAATEIb, TPEXKIE BCETO, ONMMPASTCS HA TEPMUH
«uHpopMaImonHasi 6e30macHocTh». OIHAKO ObUIO OBl HEBEPHBIM COPACHI-
BaTh CO CYETOB KMOEPTEPMHHOJIOIHIO, TEM Oojlee 4TO OHAa BCE aKTHBHEE
BXOJIUT B MPaBOBOM 00OPOT MEXTyHAPOIHOIO MpaBa M HAIMOHAJIBHBIE Tpa-
BOBBIE CHCTEMBI MHOTHX T'OCYJIapCTB. B HaydHOM MTepatype 1mo 3ToMy BO-
NpOCy CYIIECTBYIOT pa3jiWdHbIe TOYKH 3peHUS. B HEKOTOPBIX MCTOYHUKAX
002 9TU IOHATHUS paccMaTpUBAIOTCS Kak ToKaecTBeHnbie [4]. Bpsan nu ta-
Kasi TOYKa 3peHUs OTpaKaeT COBPEMEHHbIC peaymi. HopmaTHBHOE ompe/e-
JeHve MH(POPMAIMOHHOM 0€30MacCHOCTH CBOAMICS JIMIIb K COLMAIbHBIM
acreKTaM, a IMEHHO 3alIMIIEHHOCTH JITYHOCTH, 00ILECTBAa M TOCY1apCTBa.
Ho sra 3anmmeHHocTh 00ecniednBaeTCss MHOTUMHE (paKTOpaMu: OpraHm3a-
IMOHHBIMY, TEXHIYECKHUMH, HPAaBCTBEHHBIMHU M JIp., KOTOpHIE HE HAIILIHA
CBOETO OTpa)kKeHWs B JIAaHHOM ompejesieHnd. [IpaBia, HEKOTOpbIE M3 HHX
Ha3BaHbI B cUCcTeMe obecrieueHus MHPOPMalMOHHON 6€30MaCHOCTH.

Psn mpaBoBesoB mpeasiaraloT CBECTH KMOEpOE30NacHOCTh K COBOKYII-
HOCTH METOJIOB, KOTOpbIE MNPHM3BAHBI 3alMIATh HHPOPMAIWIO, MOCpe-
CTBOM 3aIlUTHI TEJIEKOMMyHUKAIIMOHHBIX KAHAJIOB KaK XpaHHUTEJEeH 1 pac-
npocTpanuresicii napopmarmn [2]. TpyaHO COrfacUThCA C TEM, UYTO KH-
0epOe30MacHOCTh OrPaHUYMBACTCS UCKITIOYUTCIIBHO COBOKYITHOCTBIO TPH-
€MOB, CPeCTB U crocoO0B MH(popMaImoHHOH 3amurel. OHa TpeOyer Le-
JOTO KOMIUIEKCAa Mep, BKJIOYas CIELMAIM3UPOBAHHOE MPOrpaMMHOE
obecrieueHre, HAIMYVE TOJMOTOBICHHBIX KaJIpPOB, ONpejeeHHON uHpop-
MAaIWMOHHOW KyJIbTYpBI MOJIb30BATENIEH U T. 1.

PacnpocTpaHeHHBIM SIBISIETCS B3I HA KHOEpOe30macHOCT JIMIIb Kak
Ha TEXHUYECKYIO0 YacTh MHPOpMAaImMoHoi Oe3omacHocTH [1]. B atom cry-
4ae OHa CBOJAUTCS TOJNBKO K MHPOPMALMOHHBIM TEXHOJOI'MSIMU T10 3allUTe
ceTel, TopTOB, MPOrPaMMHOT0 00ecTeyeHns, TEXHUIECKUX YCTPOHCTB OT
XaKepckux atak. Ho mpu TakoM momxoae HUBWIMPYETCS pOiib CYyObEKTHB-
HOTO (paKToOpa.
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CymiecTByeT M NPOTHBOINOJIOKEHHAS! TOYKA 3PEHHS, COTNIACHO KOTOPOM
KrOep0Oe30MacHOCTh KpoMe WH(POPMAIMOHHOM 0€30MacHOCTH BKITFOYAET B
ce0s1 0e30MmacHOCTh TPHIOKEHUH, CETEBYIO M ONEepalMoHHyI0 Oe3omac-
HOCTbh, 00y4eHHe MoJb30BaTese u T.1. [5] Ha Harr B3riisia, Takas mo3uims
jporyctrMa. Ho mpu ycrioBum, 4TO IMIABHBIM pas3rpaHUUIUTENIEM MOHATHI
«MHpOpPMAIMOHHAST 0E€30MacHOCTh» U «KHOEPOE30MaCHOCTHY SBISIETCS
croco0 pacnpoCTpPaHeHHSI U XpaHESHHU MH(POPMAIIHIL

B coorBeTcTBHM ¢ DenepaibHbiM 3akoHOM «O0 uHbOpMaIwH, HHOOP-
MAIMOHHBIX TEXHOJIOTMSIX M O 3al|Te HMHpOpMAIMmy ToJ HHpOpMAaIHCH
TIOHMMAIOTCsI CBEICHMST (COOOICHMS, TaHHbIE) HE3aBUCUMO OT (POPMBI MX
npenctaiennd. Mexoas w3 . 1 cT. 16 3ammre nojexur modas ykazaH-
Has B Hell mH(opMarwsi, He3aBUCHUMO OT (HOpMBI ee TpencTaBieHus (Oy-
Ma’kHasl, yCTHasl, JEKTOpOHHas U T.1.). U3 conepikanust JJOKTpHUHBI Takke
BBITEKAET, YTO HMHPOPMAIMOHHAS OE30MaCHOCTh MPEJNONaraeT 3allyTy
mHpopMaImio B JIOOBIX (hopmax ee mpeacTaieHus. [loaromy, korma ro-
BOpAT 00 HMHPOPMAIMOHHON OE30MAaCHOCTH, MOAPa3yMEBACTCs 3allUTa
uHpOpMaIyy, MpeICTaBICHHOW W paclpocTpaHsieMoll B o0oi ¢gopme u
nmo0bMU criocobamu. Knubepbe3onacHoCTh 00ecrevrBaeT 3alury uHPop-
MalyH, XpaHAIIyIoCsS Ha CIEIMaJbHBIX TEXHUYECKUX YCTPOMCTBAX M pac-
NPOCTPaHIEMYIO Yepe3 TeJIEeKOMM YHHKAIIMOHHBIE CHCTEMBI.

Takum oOpa3om, kHOEepOE30MaCHOCTh — 3TO OpraHMW3aIFOHHAs, Tpa-
BOBas, HPABCTBEHHAs, TEXHUUECKasi M TEXHOJIOrMyeckas 3ammra uHpop-
MalWM TpakIaH, IOPUIUMYECKUX JIML, MyOJIMYHBIX OOpa30BaHW, XpaHs-
IEHCS Ha TEXHMYECKHX YCTPOICTBAX M pacHpoCTpaHseMasi ¢ MOMOILIBIO
TEJIEKOMMYHUKAIIMOHHBIX CHCTEM OT HECAHKIMOHMPOBAHHOTO JOCTYMA K
Hell. KnbepOe30macHOCTh BKITIOYACT B ¢€Osl HEMOCPECTBEHHYIO 3aIUTY
camoii nHpopMaIyy (HanpuMmep, IMyTeM €€ KOIMPOBAHMS, 3ampeTa Ha KO-
NMPOBaHKE, CKPBITHA MAroK M (ailioB W 11p.), a Takke ONOCpe10BAHHYIO
3anmry uHbopMmaipy. OHa OCYIIECTBIAETCS MOCPEICTBOM OIPaHUYCHUS
WIK 3aMpeTa JOCTYyNa K TEXHHIECKOMY YCTPOHCTBY, HA KOTOPOM XPaHUT b-
cs1 uHpopmaIms (KOMIbIOTEp, MOOWIBbHBIN TeaedoH, ITTaHIeT), K cepBe-
paM, ceTsM, codraM, MPOrpaMMHOMY oOecTiederro u T.1. KubepOesomac-
HOCTB pelllacT 3aJlayy M0 COXPAHHOCTH MH(POpMAIH, HEUTpaTH3aIU HIH
CHIDKCHHMIO PUCKOB OT KHMOepaTaTkK, HeJIOMyLEHHIO COOeB U OTKa30B B pa-
00Te TEXHHKH, 3aIIUTE OT PA3JIMIHOTO poAa TEPPOPUCTUIECKUX U MOLIIE H-
HUYECKHX JIEHUCTBUM.
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The challenge of data protection in the maritime transport:
case of shipping industry

Abstract. The arrival of new technologies or more generally the digital transfor-
mation of the maritime sectoris driving a critical shiftin the volume and importance
of the data processed for and by the ship. In Due to the exponential growth of digi-
tal data, the need of management and security of these becomes the first chal-
lenge of the maritime activities. In addition, the sector is increasingly using objects
connected or insufficiently protected embedded systems. Management of data in
the broad sense is therefore at the center of maritime activities and naval defense.
This requires the establishment of a real policy of data security, integrating the
detection of intrusion attempts, malicious code, data leaks and suspicious behav-
ior. In this context, this paper studies the challenges of data protection in the mari-
time sector with focus on the shipping case in particular. The organization of the
paperis as follows: the first section representa view on the data protectionin mari-
time sector. The section two studies the different challenges that maritime indus-
tries survey. In third section study the case of shipping industry.

Keywords: maritime transport, digital transformation, data protection in mari-
time sector.
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Introduction

Digitization and digitization of transport are latent, especially in
transport of goods. The fragmentation of this sector once again poses prob-
lems: the investment needed to digitize and facilitate transactions and the
supply chain in general is difficult to advance for small structures than for
large ones groups.

In addition, the shipping industry systems are linked to separate inte-
grated transport systems (Jovi¢ et al. 2019). For example, maritime opera-
tions involve complex procedures that require the interaction of many ac-
tors (Jovi¢ et al. 2019). Additionally, numerous rules and regulations gov-
ern the industry, making transactions rigid, complex, and costly both in
time and money (Jain 2018). In addition, the maritime sector operates us-
ing an information network that has different parties (Jabbar and Bjern
2018). Also, in the maritime industry there is a large amount of data that is
generated from different sources and in different formats. This includes
traffic data, freight data, etc., (Zaman, . et al. (2017).

1. Data protection in the maritime transport

Digitization affects the maritime sector, like many others sector, into
the world of hyper-connection: list of precious cargoes, tracing and intelli-
gent routing, connected objects, predictive refueling, assisted positioning
of loads, port optimisations, etc.

The ecosystem, ship, cargoes and port infrastructures, become targets
for cybercriminals

Operational technologies, automated data processing tools industrial
environments are still in the early stages apprehension of cybersecurity
issues but move forward quickly in this area in order to cope with the digi-
tal convergence.

The ships or Port infrastructure is no exception to this observation. The
flaws in the industrial system are linked to the following observations:

» The absence of partitioning between the general information systems
and unsecured industrial systems;

« the low level of access protection with controls sometimes non-
existent or very simple, the widespread use of administrator accounts and
the lack of protection on access terminals;

* The very low level of updating and the use of protocols not reliable
and unencrypted;

» The lack of vision and integration of security into the often internal
developments;
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* Lack of monitoring of anomalies;

» The ever-increasing integration of non-hardened systems available
easily and not mastered or not known to the teams in charge;

« the lack of control of stakeholders on the systems such as subcontrac-
tors or maintainers.

In the same context, the cybersecurity is at the heart of many security
topics and the manipulation of data is becoming more and more frequent.
Today, where information is a resource, the data manipulation can give a
competitive advantage by providing many information. Maritime transport
is increasingly exposed to cyber-attacks due to increasing technological
developments and crews destined to be restricted. Hacking the data of
shipowners, container ships, carriers and port officials could be used for
cargo. This risk highlights the need for cybersecurity related to the availa-
bility, integrity, confidentiality of information.

However, this is not the only type of attack. For example, the recent
context has demonstrated large-scale destabilization of data integrity. Ma-
licious software which, once entered into the computer network, is able to
encrypt all the data present on an information system and generate a gen-
eral paralysis of the activity of a targeted company. If this same type of
attack appeared in a port area, paralysis, even of short duration, would dis-
order completely the supply chains of several companies, and this, simul-
taneously.

There are a multitude of plausible attacks due to the digitization and
exploitation of old information systems, such as ransomware, identity
theft, tampering with data, disclosure of information, denial of service, or
elevation of privilege to within an information system, in order to become
omnipotent as an attacker. Organizations have, until today, reacted to the
drastic changes in the supply chains in different ways. Some put pressure
on suppliers in order to integrate common systems to obtain a better visi-
bility of the goods.

For contractors, some still use old systems to integrate and communi-
cate information like the EDI system. This decision may be related to a
lack of strategy by these actors, or even a fear of digitizing all the infor-
mation because the transition is not mastered, or there is no expertise to do
so. Although this transition is costly, other players have directly opted for
a digital solution, with a specialized and secure network to manage infor-
mation in a precise manner. Thanks to data analysis and sometimes artifi-
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cial intelligence, some organizations have become incredibly sophisticated
in their ability to understand their surroundings and know where their
goods are. However, this secure network construction is incredibly expen-
sive and the acceptance of the partners as to the security compliance stand-
ards imposed by this type of digital system is difficult.

Today, the new challenges of data protection target flow transformation
information to ports and terminals. This is the type of challenge that
TradeLens wants to take up, an emerging IBM venture that works in con-
junction with the transportation juggernaut Maersk. The solution provided
by TradeLens is that of advanced visibility from a platform promoting sev-
eral aspects of the supply chain, including optimization ports and termi-
nals. Basically, the information will be structured once received by the port
in real time. This will allow the entity to continue to receive updates from
dynamically on the status of the reservation, arrival times, estimates as
well as modifications to the transportation plan. Due to the number of dif-
ferent entities involved in the transportation of goods for go to the other
side of the world, there is an inherent cost complexity, imposed by the new
technologies. Current systems for communicating and maintaining the vis-
ibility of the freight are not sufficient to ensure the complex supply chains
that we need today. Take as an example the geolocation of container ships
between two ports that assist navigation, provide an estimate of the arrival
time, and prevent collisions between ships.

Navigation data systems are provided by satellites via the GPS system.
These can also be subject to cyberattacks or serve as espionage. Economi-
cal by the data transiting via the satellite used. The anticipation of a jour-
ney, identity theft, degradation or blocking of positioning services, are pal-
pable risks in this sector. This is partly why each major player has devel-
oped its own satellites with geolocation systems, for example.

New solutions, particularly involving geolocation, provide a sharing of
secure data, in a structured way and allow complete visibility of the jour-
ney of end-to-end container across all stakeholders involved. The need in-
creasing number of tracking devices such as those used for traceability or
GPS applied to transport and logistics, highlights a real need for data pro-
tection.

2. The challenge of data protection in the maritime transport

In order to cover the risks and ensure a significant cyber-resilience of
the vessels, it should be determined whether these environments include
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specificities and which ones. The potential cyber risks for a ship are of
several orders due to the different subsets that make up its information sys-
tem:

* a ship foremost a set of on-board industrial systems, an operational
network that moves with all the risks and specific constraints;

* a ship is a large flow of data processed by a conventional computer
system of greater or lesser size depending on the context, on cruise ships,
real floating cities, they are extremely large, complex and include public
networks;

* a ship is a set of specific operational systems used for identification,
navigation, positioning (AIS,RADAR, GNSS,...). data mining in the ship-
ping industry have a positive impact on the safety and quality of service
for customers

The arrival of the digital transformation driving a critical change in the
volume and importance of the data processed for and by the ship cause of
the exponential growth of digital data, the need of management and securi-
ty of these becomes the first challenge of the maritime activities.

This is a strategic issue, including with regard to concerns commercial
ships transporting goods or passengers.

Management of data in the broad sense is therefore at the center of mar-
itime activities and naval defence. This requires the establishment of a real
policy of data security, integrating the detection of intrusion attempts, ma-
licious code, data leaks and suspicious behavior.

2.1. Blockchain as a response to data protection problem

The need of data security is a priority in the strategic development of
companies. In order to guard against the risk of data corruption, some
companies in the transport sector have turned towards a recent technologi-
cal alternative as the blochain. The technology of the blochain was a great
solution in the supply chain for helping shippers, carriers, brokers, finan-
cial agents, banks, customs offices, and other stakeholders (Zhou, 2021).

The blockchain can be defined as a storage and transmission of infor-
mation, transparent, secure, and operating without a central body of con-
trol. In other words, it is a database made up of blocks, each having access
to part of the information. These nodes are interconnected, thus forming
chain. This chain makes it possible to guarantee the security of the system
and therefore the confidentiality and data immutability; it is a network of
trust.
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Still recent, this technology is little known to small players who are not
familiar with data protection issues, but it is increasingly becoming a ma-
jor asset for large companies.

2.2. A secure and efficient system

In maritime transport, the supplier will transmit the information concerning
his origins to the carrier link in the chain (the carrier). Assuming that the mes-
sage was transmitted using a ten-node blockchain, the latter will receive ten
messages. I one of the users has attempted to modify the information, the carri-
er will receive nine correct messages and one incorrect message. It will be easy
to know which one is wrong, because each message transmitted contains the
history of changes made to the initial information.

In addition, the data transmitted in the blockchain is encrypted and us-
ers must use, in order to be able to transmit the data, decryption keys
which are specific to them. It is not therefore not possible to usurp the
identity of a block, without having the decryption keys.

In addition to the better data security it offers, the blockchain allows the
company a significant productivity gain. By removing the intermediaries,
normally present in the process of transmitting information, the latter cir-
culates more freely and more quickly.

In addition, it is possible to automate the management of nodes. Thus,
on criteria objectives, an algorithm can automatically verify the veracity of
the information transmitted.

Human intervention is then completely eliminated, erasing the risk of
alteration of the given by man. This automation reduces the processing
time of the information of several days in the event that an intermediary
verifies the information a few time.

The use of a blockchain system has many advantages and its variation
in the transmission of data improves the productivity of the company and
better protect the transmitted information. This technology could therefore
be used in the sector transport in order to reduce processing times between
actors and improve trust in a sector in which intermediaries are very nu-
Mmerous.

3. The case of shipping industry

3.1. The role of shipbuilding in maritime cybersecurity

Those who build and equip ships have the heavy responsibility for inte-
grating the cyber spatial dimension into the design, construction and
maintenance throughout their life cycle.
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The cybersecurity of maritime spaces is nourished by what is played
out «at land», at sea and on board. If the consideration of one of the three
dimensions is insufficient, the result obtained will be below expectations
and the permeability to likely attacks.

For example, on board ships, it necessary take into account the digitali-
zation to develop first a digital approach to meet the challenges of embed-
ded cybersecurity.

3.2. Shipbuilding at the center of the challenges cybersecurity

The shipping industry will be in front of several challenges such as data
processing, reliability, and data security. Also, Various regulations rely on
ship data Zaman et al., 2017.

The shipbuilding industry sees its action evolve gradually, as the men-
tality and the perception of an acceleration of cyber threats. The ship is no
longer isolated and ransomware on board can infect the entire chain logis-
tics of a shipping company, and its customers.

The answers are multiple and appropriate with the challenges.

The cost of an attack becomes prohibitive and the naval industry has
resolutely focused on sector strategies that allow the State and the private
sector to federate their initiatives.

Cybersecurity is one of the sector projects for the security industry.

At the same time, the marine industry sector wishes to develop its strat-
egy around the digitization of the shipyard, its development in a 4.0 per-
spective and the design of «smart» solutions for new generation vessels.

Conclusion

The standardization of maritime transport is a key factor in the competi-
tiveness of ports. It is now based on the capacity of their systems infor-
mation to automate and process voluminous flows of information related
goods, passengers and ships. The shipping Companies need to ensure the
cybersecurity measures to protect the data in their own systems and make
sure that the data is sent and received in a secure way. The objective of
cybersecurity is to limit risks and protect the park attackers with malicious
intent. Security information technology, which consists of maintaining the
confidentiality, integrity and data availability, is a subset of cybersecurity
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MpaBkuH Ceprent Anekceesuy,
KaHAMOAT opUONYECKUX HaYK, AOLEHT, AOLEHT kadeapbl «ADMUHUCTPATUBHOE
npaBo, 3KOSI0rMYeCKoe NpaBo, MHOPMALMOHHOE NpaBoy KopUan4eckoro NHCTUTY-
Ta Poccuiickoro yHuBepcuteTa TpaHcnopta (MUNT)

PerynupoBaHue uncpoBbIX NpaB Ha (hUHAHCOBOM pbIHKe

AHHomayus. BcreAcTeue pasBnTUS TEXHONOMI Ha PMHAHCOBOM PbIHKE Npo-
NCXOaNT LncpoBas ero TpaHCPopMaLUs, BHEAPSIOTCH MEXaHW3Mbl UCKYCCTBEHHO-
r0 MHTENNeKTa, MaLMHHOTO 0By4eHMs, aHanMTKW 6ONbLLX AaHHbIX U pacnpese-
neHHoro peecTpa. [osBnsoTcs UMdposslie UMHAHCHI U LMdpoBblE PUHAHCOBLIE
aKTBbl, KOTOPbIE MMEKT CMOCOBHOCTb K YCTOMYMBOMY cripocy. Lienb ctatbi co-
CTOWT B BbISIBNIEHWM NPaBOBbLIX CPEACTB PEnyrMpoBaHMs MHaHCOBOIO pbiHKa B
HOBBbIX YCITOBUSIX OCYLLECTBIIEHNS W 3aLLUMTbI LIKPPOBbLIX NpaB.

Knroyesb e crosa: pMHAHCOBLIN PLIHOK; LPOBbIE NpaBa; UHTEX; GNOKYENH;
U1poBble OMHAHCOBLIE aKTUBI

Pravkin A. Sergey
Candidate of Law, Associate Professor, Associate Professor of Administrative Law,
ecological right, information right» Russian University of T ransport

Regulation of digital rights in the financial market

Abstract. Due to the development of technologies in the financial market, its
digital ransformation is taking place, mechanisms of artificial intelligence, machine
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learning, big data analytics and distributed registry are being introduced. Digital
finance and digital financial assets are emerging that have the ability to sustain
demand. The purpose of the article is to identifylegal means of regulating the fi-
nancial market in new conditions, the implementation and protection of digital
rights.

Keywords: financial market; digital rights; fintech; blockchain; digital financial
assets.

Crermdukoit poccHiicKOro (pMHaHCOBOTO pbIHKA SBJISIETCSI CTPEMJICHUE
HaceJIeHUsI 00CITy)KMBAaThCSI HE TOJIBKO B KPEIUTHBIX OpPraHMU3alMsIX, HO U B
opranmarmsx HeOaHkoBckoro npoduis. Kpenuraeie oprammamm B Poc-
cuiickoit denepalmy Mpea0CTABISIIOT MOMUMO OAHKOBCKOTO OOCITY>KHBa-
HUSL YCITyTH Ha (D)OHIOBOM pBHIHKE. BONBIIyIO poilb MMEET y HaCENCHHS
BOCTPEOOBAaHHOCTh OAHKOBCKMX BKJIAJOB, XOTSI YPOBCHb HAKOIUICHUN
HACEJICHMSI B TICJIOM OKa3bIBaeT CACP)KUBAIOIICE BIMSHUAC HA Pa3BHUTHE (QU-
HAHCOBOTO pBIHKA. Y HACEJEeHWs] MEHBIIMM YPOBHEM CIpoca 00JanaroT
HEKpeIuTHbIe NPOAYKTHL. Ha (MHAHCOBOM pBIHKE aKTHMBHO MCTIONB3YIOTCS
crapramnbl ¥ KpayndaHIuHroBeie WiaT(OpMBL, B KOTOPBIX Bce Oornee mpu-
HUMAeT yJacTHe HAaCEIICHIE.

B mocnenHee Bpemsi pa3BHBAIOTCSI MHCTPYMEHTHI (PUHTEXa, KOTOPBIN
BKJIIOYAET B CeOsl TaKWe HATPABJICHWS, KaK pa3BUTHE (DMHAHCOBBIX IUIAT-
¢dopM, MOSIBIIEHHE M CTPEMMTEIILHOE Pa3BUTHE KPHIUIOBAIIOT, IIATEKHBIX
CHCTEM, UHTEPHET-0aHKHHTa.

@enepamppiii 3akoH 0T 02.08.2019 Ne 259-@3 «O mpuBneyeHnn HWH-
BECTHUIMI C HCTIOJIb30BAaHAEM HMHBECTHUIMOHHBIX IUIAT(OPM H O BHECCHHH
M3MEHEHW B OTJEJbHBIE 3aKOHOAATeNbHbIE akThl Poccuiickoit denepa-
M) YCTaHABJIMBAET 00OPOT YTHIMTAPHBIX IM(POBBIX MpaB.

ba3oBbIM aKTOM TpH OCYIIECTBICHUH JEATEIBHOCTH C HCTIONb30BAHU-
€M HWHBECTHIMOHHBIX TUAT(OPM BBICTYNAET JOrOBOp 00 OKa3aHWH YCIyT.
B03MOXHOCTH HCTIONB30BaHMSI MHBECTUIMOHHON TWIAT(OPMBI BO3HUKAET Y
oriepaTopa, Korja OH OTKpbIBaeT AOCTYH MHBeCTOpy. Criocobamu npuBJie-
YCHUS MHBECTHUIMHA BBICTYNAIOT: MPEJIOCTABICHUE 3aiMOB, MPHOOPETE HUC
OMUCCHUOHHBIX LICHHBIX OyMar, YTHIMTApHBIX IM(POBBIX MpaB W IUQpo-
BBIX (PMHAHCOBBIX aKTHBOB. «Pa3BuTHE IM(PPOBHIX TEXHOIOTMHA TPUBOIUT
TaKkKe K TOCTOSHHOMY pa3MBIBAHHIO TPAHHI] (PHHAHCOBOI OTpaciid B WH-
CTUTYLIMOHAJILHOM BBIPKCHUH. baHKM W Jpyrue (HHAHCOBBIE OpraHM3a-
MM HAYMHAIOT KOONEPHPOBATHCS C (DHHTEX-KOMIAHWAMH, BCE OOIbIIe
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(PMHAHCOBBIX CEPBUCOB NPEOCTABIAIOT OTHIO/Ib HE (PMHAHCOBBIC OpraHH-
3ammm» [3, cTp.75].

Jnst Toro 4ToOBl MHBECTHUPOBATH C HCIMONB30BAHUEM HHBECTHLIMOHHON
wiaTGOpMBbI, HE HAJ0 TPH3HAHWS (PU3NUECKOro JIMIA WHIMBUIYaJTbHBIM
HpeIpUHIMATEIEM.

VY TuimrapHele mpoBbIe NpaBa 03HAYAIOT: IPaBO TpeOOBATH Mepeaadn
BelIeH, BBITIONHEHWs paldoT, OKa3aHWs YCIYT, MCKIIOYHTENHHBIX TIpaB.
[TpaBa TpM3HABATHCS YTWIMTAPHBIMH JIOJDKHBI BOSHHKHYTH Ha WHBECTH-
IMOHHOW TaTopme. Beskas mepegada yTWIMTApHOTO NpaBa OCYILECTB-
JeTCsl T0 MPaBWIaM MHBECTHIMOHHOM TuiaTdopmbl. JlomyckaeTcs mpocTo
O3HAKOMJICHHE C COZIepyKaHueM MpaBa 0e3 3axioueHust joropopa. Cuenku
BO3SMOXKHBI, €CJIM 3TH TpaBa BO3HHKJIM B HMHBECTHIMOHHOM IUIAT(OpMeE.
Besxuit nepexolt, BO3HUKHOBEHHE U IPEKpalleHUE NpaBa B HEM OTpakaer-
cs1. ['ocynapcTBeHHas! peTUCTpalys NPaB He TpeOyeTcs.

Jlero3urapuii MOKET YYUTHIBATH 3TH NpaBa U IHPPOBbIC (HHHAHCOBBIC
aKTUBBI B COOTBETCTBHH ¢ DepepaibHbIM 3aKoHOM OT 22.04.1996 Ne 39-
@3 «O poiake neHHBIX Oymary. [ludpoBsie TpaBa MOTYT OTHOBPEMEHHO
collepkaTh YTWIHTapHbIe 1M(pPOBHIE MpaBa U IM(pOBbIC (PUHAHCOBBIC aK-
TUBBI.

@enepanphbiii 3akoH or 31.07.2020 Ne 259-@3 «O mmdpoBbIX (rHAH-
COBBIX aKTHBaX, IM(POBON BaIOTE W O BHECCHWH M3MCHCHHHA B OTIECIb-
HbIE 3aKOHOAaTeNbHble akThl Poccuiickoit denepaiym» y4dUTHIBAET HX
BMECTE C YTWIMTapHIMM LM(PPOBBIMU NpaBaMu. Bragemsna 1mgppoBoro
(PMHAHCOBOTO aKTMBA YAOCTOBEPSAET IM(PPOBOE CBHUIETEIHCTBO KaK He-
OMHCCHOHHAST O€37J0OKyMEHTapHasl IieHHas Oymara C YHHKaJIbHBIM HOM e-
pOM.

[lepexon mpaB Ha yTHWIMTapHbIC INMPaBa OCYIIECTBISIETCS B COOTBET-
ctBuU ¢ PeepanbHbIM 3aKOHOM «O phIHKE IIEHHBIX Oymar».

WuBecTrimonHas wiaTdopMa CIEIKU COBEpPIIAET B aBTOMATHYECKOM
pexuMe To NpUHIMIY «odepra—akuent». [IpaBa MHBECTOpa ynocToBe-
PAIOTCS BBIIIMCKOM U3 peecTpa.

Cratbs 141.1 T'K P® orHecna mudpoBbie mpaBa K 00beKTaM rpakaaH-
ckux mpaB. I[IpaBa SBISIFOTCS IM(MPOBBIMHE, €CJIM OHH CO3JIaHbI TIO MPaBH-
JaM MH(OPMAIMOHHONW CUCTEMBI, M OCYLIECTBICHHE THX IPaB OCYLIECTB-
JSIETCS TIO TIpaBWiIa MHGOPMAIMOHHOW CUCTEMBI 0€3 00palleHuss K TPeThb-
emy yuiy. Obnaarenem npaBa SBISETCS JIHIO, TPHOOPETINEe eTo To mpa-
BWIaM HMH(POPMAIMOHHON CHCTEMBI (HampuMmep, OsokueiH). [Ipu aTom ec-
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M 1pOBOE TPABO MEPEXOAUT IO CIEIKE, He TpeOyeTcs coryiacus JIa,
00513aHHOTO 10 IIM(POBOMY TIPABY.

BaxsapiM HampaBlieHHEM IH(POBH3AIMY SIBIICTCS OOCSCIICUSHHE Tpa-
BOBBIX YCJIOBHII BHEIIPCHHSI W WCIIOJb30BaHUS MHHOBAIMOHHBIX TEXHOJIO-
il Ha QuUHaHCOBOM pbIHKE. OcTaroTCs MpoOieMbl HHGOPMAIMOHHON Oe3-
OIACHOCTH B OTHOIICHUM KPUITOBATIOTHL. UTO KacaeTcs 1(ppoBOii Baio-
THI, €€ PpeTyJIMpOBaHHE HAIUIO OTpakeHre B DenepaabHOM 3aKOHE OT
31.07.2020 Ne 259-®3 «O 1mHdpoBbIX (PUHAHCOBBIX AKTHBAX, IM(PPOBOIM
BAJIIOTE M O BHECCHHH M3MEHEHMH B OT/CIIbHbIC 3aKOHOAATEIHHBIC aKThI
Poccuiickoit @enepaimy, BCTymvBIIEM B crty ¢ 1 sHBaps 2021 r. Brep-
Bble B HcTOpuM Poccum ObUTH 3aKpeIuieHbl OHATHS «1W(poBble (PUHAHCO-
Bbl€ AKTUBB» M «mdpoBas BamoTa». OnepaTtop HMHOOPMAIMOHHONW CH-
cTeMBbI peryiupyeT ux oboport. [ludppoBas BamoTa 00JiaaeT CpeiCTBOM
HAKOIUICHUSI Y OCYILECTBRIICHUS! UHBECTHIII.

bank Poccum siBisieTcst SMUTEHTOM 1M(POBOI BAIFOTHI — LH(PPOBOrO
pyOIIs1, KOTOPBI OyJET 3aUUCIATHCS HA BUPTYaJIbHBbIC KOIICILKU BIIa1eTh-
nieB. Tenepb pyOnb cymiecTByeT B TpeX GopMax: HAIMIHAs, Oe3HAINYHA S,
mudposast. [{udpoBbie pydnu HamensIOTCS Ka4e€CTBOM HAJMYHBIX JICHE K-
HBIX 3HAKOB, NIMES CBOW COOCTBEHHBIN IM(POBOI KO, U SABISIOTCS HACTO-
AOM CPEICTBOM IUIaTeka. Ho I TONHOIECHHOTO WCTIONB30BaHMs IH(-
poBoro pyOIIs To/bKHA OBITH CO3/laHa COBEpIICHHAs NpaBoBas 0a3a. Bos-
MOXHO, TOTpeOyeTcsi AeTalbHbli HOPMATHMBHBIA aKT, PETYJIMPYIOIIMI
NpUMEHEHNE HalMOHAJIbHOM 1M(poBoi BamoThl. Heobxomumo paspabo-
TaThb MEPHl HAJIOIOBOM, aJMHUHHCTPATUBHOM M YTOJIOBHOM OTBETCTBEHHO-
CTH B OTHOIICHWM HAPYIICHHI WCTONB30BaHMA [H(PPOBON BAIOTHI
JomkHa OBITH OOECTieYeHa 3al|Ta MPaB Y9aCTHAKOB OTHOIICHHH, CBA3aH-
HBIX C NPUMEHEHHEM IU(POBOTo pyOJIs.

Bonbiryto ponbs nMeroT (pMHaAHCOBBIE OpraHM3alMK B cdepe o0parieHus
(rHaHCOBBIX HMHCTpyMeHTOB. Ha ompenesnenue CymHOCTH (DUHAHCOBOM
OpraHM3aIly BIIMSIET XapakTep (PMHAHCOBOTO phIHKA B cTpaHe. PuHAHCO-
BbIC OPraHM3alMU SIBISIOTCS TIOCPEIHIKAMU HAa (DMHAHCOBBIX PBIHKAX.

BasxHpIM HarmpaBlieHUEM 1€ TEITHHOCTH (PMHAHCOBOM OpraHM3AIIH SIBIISI-
I0TCS1 ISUCTBYS ¢ (PUHAHCOBBIMU MHCTPYMEHTaMu. B ycioBusix Tpancdopma-
11 (PMHAHCOBOT'O PBIHKA KJIACCHYECKUE MEMEHTHI (PMHAHCUPOBAHUA YCTY-
MAIOT MECTO HOBBIM MHCTPYMEHTaM, CBSI3aHHBIM C 1(pOBBIMH ITIaT(opMa-
MU, C pa3MEIIEeHIEM MPOM3BOAHBIX (PMHAHCOBBIX HHCTpYMEHTOB. [TocTenen-
HO YMEHBIIIAETCSI KOJIMIECTBO MOCPETHAKOB HA (PMHAHC OBOM PBIHKE.
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B cBoem cdopmupoBasiieMcs BHIe (UHAHCOBBIN PHIHOK TPEICTaBICH
MHCTUTYLMOHAJIbHBIMU OpraHmaimsiMu. Ha ¢QuHaHCOBOM pBbIHKE Tpeod-
JAaaroT KPeAUTHBIE OpPraHM3alld U COOTBETCTBEHHO AKTUBBI KPEIUTHBIX
opraHmzalmi npeo0agaloT Ha/l MHBIMH aKTUBAMHU

Paspurne midpoBmzaiii UHAHCOBOTO PHIHKA CBSI3aHO C €T0 JeTallb-
HBIM OpraHM3alMOHHO-TIPABOBBIM peTynupoBanueM. lludposmaims mpu-
BOJUT K BBINYCKY HOBBIX aKTHBOB, KOTOpas cTajla MPUIUHON TpaHCcQop-
Mall MHOTHX OTpaciiell 5KOHOMMKH. DaHKM BBINUIM HA HOBBIE TEXHOJIO-
THM B3aUMOJEHCTBHS € TIOTPEOUTEISIMH, KOTOPbIE THUKTYIOT CIPOC HAa HO-
Bble (MHAHCOBBIE MPOAYKTHI. HoBoii cepoii B3anMoeHCTBISI HA PHIHKE
cran ¢uHTex. BakHol MHHOBaImel uHTEXa CTaJo MOSBICHAE KPUIITOBA-
JIFOT.

Monenu B3anMonencTBus (PUHTEX-KOMTIAHMN ¢ OaHKaMU OTIMYAIOTCS
MHOrooOpa3ueM, BKIIIO4asi B3aMMOJACICTBHE BHYTPU OAHKOBCKHX XOJIUH-
TOB.

Hosrle maThopMeHHbie pelieHns] U CEPBUCHI OKA3bIBAIOT BIIMSTHUE HA
OankoBckuii cekTop Poccun. duHAHCOBBIE CEPBUCHI CTAHOBSTCS TOCTYTI-
Hee TPAJVIMOHHBIX OAaHKOBCKHX TIPOJIYKTOB Ha OCHOBE IPUMCHECHUS
0JIOKYeliH, MOOWILHBIX IUIATEXEH, OOJBIIMX JAHHBIX, MAIUHHOTO 00yYe-
Hust. DUHTEX-KOMIIAHHH, KOONIEPHUPYSICh ¢ OaHKaMH, co3arT 3ddekT
0aHKOBCKHUX XOJJIMHIOB. B CTpykType OaHKOBCKOTO XOJIIMHIa HAXOIUTCS
Oosee OmHOM KpEeAWTHOW OpraHm3ali. bomnbiloe MEecTO B COBPEMEHHOM
0aHKOBCKOW JIEATEILHOCTH MMEET TMPOIECC YMPaBJICHUS JIMIHBIMH J1aH-
HbIMU. [losIBNISIETCSl HOBBIM BT aKTMBOB — KPHITOAKTUBLI 1 (PUHAHCOBBIC
VMHCTPYMEHTHI — KpPHITOBaOTHeIE epuBaTuBEl. Ho B 1iemom bank Poccrmn
HE JIOMyCKaeT K OOPAICHHIO KPUITOBATIOT U3 38 BRICOKHX PHCKOB.

TpeOyeTcs pa3BUTHE CHEIMATIBHOIO 3aKOHO/IATENILCTBA, PETYIHPYIO-
IIET0 Pa3BUTHE PHIHKA MPOM3BOAHBIX (PMHAHCOBBIX MHCTpyMeHTOB. Heoo-
XO/lUMa 3allliTa TPaB WHBECTOPOB, B TOM YHCIC TPH 3aKIFOYCHUN U HC-
TIOJTHEHUN CJIETIOK C KPUITTOBATIOTHBIMU JIEPUBATUBAMM.

Bornpimoe MecTo mo-npekHeMy Ha phIHKE WTpaloT OaHKOBCKHE XOJITHH-
TH, COBOKYNHAS [OJSI KPEJWTHBIX OpraHM3alMii B HUX JOJDKHA OBITH HEe
menee 40%. [Ipu sToM (rHTEX-KOMTIAHUM B3aUMOACHCTBYIOT APYT C APY-
roM, OaHkamu. «B pe3ynbTare Ha pBIHKE TMOSBISIOTCS (DHHAHCOBO-
MPOMBIIIJICHHBIC XOJIMHIH, OCYIIECTBIISIONIME OaHKOBCKYIO, WHBECTHIIH-
OHHYIO, CTPaxOBYIO, JINBUHIOBYIO JIESITEILHOCTH, JEATEIBHOCTH Tpodec-
CHOHAJIbHBIX YYaCTHHKOB PbIHKA LIEHHBIX Oymar, a Takke HHYI0, B TOM
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quciie He(UHAHCOBYIO (TOPrOBYIO, NMPOMBIIUICHHYIO), ACITEILHOCTEY [2,
ctp. 90]

@OuHAHCOBBIE CHCTEMBI KOHTHHCHTAJIHLHOTO M aHIJIO-aMEPHKaHCKOTO
THITA 32 CYET WCIIONB30BaHMUS IM(PPOBHIX (DMHAHCOBBIX AaKTUBOB TIOCTETIC H-
HO cOompkatoTcsi. CoBpeMeHHas (MHAHCOBasi CHUCTeMa CTAHOBUTCS JeLie H-
TPaJM30BaHHOM, OCHOBAaHHOW «HA TEXHOJOIMSIX pPAacIpe/ieNIieHHbIX pe-
€CTpoB M OJIOKYEiHa ... pa3BuUTHE (PMHAHCOBOTO PHIHKA HEPA3PHIBHO CBS-
3aHO C HEHTPAJIM30BAaHHBIMH TEXHOJOTHSIMHU UCKYCCTBEHHOTO MHTEIUICKTA
W TPUMEHEHHS] TPOrpaMMHBIX HHTEP(EiicOB, aHAIUTHKON OONbIIMX JaH-
HBIX M MaIMHHOrO o0yuenusi». [1, ctp. 1315]

Takum oOpa3oMm, npuMeHeHHe LM(POBBIX (PHMHAHCOB OYEHb BAJKHO B
COBPEMEHHBIX YCIIOBHSIX JIJI YCTOWYMBOTO PAa3BUTHs (PUHAHCOBOTO PHIHKA.
A ero mpaBoBOE peTyJIMpPOBaHHE TPEOYeT JaibHEHIIeH neTanm3aimm.

[IpaBoBoe perympoBanue IMMPOBBIX MpaB TPeOyeT MalbHEHIIETO pas3-
Butws. [IpenmymiecTBoM 1M(POBBIX TMpaB SBISETCS BO3SMOKHOCTD UX pea-
mBarud B MHpOpMaIMoHHOW IwiaTdopMe B moOoMm kommuecTBe. llpe-
UMYIIECTBO, KOTOPOE CO3/1at0T OAHKH, 3aKJII0YAETCS B CO3aHHOM KIMEHT-
CKOii 0ase, 4TO Co3/1aeT OCHOBBI IM(poBM3aIMK (DMHAHCOBBIX YCIIYT, CBSI-
3aHHBIX C AHAJMTUKOW OOJNBIIMX JAHHBIX. JTO CO3JAeT YCIOBHS JJISI WH-
CTUTYLIMOHAJIbHBIX ~OpraHM3almii (PMHAHCOBOTO pBIHKA K COXPaHCHHUIO
CBOMX JIMAMPYIOIIMX TO3MIMH, 10 peajm3alii IM(PPOBBIX TNpaB, IHPPO-
BBIX aKTMBOB M BamOThl. HO 11 MOJHOLEHHOrO MCTONBb30BaHUS LH(PO-
BOI BaJIIOTHI JOJDKHA OBITH CO3/1aHa COBEPILIECHHAs MpaBoBasi Oasa.
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Information network Security between Risk and reality:
the case of Algeria, the justice sector

Abstract. In this research paper we address the problematic of infor-
mation security and its importance as the system in various fields by refer-
ring to the most famous definitions of it as a concept and as the process in
light of the development of information networks and cybersecurity, which
leads to the favorites strategies and plans that enable to ensure the availa-
bility of information to the people referred to them as a preventive applica-
tion without any threats and in preparation for all emergencies in an easy,
safe and at the same time from all information crimes, which we summa-
rized in this research in its first part. In the second aspect of our research,
we presented the case of Algeria with reference to the justice system and
the confrontations it presented in order to ensure cyber security while prais-
ing the effective role ofthe security authorities. Accordingly, we presented a
number of statistics, the mostimportant of which are 8000 cyber crimes dur-
ing the year 2020, where the General Directorate of National Security rec-
orded a number Record high from 500 crimes in 2015 to 5200 cases. relat-
ed to cybercrime in 2020, while the National Gendarmerie Command re c-
orded 1,362 cybercrime involving 1,028 people during 2020.

Keywords: Information ; Network ;Security ; System. National security.

Introduction

Information Security is not a new invention, but man has always been
keen to benefit from the information he has and does not disclose it except
to those who trust him or can benefit from this information, but with the
development of information technology and the huge and steady increase
in the quantities of information and data available in the world and the
emergence of information networks And the databases in which infor-
mation is stored, it has become necessary to organize access to this infor-
mation by specifying who is authorized to access this information and how
and the level of access to it.Where the information security strategy aims
to achieve and implement the specific duties of users and administrators by
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restricting their access and ensuring emergency preparedness to make in-
formation available to its authorized persons in an easy and secure manner
at the same time.

First: Defining the Security of the Information Network and its Im-
portance : We can define it:

e It is a set of procedures through which it is possible to provide
maximum protection for information and data in networks from all risks
that threaten them, by providing the necessary tools and means to protect
information from internal or external risks.

e A set of standards that prevent information stored in networks
from reaching people who are not authorized to obtain it.

Why Information Network Security?

It is obvious that the importance of information has a degree of protec-
tion that varies in importance with the importance of the information
stored in these networks.

e The first case It was recorded in 2003 when an employee of a
Russian company hacked the company's information network, and he mod-
ified his monthly salary and a group of his colleagues increased salaries by
a certain percentage, which led to financial losses for the company for
Several months because this hack was not discovered.

e The second case .the hacking of the information network of the US
Department of Defense, which has happened many times in recent years,
and we can see the extent of the losses represented by such security
breaches of information networks, whether these losses are financial, as in
the case of companies, or information and intelligence losses that are ines-
timable and can affect independence of large countries such as America.

From here it becomes clear the paramount importance of sum security in-
formation networks, and we up some of the reasons that led to the recent interest
in the topic of “information network security” in the following points:

1. Technological Progress Just as the tremendous developments in
the field of information and communication technology led to a major
boom in the means of communication and information network technology
and storage, at the same time it led to the presence of minds working on
finding security holes in these networks and exploiting them badly in the
so-called “ugly face of technology ™

2. Childishness and Impulsivity where some personalities have child-
ish and impulsive motives to obtain information in ways just to feel the
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euphoria of victory and break the barriers of confidentiality and security
imposed on information networks.

3. The Spread of Information Crimes In the recent period, the obses-
sion with cybercrime has prevailed from people, organizations, and com-
peting companies, and ends with countries, in what is known as “infor-
mation war ”’,

Do all information networks need to be secured?

Certainly, this depends on the information and data that these networks
contain and the nature of the users in them, as well as the desire of the par-
ty responsible for these networks to protect the resources and properties of
these networks or not, but in general there must be some kind of protec-
tion, even if at least simple protection for these networks, for example On
the other hand, there are types of information networks that must have a
security and protection system, and they cannot be left without security,
due to the great importance they represent, both in terms of the level of
data and information they carry or on The level of users of these networks,
and examples of these networks are the following.

e Intranetslan. Such as Small business networks schools or hospitals.

e  Wide networks WAN. Like international networks that connect
parts of countries.

e Private networksintranet.

It came to the point that the US government launched in February 2003
a special initiative concerned with protecting the information field, which
it called (Cyber Space, and many of the submitted countries have begun to
move in the same direction in order to find solutions that work to reduce
the phenomenon of cybercrime.

Second: Defining Information Crimes and Their Classifications :

It can be said that it is “a comprehensive expression that refers to a
crime related to the use of an information and communication technology
means for the purpose of deceiving or misleading others, or in order to
achieve a specific goal or profit.».

Crimes that are committed through the use of information technology
are classified into several sections, and each section specializes in a specif-
ic type of crime that can be committed, as follows:

a. Crimes aiming to publish information:

In this type ,confidential information obtained illegally through penetra-
tion into information networks is published and this information is pub-
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lished publicly, for example, publishing Debit or Credit Card information,
Bank Account Numbers, and also publishing intelligence information re-
lated to countries or People like what happened in the CIA hack CIA.

b.  Crimes aimed at spreading rumors

Here , false and incorrect information related to people, beliefs, or
countries are published ,as well as spreading rumors about some things and
causing confusion in societies.

c. Electronic counterfeiting crimes

Here the means of technology are used in forgery operations with the
aim of achieving a specific goal ,such as forging credit cards, passports
and other official papers, and fake bank transfers from one account to an-
other by penetrating bank networks fall under It.

d. Information technology crimes

The most important example is the piracy operations that occur on the
original computer programs, copies of which are made to be sold in the
market instead of the original copies ,such as expensive drivers or applica-
tion programs, which are imitated by professional hackers in this field

Third: The components of information network security and the mo-
tives for attacking it:

When we talk about the topic of «information security» and infor-
mation networks, the first thing that comes to mind is how to maintain the
confidentiality of information, and when we mention information crimes,
we mean that this information has been leaked, which means that A viola-
tion of this confidentiality has occurred, so what are the components of this
system we call information security or information network securi-
ty.Where specialists see that information security is a process that is not
simple, but rather a complex process consisting of three components

e  First : Confidentiality of Information Data Confidentiality

e This aspect includes the procedures and measures necessary to
prevent unauthorized access to information, whether confidential or sensi-
tive .Of course, the degree of this confidentiality and the type of infor-
mation varies from place to place according to the policy followed in the
same place .Examples of this information that must be kept confidential
are personal information of individuals, the financial budget of companies
before Announcement, military information and data of the armies and
military sites in the country.

e Second : Information Safety) Data Integrity
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o In this aspect, the greatest concern is not to preserve the confiden-
tiality of information, but rather to preserve the integrity of this infor-
mation from forgery and alteration after it has been publicly announced .
Insured against alteration and forgery in it by deleting names and putting
other names , which causes legal problems for institutions, and also for
financial information by changing a sum of money from 100 to 1000000
which results in huge losses in money.

« Third sEnsuring Access To Information Availability

The objective of the information industry is to deliver information and
data to the right people at the right time , and therefore maintain the confi-
dentiality of information ,ensuring its safety and not changing it does not
mean anything if authorized or authorized persons cannot access it , and
Here comes the importance of the third aspect of Aspects or components
of information security, which is to ensure that information reaches the
persons authorized to access it by providing safe and fast channels and
means to obtain that information . Devices for storing and destroying, or at
least sabotaging, information

Why do Vandals or Hackers do Operations like Hacking Information
Networks?

« First : The Existence of a Motive

This motive may be obtaining funds, intentional sabotage, or even just
proving the capabilities of the hacker and proving his ability to penetrate a
particular site as a kind of technical challenge.In some cases, the situation
has political motives or some of the intellectual, ideological and political
affiliations of individuals and countries.

« Second : The Existence of the Plan

And we mean that the attacker will not be able to implement his goals
without having a solid plan that allows him to launch his attacks on the site
and hack it and do what he wants.

* Third, There Are Loopholes

Any weaknesses in the information system as a whole or in the infor-
mation network or the devices that operate within the network or even the
software that is made available on the information network, and these gaps
can be in the design of the information network or in the configuration of
the network or the software or databases contained in the network.

Fourth: Sources of Danger to Information Networks

After all of the above-mentioned dangers facing information networks
and their protection systems, we would like here to list the sources through
which a threat or penetration into information networks can be formed..

114



First, the Internal Danger

And they are the attackers from within the scope of the information
network, and they are individuals or workers who belong to the same tar-
get party, and perhaps this type of danger is more deadly and dangerous
than the danger of external enemies ,and this represents the Greater threat
to institutions and is difficult to detect in many cases, especially if the per-
son The attacker has access to the information network system, so he does
not face any difficulty in the security and confidentiality operations on the
network, and he can even blur the features of the attack and erase the trac-
es of his entry easily, and the most important aspects of internal dangers
can be summarized as follows

A — Penetration of the internal networks of the enterprises.

B — Hacking information systems by stealing, switching, changing or
deleting.

C — Finding and creating loopholes in the network security system.

D — Changing the configuration of the information network system.

A report issued in the United States of America in 2003 showed that
36% of the entities consider that internal users are more dangerous to the
information systems available within these institutions than the external
threat.

Among the most important motives for attacking the party he works for
are

1-Cases of Dissatisfaction:

Material or career, revenge against a manager, or other personal rea-
sons.

2-Self-Proof

Just to satisfy his ego that he is capable of challenge, or fame to pro-
mote the spread of jailbreaking software

3-Material Benefit

In cases of paid competitors, the hack may be for the purpose of harm
or loss by bribery of some people for the purpose of leaking information in
exchange for sums of money.

« Second, the External Danger

They are the people who make hacking attempts from outside the insti-
tutions by some Internet hackers such as banks and other institutions that
have information networks with a high degree of confidentiality and secu-
rity.
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e Third: The Risk of Interference

e  This means the factors that affect the sending and receiving of data
and information through information networks through some equipment or
programs that work on it .that affects transmitting and receiving towers,
especially in networks that depend on optical fibers and wireless commu-
nication systems, and in other times, “jamming” is the result of a deliberate
and intentional action by certain parties, by monitoring information by sig-
nals similar to the same frequency bands used in transmissions through the
network .Mother.

e  Fourth: The Risk of Poor Design

e Technical errors in the design of networks or the systems on which
these networks operate, and these unintended errors are the weak point in
the information network, through which the security and integrity of in-
formation can be threatened.

e  Fifth: The Risk of Misuse

e  Whenever the human element is trained and qualified in a scien-
tific manner and sufficiently, that is one of the reasons for protecting in-
formation networks ,.so that it can be a window to create ports in the fire-
wall.

e  Sixth: Intruders Hackers

The hacker is the person who creates and modifies software and com-
puter hardware .They try to break into it, and they do not necessarily have
the intention of committing a crime or even A misdemeanor , but their
success in penetration is considered a success of their abilities and skill .
However, the law considered them intruders who managed to enter a hypo-
thetical place where they should not be.

e  Seventh: Viruses

e It is an external program that is deliberately manufactured with the
purpose of changing the properties of the files that it infects in order to
carry out some commands either by removing, modifying or sabotaging
and similar operations: stealing important data, and it is written in a certain
way..A virus is one of the malicious or intrusive programs, and other intru-
sive programs are called worms, trojans, adware or spyware .Malicious
programs can only be a nuisance by affecting and slowing down computer
usage, causing interruptions and malfunctions at regular times and affect-
ing various programs and documents that may be desired. The user can
access it, and the more dangerous malicious programs can become a secu-
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rity problem by Obtaining information such as personal from your emails
and other data stored in your device through the information network.

Reading in the Case of Algeria at the Level of the Justice Sector:

The specialized pole in cybercrime was established in the justice sector,
along with the criminal pole specialized in combating financial and econom-
ic crimes, to enhance the treatment of cybercrime currently before justice .
Where this specialized national pole contributions to combating cybercrime,
which has become more dangerous than traditional crimes, as it has evolved
from threats, defamation and extortion of people to compromising the secu-
rity of the Algerian state, and therefore, it has become imperative for all
concerned interests to define mechanisms, tasks and powers for each party.

In the context, the security services warned of the rise in cybercrime in
Algeria, as they confirmed that the crime actually moved from the real
world to the virtual cross-border due to the speed of its implementation, as
the gender and police services registered according to the numbers.

Nearly 8,000 cyber crimes during the year 2020, where the General Di-
rectorate of National Security recorded a record high, ie from 500 crimes
in 2015 to 5,200 cases related to cybercrime in 2020, while the National
Gendarmerie Command recorded 1,362 cyber crimes involving 1,028 peo-
ple during 2020.

The process of analyzing the data for the recorded crimes showed that
defamation and insult through the virtual space took the lead with a rate of
more than 55% , followed by crimes against public security, then acts af-
fecting private life and disclosure of secrets, and finally blackmail, fraud,
fraud, sexual exploitation and acts contrary to public morals and similar
issues.

Specialists in the fight against cybercrime confirmed that, according to
the latest report of the “Datareportal” website “ DATAREPORTAL ‘A
specialist in statistics related to the fixed and mobile internet in the world,
the number of internet users in Algeria increased by 3.6 millions in a year,
moving to 26.35 millions users.

The report highlighted that Algeria counted as of January 31, 26.35 mil-
lions users, which represents an estimated increase of 3.6 millions users
since January 2020. The same report also included statistics related to so-
cial media and e-commerce, in addition to trends and information regard-
ing the situation of digitization in the world .Users of social networking
sites “Facebook, Twitter, YouTube, Instagram” increased in Algeria until
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January 31, 2021, where about 3 millions new users of social networking
sites were registered, an increase of 13.6% percent within one year, which
made the total number of users of these applications jump to 25 millions,
or 56.5% of the total population, where the majority of users of social net-
working sites use smartphones and electronic panels to connect to these
networks.

For its part, the “Kaspersky” company, which specializes in fighting
cybercrime, thwarted 95,000 electronic attacks against Algeria during the
year 2020, as the year 2018 ranked first in the Arab world and the 14th
globally in terms of countries most vulnerable to electronic attacks.

And the top five places in the countries with the highest levels of crime
in the Middle East were for Libya, which ranked first with a score of 57.81
to be ranked 22 globally after Tanzania and before Mongolia, which
ranked 23.

Libya was followed by the Republic of Algeria, which ranked second
with a score of 57.58, and Egypt in third place with a score of 56.53, So-
malia in fourth place with a score of 55.72, then Syria in fifth place with a
score of 54.73, noting that not all Arab countries were mentioned in the
index .Like what is indicated below.

Levels of crime in Countries evaluation in the Ranking
the Middle East& Crime Index internationally
Arab countries

1 Libya 57.81 22

2 Algeria 57.58 24

3 Egypt 56.53 28

4 Somalia 55.72 29

5 Syria 54.73 31

6 Iran 52.37 36

7 Irag 51.51 37

8 Lebanon 50.56 39

9 Morocco 50.28 40

10 Jordan 46.89 52

11 Turkey 39.43 71

Conclusion

Cybercrime over the Internet has become a global phenomenon, and
most of its victims, whether they are individuals or productive sectors,
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even intangible human values have not been spared .The perpetrators of
these crimes are distinguished by high culture and brilliant intelligence,
and they are called white-collar,Because of their experience in dealing
with computers, they also possess the characteristic of patience and pas-
sion to reach their goals.Finally, information and communication networks
can be considered a blessing and a curse, a double-edged sword, as they
are security systems

Information networks require the protection of the assets and resources
of information systems in legitimate ways, as well as the regulation of rela-
tionships and communications within information networks without affect-
ing the efficiency of the system or the ability of users to perform.There-
fore, it is better to rely on rules (data, information, knowledge ...) and other
safe means as legal and backup copies.
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CmupHoBa Bepa BnagumunpoBHa,
KaHaWOaT KPUANYECKUX HayK, AOLEHT, AOLEHT Kadeapbl «ADMUHUCTPATUBHOE
npaBo, 3KOSI0rMYeCKoe NpaBo, MH(OpMaLIMOHHOE NPpaBo » KOpUaU4eCcKoro MHCTUTY-
Ta Poccumnckoro yHuBepcuteTa TpaHenopTa

MpaBoBoe perynupoBaHue MynbTUMOAANBLHOW NEPeBO3KM Ipy3a
B yCNOBUAX LnpoBm3aLum

AHHomayus. CTatbs NOCBALLEHA NPABOBOMY PENYIIMPOBAHUIO MyNbTUMOAASb-
HOV1 nepeBo3ke rpy3a B Poccuu ¢ ncnonb3oBaHneM LMPPOBbIX TEXHOMOMNA. YKa-
3bIBAETCA Ha He0b6X0aAMMOCTb NPUMEHEHUS YHUDULUMPOBAHHOTO AMNEKTPOHHOMO
[OKyMeHTOO60POTa, KOTOpoe TpebyeT HOPMATUBHOTO 3aKpenneHus. PaccmoTpeHo
NPUMEHEHWE LMPOBbIX TEXHOMOM NPpK MyNbTUMOAANBHON NEPEBO3Ke, KOTOPbIE
3aTparmBatoT MHOPMALMOHHOE CONPOBOXAEHNE OTHOCMTENBHO TapudoB, MapLL-
PyTOB, CTaTyca W CpoKa AOCTaBKU rpy3a, TEXHNYECKOTO CONPOBOXIEHNS, 0beny-
XUBAHUS TpaHCMOpTa, OkazaH!1 OHMNaNH-YCNyr N0 0OPMIIEHNIO CTPAXOBKM U Ta-
MOXEHHbIX nnatexei. Mpn aTom BcTaeT npobrnema HeOCTaTOMHOrO perynupoB a-
HUS! faHHbIX NPABOOTHOLLEHWI, KOTOPAs MOXET MPUBECTU K HETraTUBHbIM NOCHe 4-
CTBUSM.

Knrodessle crnosa: mynbTUModarnbHas nepeBo3ka; rpys; TPaHCnopT, Mg posu-
3aUust; MHOPMALMOHHbIE TEXHOMOMMK; ANEKTPOHHbIA AOKYMEHTOOGOPOT.

Vera V. Smirnova,
PhD in Law, Associate Professor, Associate Professor of the Chair “Administrative
Law, Environmental Law, Information Law” of the Law Institute of Russian Univer-
sity of Transport

Legal regulation of multimodal transportation of goods
in the context of digitalization

Abstract. The article is devoted to the legal regulation of multimodal transporta-
tion of goods in Russia using digital technologies. Itis indicated the need to use a
unified electronic documentmanagement, which requires regulatory consolidation.
The use of digital technologies in multimodal transportation is considered, which
affect information support regarding tariffs, routes, status and delivery time of car-
go, technical support, transportsenices, the provision of online services for obtain-
inginsurance and customs payments. At the same time, the problem of insufficient
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regulation of these legal relations arises, which can lead to negative consequenc-
es.

Keywords: multimodal transportation; cargo; transport; digitalization; infor-
mation technology; electronic document management.

B coBpeMeHHOM MHpe MYIbTUMOJATbHBIE TIEPEBO3KH CTAIIM HanOoIee
BOCTPeOOBaHbI, 0COOEHHO M3-3a JEHCTBUS OrPaHMIUTEIBHBIX MEp IO Ipe-
JYTIPEXKJEHAIO PACTIPOCTPAHEHUST HOBOW KOPOHABUPYCHOM HMH(MEKIMH BO
BceM mupe. KoHuemms nepeBo3ok OT ABEpH 10 ABEPH MO3BOJIAET MUHU-
MI3HPOBATh KOHTAKThI, @ TAKKE ONTHMU3MPOBATH COOCTBEHHYIO JIOTUCT U-
Ky BHYTPU KOMIAHMI. MyJabTUMOJAbHbIE MEPEBO3KH SBIIOTCI d(MheK-
THBHBIM COYETAHHEM >KEJIE3HOAOPOXKHOI0, MOPCKOI0, BO3JYIIHOIO U aB-
TOMOOWIBHOTO TPAHCIIOPTA, MO3BOJSIOIIME ONEPATUBHO JOCTABITH TPY-
3bl KaK BHYTPU CTPaHbl, TAK U TI0 BceMy MUpy. Takue nepeBo3Ky Mo3BOJIS-
€T OMepaTHUBHO M SKOHOMUYHO JIOCTABJIATH TPY3bI M0 BCEMY MHUDY.

ITpu MyIbTHMOATIBHBIX MIEPEeBO3KAX YUUTHIBACTCS CrielM(UKa epeBo-
3UMOTO Tpy3a M pa3pabaThiBaeTCs UX ONTUMAJIbHAS TIOCTABKA C MCTIONB30-
BaHMEM MPEMMYILECTBAa TOrO WIM MHOTrO BHaa TpaHcnopra. [lpu MmymbTu-
MOJaJIbHBIX MEPEBO3KaX COKPAIIAIOTCSIKAK BpeMs JOCTaBKH Ipy3a, Tak U
¢uHaHCOBBIE 3aTpaThl. JlaHHAas mepeBO3Ka HanOoJiee SKOHOMHYECKU BbI-
rOJHA.

MHorue ctpahbl, B ToM uucie U Poccuiickas denepaimst ABWKYTCSA 10
MyTH Pa3BUTHSI 3aKOHOATENLCTBA B 00JaCTH MYJIbTHMOIANIBHBIX MIEPEBO-
30K Tpy30B. OHAKO Ha CETOAHAIIHMMA JE€Hb CYIIECTBYET MHOXECTBO IPO-
01eM, CBSI3aHHBIX C MYJbTUMOIAJILHBIMH TIEPEBO3KaMH TPY30B KaK TEXHH-
YECKHX, TAK U MPABOBBIX.

[TonsiTHE MYNIBTUMOAQNLHOW TIEPEBO3KKM OBLIO CHOPMYIMPOBAHO B
CrnoBape TEpMHUHOB, HCTIONIL3yeMbIX B KOMOMHMPOBAHHOW TEPEBO3KE N
AMEIOLIMX OTHOLICHHWE K 3THM IIEPEeBO3KaM, M3JaHHOM EBpOnemckoi sko-
Homuueckoit komuccreit OOH (United Nations Economic Commission for
Europe (UNECE). ITox MyabTHMOIAIBHOM MIEPEBO3KOM MOHMMAACh Tie-
peBo3Ka AByMsI U Oosiee BHIaMu TpaHcTiopTay [7].

IIpaBoBOE perynmupoBaHHe MYJIbTUMOJAJbHBIX MEPEBO30K HAYMHACTCS
¢ npussATHEM TOKHICKUX MpaBwil MeXIyHapOAHBIM MOPCKUM KOMUTETOM
B 1969 r. A B 1973 1. Ha ocHoBe Toxkwmiickux mpaBwi MeXayHapOTHOM
TOProBoi manaTol ObUIM pa3paboTaHbl MpaBWia, PeTIaMeHTUPYIOIIUE J0-
KyMEHTaJbHOE OQOpPMIICHHE TAKOW MepeBO3KH. [loHATHE MyNIbTHUMOAANB-
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HOM niepeBo3kH ObuT0 TpeiokeHo B Konpenim OOH o MexITyHapo HbIX
CMeEILaHHbIX NepeBo3kax rpy3oB 1980 r., B Hell oTMeYanoch, UTO: «MEX-
JyHApOAHAsl CMEIIAHHAS TIEPEBO3Ka O3HAYaeT NEPEBO3KY TIPY30B IO
MEHbIIEH Mepe IByMSI pa3HbIMU BHIIaMH TPAHCTIOPTA HA OCHOBAHWH JIOT O-
BOpa CMEIIAHHOM NEPEBO3KU M3 MECTa B OIIHOM CTpaHe, TJ€ IPy3bl IOCT Y-
MAIOT B BEJCHHE OIEpaTopa CMELIAHHOW MEPEeBO3KH, A0 00YCIIOBIEHHOTO
MecTa JIOCTaBKH B JIpyroil ctpane». Kpome Toro, ObIIO JaHO MOsSICHEHHE
oriepaly 10 BBIBO3Y U JIOCTaBKE I'PY30B, OCYILECTBISIEMbIE BO HCIIOJIHE-
HHE JIOTOBOpa TEPEBO3KH TOJBKO OJHUM BHIIOM TpPAHCIOpTa — TakKas
oreparysi He CYUTAETCSl MEXIYHAPOHONW CMeIlIaHHOH nepeBo3kor. OiHa-
KO naHHasi KoHBeHIWs1 B CWIy HEe BCTYIIWIA.

IIpaBmwia FOHKTAJI onpenessroT 10roBop CMeIIaHHOM IIepeBO3KH Kak
JIOTOBOP TEPEBO3KU I'PYy30B M0 MEHbIIEH Mepe IBYMS pazIMiHbIMU BHUIA-
MW TpaHcTiopTa. JIWIo, 3aKFOYMBIIEEe TAKOW JIOrOBOP U B3SBIIEE HA CeOS
OTBETCTBEHHOCTH 32 €ro OCYIIECTBJICHHAE B KAUECTBE NMEPEBO3UHKA, HA3 bI-
BaeTCs ONEepPaToOpPoOM CMEIIaHHOM MePeBO3KHL.

3arem B 2008 r. npunsita KoHBeHIMsA 0 J0roBOpax MOJHOCTHIO WIM Ya-
CTHUYHO MOPCKOM MEXITYHApOIHON MepeBO3KU Ipy30B. «B Heil 3aTparuBa-
I0TCSI HE TOJIbKO MOPCKHE NEPEBO3KHU, HO U CMEILaHHbIE NEPEBO3KU HA3€ M-
HBIM M MOPCKHM TpaHCHOpTOM. J[aHHasi KOHBEHIMS MOXKET BBICTYNATh
AIBTEPHATHBON Il YYaCTHHKOB MYJbTUMOIAIBHOM TIepeBO3KM» [5, CTp.
143].

Uro KacaeTcsi caMoro TEpMHUHA «MYJIbTHMOaJIbHAs NIEPEBO3Ka», TO €T0
3aKpeIvieHUe OTCYTCTBYET B POCCHUICKOM 3aKOHOAATENBCTBE. 3aKOHOAATENb
OTOXXAECTBISIET «MYJIbTUMOAJIBHBIE NIEPEBO3KI) C «TIEPEBO3KAMHU B IIPSi-
MOM CMEMIAHHOM COOOIICHUN» U «KOMOMHHUPOBAHHBIMH NepeBO3KaMm». B
ct. 788 I'paxknanckoro konekca P® 3akpemieHo, 4To NpsiMOEe CMEIIIaHHOE
COO00IIIEHHE — 3TO BO3MOXKHOCTh MepeMelIeHns IPy30B, ACCaKUpoB 1 Oa-
raxa Ipy MOMOLIY Pa3JIMdHbIX TPAHCHIOPTHBIX OpraHM3alMi, IpHHAIekKa-
IIMX K pa3HbIM BHIaM TPAHCIIOPTA N0 OJHOMY IIEPEBO30YHOMY JOKYMEHTY.
CooTBeTCTBYIOIIME HOPMBI U TIOHATHE COAEPXKATCS B OT/EJILHBIX HOpMa-
THBHBIX aKTaxX TPAHCIIOPTHOTO 3aKoHoAaTenbeTBa. Hanpumep, 1. 5 Yerasa
xene3HonopoxHoro Tpancnopra P® u rit. 14 Kopexca BHyTpeHHETO BOAHO-
ro Tparcnopra P® nocssnieHa nepeBo3Ke rpy30B B MPIMOM CMELIaHHOM
coobmenny. Ho crienanbHbIi 3aKOH OTCYTCTBYET.

B 2004 r. 6sut mpuasT [OCT P 52297-2004, B KOTOPOM TIOJ] MYJIBTH-
MOJAJIbHOM TEPEBO3KOM 3aKpemisyiach TEPEBO3Ka, IMPU KOTOPOM OIUH
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HKCTIEIUTOP OPraHM3yeT M OCYILECTBIIET JOCTABKY M IEPEBO3KY Ipy3a OT
MecTa OTTPAaBJIEHUS 10 MECTa HAa3HAUEHUS TPAHCIIOPTOM pa3jMUHBIX BU-
JIOB, TIPH 3TOM OH MPHHUMAET OTBETCTBEHHOCTH 34 BCE PACCTOSHHE Iepe-
BO3KHU ¥ 0(pOpMIIICT €IUHBIN TPAHCTIOPTHBIM TOKYMEHT Ha MIEPEBO3KY IPy-
3a.

B Hay4HOI pOCCHICKON JIMTEPATYPE AAKOTCS CIEIYIOLMUE ONpeeIIeHNS
nanHOM miepeBo3ku. C. B. MunocnaBckas u K. WM. [LnyxankoB ompeaess-
0T MYJbTHUMOJAJIbHYIO NIEPEBO3KY KaK MEPEBO3KY, «B KOTOPOM J10CTaBKa
rpy3a OT OTHPaBHUTENS K MOJIYYaTEII0 OCYLIECTBISIETCA KaK MHHAMYM
JIBYyMSI Pa3MdHBIMHU BUAAMU TPAHCIOPTa (aBTOMOOWIHHBIM, YKEJIE3HOI0-
POXKHBIM, MOPCKHM, BO3IYILIHBIM) TOJl OTBETCTBEHHOCTHIO OJIHOTO Iepe-
BO3YHMKA, M0 €JUHOMY TPAHCIIOPTHOMY IOKYMEHTY, NMOATBEPKAAIOIIEMY
3aK/II0YEHHUE JIOTOBOpa MEPEBO3KW», U OIUIAYMBAEMYIO IO €IMHON CKBO3-
Holl TapudHoii ctaBke» [4, ctp. 13]. M. A. Ky3emuna, C. JI. HanupsH,
E. O. YepHoOpuBel nmpeacTaBiIsiOT MYJIbTUMOAANBHYIO TIEPEBO3KY, OCY-
MICCTBISIEMYIO KaK MUHAMYM JIByMsl BUIaMu Tpancnopra [3, ctp. 68]. I1o
muenmo U. A. Kpyrnosoi, A. H. KupwiioBa, MmynsTUMoanbHas niepe-
BO3Ka MPEACTaBISIET COOOH MepeBO3KY Ipy3a, BHINOIHAEMYIO 10 OJHOMY
JIOTOBOPY M TMpEJIOoJararoulylo NpUMEHEHHE pa3HbIX BUIOB TPAHCIOPTA:
ABTOMOOWIBHOTO, MOPCKOTO, KEJIe3HOAOPOKHOTO M BO3AYIIHOTO, OXBa-
ThIBas TIEPeTPY3KH HA Pa3IMUHBIX TepMUHAIaxX [2, CTp. 124].

B mpunsaroit TpancniopTHoil cTpaternmn Poccuiickoit Denepaimu Ha
nepuon 10 2030 roma ¢ mporHo3oM Ha mepuoA 10 2035 roga mocTaBieHbI
PAI 33724 MPH OCYIIECTBICHAN NIEPEBO30K B MYJIbTUMOJAIBHBIM CO001IIe-
HAM. Tak, 1y TOBBIIICHUS YPOBHS B3aMMOIEHCTBHS BCEX BHIOB TPaHC-
1opTa HeOOXOIMMO CO3/IaHHE OPTraHOB IO KOOPAHMHAIMM pabOThI BCEX BH-
JIOB TpaHCIOpTa W OOECTICYEHUIO WX PAIMOHAJILHOrO B3aUMOJCHCTBHS B
KPYIHBbIX TPAaHCHOPTHBIX y3Jax M NMpuHiATh DenepasbHblil 3akoH «O cMme-
IIaHHBIX (KOMOWHUPOBAHHBIX) TIEPEBO3KaX TPY30B» [6], B KOTOPOM HEOO-
XOJMMO 3aKpETHTh TOHATHE MYJITUMOJAbHON NEPEBO3KH.

ITpu mocTtaBke Tpy3a OONBIIOE 3HAYEHHWE WMEET HHPOPMAIMIOHHOE U
JIOKYMEHTAIIMOHHOE COMPOBOXKIAEHHWE. [lakeT TpaHCIOPTHBIX JOKYMEHTOB
JlaeT BO3MOXKHOCTH CTapTa OCYHIECTBIICHWS 3arpy3KH TPaHCTIOPTHOTO
CpeJCTBA, MO MPUOBITHIO — BBITPY3KH IPy3a 3aKka3uuKy. ['oBops 0 Myib-
THMOJIAJIbHBIX TIePEeBO3KaX, CIleJayeT o0coboe BHMMaHWE OOpaTUTh Ha
CJIOXKHBIH JOKYMEHTO000POT M O0Jiee CIOKHBIA y4eT TPpy30noToka. et
yU€T TPY30B, MAYIIUX IO PA3JIMIHBIM TPAHCTIOPTHBIM KOPUIOpPAM B pa3-
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HbI€ MYHKTHI JOCTaBKH. lIpy Takoil rpy30nepeBO3KE HCTONB3YIOT TOKY-
MEHTBI, OTHOCAILMECSI K COOTBETCTBYIOLIEH nepeBo3ke. [Ipu xkene3Homo-
POXKHOM TIepEeBO3KE — JKEJIC3HOAOPOXKHAs HaknmangHas (railway bill unu
RWB), npu aBuanepeBo3ke — aBuaHakiaaHas (airwaybill wm AWB), ko-
Hocament (Bill of lading — B/L, «mdpooit» ananor — waybill) — mpu
Mopckoii niepeBo3ke; HaktaaHas CMR (Convention relative au contrat de
transport international de Marchandise par Route) — npu nepeBo3ke aB-
TOMOOWIHHOM TPaHCTIOPTOM.

TpeOyeTcs co3manre BUPTYaJbHBIX CUCTEM JIOKyMEHTO000poTa (B TOM
YHUCJIe C HWCIONb30BAHUEM 3JIEKTPOHHBIX HAKJIAJIHBIX W MHBIX TPaHCTIOPT-
HbIX nokymentoB). C 2023 r. B Poccum OyayT BBelIEHBI AIIEKTPOHHBIC
HaKJIaJHble, KOTOpbIE CTAHYT HA4YaJIOM IEepeX0ja Ha HOBbIE TEXHOJOTHH.
Co3nanne cucTeM AIEKTPOHHOTO JOKYMEHT0000poTa, nHTepdeiicoB B3au-
MOJIEHCTBUA OrepaTopa MyJIbTUMOAAJIBHBIX NIEPEBO30K M KIIMEHTA, Orepa-
TOpa | MEPeBO3YHKOB, & TAKXKE MHOTO MPOrpaMMHOTO 0OecTieYeHHsI U MO-
OWIBbHBIX TPWIOKEHWH TO3BOJIUT CHU3UTh PHCKH MYJITUMOAANBHBIX Tie-
PEBO30K TPY30B, & Takke MOBBICUTH 3(DPEeKTHUBHOCTH ympaBieHusi. Heo0-
XOVMO TPUHITH COOTBETCTBYIOIIMM HOPMATHBHBIM MPAaBOBOW aKT [JIst
PeTYJIMpOBaHUsl AJIEKTPOHHOTO JJOKyMEHTOO00pOTa TpH OCYIIECTBICHAN
TPY30IIepPEBO30K Ha BCEX THIAX TPAHCTIOPTA, a TAKKE B MPSIMBIX CMeEIIaH-
HBIX TIEPEBO3KaX (MYJbTHMOAAIBHBIX MIEPEBO3KAX).

Ocy1ecTBiIeHne MyJIbTHUMOAAIBHBIX IEPEBO30K HEPA3PhIBHO CBSI3aHO C
THIIOM TI€PEBO3UMOrO Ipy3a, CPOYHOCTHIO JJOCTABKH, MECTONOIOKEHUEM
MyHKTa OTTIPaBJICHUS M MyHKTa Ha3HAUCHMS, a TAKXKe C MPEeHMYIIeCTBAMHU
¥ HEJIOCTaTKaMH OTJEJBHBIX BHIOB TPAHCIOPTA (JIOTUICTUIECKHUX, YIpaB-
JICHYECKUX, SKOHOMUYECKUX M TIPaBOBBIX). B memsx onrmmanisHOTO TMo-
CTpPOECHMsI MaplIpyTa U3 TOUKH OTTIPaBJICHWS] B TOUKY HAa3HAUEHUS BHIOU-
paroTcs MMEHHO T€ BHUABI TPAHCIOPTA, MPU KOTOPHIX BO3MOXKHA MHUHUM M-
3ampsl pa3iMyHBIX PHUCKOB, CBS3aHHBIX C MOpUYEl, HeAOCTaueil U yTpaToil
rpy3a. s MynbTHMOAAIBHBIX TIEPEBO30OK IM(POBHU3AIWS JaeT aBTOMAT U-
3aIMI0 B JIOTHCTHKE, POOOTH3AIMIO NPU OOCIY)KMBaHMM TpPaHCTIOPTA, TEX-
HAYECKOE COMpPOBOXKACHHE, KOTOPOE OYEHb BaXKHO MPH CMEHE BHUIOB
TpaHCTopTa, OBICTpOe ToMy4deHue MHpopMaImu o Tapudax ¥ Mapupyrax,
CTaTyCe U CPOKE JIOCTABKH CBOETO I'Py3a, OHIaiH-yCiIyre 1o o(popMIIeHHIO
CTPaxOBKH M TaMOXXEHHBIX IUIaTexei. Jloarocpounas crpaTerus pa3Burus
TPaHCHOPTHOM oTpacim Poccum, npunsiTas pacrnopsbkeHdeM [lpaBurelib-
ctBa PO or 27.11.2021 Ne 3363-p «O TpancmoprHoii crparernn Poccuii-
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ckoit deneparpm 10 2030 roga ¢ mporHo3oM Ha mepuon 1o 2035 romay,
TpeINoJIaraeT akKTUBHOE BHEJIPEHKE TU(POBBIX CEPBHUCOB.

B Crparerun roBopurcs, 4To IM(POBM3AIMS CO3JACT YCIOBUS IS
YBEJMYCHUST CKOPOCTH MYJIbTHMOJAJHHOM MEePEBO3KMA B YETHIPE pasa, B
TOM YHCJIE B YaCTHU TPAH3UTHBIX U BHYTPUPOCCHICKUX TPY30BBIX M TACCA-
JKUPCKUX TIEPEBO30K, 32 CUET IM(pOBM3AIMH TUIAHAPOBAHUS W YIIpaBlie-
HUSI TPY30BBIMH U TACCAKUPCKUMH MOTOKAMH W CBSA3aHHOTO JOKYMEHTO-
000poTa; COKpaICHHE CPOKOB OXKUIAHHS U TPOXOXKICHHS TaMOXKEHHBIX
nporeayp B 10 pas 3a cueT 1udpoBH3AIMH TPaHCTPAHUIHOrO MHMOpMa-
LIMOHHOI'0 OOMEHa.

AKTyalbHBIMHU HA CETOJHAIIHHMI JIeHh HATIPABIICHUSIMH B Pa3BUTHU
MYIbTUMOANIBHBIX TEPEBO30K SIBISIOTCS: CO3JlaHAEC KPYNHEHIINX MYITh-
THMOJAJbHBIX TPAHCTIOPTHBIX LICHTPOB, 00ECTICUHMBAIONINX BHEIITHETOPIO-
BBIE ONCpaIH W TPAH3WUT; CO3/[aHHE TPOrPaMMHOTO OOECTICUCHUS U BUP-
TyaJbHBIX Cpell, OOCCICYMBAIONINX KOMMYHHKAIAIO BCEX YYaCTHUKOB
MYJIbTUMOAJILHOW TIEPEBO3KM;, CO3/IaHHE COBPEMEHHBIX MEKTPOHHBIX CH-
CTeM MOHUTOPHHIa KOHTEMHEPOB, BATOHOB M T'PY30B; CO3/IaHHE CEPBHCOB
1 TEXHOJOTMIECKUX TUAT(OpPM B3aMMOJIEHCTBHS C KIHMEHTOM; CO3J]aHHC
MOOWITbHBIX TIPWIOKCHHUI, HATPABJICHHBIX HA ONCPATHUBHOE TONYyYCHUC
nHpOpPMAIMK O Tpy3e, HA OTCJICKUBAHHE TICPEMENICHHS Tpy3a, OrepaTUB-
HOC B3aWMOJCHUCTBHE C KJIIMCHTOM C IEJIBIO TIONYYCHHS JTOTIOHHTSITHHOM
uHpOpMaIMK O MepeBO3Ke, O TPy3e, O MolydaTese Tpy3a u Jap. Bermene-
pEUYNCIICHHBIE MEPhI MOTYT TMO3BOJIMTH HauOosee A(PHEKTUBHO yNpaBiATh
KaK OTJIeJIbHBIMU 3TaraMu MepeBO3KH, TaK U BCEH TIEPEBO3KOM B IIEJIOM : OT
B3aUMOJICHCTBUS C KIIEHTOM JIO pacrpeiesICHUsS MapIIpyTOB.

[Mokazarenen npumep Kaszaxcrana, rie nocyic OOHOBJICHHS 3aKOHOA-
TENLCTBA OJIOKUEeHHA pa3iMuHbIe IEPEBO3UHKH U ONlepaTOpbl BHYTPHU CTpa-
HBl CTaJld pacCMaTpUBATh TEXHOJIOIWM OJIOKYEiHA W CHUCTEMBI cMapT-
KOHTPaKTOB B pPaMKaX JIOKYMEHTOO0O0OpOTa, aBTOMATH3AIMK TIPOIECCOB
BBICTABJICHHSI CUETOB W OIUIATHI W YCTPAHEHWS TOCPEIHUKOB TPH OCY-
IIECTBJICHAN MYJIbTUMOIAJIBHOM TepeBo3ku [1].

W3 sToro cnemyer, 4TO O CE#l JJ€Hh OCTACTCS TIOTPEOHOCTH B MPUHSITHA
HOPMaTHBHOTO TIPABOBOTO aKTa, KOTOPBIA OBl MOT PEeTYIMpOBATH JAHHBIE
00IIIECTBEHHBLIE OTHOIICHHS.

B 3akmodeHue cnenyeT OTMETHTh, YTO PACCMOTPEHHBIC BBIIIIE TIPOOIIe-
MBI CIICYeT pa3peluTh MyTeM TPUHSITHSA 3aKOHA O TPSIMBIX CMEIIaHHBIX
nepeBo3kax. Taxke HeOOXOIUMO BHECTH B 3aKOH CYIIECTBYIOIIEE B Ipa-
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BOBOU JIOKTPUHE TMOHATHE MYJILTUMOANbHA MEpeBO3KH, pa3paboTarth U
BHECTH B 33aKOH CIIEIMAJIbHBIE HOPMBI KOHTPOJSI HA TEPMHUHAJIAX MYJBTH-
MOJAJIbHBIX TEPEBO3YHKOB, MPABOBBIE HOPMBI, 00€CMEUMBAIOIINE TOBbI-
IICHHE 3aIUIIEHHOCTH TPAHCTIOPTHOM MHPPACTPYKTYPBHl M TPAHCTIOPTHBIX
CPEelCTB IPU OpraHM3aLMY MYJIbTUMOAANBHBIX IEPEBO3OK. 3aKOHOAATEb-
HOE PEeryJIMpoBaHHE MYJIbTHMOIAIbHOM MEPEBO3KH B COBPEMEHHBIX YCIIO-
BUSIX C WCTIOJB30BAHHEM LM(PPOBBIX TEXHOJOTHWA OTCTAET M HA MEXIyHa-
POAHOM, M Ha HAIMOHAJIBLHOM YpOBHE. BcTaer BOIpoC O JOIOIHEHWH
HAIller0 3aKOHOAATENIbCTBA HOBBIMH HOpMaMu. HeyperynmmpoBaHHOCTB
NPaBOOTHOILIECHUY, CBSI3aHHBIX C MYJIbTHMOZAJIBHBIMU NIEPEBO3KAMHU I'PY-
30B MOXKET MPUBECTH K CHIDKEHHIO 0€30MacHOCTH M KauyecTBa OKa3aHMA
NIEPEBO3KY, a B LIEJIOM IPUBECTH K HETaTUBHBIM TIOCJIECICTBHAM IJIS Pa3BU-
THE BCEH DKOHOMUKH CTPAHBI.
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Confronting information crime in Algerian legislation
at the national and international levels

Abstract. The cybercrime, as one of the contemporary transnational in-
formation crimes, raises inits entirety a lot of problems in various respects,
such as the difficulty of discovering it as well as proving it due to the ab-
sence of physical evidence that condemns its perpetrator, in view of the
foregoing, and aware of the seriousness of cybercrime and the significant
damage itcauses to individuals and state institutions, the Algerian legislator
proceeded to develop legal texts to address this crime on the one hand, and
on the other hand, amended many laws, especially the Penal Code, to
make them respond to criminal developments in The field of information and
communication technology.

Through this intervention, we will try to shed light on the efforts made by
the Algerian legislator to combat cybercrime in two axes. In the first axis, we
address the efforts made at the national level, and in the second axis we
review the efforts made at the international level.

Keywords: information crime, Algerian legislation, the national and inter-
national levels.

Introduction

The development in information and communication technology and
the emergence of the Internet, with all its progress and services, did not
pass over the world peacefully, because the more it had positive effects
and changed the lifestyle of societies and contributed to the development
and advancement in all fields, especially electronic transactions, the more
it had a negative impact on The lives of people and the interests of states,
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manifested in adapting the Internet and electronic means to become a
world of crime”.

Thus, the information revolution witnessed by human societies in the
past decades left a great echo that led to the destabilization of a number of
traditional concepts that had prevailed for a long period of time, as crimi-
nals tried to adapt to the new situation, and invented modern methods and
means that were able to transcend the traditional methods that were They
are used to committing crimes?, which led to the emergence of electronic,
information or technical crime, which is a criminal activity in which com-
puter technology or smart phones connected to the Internet are used direct-
ly or indirectly to carry out the criminal act’.

And cybercrime, as one of the contemporary transnational information
crimes, raises in its entirety a lot of problems in various respects, such as
the difficulty of discovering it as well as proving it due to the absence of
physical evidence that condemns its perpetrator, especially that the infor-
mation criminal is characterized by resourcefulness and cunning and uses
highly efficient information technologies, which leads to network penetra-
tion. and computers connected to the Internet, where the network security
system is breached and the device is accessed to reveal or destroy its con-
tents and manipulate the information stored in it*.

In view of the foregoing, and aware of the seriousness of cybercrime
and the significant damage it causes to individuals and state institutions,
the Algerian legislator proceeded to develop legal texts to address this
crime on the one hand, and on the other hand, amended many laws, espe-
cially the Penal Code, to make them respond to criminal developments in
The field of information and communication technology.

Through this intervention, we will try to shed light on the efforts made
by the Algerian legislator to combat cybercrime in two axes. In the first

! Hafoda elamir Abdelkader, Ghardaine Hossam, Cybercrime and the M echanisms to Coun-
ter it, the National Forum on Mechanisms for Combating Cybercrime in Algerian Legisla-
tion, Algeria, March 29, 2017. P. 83.

2 Zoaiti Amina, Bernaoui Radhia, Combating Cybercrime in the Light of the Algerian Penal
Code, A Comparative Study, Journal of Human Rights and Public Freedoms, M ostaganem
University, Volume 04, Issue 07, June 2019. P. 222.

® Hafoda elamir Abdelkader, Ghardaine Hossam, Previous reference. P. 84.

4 Linda Sharabshah, International and Regional Policy in the Field of Combating Cyber-
crime (International Trends in Combating Cybercrime), Journal of Studies and Research,
Volume 01, Issue 01, Zayan Ashour University, Djelfa, 09/15/2009. P. 241.
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axis, we address the efforts made at the national level, and in the second
axis we review the efforts made at the international level.

The first axis:The efforts of the Algerian legislator in the field of
combating cybercrime at the national level

We will talk about the efforts of the Algerian legislator in the penal
code, then Law 09-04 related to information and communication technolo-
gies.

I. Combating cybercrime under the Penal Code

In order to fill the legislative void in the field of cybercrime, the Alge-
rian legislator amended the Penal Code by virtue of Law No. 04-15 of No-
vember 10, 2004, whereby he created a seventh bis section in which he
dealt, Breaches of automated data processing systems in Articles 394 bis to
394 bis 7 of the Penal Code. It included a set of substantive rules according
to which it determined the actions affecting the automated data processing
systems and the corresponding penalty.

The data processing system means «every system or group of systems,
whether connected, separate from each other, or linked, and one or more of
them automatically processes data in implementation of a specific pro-
gramy»'.

The act of assault is carried out by the offender performing one of the
acts specified in the aforementioned articles, and they can be traced back
to:

— Entering or staying by cheating in all or part of an automated data
processing system or attempting to do so. Such as theft and forgery of in-
formation, information espionage, assault on the sanctity of private life,
and other crimes.

— The fraudulent entry of data into the automated processing system,
or the fraudulent removal or modification of the data contained therein.

— Designing, researching, compiling, providing, publishing or trading
in data stored, processed, or transmitted through an information system in
which the crimes stipulated in this section may be committed.

Possessing, disclosing, publishing or using for any purpose the data ob-
tained from one of the crimes stipulated in this section.

I1. Combating cybercrime in accordance with Law 09-04

! Article 02/b of Law No. 09-04 of August 05, 2009 containing special rules for preventing
and combating crimes related to information and communication technologies, Official
Gazette No. 47.
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The Algerian legislator issued Law No. 09-04 of August 5, 2009, which
includes rules for preventing and combating crimes related to information and
communications technology, whereby he expanded the concept of cybercrime
to include in addition to crimes against the automated data processing system
specified in the Penal Code. Crimes that are committed or facilitated through
an information system or an electronic communication system.

This law included preventive measures and procedural rules.

1. Preventive measures

These measures are represented in the monitoring of electronic com-
munications, as stipulated in Article 04 of Law 09-04, and specifying four
cases in which the security authorities may monitor electronic communica-
tions after obtaining written permission from the judicial authority. These
are four cases:

— Prevention of acts described as crimes of terrorism, sabotage and
crimes against state security.

— In the event that information is available about the possibility of an
attack on an information system in a way that threatens the system, nation-
al defense, state institutions, or the national economy.

— For the requirements of judicial investigations, if it is difficult to
reach a conclusion that benefits the ongoing research without resorting to
electronic monitoring.

— In the context of the implementation of requests for international ju-
dicial assistance.

2. Rules of Procedure

In addition to the preventive measures, the Algerian legislator added
new measures that support the procedures stipulated in the Code of Crimi-
nal Procedure in the field of combating cybercrime. These measures are:

A. Inspection of information systems: Article 05 of Law 09-04 al-
lowed judicial authorities as well as judicial police officers within the
framework of the Code of Criminal Procedure to enter for the purpose of
inspecting the information system. Inspection cases were limited to the
cases stipulated in Article 04 of the same law, which are the same cases
related to monitoring Electronic communications.

B. Information data reservation: When the stored data is useful for
detecting cybercrime.

It is worth noting that Law 09-04 stipulates in its fifth chapter the estab-
lishment of the National Authority for the Prevention and Control of
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Crimes Related to Information and Communication Technologies, to acti-
vate and coordinate operations to prevent and combat crimes related to
information and communication technologies, and to assist the judicial
authorities and the judicial police in their investigations regarding these
crimes.

It also undertakes the exchange of information with its counterparts
abroad, in order to collect all the data useful in identifying the perpetrators
of cybercrime and determining their whereabouts.

The composition of this body was determined by Presidential Decree
No. 19-172 of 06/06/2019, which includes determining the composition of
the National Authority for the Prevention of Crimes Related to Information
and Communication Technologies combating it, regulating it and how
works'. It is a public institution of an administrative nature that enjoys le-
gal personality and financial independence and is placed under the authori-
ty of the Ministry of National Defense.

In its last chapter, this law also emphasized the principle of internation-
al judicial cooperation and assistance within the framework of the princi-
ple of reciprocity.

This law also dealt with the issue of jurisdiction through the require-
ments of Article 15, where this article states that “in addition to the rules of
jurisdiction stipulated in the Code of Criminal Procedure, Algerian courts
have jurisdiction over crimes related to information and communication
technologies committed outside the national territory when the perpetrator
is a foreigner and targets state institutions The algerian, national defense,
or the strategic interests of the national economy”.

In addition to these procedural mechanisms included in Law 09-04, the
Algerian Code of Criminal Procedure included a set of mechanisms for
investigations and investigations into crimes related to information and
communication technologies, such as the mechanism related to the inter-
ception of correspondence (Articles 65 bis 5 to Article 65 bis 10 of the
Code of Criminal Procedure).

According to Article 16 of the Algerian Code of Procedure, it is al-
lowed to extend the jurisdiction of judicial police officers to the entire na-
tional territory if it comes to researching and examining crimes related to

! Presidential Decree No. 19-172 of 06/06/2019 defining the composition of the National
Authority for the Prevention, Control, Regulation, and Operation of Crimes Related to In-
formation and Communication Technologies, Official Gazette No. 37.
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automated data processing systems, in addition to what Article 37 stipu-
lates that the local jurisdiction of the Public Prosecution may be extended
if it comes to crimes related to systems Automated data processing.

The second axis: the efforts of the Algerian legislator in the field of
combating cybercrime at the international level

Eager to provide protection in the field of technology and technology, Al-
geria ratified the Arab Convention against Information Technology Crimes
liberated in Cairo on 12/21/2010, pursuant to Presidential Decree No. 14-252
of 08/09/2014". The most important thing that the agreement emphasized in its
preamble is that it is convinced of the need to adopt a common criminal policy
aimed at protecting the Arab community against information technology
crimes, and it also takes into account the lofty religious and moral principles,
especially the provisions of Islamic law, as well as the human heritage of the
Arab nation that rejects all forms of crimes and with due regard for the system
It also aims to enhance and strengthen cooperation between Arab countries in
the field of combating information technology to ward off the dangers of these
crimes in order to preserve the security and interests of Arab countries and the
safety of their societies and individuals®.

The agreement criminalizes the attack on the sanctity of private life by
means of information technologies®, and Article 02/1 of the agreement de-
fines information technology as “any material or moral means or group of
interconnected or unconnected means used to store, arrange, organize, re-
trieve, process, develop and exchange information in accordance with or-
ders and instructions.” This includes all the inputs and outputs associated
with it, wired or wirelessly, in a system or network.

The convention also obligates each state party to tighten penalties for
traditional crimes if they are committed by means of information technol-
ogy”.

Conclusion

The Algerian legislator has worked hard to address cybercrime by
amending the provisions of the Penal Code and the Code of Criminal Pro-

! Presidential Decree No. 14-252 of 08/09/2014 includes the ratification of the Arab Con-
vention against Information Technology Crimes, liberated in Cairo on December 21, 2010,
Official Gazette No. 57.

2 Article 01 of the Arab Convention against Information Technology Crimes.

% Article 14 of the Arab Convention against Information Technology Crimes.

4 Article 21 of the Arab Convention against Information Technology Crimes.
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cedure, and introducing several legal texts such as Law No. 09-04 and Law
No. 18-07 of June 10, 2018 relating to the protection of natural persons in
the field of data processing of a nature Personal and Law 18-05 of May 10,
2018, related to electronic commerce, and other laws that confirm the leg-
islator’s desire to confront cybercrime and everything related to it.

Through this intervention, we were able to reach some recommenda-
tions, which we summarize as follows:

1) We recommend the Algerian legislator to issue a special and inde-
pendent law related to cybercrime and ways to combat it, and to include in
it all the substantive and procedural rules related to this type of crime.

2) Holding training courses for judicial police officers, the Public Pros-
ecution Office and judges, in order to rehabilitate them and make them
aware of all services related to information and communication technolo-
gies.

3) Organizing awareness campaigns for users of electronic media
(computers, the Internet, smart phones...), and informing them of the mag-
nitude of the danger that awaits them if the necessary preventive precau-
tions are not taken.

Mpotac EneHa BacunbesHa,
[OKTOP NeAarorvyeckux Hayk, npodeccop kadeapsb! «I paxaaHckoe npaso, Mex-
[yHapo[HOe YacTHOe NpaBo, rpaxaaHCkuin npouecc » KOpuan4ecKoro MHCTUTYTa
Poccuiickoro yHuBepcuteTa TpaHcnopta (MANT)

TapaceHko tOpuit AnekcaHgpoBuY,
KaHaMOAT PUANYECKUX HAYK, JOLEHT Kadedpbl «[ paxgaHckoe NpaBo, MexayHa-
POJHOE YacTHOE NpaBo, paxagaHckuit npouecc » Kopuanyeckoro uHcTUTyTa Poc-
cuiAckoro yHuBepcuteTa TpaHcnopTa (MUNT)

O HeKoTOpbIX NpobneMax CMapT-KOHTPAKTOB
B TPaHCIPaHNYHbIX OTHOLEHUSAX

AHHomayus. MpoLecchl LMhpoBM3aLymn 3aTPOHYINN 1 Cepy MeXLyHapoaHOro
yacTHoro npasa. [losiBrieHne CMapT-KOHTPAKTOB MOPOAMIIO AUCKYCCUIO O BO3MOX-
HOCTW MCMONB30BaHWSA NOCEOHNX B TPAHCTPAHWYHbIX OTHOLLEHUSAX. [ToMMMO OC-
HOBHOrO Bonpoca (0 Npupoge CMapT-KOHTpakTa) oteeTa Tpebyot npobnema Bbl-
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Bopa npasa (B TeX Cnyuasx, korga CTOPOHbI MPK 3aKKYeHUN JOrOBOpPA YNyC T
3TOT MOMEHT), BO3MOXHOCTb ONpeerieHns MecTa 3aKrio4eHns caMoro Jorosopa,
a Takke npobrema BHECEHUS U3MEHEHUI B YCNOBUS CMapT-KoHTpakTa. KpaTkui
aHann3 HasBaHHOW NpobriemaTnky NOKa3bIBaET, YTO B HACTOSLLEE BPEMS HE CY-
LLeCTBYeT H1 Ha 3aKOHOAATENbHOM, HU Ha JOKTPUHAMBHOM YPOBHE NPUEMIIEMOrO
0TBETa Ha NocTaBeHHbIe Bonpockl. Cdepa TpaHCIPaHNYHbIX OTHOLLEHMI Xapak-
TepU3yeTCS CIIOXHbLIM NPaBOBbLIM PETYIMPOBAHNEM C aKTUBHbBIM UCMONB30BAHNEM
NPaBOBbIX KOHCTPYKLMI U3 Pa3nnyHbIX NPaBONOPSAAKOB. YKa3aHHbI MOMEHT No-
poXOaeT B ONpefeneHHON CTeneHn COCTOsIHWE NPaBOBOW HEU3BECTHOCTH, NO-
CKOMbKY KOHTpareHTbl He BCeraa TOYHO 3HAIOT, Ha KakoW NpaBOMNOpPSAOK yKaxeT
KONnM3nMoHHas Hopma. CMapT-KOHTPaKTbl NOMYHUAN pacnpocTpaHeHue B obna-
CTAX, He TpebytoWMX Hannu1e MHOro3TanHoOM NPaBOBOTO PENYIMPOBAHKS. YCIo-
BWe ANs peanu3aumn CMapT-KOHTpakTa — MakcuMasbHO NpoCToe, COOTBETCTBY-
loLLee CXeme «eCnm — Toy.

Kntodeeble criosa: cMapT-KOHTPAKT, BHELLHETOProBas CAenka; TpaHCrpaHuy-
Hble OTHOLLEeHWS; BbIGOP NMpaBa; MEeCTO 3aKMYEHUs KOHTpaKTa; MUCMOMHEHUe
CMapT-KOHTpakTa.

Elena V. Protas,
Doctor of Pedagogical Sciences, Professor of the Department "Civil Law, Interna-
tional Private Law, Civil Procedure” of the Law Institute of the Russian University of
Transport (MIIT)

Yuri Al. Tarasenko,
Candidate of Law, Associate Professor of the Department of "Civil Law, Private
International Law, Civil Procedure" of the Law Institute of the Russian University of
Transport

About some problems of smart contracts
in cross-border relations

Abstract. Digitalization processes have also affected the sphere of private in-
ternational law. The emergence of smart contracts has given rise to a discussion
about the possibility of using the latter in cross-border relations. In addition to the
main question (aboutthe nature of the smartcontract), the problem of choosing the
law requires an answer (in cases when the parties missed this moment when con-
cluding the contract), the possibility of determining the place of conclusion of the
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contractitself, as well as the problem of making changes to the terms of the smart
contract. A brief analysis of these issues shows that there is currently no accepta-
ble answer to the questions posed either at the legislative or doctrinal level. The
sphere of cross-borderrelations is characterized by complex legal regulation with
the active use of legal structures from various legal systems. This moment gener-
ates to a certain extent a state of legal uncertainty, since counterparties do not
always know exactly what kind of law and order the conflict of laws rule will indi-
cate. Smart contracts have become widespread in areas that do not require multi-
stage legal regulation. T he condition for the implementation of a smart contractis
the simplest possible condition corresponding to the "if — then" scheme.
Keywords: smart contract; foreign trade transaction; cross-border relations;
choice oflaw; place of conclusion of the contract; execution of the smart contract.

1. OnHEM W3 TPAJULMOHHBIX CIIOCOOOB 3aKIFOUEHMS JI0rOBOpa B ME K-
JyHapOJTHOM YaCTHOM TIpaBe SIBISIETCS CMOCO0 OoOMEHa B3aMMOCOIJIACO-
BaHHBIMH cooOmeHmwIMU (odepra—akient). [ y4acTHUKOB MeEXTyHa-
POIHOTO KOMMEPUYECKOro 000poTa MpH 3aKII0OYEHNN KOHTPAKTa BayKHBIM
MOMEHTOM TIPEJICTABIAETCS ONpEeNICHHEe MECTa 3aKIFOUEHHS J0r0BOpa,
TIOCKOJIBKY B 3aBUCHMOCTH OT TOTO, I/l (B KAKOM MeCTe) BO3HHK JIOTOBOP,
OyleT omnpeJeNsiThCs NMPUMEHAMOE K MPaBOOTHOIICHHUSAM IPABO CTPAHBI .
IT0 COOTBETCTBYET KOLTM3HOHHOMY mpuHImy lex loci contractus (mecto
3aKJIIOYCHHS KOHTPAKTa).

OnHUM M3 CHIOCOOOB, OCHOBAHHBIX HA AJICKTPOHHOM TEXHOJIOTHH, SIBIISI-
€TCsl TEXHOJIOTWsA cMapT-KoHTpakTa. Ee cyTh B ToM, 4TO mMHpOpMaIms o
YCTIOBHSIX KOHTpaKTa 3almppoBaHa OMpPEACIICHHBIM IMPOTOKOJIOM W Xpa-
HUTCS Ha Pa3HBIX KOMIbIOTEpaX, OOBEAMHCHHBIX B SAMHYIO CETh M CBS-
3aHHYIO C €JMHBIM cepBepoM. IIpu 3aKimodeHnr 10roBopa MocpeicTBOM
CPE/ICTB JJIEKTPOHHOW CBSI3H MPOOJieMa ONpeIeNICHNs MeCTa 3aKII0YCHHS
KOHTPAKTa PacKpbIBAETCS HAUOOJEEe OCTPO, OCKOIBKY HE BCETIa OUEBU/I-
HO MECTO HAaXOXIIeHns opepeHTa WM aKIENTaHTa.

B psize cimydaeB CTOPOHBI He JENIAalOT OrOBOPKY O MPHMEHAMOM TpaBe
BIIOJIHE CO3HATEJIBHO, OCTABIISISI ATOT BOMPOC HA BOJIO CIIydasi, MOCKOIBKY
3apaHee He M3BECTHO, KAKOE YCIIOBHE MOXET OBITh HapylleHo U keM. He-
PEIKO KOJUTM3WSI BO3HUKACT HE B CBSI3U C COINIACOBAHHBIMH YCJIOBUSIMHY, & B

! Peus mper o Tex ciyuasx, KOIa CTOPOHbI CIIEUMAIBHO HE CIAENAIH B CAMOM COINIAIICHHH
OTOBOPKY O NP MIMEHHMOM TIp aBeE.
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OTHOIIICHUSX, CTOPOHAMHU HE YPETYJIMPOBAHHBIMH, HO BBHITCKAIOIINMHU H3
JIoroBopa. B 3aBUCHMOCTH OT 3TOr0o B JaJIbHEMILIEM pEUIaTh BOMPOC O
NPUMEHUMOM TIpaBe OyIeT KOJUIM3HOHHASI HOpMa, KOTOpasi MOXKET YKa3aTh
Ha JTI000M MpaBonopsaioK. Penmrs 3Ty npobieMy cMapT-KOHpaKT He CIIo-
COOCH B CWIy HAIMYMWA YK€ 3apaHee YeTKO MPOMHCAHHOTO aJropuTMa
JIEUCTBUS, KOTOPOE HE MpEAToNaraeT MOSIBJICHUS CUTyallMi C HEM3BECT-
HBIM COZEP)KaHUEM.

2. TloMuMO TpyOHOCTH ONpelneNieHuss MeCTa 3aK/o4eHus CMapT-
KOHTpaKTa CYyLIECTBYET MpolijieMa M3MEHEHUsI YK€ 3aKJIF0UE€HHOrO coria-
IIeHKs, OCHOBAHHOTO Ha TEXHOJIOTHM OJIoK-4elH. B mpornecce ucnonHeHus
JIOTOBOPOB HEPEJKO BO3HUKAIOT CHTYAIlH, TPeOYIoNHe KOPPEKTHPOBKU
paHee CoriacoBaHHBIX TO3HIHMH. OOBIYHO CTOPOHBI PEIIAIOT TAKKE BOIMPO-
Chl MOCPEJCTBOM IIEPErOBOPOB M M3MEHEHUS TOTO WIM HMHOTO YCJIOBUS.
[IpruMeHnTEFHO K CMapT-KOHTPAKTaM dTOT MyTh HEAOCTYTICH.

[Ipobnemy BHeceHHs] M3MEHEHMH B CMapT-KOHTPAKT MOXKHO YIPOILEH-
HO ONMCATh CIEAYIOIMM 00Pa3oM: CYHIECTBYIOT YK€ 3apaHee 3aJlaHHbIe
napaMeTpbl, KOTOpble COOTBETCTBOBAIM YCIOBHSM 3aKII0UYaeMOro KOH-
Tpakta. CaMu TapaMeTpbl XpaHATCS Ha CaMbIX Pa3HBIX KOMIbIOTEpaXx,
O00BEIMHCHHBIX B €JIMHYIO B3aMMOCBSI3aHHYIO IIeTIb, YTO JEJIAeT HEBO3-
MOXHBIM KaKOW-JIHOO CTOPOHE KOHTPAKTa WIM TPEThEMY JIMIy YTO-THOO
mMeHnTh. Ecin Kakoi-mbo m3 yka3aHHBIX NMapamMeTpoB He OyneT coBma-
JaTh (a2 MMEHHO 3TO W MPOM3OWIET, €CIM CTOPOHBI 3aXOTAT KaKoe-JIHOO
yCIIOBUE WM3MEHHTH), TO HaJJIeXKaIle WCTOMHUTh CMapT-KOHTPaKT He
yracrtcsl.

Takast curyarys IpUMEHUTENHHO K TPAHCTPAHNYHBIM OTHOIICHUSIM He
JIOMyCTUMa, TIOCKOJIbKY JIMIIAET CTOPOHBI MHOTHX TPAJWLMOHHBIX CIIOCO-
0OB KOPPEKTHPOBKH CBOMX B3aMMOOTHOLICHHI HA CTaJMU HCIIOJHEHUS
00513aTEbCTB.

3. CMapT-KOHTPaKThl B HACTOSIIMI MOMEHT OpPHEHTHPOBAHbI Ha Tpe-
JIETIbHO YTIPOIIIEHHBIE YCJIOBUSI, KOTOPhIE MOXKHO OIHCATh CJIEAYIONIeH
(bopMyIIoitl: «ec — TO»: HApUMep, €CIIM 3a TOBApP TOCTYIAET OIUlaTa B
TaKOM-TO pa3Mepe, TO MPaBO COOCTBEHHOCTH HA TOBAp MEPEXOAUT K TIOKY-
natemo. TakuM 00pa3oM, 3JEKTPOHHBIN MPOTOKON COPUCHTHPOBAH Ha
MPOCThIE W YETKO OMNpe/esisieMble TapaMeTphbl. 3a MpejaesiaMu cMaprT-
KOHTPaKTOB OCTAIOTCSI OoJiee CIIOXKHBIE YCIIOBHS, OPHCHTHUPOBAHHBIC HA
TaKWe OICHOYHBIE KaTETOpHH, KaK «Pa3syMHBIH CpPOK», «I00pOCOBECT-
HOCTBY, «320JIarOBPEMEHHO» U T.IL
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IIo cytu nena, cMapT-KOHTPAKT HE €CTh MOJIHOLEHHBINA 1OrOBOP, UM E KO-
LIWMHA colleprkaHre. DTO HEKue JeHCTBUS, IepeBEeCHHbIE Ha S3bIK alTOpHUT-
MOB, KOTOPBIE HANPABJICHBI HA TO, YTOOBI IOCJIEI0BAT €JIBHO UCTIOTHATHCS IPU
HACTYIUICHUH 3apaHee 3aJJaHHbIX MapaMeTpoB. B atu nevicTBus (koMaHAbI)
HEBO3MO)KHO YJIOKHTH FOPUIUYECKHE YCIIOBUS, U3 KOTOPBIX COCTaBILIETCS
cojiepkaHue JIF000ro J0roBopa, MOCKOIBbKY YCIIOBUS BBIPAXKAIOT NpaBa 1 00 5i-
3aHHOCTH CTOpOH. [leiicTBre, 00JeueHHOe B KOMAHIy B CMapT-KOHTPAKTE
MOXKET OTPa3HTh TOJBKO JIMIIH HEOOJIBIION aCTIEKT KaKOT0-JIMOO TPaIHIHOH-
HOTO YCJIOBHS JOrOBOPA, HO HE TIOJHOCTBIO OIACATH U 3aMEHUTH €TO.

TpaHCTpaHMYHBIE TOPrOBBIE KOHTPAKTBI XAPAKTEPU3YIOTCS JTOBOJBHO
CJIOKHBIM YPOBHEM IPaBOBOIO perynupoBaHusi. B pesynbraTte, MMEHHO
yKa3aHHasl CJIOKHOCTh BBIBOIWT JOTOBOPHI, OCJIOKHEHHBIE MHOCTPAaHHBIM
3NIEMEHTOM Ha YpPOBEHb, I/I€ HEBO3MOXXHO OIIEPHUPOBATH MPOCTHIM (3J1e-
MEHTapHBIM ) HHCTPYMEHTapUeM 110 (POopMyie «EeCII — TOM.

B xauecTBe WUTIOCTpalMM NPUBEIEM THUIIOBOE YCIIOBUE TPaHCTPaHUY-
HOTO KOHTpaKTa KyIUIM-TIPOAAaXKH, OTHOCHUTENILHO LieHsl: «lleHa mo moro-
BOPY BKJIFOYAET JIIOOBIE PAacXojlbl, KOTOpbIE BO3JAraloTCs Ha MPOJaBLia B
COOTBETCTBHH C COTJIACOBAHHBIM 0a3ucoM mocTaBk. OTHAKO €CJM Mpojia-
BeIl MPUHIMAET Ha Ce0sl PacXobl, KOTOPhIE B COOTBETCTBHH C COIJIACO-
BaHHBIM 0A3WMCOM TOCTABKH WIH WHBIMH YCIIOBHSIMHU KOHKPETHOTO JOrOBO-
pa KyIUIM-TIPOJ @K OTHOCATCS HA MOKYIATEJ, TAKHE CYMMBI HE BKJIIOYa-
I0TCsl B LIEHY TOBapa Y MOAJIEKaT BO3MEILIECHHIO ToKynaresneM. Ecim npo-
JlaBel IpMHUMAaeT Ha ce0sl pacXo/ibl, B OTHOIICHUM KOTOPBIX, MO COIJaco-
BaHHOMY 0a3uCy TIOCTaBKU 00sI3aTENHCTB HET HU y OJHOW M3 CTOPOH, Ta-
KH€ PacXoAbl TOJJIeKAaT BO3MEIICHUIO MOKYTATEIEM, TOJIbKO €CIIH 3TO CO-
TJIACOBAHO CTOPOHAMID?.

JlaHHOE (THIIOBOE I BHEIIHETOPrOBOW KYIUIM-TIPOAAXKU YCIIOBHE) CO-
JEPXKUT BeChbMa TMOKOE OINMCAaHWEe BO3MOXKHBIX BApUAHTOB TOTO, UTO MO-
JKET BKJIOYATh LIEHA IPU MCTIOJIHEHMM TAKOro KOHTpakTa. BronHe moHAT-
HO, 4TO OIMCAaTh HACTOJBKO TOYHO YKa3aHHOE YCJIOBHE HA SI3BIKE aJlro-
purMa HeBO3MOXKHO. [TombITKa yrnpocTHTh MOI00HOE YCIIOBHE, TIPEACTaBIB
€ro B BUJI€ HECKOJIbKHX YCJIOBHH IO MPOCTON CXEME «ECIH — TO», PHUBE-
JIeT K IerpaJalidd CMbICIa CTAaThH.

4. B Hacros1iee BpeMsl CMapT-KOHTPaKThl NOJIYYWIN PacpoCTPaHEHUE
B cdepe AIEeKTPOHHON KoMMepImU. B 4acTHOCTH, peub WIET O CAeNKax Ha
OMpke, 3aKIII0YaeMBbIX M0 MPHHIMITY «IOKyTar — mponatoy. [lomoOHse
OMpKEBbIE CIEJKU UIMEIOT TaKylH0 OCOOEHHOCTh — COBEPILAOTCS MPOAAB-
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IIOM WIM TOKyNaTejleM NakeTaMu (T.€. 32 OJWH pa3 CTOPOHOM Mocpe-
CTBOM DJIEKTPOHHBIX TOPIOB MOTYT 3aKIIOYaThCA JECITKH, & TO M COTHH
caenok). Crempdrika nmogoOHBIX ONepalyii B TOM, YTO TYT MOKyNaTeIIMHU
Y TIPOJIaBIIAMH HE OOCYKHAIOTCS HUKAKWE WHBIC YCIIOBUS, XapaKTEpHbIC
JUIl OOBIYHOTO J10rOBOpa, KpoMe Kak ycJoBHs O 1ieHe. CMBICT TaKux TOp-
TOBBIX JEHCTBHIA HE B TOM, YTOOBI KYIHB, CTaTh COOCTBEHHHKOM H TOJY-
YUTh COOTBETCTBYIOIME TOBAPHI, @ B TOM, YTOOBI «CHITPaTh)» HAa KypCOBOU
pasHIe — TpUOOpEN 3a MEHbIHE ACHBIHW, MPonaj 3a Oojiplve, Koraa
KOHBIOHKTYpa pbIHKa M3MEHHUTCA. MHOM monxon Ha OupXax U HEBO3MO-
KEH, B CWIaX O3Ha4ueHHOH crietmduku. Ho pacipocTpansaTh ero Ha oObI4-
Hble (B TOM YHCJIE€ M BHEIIHETOProBbIE) CIIEJKH B HACTOSAIIEE BpeMs HET
HUKaKOH HEOOXOTUMOCTH.

CTOpOHHHMKH BHEJPEHHS TEXHOJIOIMH CMapT-KOHTPAKTOB TOAYEpKHBa-
0T MPEUMYILIECTBA, KOTOPBIMH 00J1a1aeT HOBasi TEXHOJNOTHs. B dacTHOCTH,
OTMEUACTCS:

— ckopocTh. OOpaboTKa JOKYMEHTOB BPyYHYIO 3aHUMaeT MHOTO Bpe-
MEHU U 3aJIepXKMBaeT BBINOJIHEHHE 3a7a4y. CMapT-KOHTPAKThl Mpearnosa-
raroT aBTOMAaTH3MPOBAHHBIN MPOIECC U B OOJBIIMHCTBE CIIy4aeB HE Tpe-
OYIOT JIMIHOTO YYaCTHs, YTO SKOHOMHUT JPATOLCHHOE BPEeMSI;

— He3aBUCUMOCTh. CMapT-KOHTPaKThl HCKIIOYAIOT BO3MOKHOCTH
BMeEIIAaTEIbCTBA TPETHUX CTOPOH. [ 'apaHTHsl Ha TPaH3aKIMIO — caMa Tpo-
rpaMma, KoTopasi, B OTJIM4HE OT NOCPEIHHUKOB, HE 1aCT OCHOBAHMS COMHe-
BaThCA B €€ LEJOCTHOCTY,

— HajexHocTh. JlanHble, 3ammcannbie B blockchain, ve moryt GbITh
BMCHEHBl WIH YHUITOKEHBI. ECIM OfHa CTOpOHA CHIENKH HE BBITIONHSACT
CBOM 00s3aTebCTBA, JApyras CTOPOHA OyIET 3allWilieHa YCJIOBHSMH WH-
TEJUICKTYaJIbHOTO JI0r0BOPA;

— HeT OMMOOK — aBTOMAaTH4ecKasi CUcTeMa JIJIs BBINOJHEHUsS TpaH-
3aKIMi U y#aJeHus YeJioBeuecKoro (akropa obGecreymBaeT BBICOKYIO
TOYHOCTD TPH BBINOJIHEHMN KOHTPaKTOB;

— cOepexenrsi. CMapT-KOHTPAKTBI MOTYT 00€CTICUHTh 3HAUHTEIIHHYIO
HKOHOMMIO 33 CYET YCTPaHCHWS PacXOfOB Ul TIOCPETHUKOB M COKpaIle-
HUSL OTCPAIMOHHBIX PACXOMIOB, @ TAK)KE BOSMOXKHOCTB IS CTOPOH pado-
TaTh BMECTE Ha GOJee BBITOIHBIX YCIOBUSX .

! Y10 Taxoe cmapt-komutpaxtsr? // URL: https:/habr.com/ru/post/448056/ (nara obpame-
mwst: 10.01.2022).
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Ha noBepky Bce Ha3BaHHBIE NMPEUMYIIECTBA TAKOBBIMU HE SIBIISIOTCS,
TIOCKOJIbKY B PaBHOW Mepe TPHCYIIM U OOBIYHBIM KOHTpakTaM. Tak, cKo-
POCTh B TPAaHCTPaHUIHOH KyIUIe-TIPOIa’ke TOCTUTACTCS MOCPEICTBOM HC-
TIOJTb30BAHKS THIOBBIX (POPM, COIEPKAIIMX BCE HEOOXOAMMBIC YCIIOBUSA, K
KOTOPBIM JIPYTOM CTOPOHE MOXKHO TPHUCOCIMHHUTHCS. He3aBUCMMOCTH OT
BMEIIATENhCTBA TPETHUX JIMI] — HE COBCEM IMOHATHOE OOOCHOBAHHE, I1O-
CKOJIbKY Ha TPaKTHKE (JI0 CHX MOp) He BCTPEUAJMCh CIlydau, KOT/Ia TPEThe
JIALIO MOTJIO KAKMM-TO 00pa3oM BMENIAThCS BO B3aUMOOTHOIICHHSI KOHTP-
areHroB. HanexHocTh, TOHMMaeMmasi KaKk HEBO3MOKHOCTH YHHYTOXKCHHS
JTAHHBIX, — XapaKTepHa M I OObIYHBIX KOHTPAKTOB, OCKOJILKY BCE He-
00XOAMMBIE IOKYMEHTBI CYLIECTBYIOT B HECKOJIbKUX SK3EMIUIIpax U BUIaX
(6ymaxHOM, 31eKTpOHHOM ). OTCYTCTBHE OIMOOK — BEPOSTHO, peUb UIACT
00 ommoKax B yclOBUsX, a He opdorpaduieckux. B yacTHoM mpaBe 3TH
CUTYyallud Ha3bIBAIOTCS IMPOCUETOM OJHOM M3 CTOPOH, KOTJa KOHTpareHT
HABS3BIBACT SIBHO HE BBHITO/IHBIE ycioBus. Ho oT momoGHOro He cBOOOACH
U CMapT-KOHTPAKT, TMOCKOJIBKY AaJlfOPUTMBI MOCJEIHETO COCTAaBIIOTCS
yenoBekoM. Hammme cOepekeHHbIX CPeACTB — TaKKe He aOCOMIOTHBIN
apryMeHT, MOCKOJIbKY MOJABIIIoNIee OONMBIIMHCTBO TPAUIMOHHBIX 10T 0-
BOPOB 3aKJII0YaETCs 0€3 BCAKUX MOCPETHAKOB.

B 3akmouyeHnr OTMETUTH CIEAYIOLICE.

CriermabHOTO TIPABOBOTO PETYIIMPOBAHMS JTaHHOTO siBIICHHS B Poccum
HeT. He cymiecTByeT M Kakoro-ibo MeXIyHapoIHOTO akTa, Ha KOTOPBIH
MOXHO OBLIO OBI ONEPEeTHCS MPU OCMBICICHHM BO3HUKIIETO W PEasbHO
CYIIECTBYIOLIETO TPOIECCa, OCHOBAHHOTO HA OJIOK-YEHH TEXHOJIOTHH.
®dakTHYECKH, HA CETOMHSIIHMI IeHb, chepa cMapT-KOHTPAaKTOB B Poccun
pa3BHBACTCSl BHE BCSKOM CBSI3M C €€ MPaBOBBIM peryipoBanueM. [TpuHu-
Mas BO BHUMaHUE CYTh TEXHOJOI'MH OJIOK-4YEiH, IOKa MOYKHO YTBEPXKIaTh,
YTO TPAJMIMOHHBIE HMHCTUTYTBI JIOTOBOPHOTO IIpaBa HE MOIXOMAT MJIS
TIOJTHOLICHHOM peTjlaMeHTalMi HOBoro spieHws. HeoOxoaumo oraensHoe
perymipoBanue. Ha coBpeMeHHOM jke 3Tare Ba)XHO OLCHUTH, HACKOJIBKO
HOBasi periiaMeHTaIys MOXET ObITh BIHMCaHA (COOTBETCTBOBATH) OCHOB-
HBIM MHCTHUTYTaM M MaTEpHH rpakaaHCKoro mpasa. ECTh onacHOCTB TOro,
YTO HOBBII MHCTUTYT MOXET OBITh ONMCAaH TEPMUHAMH TEXHHIECKUMH U
HMeTh OOIbIIe SKOHOMHUIECKOE COIEpKAaHUe , 4TO TOBJIeUeT OOIIyI0 He-
CTBIKOBKY ¢ OCHOBHOM cTpykTypoii 'K P®.

! B kauecrBe mpuMepa MogOGHOrO TOAX0/A MOXKHO TP UBECTH 1P AKTHUECKH JII0GOH 3aK0H,
BBIXOISIIIMI U3 Henp M undkoHoMpazsutus Poccuu. Hanpumep, ®enepanbHblif 3aK0H OT
25.02.1999 Ne 39-03 «O0 WHBECTUIMOHHOHN nesTenbHOCTH B Poccuiickoir Denep armm,
OCy LIECTBIIAEMOI B ()OpMe KalUTATbHBIX BIIOKEHHID».
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Helen Nashaat Edward Nashed

Digital loyalty to transport customers
and its security implications

Abstract. Security is a necessary requirement that everyone seeks to achieve,
and that the nation’s gains are at the top of these priorities. Security is synony-
mous with tranquility. From this point of view, loyalty and belonging are among the
pillars of life that cannot be straightened without it, noting that this means confi-
dence and calmness of the soul as a result of a sense of not being afraid of any
danger or harm. The state's ability to secure the continuity of the basis of its inter-
nal and external strength in all economic activities in various sectors, especially
transport, in order to face the dangers that threaten it from inside and outside is of
the importance of paying attention to transport clients. Digital marketing is growing
very fast compared to traditional marketing methods. This requires a lot of re-
search into exposure to electronic security and threats to customers.

Keywords: digitization; loyalty; security; customer.

The first chapter

Loyalty and belonging to transport customers

You can'tignore its length when you know: Inbound marketing costs 62%
less leads than traditional outbound marketing. Blogger companies get 55%
more web traffic 57% of all companies gain clients through blogging. 78% of
online users search for product information online before making a purchase.
The number of marketers who believe Facebook is essential to their success
has increased 83% in two years. It's also important to understand that people
have more options than ever when browsing the web. If they aren't motivated
by the site, and if they don't get what they want within seconds of showing up,
they will hold back and never come back.

First, social loyalty sharing on social media is one of the best ways to
get people involved in your business. When you offer clients a small re-
ward for posting about your work on social media. You can customize this,
so that it suits your own needs of course. For example, if you want to make
sure a broad base of people knows about one of your new seasonal offers,
you can motivate your customers to spread the word about that offer. Or if
you want people to publish a certain post, you can offer a reward for it(*).

! Nina Semeryanova , Alexander Mordvinov: Information security in the field of transport
services, E3S Web of Conferences 135, 04072 (2019) ITESE-2019. P. 5.
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Second, emotional loyalty everyone loves to feel known and under-
stood. A customer is happy when the owner asks to be greeted by name is
a great thing to hear — it makes him feel at home. When customers feel
that you know them, they automatically feel loyal to your business. You
can give your customers that sense of belonging by sending them special
offers on their birthday or anniversary celebrations. You may want to send
them a message a few days before their birthday to remind them that a
special offer is coming up, just to build anticipation and engagement.

Third: Behavioral loyalty Behavioral loyalty is one of the best ways to
build a strong relationship with customers. Behavioral loyalty means
working to get customers to do the kinds of things that build success for
your business. If you're on a points system, you can offer your customers
extra points — maybe double or triple points — for certain types of pur-
chases('). For example, you may want to offer bonus points to customers
who make purchases in the off-season or during any time that is usually
slow for you. You can also offer bonus points to customers who make a
number of purchases at once.

Fourth: Loyalty to the Call Loyalty Endorsement means offering a re-
ward to your customers every time they recommend your business to new
customers. In simple form, loyalty to an invitation is like word of mouth.
It's a great way to get new customers excited about your business and
products. In general, people are more willing to try a business if they hear
about it from a trusted friend — which is why word of mouth is so valua-
ble. If you use a points system to award rewards to customers, it may be a
good idea to offer double points — or even three points — every time a
customer successfully refers a friend to your business. Of course, if their
friends turn out to be loyal customers, they may eventually recommend
other friends. The idea behind customer loyalty plans is that they will gen-
erate greater rewards for your business(?). There are some marketing pro-
grams that are used to optimize resources including: The points-based pro-
gram is the most widely used loyalty program. In this program, the cus-
tomer gets points for every purchase, and these points give him the ad-
vantage of converting them to a certain amount of money that he uses in

! Pratiwi, M Ne and others : Analysis of satisfaction and loyalty level of online taxi bike
customer, Journal of Physics, 2020. P. 7.

2 Vidila Rosa and otherd: M obile Customer Relationship Management, ICCOM SET 2018.
P. 8.
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the same organization that is covered by the transport sector, or you give
him a gift in exchange for the points he collects.

— Layers program and this is somewhat similar to the previous pro-
gram, but the difference is that the more purchases are transferred from
one layer to another, and each layer has more material and moral ad-
vantages. It moves from category to category. Blue, silver, gold. Each unit
gives you better advantages in terms of the method of calculating the miles
and additional services during the entire journey.

— A program that increases value, and here the transport sector is con-
cerned with the social and humanitarian motives of customers and offers
something to serve the community or donates a certain amount in ex-
change for the operations that customers conduct with them. The campaign
with the slogan “One for One” Example: A program that takes a monthly
amount in exchange for the delivery service in the fastest possible way and
for free, as well as additional services that include exclusive rights to
watch exclusive movies and TV programs with the medium used.

— Loyalty program through games. In this program, the organization
engages customers in games for the purpose of entertainment And try to
increase purchases, including getting a coupon (scrape and win) for every
amount equal to the value of a ticket, or getting a picture or a game after
each purchase, and you get a valuable gift if you collect all the group.

— Alliance program in this program, the organization(*) is in relation-
ship with other organizations under the name of a well-known alliance
program, and the customer gets points for every purchase, but he can con-
vert them to a sum of money to be used by any organization affiliated with
the same alliance. Example: The loyalty program of Saudi Airlines gives
you points However, these points can be used on any other lines under an-
other alliance to which Saudi Airlines belongs.

— The mixed program and in this program companies use more than one
loyalty program from the previous systems. Few companies resort to more
than one type, and the greater the size of the company and the size of its as-
sets, the greater the chance that it will follow more than one program at once.

Fifth: Forms of affiliation: One of its forms is loyalty to the homeland
and maintaining the cleanliness of transportation, public places and facili-

L Yueqiu Li, Chunming You: Brand Loyalty M easurement M odel Based on M achine
Learning Clustering Algorithm, 10P, u 2021. P. 6
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ties. Participation in voluntary and charitable works that serve the commu-
nity, adhering to the laws and rules of conduct. Discipline at work. Choos-
ing a conscious dialogue method in solving problems and conflicts that
occur between individuals and groups. Respect the customs, traditions and
customs of the community. Commitment to national symbols, such as the
national anthem, the flag, and everything that falls under these symbols.
Pride in the homeland, its name, and its symbols, at home and abroad.
Loyalty and affiliation reflects the participation of the transport sector in
the joys and sorrows of the people of the country., Forms of non-belonging
to the homeland, such as rebellion against the system and society. Resort-
ing to electronic violence to solve problems. Rebellion against the laws of
the country. Igniting the fuse of strife, whether sectarian, partisan or other.
Stealing real estate and movable property owned by the transport sector,
and seizing the property of others. Cover up the traitors, the corrupt. Coop-
eration with the enemy is against the interest of the country.

Sixth: The concept of the customer: It is a person or company that re-
ceives, consumes, or buys a product or service and can choose between
different goods and suppliers, as the main objective of all businesses or
establishments is to attract customers or consumers, and make them buy
what they have for sale. The passenger, as a customer in the transport sec-
tor with others who deal with this sector, is the person who uses a vehicle
or a public or private means of transportation to move from one place to
another.

Seventh: The importance of belonging and loyalty to transport custom-
ers: It is represented in the fear for his interest and its transcendence above
all interests, and the consequent respect for the laws, adherence to the con-
stitution and public morals, and the preservation of his property, so society
rises and the nation rises economically to be at the forefront of nations.
Customer loyalty is crucial to the success of the transport company's brand
success because loyal customers can grow the business faster than sales
and marketing, as customer loyalty is the result of their satisfaction, posi-
tive customer experiences and the overall value of the goods or services
the customer receives from the business. Benefits of Customer Loyalty
Importance: Customer loyalty has many benefits, the most prominent of
which is increased business, as you are more likely to repeat your business
with loyal customers when the service becomes appropriate for their needs,
plus because they develop a stronger connection to your business, they are
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more likely to make larger and more expensive purchases. However, cus-
tomer loyalty is also the most effective way to protect your business from
competition. Loyal customers are committed to your company; This means
that you don't have to worry too much about losing your customers, espe-
cially for one-time deals or new competitors, since when you can establish
a connection with a customer, you don't necessarily have to be the biggest
company or get the best rates, as often it's possible for smaller businesses.
It competes with big companies mostly by taking advantage of customer
loyalty. Also, when errors or quality problems arise, loyal customers will
give you the benefit of the doubt and stick with your business, of course if
you abuse their loyalty and continue to provide poor service, they will
eventually leave, however by increasing customer loyalty, you can avoid
the repercussions of a one-time disaster one.

1. Bring in new business People love to spread the word about great
products. Happy customers tend to tell their friends about the great mode
of transport they used, for example. It's possible that the friends you told
about the mode of transport have gone online and peeked at the mode of
transport you used to take your errands. Some of them may decide to use
the same method. This is how word-of-mouth advertising works — and
loyal customers lead to a lot of this kind of free marketing to work. It is
hard to overstate the importance of customer loyalty. For an online busi-
ness, customer loyalty can mean the difference between success and failure
— between making it big and falling back. Online retailers know that
building strong relationships with customers is the key to taking their busi-
ness to the next level. In today's global market, companies are constantly
competing against each other for customers. This means that having a loy-
al customer — someone who already knows and trusts your products — is
invaluable. A loyal customer will constantly return to your brand or store
over a long period of time. . In the internet world, we see this in affiliate
marketing. Many companies have successfully used software to create a
commission system — which allows them to market their products and
services to a wider and newer audience with the help of affiliates acting as
brand ambassadors.

2. Bumper Shopping: Once people find a business they like, they tend
to return to that business Much. They may even start shopping more than
they used to. This is because they are excited about the great new products
they find in their favorite businesses. Customers at a local farmer's market,

144



for example. Maybe they started going to the market because they heard it
had fresh greens. Once they realized how good the greens are.

3. Helping improve the product the loyal customers already trust the trans-
portation services provided by you. This means that in return, you can turn to
them for information on how to improve your transportation products or ser-
vices. One way to look at this is to treat loyal customers almost like a focused
group. They can tell which means they would like to see changes in the trans-
portation services offered and what they think needs improvement. The more
you turn to loyal customers for feedback, the stronger the relationship the or-
ganization builds with them. Customers will be motivated by different things,
depending on their needs, money and desires. To inspire customer loyalty, you
must consider the unique set of circumstances for transportation customers
and the kinds of things that might motivate them as a resulkt.

4. Loyalty Transactions Transactional loyalty is the primary form of
customer loyalty The great thing about this type of customer loyalty pro-
gram is that it is straightforward and easy to deal with. After all, everyone
wants free rewards, so it makes sense for customers to keep coming back
until they earn their free item. However, the downside to this system is that
you don't build an especially strong connection with customers. Simply
offering a free item after a certain number of visits is not enough to make
your customers feel engaged and engaged. It doesn't build the kind of last-
ing relationship you're looking for either. So while transactional loyalty is
a good starting point, it is not enough on its own. It is hard to overstate the
importance of customer loyalty. For an online business, customer loyalty
can mean the difference between success and failure — between making it
big and falling back. Online retailers know that building strong relation-
ships with customers is the key to taking their business to the next level.
However, it can be difficult to know exactly what «customer loyalty»
means. It can be more difficult to figure out how to foster that loyalty. In
today's global market, companies are constantly competing against each
other for customers. This means that having a loyal customer — someone
who already knows and trusts your products — is invaluable. A loyal cus-
tomer will constantly return to your brand or services in the transportation
sector over a long period of time. 5— Shopping a lot: Once people find a
business they like, they tend to return to that business often. They may
even start shopping more than they used to. This is because they are excit-
ed about the great new products they find in their favorite businesses.
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The second chapter

Security required in the transport sector

First: The definition of security is a set of measures and laws that a
person follows to achieve protection for himself, his money and property,
or any valuable thing he fears.

Second: Diversity of security in the transport sector:

1. National security: it is the state’s ability to secure the continuity of
the basis of its internal and external strength, in all economic activities in
various sectors, especially transportation, in order to face the dangers that
threaten it from within and without.

2. Corporate security: It is a legal protection for its capital, which it
deals with in providing its services and products under contracts that have
now changed their shape and become smart contracts, and their profits are
collected through smart or virtual money in some countries.

3. Food security: for meals provided through companies to passengers
of the various means of transportation or logistics that serve this sector.

4. Economic security: It is the state’s ability to maintain the well-being
of individuals and their standard of living by providing them with the main
resources. The transport sector is a clear example of economic activity in
countries. As for the threat factors of an economic nature, there are several
indicators to measure economic threats, the most important of which are:
Imposing an economic blockade on The state or its boycott, and economic
blocs that conflict with the interests of the state in the form of competition
or dumping of light transport means, in addition to stopping the economic
aid provided by the transport sector to customers.

5. Social security: It is the state’s ability to preserve its heritage, lan-
guage and culture, or it can be defined as the state’s ability to protect its
society from corruption and social crimes that harm society’s stability, and
protect them from external dangers that may cause them harm. The
transport sector seeks to provide security Social for all customers with this
sector. As for the threat factors of a social nature, they are represented in
the export of ideologies that are incompatible with the values and princi-
ples of society, and the use of psychological warfare through counter
broadcasts.

6. Environmental security: It is about protecting environmental re-
sources from pollution and depletion, and using them in sound ways that
serve the state and its society.
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7. Cyber security: is the practice of defending computers, servers, mo-
bile devices, electronic systems, networks, and data from malicious at-
tacks. It is also known as information technology security, or electronic
information security. Network security is the main system in the transpor-
tation sector from In order to practice securing a computer network from
intrusive and opportunistic elements, whether targeted attackers, or mal-
ware.

Third: Electronic Security: Electronic security has become very neces-
sary for users of the Internet, without it, the user loses his privacy and se-
curity on the Internet. different. This requires Exposure to: Application
Security Application security: This term refers to security that focuses on
keeping hardware and electronic programs away from any external threat
or penetration that may cause access to data, as the hacked application can
provide access to data designed for protection, and the successful applica-
tion of the concept of security It begins in the initial design phase before
the software or hardware is deployed(*).

Information Security * Protects the integrity and privacy of data,
whether in the stage of storage or transmission from one system to another
via networks, protecting data and maintaining its integrity and establishing
its privacy when it is stored within the systems Network security: It is one
of the most important types of electronic security, due to its necessary
function in protecting the network on which systems and programs are
built, and provides internal tribal protection that protects against any exter-
nal threats. different. Operational Security It includes the processes and
decisions that handle and protect data assets. The permissions users have
when accessing the network, and the procedures that determine how and
where data can be stored or shared, all fall under this umbrella.

Fourth: Its importance. Electronic security in the transportation sector:
is the increase in the use of the Internet and smart phones by individuals all
over the world. Hardly a home is devoid of the Internet and a mobile
phone, and most of the daily tasks are carried out via the Internet, so it has
become necessary to pay attention to this area and take Considering its
presence in all systems to increase the confidence of transport customers
and protect data from any external influence. Also, technological security

! Jiyang Chen and others : Research on the Impacts of Multisensory Marketing on Custom-
er Loyalty Based on Data Analysis, IOP Publishing. P. 10.
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is an electronic term that refers to the protection of devices, servers, sys-
tems, data and networks from any external attack that may harm them or
lead to damage or theft, and this concept is related to a group of other elec-
tronic concepts that branch from it and perform the same or similar func-
tion. Disaster recovery is the method that defines how to respond to vari-
ous security incidents and determines how companies and organizations
can recover processes, data and information that have been lost to restore
operational capacity within the organization. Educating the end user,
which is the security method that protects systems and companies from
internal errors resulting from the wrong practices of individuals working in
institutions and organizations.

Fifth: Elements of electronic security Electronic security has a set of
important elements that must be present in order to be fully functional,
namely:

* Safety of information.

* Useful information.

* Availability of information.

* Certification of access to information.

* Reliability and objectivity of information.

* Acknowledgment of responsibility for the information.

Sixth: Types of electronic threats Electronic security threats often have
many forms according to their general classifications, and they are as fol-
lows:

* Electronic terrorism: It is the process that aims to weaken and dismantle the
electronic system and sow fear and panic in the hearts of its users through social
engineering with the aim of harming the transportation system.

* Electronic attacks: These are often purely politically motivated attacks
carried out by major organizations, and the damages resulting from them
are very severe and affect greatly on states and governments.

* Electronic crime: It is crimes that are carried out in an electronic
manner by an individual or group of individuals and target the systems and
institutions associated with the transport sector in order to obtain funds or
cause system failures or for the purpose of electronic extortion of transport
customers and other purposes. Achieving electronic security is a goal that
everyone desires, and it can be implemented at high rates through a set of
easy and simple practices, and among the most prominent ways that help
in achieving electronic security:
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* Use very strong passwords and make sure that they are not easy for
people to guess.

* Do not use unsecured Wi-Fi networks, especially those in public plac-
es. * Avoid opening any links in e-mail messages from unknown persons.

* Do not open e-mail attachments from unknown persons.

* Updating the operating systems first hand.

» Using anti-virus programs of all kinds.

XoTbko Onbra AnekcaHgpoBHa,
KaHAMOAT OPUANYECKUX HayK, AOLEHT, AOLEHT kadepbl 9KOOMMYECKOro 1 arpap-
Horo npaBa, benopycckuii rocyaapCTBeHHbI yHUBEPCUTET

Ponb rocygapcts — uneHoB EBpa3ninckoro akKOHOMM4ecKoro
COl03a B peanu3alun HanpaBneHnin popmmpoBaHusa LupoBoro
NPOCTPAHCTBA B KOHTEKCTE NPOBEAEHNA TPAHCNOPTHOM
U 3KONOrMYecKon NONMTUKK: NpaBoOBble CTpaTernu

AHHOmauus. B ctaTbe paccMaTpuBalOTCS BONPOCHI BO3MOXHbIX CNOCO60B
pa3BUTMSA HanpaBneHns hopMUMPOBaHNS LidpOBOro NpoCTpaHcTea EBpasuiickoro
9KOHOMMYECKOTO CO03a NPY NPOBEAEHIM CKOOPANHMPOBAHHOM TPAHCMOPTHON No-
nmTvkK. Mpy 3TOM NOCKONbKY TPAHCMOPT OKa3biBaeT BO3AENCTBME HA OKpyXato-
LLYt0 Cpeay ¥ U3MEHEHMeE KnuMaTa, aBTop obpallaeT BHUMaHWE Ha B3aMMOCBS3b C
aKornom4yeckorn 6esonacHocTL0. Packpbita cneuuduka peLleHns npobnem roc y-
[apcTBamn — uneHamu aaHHoro Cotosa ¢ npaBoBOi NO3ULMKU. ABTOP NPUXOANT K
BbIBOAY O LienecoobpasHOCTM pa3BuTUs COMMacoBaHHbIX MeP, HanpaBneHHbIX Ha
rapMOHM3ALMI0 SKOSIOMMYECKOTO M TPAHCMOPTHOIO 3aKOHOAATENbCTBA CTPaH —
ysacTHuY EASC Ans 3aluiieHHOCTV OKpyXatoWwel cpefbl B CBETE LnGpoBOA
TpaHcopMaLMM 1 AOCTUKEHUS MPUHLMMNOB «3€MEHOMY SKOHOMMKM.

Knroyesble croga: LMdpoBoe NPOCTPaHCTBO; 3Konormyeckas 6e3onacHoCTb;
TpaHcNopTHas NONUTIKA; EBpasMnCKuii SKOHOMUYEC KU COLO3; «3ENEHasn» 3KOHO-
MUK,

Olga Al. Khotko,
candidat of law, docent, associate Professor at the department of environmental
and agricultural law, PhD (law), Belarusian State University
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The role of the Eurasian Economic Union member states
in the implementation of the directions of formation
of digital space in the context of transport and environmental
policies: legal strategies

Abstract. The article discusses the issues of possible ways to develop the di-
rection of the formation of the digital space of the Eurasian Economic Union when
conducting a coordinated transport policy. At the same time, since transporthas an
impact on the environmentand climate change, the author draws attention to the
relationship with environmental safety. The specifics of solving problems with the
Member States of this Union from the Legal Position are disclosed. The author
comes to the conclusion about the feasibility of the development of agreed
measures aimed atharmonizing the environmental and transport legislation of the
EAEEC countries to protect the environment in the light of digital transformation
and achieve the principles of the Green Economy.

Keywords: digital space; environmental safety; transport policy; Eurasian Eco-
nomic Union; green economics.

B pamkax (yHKIMOHMpOBaHMS MHTETPAIMOHHBIX OOpa30BaHUN KaXKI0e
TOCYZapCTBO, YIaCTBYIOIEE B HEM, CTAHOBHUTCSI CWIHHEE U MOTYIIECTRE H-
HEE C Pa3MYHBIX MO3ULMHK, TIOCKOJIBKY TOCTOSHHO TOAIEPKUBAETCS B3a-
VMHBII UHTEpEC W B3aMMOIIOMOIIb, B TOM YHCIe B cpepax pa3BUTHS MpaBa
W HAy4YHBIX JocTwkeHud. [Ipu sToM, kak BepHo mmmieT mpodeccop JI. A.
CaBeHOK, paccMaTpuBasl TEpPCIEKTHBBI JKCIUTyaTalyl OeCTIOTHOTO
TPAHCTIOPTA, «MHHOBAIIOHHOE PA3BUTHE JODKHO OCYIIECTBISITHCS 0e€3
yrpo3 7 HAIMOHAJBHOW OE30MaCHOCTH, COXPAHSs JKM3Hb M 3I0POBBE
rpaxxnan» [1, ctp. 63]. B mureparype yaenseTcs ocoboe BHUIMaHHe cBOOO-
e ABWKeHUS WHPOPMAIMH, YKPEIUICHUIO KHOEPOE30MacHOCTH BHYTPH
WHTETPAIMOHHOTO OOBE/IUHCHMSI, 3alllTe JaHHBIX, MHHOBAIIMOHHOMY pe-
T'YJIMPOBAHMIO BOMPOCOB yrpaBieHus uHpopmarmeii [2, ctp. 43]. Llenbro
JaHHOW paOoTHI SBIAETCS aHAIM3 B3aMMOCBSI3W HAPABJICHUN TPAHCIIOPT-
HOM TOMWTHUKY ¥ (hOPMHUPYIOMICHCS] B FOPUINYSCKONU HAYKE SKOJIOTUYECKOM
TOJIUTUKK B YCJIOBMSIX IIM(POBU3AIMKM HA €BPA3HHCKOM MPOCTPAHCTBE.

B cBere mccaenoBaHusa KIr0UeBbIX ocobeHHocTel mpaBa EADC M. B.
IyrypoB oTMe4YaeT 0 TOM, 4TO OOJBIIOE 3HAUCHHE HMEET COBEPIICHCTBO-
BaHWE JIOTOBOPHOW 0asbl, B CBETE TCHICHIMH OTCTABAHUS YPOBHS IPaBO-
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BOT'O PETYJMPOBAHKS HAYYHO-TEXHUYECKOIO COTPYIHMYECTBA M paclivpe-
HUs cepbl HAYKH, TexHoMornid u maHoBammi [3]. Tak, mudpoBas moBecT-
ka EADC BrimouaeT psi HampaBlieHHH (HOPMHUPOBAHMS IHM(PPOBOTO TPO-
CTpaHCTBA, MO3BOJISIIONIMX CHI3UTH PUCKA W O0ECTICYHTh BO3MOXXHOCTH
pasBurus ctpaH Coro3a B nepcriektuBe A0 2030 r., BKIIIOYAOIIUE Cleny-
IOIMe: peampBaiys IMPPOBOH MOAECPHM3ALMK MHTETPAIMOHHBIX MPOLEC-
COB U NEPEXO]] BCEX MHCTUTYTOB HA HOBBIM YKJIAJ; CO3aHUE YCIOBUH JJIs
dopmupoBanyst 1M(POBBIX PHIHKOB M oOecrieueHue Ooiee BBICOKOTO
YPOBHSI 3alIMTHI TPaB MOTPEeOUTENell; CUCTEMHasl OpraHM3alys MocTpoe-
HUsE TM(POBBIX MHPPACTPYKTYp, mHppoBbIX mwiaTdopm u np. Ilpu peanu-
3ammun 1MdpoBoii noectkn EADC mpeanonaraeTcs, 9ToO MOTYT OBITh pa3-
paboranbl TpeJIOKeHUS TIO (HOPMHUPOBAHMIO IM(PPOBOr0 MPOCTPAHCTBA
UCXO/sl W3 TIpHHIINA OayaHca MEXIy TII00aNbHBIMH TEHIACHIMAMU (-
POBM3AIMM M MHTETPALMOHHBIMU BO3MOKHOCTAMH COr03a, 4TO TO3BOJIUT
OTMETHUTh OTJIMYUTEIbHYI0O OpUTHHAJILHOCTH MpoekToB EADC, oTpasurh
MO3UTHMBHBIC M3MEHEHUS B NMEPCNEKTHBE INMPU HapallMBaHUM MHTETPalOH-
HBIX CBSI3€U C yUETOM IPOBECHUSI MHOIOBEKTOPHOM ITOJIHTUKH.
I'ocynapctBa — unenst EADC yBennmuuBatoT HHPPAaCTPYKTYPHOE Pa3BH-
THe B cepe TpaHCTIOpTA, BEICTparBasi IH(PPOBOE MPOCTPAHCTBO, PACIIUPSI-
10T 00BEM TPy30000pOTa H IMACCaKUPOOOOPOTa, pa3padaTHIBAIOT COBMECT-
HBbIE TIPOEKTHI TI0 CO3J]AHUIO W PA3BUTHIO €BPa3UHCKHUX TPAHCTIOPTHBIX KO-
PUAOPOB B pamMKax comnpsikeHus mporiecca pazsurust EADC ¢ mexayHapo-
HBIMU MHUIMAaTHUBaMu. Tak, PecryOmmka benapyce B umciie mepBbIX rocy-
JApCTB TOAEprKalla MEXIYHAPOIHYI0 MHMIMATUBY «OIMH MOSC — OIMH
MyThb», NPEIINONaramlyl0 CONPSXKEHUE JIBYX KOHLETIMA — TMOCTPOSHUS
OxoHoMuueckoro mosica [llenkoBoro myTH W AanbHEWIIETO pPa3BUTHUS
EADC. Tlo MHeHMI0 ucciieoBaTeNel, «OMHUM W3 KIIIOYEBBIX Y3JIOB BO3-
poknaemoro L11ekoBoro myTu CTaHEeT HOBBIN BHICOKOCKOPOCTHON MYJIbT -
MOJAJIbHBIA MapuIpyT «EBpazuiCKuiA TpaHCIIOPTHBIM KOPUIAOP», KOTOPBII
OyZeT OCHOBAaH Ha peaIM3aly MPUHIHMA «5C» — CKOPOCTh, CEPBUC, CTOH-
MOCTb, COXPaHHOCTh, cTaOWIHLHOCTEY [4]. Cornacuo Jlorosopy o Eppazuii-
CKOM dKOHoMmueckoM cotoze oT 29 mas 2014 r. (mamee — JloroBop o
EADC) ckxoopaunaupoBaHHas (COTJIACOBAaHHASI) TPAHCTIOPTHAS TOJIUTHUKA
HampaBjieHa Ha oOOecreueHHe SKOHOMHMYECKOH MHTETpalyy, MocjenoBa-
TEJbHOE U TMO3TanHoe (POPMHUPOBAHKE €JIMHOTO TPAHCTIOPTHOTO MPOCTpaH-
CTBa U [PEATONATAET OCYIIECTBIICHHUE COTPYIHMUECTBA FOCYapCTB — UJie-
HOB EADC Ha oCHOBe O0IMX TOJIXOM0B, OI0OPEeHHBIX B paMKax Coro3a u
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TapMOHM3ALMIO TIPABOBOTO PETYIMPOBAHMS JJISI JOCTHKEHHUS COBMECTHBIX
ueneit [5]. BMmecTe ¢ TeM ocyllecTBIEHUE TaKOM HOIUTHKYU NPY pacilupe-
HUM €BPA3MHCKHUX TPAHCTIOPTHBIX KOPHIOPOB HEBO3MOXKHO B COBPEMEHHBIX
ycnoBusax ImMdpoBoil TpaHchOpMAlMM HWHTETPALMOHHBIX MPOIECCOB 0e3
y4yeTa BO3JIEHCTBUSI TPAHCTIOPTA HA OKPY’KAIOLIYIO Cpey.

Cpenu Mep IOCTIKEHHS COLMAJIbHO-dKOHOMUYECKu ¢dexra peanu-
3amuu [IporpaMmBbl Mo3TanHOM JIMOEpanM3alii BBITIONIHEHUS TIEPEBO3YH-
KaMH, 3apPeTHCTPUPOBAHHBIMUA HA TEPPUTOPUM OHOTO M3 TOCYAapCTB —
4JIeHOB EBpa3miickoro 3KOHOMHUYECKOro COK03a aBTOMOOWIBHBIX NEpeBO-
30K TPY30B MEXIy IyHKTaMH, PacIOJIOKEHHBIMU HA TEPPUTOPHH JIPYroro
rocynapcTsa — uijieHa EBpa3uiicKoro 3KOHOMHMYECKOro COr3a, Ha TIEPUO.T
¢ 2016 mo 2025 rompl, HA3BaHO CHIDKEHHE BPETHOTO BO3MEICTBHUS HA
OKPYKAIOIIYIO Cpe/ly 3a CUeT PacUIMpPEeHHs Ha BHYTPEHHEM PBHIHKE COBpe-
MEHHBIX TPY30BBIX aBTOMOOWIEH [6]. B kauecTBe O/lHOM U3 3a/1a4 MONUT -
KU TI0 CO3/aHHIO OOIIEro PhIHKAa TPAHCIIOPTHBIX YCIYT MpeaycMaTpuBaeT-
Csl MHTETpalysi TPAHCTIOPTHBIX CHCTEM TOCYIapCTB — YJICHOB B MUPOBYIO
TPAHCTIOPTHYIO CHUCTEMY [/], B paMKax KOTOpOH rocyJapcTBa — HYJICHBI
JIOJDKHBI HATIPABIISITh YCWIMSI HA CHIDKEHHE BPEIHOTO BO3JEHCTBUS TPaHC-
TOpTa Ha OKPYXKAIOIIYIO CPeJly M 37J0POBbE UeIOBEKa, BHEAPEHUE allbTeP-
HATHBHBIX BUJIOB TOIUIMBA U BO30OHOBJIIEMBIX HCTOYHHKOB SHEPIUU.

Bonee deTkoe pa3BUTHE SKOJIOTHMUECKOH MOJIUTHKM HAUMHAET Ipociie-
KHMBAThCS B TIOCJIETHEE BPEMs MPH pa3paboTKe Mep M MEXaHM3MOB «3eJie-
HOID» JKOHOMHKH M BMECTE C TEM YCTAHOBJICHUS KOHICITYaJbHBIX MOIXO0-
JIOB pa3BuTus «3ejeHoro» TpaHcrnopra B EADC [8]. Tak, BnepBeie 00pa-
IIAeTCsS BHUMAHUWE HAa HEOOXOOMMOCTH (DOPMHUPOBAHUS KIMMATH4ECKOM
nomutuku B EADC u 3akpermennu ee B JloroBope o EADC. B gelicTBu-
TEJBHOCTH, PAa3BUTHE MHHOBALMOHHOM EATEIbHOCTH HE MOXET He 3aTpa-
THBaTh HHBIE CQEpbl, COOTBETCTBEHHO, B OCOOOM TMOIXOAE HYXKIAETCs
OXpaHa KIMMaTa Ha COBPEMEHHOM Jrtare. B pamkax nporieccoB popmupo-
BaHMs IM(POBOr0 MPOCTPAHCTBA M PACIIMPEHUS TPAHCIIOPTHBIX KOPHUIO-
POB TakHe acleKThl JODKHBI ObITh YUTEHBI KaXKIbIM IOCYIapcTBOM —
wieHoM EADC u B pamkax o6iero npaBa Coro3a, 4TO TOCTIOCOOCTBYET
00€CTICYCHIIO KaK HAIMOHAIBHOM O€30MacHOCTH, TaK W (POPMUPOBAHHIO
sKonoro-6e3onacHoro mpocTpancTsa B EADC.

[Ipexne Bcero Ha HAIMOHAJILHOM YPOBHE JIOJDKEH OBITH BhIpa0OTaTh
MEXaHU3M SKOJIOrMYecKoi 0e30macHOCTH MO0 Ha OCHOBAHMM OOILEH co-
rinacoBaHHol noiutuky Coro3a cieqyeT pa3BHBaTh HAlpaBICHUS «3elie-
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HOID» SKOHOMHUKU C Y4€TOM YCTOHYHMBOIO pOCTa TPAHCIIOPTAa M Pa3BHUTHA
IM(MPOBBIX TPAHCTIOPTHBIX KOpHropoB. Oco0oe 3HAUEHHE TpPEICTABISIET
COTJIACOBaHHOCTH JACHCTBUMIA rocymapcTB — dieHoB EADC, yeMy 00s35I-
BaeT mudpoBas noBectka EADC m peanmzammii HanpapJieHU (OPMHUPO-
BaHusA IM(POBOr0 NPOCTPAHCTBA, CPEIM KOTOPBIX TAKKE JIODKHO OBITh
9KOJIOro-0€e30macHoe pa3BUTHE TOCYIapCTB.

U3znoxeHHoe B HACTOSILLIEM MCCJIEOBAHUM IT03BOJISIET TOBOPUTH YIKE HE
0 seobOxogmmocTu pa3Burusi B EADC coriacoBaHHBIX 3KOIOTHIECKON U
TPAHCTIOPTHOM TOJNIMTHK B paMKaxX HMHHOBAIMOHHOTO Pa3BUTHS M IH(PO-
BOW TpaHc(hopMaIiyy, a O MOTPEeOHOCTH Pa3pabOTKU Mep rapMOHM3AIN
3aKOHOJIaTENbCTBA B pacCMaTpUBaeMoii cepe, B TOM YHUCIIe TEXHUYECKOro
perymupoBanusi. Tak, Xotst rocygapcTBa — uiieHsl EADC u npuaepxuBa-
IOTCSl Kypca Ha 00ecredeHne HKOOrHmIecKoi 0€30MacHOCTH, B OTHOLICHAN
JEATEILHOCTH OTAENbHBIX BHAOB TPAHCTIOPTa HEOOXOAMMO YCTpaHEHHE
npoOesioB 1 HejocTaTkoB B mpaBe EADC, a Takke corjlacoBaHHEC HOPM
HKOJIOTMYECKOT0 W TPAHCIIOPTHOIO 3aKoHoAaTeNbcTBa. C Halel no3uimy,
11eJ1eC000pa3HO YTBEP)KACHHE JTOKYMEHTa MO O0ECNEeUEHHIO SKOJIOTrHY e-
CKOI1 0€30IaCHOCTH Ha €BPa3HICKOM MPOCTPaHCTBE. JlaHHBIN MOIXO/ M03-
BOJIUT BBISIBUTH COBMECTHBIH MEXaHHW3M CHIDKEHWs] BO3JIEHMCTBUSA TpaHC-
MopTa Ha OKPYKAIOIIYI0 Cpeay, OMPeJeNTh CIOCOOBI 3alHICHHOCTH
KIMMaTa U TeM CaMbIM CKOOPIHMHHPOBATH JEHCTBHSI OpPraHOB rocynap-
CTBEHHOTO ympaBieHus rocynapctB — uneHoB EADC mpu 1mdposoii
TpaHcopMalmK 1 00eCcTieYeHHH YCTOHUUBOTO Pa3BUTHS.
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WaTckas UpuHa MBaHOBHa,

KaHAMAAaT SKOHOMUYECKNX HAYK, AOLIEHT, AOLIEHT kadbeapsl « AQMAHUCTPATUBHOE
MpaBo, 3KOMOMMYECKoe NpaBo, MH(hOPMALIMOHHOE NPaBo» KOPUANYECKOTO MHCTUTY-

Ta Poccuitckoro yHueepcuteTa TpaHcnopta (MUANT)

MpaBoBoe perynupoBaHue uudposoro popmara

B3auMoaencTBus rocygapcrtea U HanoronnatenbLlWUKOB

AHHOomayus. B HacTosILen cTaTbe OLEHWBAKOTCS MacLUTabbl NpUMEHEHNS L d-
POBOTO (hopMaTa B3aMMOAENCTBYS roCyaapcTBa U HanoronnaTenbLUMKOB B NpaBo-
BOM MO, aHANN3NPYIOTCA BIMSHUE LMDPOBbIX TEXHONOTMIA Ha U3MEHEHUS HANOT O~
BbIX PABOOTHOLLEHNI C Y4ETOM MHTEPECOB roCYaapCcTBa 1 HanoronnaTenbLMKOB,
COBpPEMEHHbIE HAanpaBNEHUs U TEHAEHLMM LNPOBI3aLIMN B CEPE Harnoroobnoxe-
HUSi C NPUMEHEHNEM PaLMOHaIBHOO HANOTOBOIO 3aKOHOAATENbCTRA.
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interaction between the state and taxpayers in the legal field, analyzes the impact
of digital technologies on changes in tax legal relations, taking into account the
interests of the state and taxpayers, analyzes modern trends and trends in digitali-
zation in the field of taxation using rational tax legislation.
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B coBpeMeHHOM 00mIeCTBE HAJIOTH SIBISIFOTCSI OCHOBHOM (DOPMOit T0X0-
JIOB TOCYAapCTBa M HauOOJee JCHCTBEHHBIM MHCTPYMEHTOM PETYIHPOBa-
HUSL HOBBIX SKOHOMMYECKUX OTHOIICHUH, KOTOPbIC HA COBPEMEHHOM JTare
HEBO3MOXKHO TIPE/ICTaBUTh 0€3 TpUMEHEHWsI IM(PPOBBIX TEXHOJOrH. B
HaJIOrooONOKeHNH B IM(poBOH (GopMaT TepeBeJCHBI PAa3IMIHBIC BHIBI
JIOKYMEHTOB, CIOCOOBI MX TMOJATHCAHMS, ayTeHTU(QHUKAIMK, CTIOCOOBI TIepe-
Ja4¥, XpaHeHWs JOKYMEHTOB, HAJIOTOBBIC TPOIEAYPHl U Pa3HOOOpa3HbIC
yCIyr: cyeTa-(aKkTypbl; HAaKIaIHbIE Ha TOBAapbl; IUIATEXH; MH(poBas
TOJIIMCh; pEeTUCTpalms OW3Heca M TOMy4YeHHWE B HAJIOTOBOW WHCTICKIMH
cBeJieHMi 00 MHIVBHIYaJbHOM HOMEpE HaJIororviaTesblyka; 0a3sl JaH-
HBIX O HAJOTOIUIATEINbIIMKAX, O CJHEJKAaX HAJOrOIIaTeNbIIIKOB; 0a3bl
JaHHBIX 00 00BEKTAaX HAJOr0O0JIOKCHMS; I0aua HAJOrOBOH OTYETHOCTH;
yIDIaTa HaJIOTOB W TOUUIMH, HAJIOTOBBIC KaJIBbKYJISTOPBI, HAJOTOBBIN y4eT;
nomydenre (opm HanoroBoro kKoHTpossi. [{udpoBeie TexHONMOrMM B HAaJIO-
roo0JIOKEHHH YCTICIIHO PeajM3ylOTCsl Ha Pa3HOOOpa3HbIX MH(OpMAIMOH-
HO-IM(POBBIX IWIATHOpMax: JMHEWKH JMYHBIX KAOWHETOB; IUIAT(HOPMBI
JUI aHallM3a PUCKOB OM3HECAa M CBEACHHUI M3 Pas3iMYHBIX PEEeCTPOB; KOH-
TPOJILHO-KaCCOBOW CHCTEMBI OHJIANH; HAJOrOBOIO KOHTPOJISL, TEXHOJIOTHH

155



HAJIOTOBOTO MOHHMTOpHHIa 0€3 BBIE3/IHBIX MPOBEPOK; KOHTPOJIS HAJora Ha
J00aBJICHHYI0 CTOMMOCTH; MEXaHW3Ma MPOCIIe)KUBAEMOCTH TOBAPOB; CH-
CTEMBI HAJIOTOBOT'O aIMHUHUCTPUPOBAHMS [IJIS CAMO3aHATHIX IPakKaaH.

CoBpeMeHHBIN 3Tan pa3BUTHS TOCYIapCTBA C IIMPOKUM OXBAaTOM (-
poBu3alpeli Bcex cep X031HCTBEHHON AesSTENbHOCTH CYObEKTOB HAJIOT O-
BBIX TMPABOOTHOIICHUH MPEBSIBIIECT HOBbIE TpeOOBaHMS Kak K (HopMHpO-
BaHMIO HMH(OPMAIMOHHO-TEXHOJIOTHYECKOM Cpenbl A HHX, TaK U K CO-
3[JaHUI0 YCJIOBHM YIPOILIEHUS JECUCTBUIA HAJOrOIUIATENBIIMKOB U IOBBI-
meHnst 2(hQEeKTUBHOCTH (DYHKIIMOHMPOBAHMS HAJIOTOBBIX CITYKO.

B pamkax peammamm Yka3oB [Ipesugenra PO or 07.05.2018 Ne 204
«O HalWOHANBHBIX LEJSIX M CTpaTeTM4ecKUX 3ajavyax pa3Burus Poccuil-
ckoit @epeparmm Ha miepuon Ao 2024 romay, ot 21.07.2020 Ne 474 «O
HALMOHAJIbHBIX LEJsIX pa3Burhs Poccuiickoil @enepalmy HA mepuon A0
2030 roma», IlpaBurensctBoM P® Obuia copMupoBaHa HalMOHAIBHAS
nporpamma  «L{udpoBass sxoHomMuKa Poccuiickoit Demepaim», yTBEp-
’KJI€HHas MPOTOKOJIOM 3acenanus mpesuauyma Cosera npu [Ipesunenre
P® mno crpaTernyeckoMy pa3BUTHIO M HAIMOHAJBHBIM HPOEKTaM OT
04.06.2019 Ne 7, xoTopasi HETIOCPEICTBEHHO 3aTpoHyIa cepy HaIorooo-
JIOKEHMSI M TOCITYKWIa PYKOBOJCTBOM [JIsl COBEPIIEHCTBOBAHKSI NpOLIEC-
COB IM(poBM3AIIH B 3TOH cdepe. PesynpraTom peanmsaimy mporpaMMbl
cTall Psii MEPONPUATHIL: BU3yaJlM3alpsl SJIEKTPOHHOW TOMIMCH B DIIEK-
TPOHHOM JIOKYMEHTE, YTOUHEHHE INPaBOBOIO CTaTyca aKKpeIUTOBAHHOM
cepruduKkaipy, onpesieseHUe MOopsiAKa XpaHEHHS IEKTPOHHBIX JTOKyMEH-
TOB U JIP.

Hamman Eropos, pykoBomurens ®HC Poccmm va 3acemanmm OOmie-
creenHoro coseta npu ®HC Poccum 3asBun: «Peus uuer He TOJBKO 00
ANIEKTPOHHBIX CEPBHCAX, HO W BBICTPAMBAHUM HOBOM CTpaTErWMd B3auMO-
JeHCTBU ¢ HajoromiaresabinikamMu. HoBas KOHLEMMA 3akiroyaercs B
COKpAIIEHNH HETPOM3BOACTBEHHBIX M3JIEPKEK KOMIAHUH, KOTOPBIMU SB-
JSIETCSl a]MUAHUCTPUPOBAHNE HATIOrOB. MBI TIbITaeMCS UX 3a0paTh HA CBON
00pT, YTOOBI JIFOAM 3aHAMAJICH CBOMM JIEJIOM, @ MBI Ha OCHOBAaHHH Tiep-
BUYHBIX JIAHHBIX 3aHAMAJIMCh CBOWM W JaBajid TaKue MOJENH HAJIOroo0-
JIO’KEHMsI, KOTOpBIE TIO3BOJSIT OM3HECY TONBKO MOATBEPXKIATh HAIIM pac-
YEeThI».

B Omwkaiiimeld mepcrieKTHBE TPOLECCHI IM(PPOBH3AIMKA B HAJIOTOBOM
aIMHUHICTPHUPOBAHUA MOTYT OBITH pEalM30BaHbl B YACTH IOJHOIO OXBaTa
cllayu BceX JeKiapalmi, 00s3aTeNbHbIX CBEJEHUA M Pacue€TOB B DJIEK-
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TponHoM Bwiae wuHcniekimsiMu @HC Poccrm, [lencuonnpiM Qoumom PD,
®onmoM cormansHoro crpaxopanus P®, Poccratom. C 2021 1. Hamoroseie
CIy’KOBI CAMOCTOSITEIBHO PACCUUTAIOT 3eMEJIbHBIN U TPAHCTIOPTHBIN HAJIOT
KOMIAHUSAM, BIAJCIONMM  TPAHCTIOPTOM, 3€MEIbHBIMH Y4acTKaMH,
HATPABJIIsl COOOLICHMsT 00 UCUHCIICHHBIX cyMMax [DeiepaibHplii 3aKOH OT
15.04.2019 Ne 63-D3].

C cepenunbl 2022 1. BBOAUTCS HOBBIN HAJIOTOBBIN PEKUM aBTOMAaTHY e-
CKOI YNPOIIEHHOW CHUCTEMBI Hasoroodsokenust [DenepaibHblii 3aKOH OT
25.02.2022 Ne 17-@3]. Iloxoxwii MOPsIIOK HAIOTOOOJIOKEHUS PeaM30BaH
JUIST CaMO3aHATBIX JIMII, KOTJ]a UCTIONB3yeTCsl MOOWIHHOE TPWIOKEHHE, TIPU
MOMOIIM KOTOPOr0 BO3MOKHO PEIIEHHE HAJIOrOBBIX BOMNPOCOB 0€3 Hero-
CpPEeJICTBEHHOIO OOpallleHUsI B HAJIOTOBYIO MHCTICKIMIO. OCHOBHasl 0co0eH-
HOCTh aBTOMATHUECKOH YTPOIICHHON CHCTEMBI HAJIOrOOOJIOKEHHS B TOM,
YTO €JMHBIA HAJIOT, KOTOPBIM 3aMEHHAT HAJIOTOBYIO OTYETHOCTH M OTYET-
HOCTb, MPEJOCTABISIEMYIO BO BHEOIO/KETHbIE (OHIBI, OyIET PacCUHT bl-
BaThCsl aBTOMATHYECKH, C MUHIMAJIbHBIM Y4aCTHEM HAJIOTOIIATEIbIIHKA.
Jlyist 9TUX 1eseid HamoroBas ciryk0a co3aeT A FOPUANIECKUX JIHIT N4 -
HbIi KaOMHET HAJIOTrOIUIaTelbIHKa, TJ€ B PEKUME PEabHOrO BPEMEHH
MOXHO OyIeT OTCIeKMBaTh Bce IUaTexu. JlaHHbIe nis pacuera OymyT
B3STHI M3 OTYETOB KACCOBBIX aIMapaToB M O€3HAIMIHBIX PACIETOB KOMIIa-
Had. OTueTsl 1o paOOTHHUKAM, B 4aCTH MepedrCIIeHNsI 3apadoTHOM TUIaThl,
HayucieHus u oruucnenust HJIDJI B 3ToMm ciyuae BO3NOXKEHBI HA OaHK.

ABTOMaTHUECKas YIPOIICHHAs CUCTEMa HAJIOTO00OJIOKEHUs — 3TO elle
OJIVH IIar HAJOTOBBIX CIY’KO B CHIDKCHHU M3JEPXKEK aIMUHUCTPHUPOBAHKS
W yBEJMYEHUSI TIOCTYIUICHUH B Oro/keT. OJTHAKO OTMEHBI HAJIOrOBOW OT-
YETHOCTH HOBBIA MOPSAJOK HE NpelycMaTpHUBaeT, TaK YTO Yy HAJIOrorwia-
TEJIbIIMKA OCTAETCS BO3MOXKHOCTH TIOJJMEHBI W TOAJIOra B OTYETHBIX U
JIpyrux qokymenrax. [Ipu aTom HoBas cucteMa OyneT yaoOHa Hajororia-
TeJbIMKaM B TNPUMEHEHHH, @ TaKKe MO3BOJUT TOKAa3bIBaTh BeCh (POHI
3apabOTHOM IIAaTHI, TAK KaK OTMEHIETCs] 0053aHHOCTh YIUIauMBaTh CTpa-
XOBBIE B3HOCHI, UTO, 0€3YCIIOBHO, TOJIOKUTEIBHO OTPA3HUTCS HA 3apIuiaTax
COTPYAHHUKOB.

B oTHomeHMr OTYETHOCTH OpraHM3alyii U3 Tofia B Tojl HAOMIoAatoTCs
mMeHeHns B nopsake ee npeaoctaienus B ®HC Poccmm. B Hactosmmwit
NEepHOA BPEMEHH OCTAIOTCSl OTYEThI, KOTOPbIE MOMKHO IPEACTABIATH B
HAJIOTOBBI OpraH Ha OyMa)KHOM HOCHTEJIE, OHAKO TPE/ICTABIICHHIE TaKHIX
OTYETOB OrPaHMYEHO YHCJICHHOCTHIO paOoTHUKOB. [Ipu 3TOM HEKOTOpHIE
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(hOpMBI OTYETHOCTH HEOOXOIUMO CIaBATh TOILKO B AMEKTPOHHOU popMme ¢
NpUMEHEHHEM HMH(POPMAIMOHHO-KOMMYHUKAIIMOHHOM CETH, M Takas TeH-
JICHIMS] CTAaHOBUTCSI 3aKOHOMEPHOCTBIO, HE TOJBKO IO PELICHHIO HAJIOrO-
BBIX OpraHoB, TaK KaK CHOCOOCTBYET MPO3PaYHOCTH, HO U MO >KEJIAHHIO
CaMUX HaJIOTOIUIAaTENbIIMKOB, TaK KaK 00JIer4aeT M YCKOpSeT IpoLecc
CIa4M OTYETHOCTH.

Cnaua romoBOM OyXraJTepcKOH OTYETHOCTH ISl BCEX OpraHHM3allvi,
CyOBEKTOB MaJioro MpeaNpPUHAMATENLCTBA TPOM3BOIUTCA TONBKO JJIEK-
TPOHHO, O TEJIEKOMMYHHKAIMOHHBIM KaHAJlaM CBSI3U 4epe3 orepaTopa
ANEKTPOHHOTO  JJOKyMeHTooOopoTa. OpraHmzalmy, HHAMBHAYaJIbHbIE
HpeIpUHAMATEIIH, CPEeJIHECTICOYHAs YUCICHHOCTh 3a OTYETHBIA rofa y
KoTopbIx mpeBbicwia 100 yenoBek, MPeJOCTABISIOT OTYETHOCTH TaKKe
TOJIBKO B ANEKTPOHHOHM (popme uepe3 mHTEpHET. PacueT cymm Hanora Ha
JOXOABl (DMBUMECKUX JIMI, WCYHWCICHHBIX M YICP)KaHHBIX HAJOTOBBIM
areHToOM B DJIEKTPOHHOM (opMe MO TEJIEKOMMYHHKAIMOHHBIM KaHallaM
(popma 6-HJIDJI) moryT cnaBaTh Bce HAJOrOBble areHThl. [IpeacTaBurh
dopmy 6-HJIDJI Ha OymakHOM HOCHTENlE MOTYT T€ HAJIOTOBBIC areHTHI, y
KOTOPBIX YHCJICHHOCTh (PM3MYECKUX JIUII, TIOTYYHBIINX JI0XOJl B OTUETHOM
nieproze, MmeHee 10 yesoBek. Taxoi e MopsAI0K Mpe1ycMOTPEH 1o pacye-
TaM cTpaxoBbix B3HOCOB (PCB). OtueTHOocTh 4epe3 MH(POpMAIMOHHO-
KOMMYHHMKAIMOHHYIO CETh OTIPABISIOT BCE OpraHM3aliy. Bo3MoKHOCTB
UCTIOJIb30BaTh OyMarkHbII HOCUTEIIb COXpaHsIeTCs y paboTofaTeNs B TOM
Clly4yae, €CJd CPeJHECHMCOYHAs YHUCJIEHHOCTh 3a OTUETHBIN Nepuos He
npesbiaer 10 yenosek. Bee mwiarensmuku HJAC 1 Hasnorosele areHrsl B
00513aTEeTIbHOM TIOPSAIKE OTUMTHIBAIOTCS B 2NEKTpoHHOU (opme. TeHmen-
YT YBEJNMYEHUSI OTYETHOCTH B 3JIEKTPOHHOM BHJE TMPOJODKACTCS M B
OmwKaiiiel nmepcrieKTHBE OTYETHOCTh HAa OYMaKHBIX HOCHUTENISIX Oyner
CBeJIeHa K HYJIIO.

Jlist Gonee MOHATHOIO B3aMMOJEHCTBHS HAJIOTOIUIATEBIIUKOB M HAJIO-
roBeix ciyx0 mnpukazom ®HC Poccum or 16.07.2020 Ne EJ1-7-2/448@
YTBEP)KICH TOPSJIOK HATIPABIICHHUS W TOMYYEHHS B SJIEKTPOHHON (hopme
JIOKYMEHTOB, HCIOJIb3YEMbIX HAJIOTOBBIMH OpraHaMi [Ji1 peajn3aliyu
CBOMX TOJHOMOYHH, a TaKyKe TPeICTaBICHUs TOKYMEHTOB 110 TPEeOOBaHUIO
HAJIOrOBOTO OpraHa IO TEJIEKOMMYHHKAIMOHHBIM KaHajaM CBS3H, B KOTO-
POM OIKCaHBl ATAINBI MPOXOXKIEHUS IEKTPOHHOTO JOKyMEHTa OT OTIIpa-
BUTEJIl 10 MOMydaTessd, ONpeesieHbl MpaBWia OTHPAaBKH, NOIyYEHHS H
XpaHeHUs JOKYMEHTOB, @ TAKXKE YCTAHOBJICH MEPeUEHb TEXHOJIOIMYECKUX
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ANIEKTPOHHBIX JOKYMEHTOB, KOTOPBIMU O(OPMIIIETCS NpoLeaypa oOMeHa
JIOKyMEHTaMU: TIOATBEPXKICHNE aThl OTIPABKH AJIEKTPOHHOTO TOKyMEH-
Ta; KBUTAHIMS O TPUEME 3JIEKTPOHHOIO JIOKYMEHTa; yBeJOMJICHHE 00 OT-
Ka3e B MpHeMe ICKTPOHHOTO nMokyMeHTa. C 2022 r. BBE/IeH OOHOBJICHHBIN
MOpsIIOK 0OMeHa 1eKTpoHHbIMU TokyMenTamu ¢ @PHC Poccuy, mprkas ot
07.09.2021 Ne J1-7-8/795@, cxOppeKTHpoBall TIOPSIOK HATPABJICHHS W TIO-
Jy4eHUs HAJOTOBBIX JTOKYMEHTOB M TPEJCTABICHHS HMX B AJICKTPOHHON
(dopMe TO TEJIEKOMMYHUKAIMOHHBIM KaHallaM CBsI3U. BBeneHne oOHOB-
JICHHOTO TIOpsiiKa oOMeHa 31eKTpoHHbIMH JokymeHTamu ¢ PHC Poccun
3aKpenwio MpaBWia OTTIPABKH WM TONYYEHUS 3JIEKTPOHHBIX JOKYMEHTOB,
HOPAZIOK TIPEIOCTABIICHUS JOKYMEHTOB M0 TpeOOBAHMIO HAJIOTOBBIX
ciyx0. HoBblif JOKyMEeHT 00'beIMHIWIT aKTyallbHbIE TPeOOBaHKS U NPAaBIIIa
¥ TIO3BOJIWJT HAJIOTOITIATEIBIIMKAM He pa30UpaThCs BO MHOKECTBE HOpM a-
THBHBIX aKTOB, 3aMEHUB OJTHUM.

Kpome toro B cepe 1mmdpoBmsarmm HAIOroo0I0KeHHS pa3padbaThiBa-
I0TCSI M BHEJAPSIOTCS OHIIANH-CEPBHUCHI I aBTOMAaTHUECKOW MPOBEPKU
NPaBWILHOCTH JaHHBIX, OTPa’kKa€MbIX B HAJIOTOBBIX JEKJIapalpsix HaJoro-
IIATEJbIIMKOB, TO3BOSIIONME KOHTPOJIMPOBATH AESATEIHLHOCTh HAJIOTO-
IIATEJBIMKOB TAKUM 00Pa30M, YTO HCIIONH30BAHUE CEPBIX CXEM, COKPBI-
THE WIH yXOJ] OT YIUIAThI HAJIOTOB CTAHOBSITCS HEBBITOTHBIMH.

B orsomenmn HJIC, xorma momada aieKTPOHHBIX JI€KIapaliyii cTaa
00513aTeIbHOM, MPUMEHAIOTCS aBTOMATH3UPOBAHHBIE CHCTEMBbI KOHTPOJIS
(ACK HJC-2), (ACK HAC-3) i aBTOMaTHYECKOM MPOBEPKHU MPABWIh-
HOCTH JQHHBIX C BO3MOXKHOCTBIO SJIEKTPOHHOM KOPPEKTHPOBKH JEKiIapa-
IMii U CTIOCOOCTBYIOIINE ONEPATUBHOCTH YTOYHEHHUS JTaHHBIX JICKIIapalHiL.
Kpome Toro aBromatmsupoBansasi cuctema konrpomst ACK H/IC-3 nos-
BOJSIET HAJIOTOBBIM CJIy>KOaM TIOJJHOCTBIO aBTOMAaTH3HMPOBATH MPOIECC
KOHTPOJIS 32 JABIDKEHHEM CPEJICTB MEKAY CUeTaMM FOpHIANYECKUX U Q3 u-
YEeCKHUX JIMLI, POM3BOIUTH KOHTPOJb JIBIKEHHS TOBapa, yCTAHOBUTH (ak-
To! ymwiatel H/IC 1 pa3Mepsl BblIaueHHbIX CyMM. BbicTpanBaHue nocie-
JIOBAaTEJbHBIX IIETIOYEK MO3BOJSAET BBISBUTH HEJOOPOCOBECTHBIX IUIATEb-
IIMKOB, WCTIONB3YIOIIMX CXEMBI YKIIOHeHHs: OT HaoroB. «Korrpoms HIIC»
JlaeT BO3MOKHOCTH TPOBEPSIONMM HE TOJBKO OTCJICKHMBATH MOKA3ATEIN
HAJIOrOBOM OTYETHOCTH, HO MU OOMEHMBATBCS MHpOpPMALMEN ¢ IpyruMu
TIOJIPa3eICHISIMU HAJIOTOBOM CJIyObI. [Ipy 3TOM naHHBbIE OaHKOB aBTO-
MaTH4ecKy nomaaaioT B 0a3y ganHeix o HAC, anammsupyroTcst nporpam-
MO, TIO3BOJISIIOIICH BEISBUTH HAJIOTOBBIE HeM00Ophl. B mepcriexTuBe
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HAMEYEHO BKIIIOYEHHWE B cucTeMy KoHrpois wHpopmamm or OTC Poc-
cuy, TaHHBIe 00 yIUlaTe CTPaXOBBIX B3HOCOB M HAJIOTOB Ha JOXOABI (pr3u-
geckux Jor (HIADII).

BBeaenne aBTOMAaTH3UPOBAHHON CUCTEMBI KOHTPOJISI IPUMEHEHUSI KOH-
TponsHO-KaccoBoi TexHukn (ACK KKT) cnocoO6cTBOBao B TUCTAHIMOH-
HOM (popMaTe OTCIEKHBATh BCE PO3HMUHBIC Mposaku [ DenepabHblii 3a-
koH or 03.07.2018 Ne 192-®3], a TaxKe yMEHBIIUTH CIIydad COKPBITHS
HaJIOrOB, YIPOCTHUTH HAJIOTOBBIE IMPOBEPKH, 38 CUET ONEPATHBHOIO MOTY-
YyeHuss MHGOpMAIMM ¥ aBTOMATH3MPOBAHHOTO aHaJM3a, He TPEOYIOIETO
JTOTIOJTHUTEIIHHBIX TIPOBEPOK.

Baenenue rocynapctsoM EnnHol cricTeM bl MapKUPOBKH U IPOCTIEKHBaA e-
MOCTH TOBapOB CTIOCOOCTBOBANIO LIEJISIM, HA KOTOPBIE 3Ta CHUCTEMa HampaBJie-
Ha: oOecrieueHne TOMy4YeHUsT ONepaTHBHON M JOCTOBEPHOW MHPOPMALIH O
JIBIDKCHUM TOBapOB B paMKax XO3SHCTBEHHOW ESATEILHOCTH OpraHM3aIm,
CO3/1aHMe HEOOXOIMMBIX YCIIOBHH JJISi COKpAILeHUs 00hEMOB HE3AKOHHOTO
000poTa TPOJYKIMK, TIOBHIIIEHAE COOMPAeMOCTH HAJIOTOB, TaMOMECHHBIX
TOLUINH, YJTy4IICHAE HAJIOrOBOM JUCIMIUINHBI, @ TAK)Ke MOHUTOPUHI U KOH-
TPOJIb KOHKYPEHTHOW Cpellbl Ha TOBApHBIX PHIHKAX, B PaMKax INEpedHeH,
yTBEepXkIIEeHHBIX pactiopsbkeHusivu [IpaBuresbetBa PO ot 28.04.2018 Ne 792-
p, 28.02.2019 Ne 224 u np. K 2024 1. MapKupoBKe OyIyT MOJIEkKATH BCE TO-
BapHble rpymibl. Crctema «YUecTHsIN 3HAK», BBeleHHas: B Poccun, moapasy-
MEBaeT WACHTUDHKAIMIO KaX/101 €JUHULI TOBapa MyTeM MPUCBOCHUS YHH-
KaJIbHBIX IM(PPOBBIX KOIOB, 3AIMILIEHHBIX KpUITOrpaduel, 4To no3BoisieT
rOCyJapcTBY, OM3HECY U MOTPEOUTEITIO0 KOHTPOJIMPOBATH My TH JIFOOOT0 TOBapa
OT MPOM3BOIUTEIISI 10 KOHEWHOTO MOKYIATEIs, MPOTHUBOAEHCTBYS HE3aKOH-
HOMY 000pOTY U CIIOCOOCTBYS TOBBIIICHHIIO HAJIOTOBBIX BBITUIAT.

ABroMatmupoBaHHas uHpopMaimoHHas cuctema «Hasor-3» mocto-
SIHHO COBEPIIEHCTBYETCS, IUIAHUPYETCs MOJTHOCTHIO aBTOMATHU3HMPOBATh
KaMepaJibHble U BbI€3/IHbIE MPOBEPKU HAJIOTOIUIaTENbIMKOB. B cuctemy
BKJIFOUCHBI JIaHHBIC OAaHKOB, TAaMOXKEHHOW CJIy»OBI M TPaBOOXPAHUTEIh-
HBIX OpraHoB. Bckope cucTeMa HayHeT OTCIICKMBATH ABIDKEHHE UMIIOPTa
Ha Teppuropun EADC, B aBTOMaTHUIECKOM pEKUME CHUCTEMa OIpe1eTUT
HeJI00POCOBECTHBIX HAJIOTOIUIATEBIIHKOB.

Konuemms passurust u QyHkimonupoBanusi B Poccun cucteMbl Hano-
roBoro Monuroputra [pacniopsokenrie [TpaBurenscrBa P® or 21.02.2020
Ne 381-p], enb10 KOTOPO#A CTaJI0 ONpe/eeHre TyTel U CTIocO00B IH(pPO-
BM3alMM HAJIOMOBOIO KOHTPOJSI HAa OCHOBE TMPUMEHEHHS  PHCK-
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OPUEHTHPOBAHHOTO TIOAXOAA, TO3BOJIMIA HAJIOTOBBIM CIIy’)k0aM Ha OCHO-
BaHWM JIOCTYIMa K MH)OPMAIMOHHBIM CHUCTEMaM HaJOTOIUIaTeNbIIMKa 00-
pabaThIBaTh U IepeaaBaTh HEOOXOIUMBIE TOKYMEHTHI B HAJIOTOBBIE Opra-
Hbl M CaMOCTOSITEJIbHO HANPABISTH YBEJIOMJICHHE HAJIOrOIUIATEIbIIHKY.
Taxoll mpouecc no3BoiseT oOecneyuTh J100pPOBOIBHOE, CBOEBPEMEHHOE
WCUHCIICHUE W YIUIATy HAJIOTOB, COOpOB B OIOMKET, CMIOCOOCTBYET TOBHI-
nieHnr0  3P(EKTUBHOCTH HAJIOTOBOIO KOHTPOJISI M CHIDKCHHIO aJIMHUHU-
CTPaTHBHOM HATPY3KH JJISI IDIATENbIMKOB. UTO B CBOIO ouepenb norpedo-
BaJIO BHECCHMS 3HAYMMBIX M3MEHEHHH B O0JIACTH PETYJIMPOBAHUS TPUM e-
HEHMSl DJIEKTPOHHOM TOAMHMCH KO BCeM JokymeHTaMm. OcoOeHHOCTSIMU
NPUMEHEHNS]  YCWIEHHON KBaJM(HUIMPOBAHHON 3NIEKTPOHHOM MOJINCH
ropuaudeckux vl ¢ 2022 r. cTajo To, UTO ANIEKTPOHHAS TIOAIMCH BBIAET-
cs ynoctoBepsrormmu tiearpamu @HC Poccrm, Kaznadeiicta Poccmm u
banka Poccmm. OCOOCHHOCTSMHM TIPHIMEHEHMS YCIICHHOW KBaJH(DHIMPO-
BaHHOM DJIEKTPOHHOM MOANMCH (PMBMUECKUX JIWI SIBIAIOTCSl PAaCIIUPEHHE
ceps! npuMeHeHNsI KBamuumpoBaHHoro ceprudukara Y KOII u Beimada
nofmcy akkpeauroBanHeiM Y. Ilpu atom omna u ta ke YKOII Gyner
UCTIONB30BAThCS KaK JUI JIMYHBIX LieJIeH, TaK U MpH BBHIOJTHEHWN J1OJDK-
HOCTHBIX 00s3aHHOCTEH Ha paboTe B MHTEpecax paboToaTes.

IMpoueccol rmobanpHOM 1H(POBOK TpaHC(OpPMAIMK CTaBAT TEpen
®OHC Poccum 3anauy nanpHeiinero pa3Burusi MHQOPMAaIMOHHON CUCTEMBI.
HanoroBast cmyx0a pas3paboTasa KOHLEHIMIO aBTOMAaTH3HPOBaHHOW WH-
¢dopmarmmonHori cuctembl (AMC) uerBeproro mokonenusi «Hamor-4» ¢
y4eTOM TPUMEHEHHs] TEXHOJIOTHH MMTiopTo3aMelneHns. Pa3paboTka KoH-
nemm AUC «Hanor-4» B 3HauMTENbHOW CTENEHM OPUEHTHUPOBAHA Ha
BHEIITHEAKOHOM MU €CKHUE CJICIIKH.

Cuctembl ACK HJIC, ACK KKT, Equnas cucteMa MapKUpOBKH U TIPO-
cnexxuBaemoctu ToBapoB, AUC Hanor-3, AUC Hanor-4 natotr Bo3MOX-
HOCTh TOCYIapCTBY OTCIIEKMBATh TOBapHbIE, (PMHAHCOBBIE TIOTOKU X031 ii-
CTBYIOIUIMX CYOBEKTOB, CHIDKAIOT aJMHHUCTPATUBHBIE W OpraHW3aIMOH-
HbIC W3JIEPXKKH BCEX YYACTHUKOB HAJIOTOBBIX IMPAaBOOTHOIICHHH, IENAOT
OM3HEC YECTHBIM M MPO3PAvHBIM, BBHIPABHUBAIOT KOHKYPCHTHBIC YCIIOBHS
¢dyHKImoHnpoBaHus Om3Heca. KpoMe TOro OHM MO3BOJNSIOT COKPATHTh
YHCJIO HAJOrOBBIX MPOBEPOK, YIPOCTUTH PAOOTY HAJIOTOBBIX CIYKO, yBe-
JIMYUTH JOXOAHOCTH OIOJIKETOB.

B Gmmxaiimem OymymieM aBTOMAaTH3MPOBAHHBIX CHCTEM B c(epe Hallo-
TOO0JIOKEHUSI CTAHET HAMHOTO OOJIblIe, pa3pabaThIBaIOTCS U BHEAPAIOTCS
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ACK ITpuosuis, ACK JIOM, ACK JI®JI. 3akanuuBaeTcs pa3paboTKa eau-
Hoii twiatopmer «l{udpoBoe rocymapcTBO» B IENSX aBTOMATH3ALMU
yIpaBiIeHUs Ha (eepalbHOM U PETHOHAILHOM YPOBHSX, a 3TO CIOCO0
MOBBIICHHST A(P(EKTUBHOCTH W pEeHICHWs] TOro0 KOJIMYECTBa 3adad it
HAJIOrOIUIaTEJBIIMKOB U TOCYJapCTBa, KOTOPbIE BO3HUKAIOT B 3MOXY IM(p-
poBbIX TexHojoruil. Ilepexos Ha HOBYIO IEHTPAJM30BaHHYIO TEXHOJIOTHIO
HAJIOTOBOTO aJMHUHHCTPUPOBAHMSI OOECIIEYMBAET TMOBBIMICHHE «OTKPHITO-
CTW» HAJIOTOBBIX OPraHOB [IJIA HAJOTOIUIATENBIIMKA 32 CYET KadecTBa
TPEIOCTABJICHUS DJIEKTPOHHBIX YCIYT W PacIIMpeHus MX CIEKTpa, TI03BO-
JAeT yBENMYUTH 3(PPEKTUBHOCTH HAJOTOBOTO aJMHMHHCTPHUPOBAHMS, JAeT
CHIDKEHHME OOIIETO YpOBHs HAJIOTOBBIX HAPYLIEHWH M CYIIECTBEHHO CHU-
JKaeT Harpy3Ky Ha HaJIOTOBBIE OPraHbI.

OpnHako HEOOXOOMMO OOpAaTHTh BHMMAaHHE HA MPOOJIEMBI, KOTOpHIE
BO3HUKAIOT B MPOILIECCE HCTIONB30BAHMS IM(PPOBBIX TEXHOIOTUI B HAJIOTO-
00JIO’KeHMM — 3TO cOOM Ha caifrax, B porpaMmax, BeIyliie K Hapylie-
HUSIM CPOKOB B TPEJOCTABIICHUM HAJIOTOIUIATEIBIIMKOM HEOOXOAMMBIX
OTUETHBIX JIOKYMEHTOB, B CBOIO Odepejlb Benyie K cOosiM B pabore
HaJIOrOBBIX cIy’k0. KpoMe Toro ocraroTcs mpoOsieMbl ¢ CO3JIaHHEM, OT-
NpaBJICHHEM, JOCTaBKOM HAJIOTOIUIATENBIINKY EKTPOHHBIX (OPM HHIH-
BUIyaJIbHBIX TIPAaBOBBIX aKTOB, C CHCTEMaTH3aIel TOKYMEHTOB, 3aHEC e-
HUEM JIOKyMEHTOB B 0a3y JaHHBIX B JICKTPOHHOM BHIE, C UCTIOIB30BAHH-
eM IMppoBOro yOIMpPOBaHMS SIEKTPOHHBIX MOANHMCEH HAJIOroIvaTeb-
IIMKOB, a CJIEJ0BaTEeJbHO, ¢ (anbcudukalmen 1okymeHroB. Taxxke octa-
10TCSI TIPOOJIEMBI B3aMMOJICHCTBYS HAJIOTOBBIX CIY>KO ¢ JPyTUMHU OpraHa-
MH FOCYJapCTBEHHON BJIACTH U MPOOENbl B paboTe CrelMaIncTOB HAJIOr O-
BBIX CIyO0, TpeOyronmX BBHICOKOM KBaJM(UKAIMK B HCTIONH30BAHUM HO-
BBIX IPOrpaMM. BO3MOXHOCTH pelIeHMs TaHHBIX MpOOJIeM B Hay4HO-
TEOPETHUECKOM M MPAaKTHYECKOH ITIOCKOCTH OO0YCIIOBIMBAE€T HEOOXOI M-
MOCTh aJlaNTaly MepeAoBON MPAaKTHUKKM IM(POBBIX TEXHOIOTHA B YacTH
BHEJIPEHUsI HOBBIX CTaHAApPTOB, CIIOCOOOB MOHHTOPHMHIA ONEpalyii Hajo-
TOIUIATEINBIINKOB 32 CUET BHeApeHus Oonee dP(HeKTUBHBIX KaHAJIOB B3aW-
MOZEHCTBHS C HAJIOTOIUIATEIIHIIKAMHL.

Temnbl pa3BuTHsl LMQPPOBBIX TEXHOJNOTMH M MCKYCCTBEHHOTO HWHTEII-
JeKTa B HAJIOroO00JIOKEHUM TOJITBEP)KIAIOT IMEPEBOJl HAJIOr00OJIOKEHHUSA
MOJHOCTBIO B AJIEKTPOHHBIN (pOpMAaT, KOTrAa BCE HAJOTOBBIE MPOLECCHI:
perHCTpaIys HAJIOTOIIaTEIbIMKA, YIET HAJIOTOBBIX 0053aTENLCTB U MpPO-
BEpKa MX HWCTIOJHEHMsI OyIyT MpOTEKaTh B AJIEKTPOHHOM (opMare, 4To B
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CBOIO Ouepe/Ib MO3BOJIMT B 3HAYUTEIHLHON CTETIeHN 00JIeTYHTh PaboTy Kak
TOCY/IapCTBEHHBIX OpPraHOB, TaK M HAJOrOIUIATENBIIMKOB. Kpome TOro
OTBIT BHEJPEHUS IHM(POBHIX TEXHOJIOTWH B HAJIOTOBBIC IMPABOOTHOIICHHUS
TI03BOJIUT YCKOPHUTH TPOLIECC BBIPAOOTKU TEPCTICKTUBHBIX HATPABIICHHIA
IM(POBM3ALIMN HAJIOTOO0JIOKEHUS, KOTOphIE JODKHBI OBITH 3aKPEeIUICHBI
palMOHAJILHBIM HAJIOTOBBIM 3aKOHOJATEJLCTBOM M CIIOCOOCTBOBATH CO-
3/IaHHIO PAIMOHAIBEHONW CUCTEMBI HAJIOTOOOJIOKEHUS M JOCTIKEHHIO TaKO-
TO YPOBHS HAJOTOBOH JHCIMIUIMHBI CPEIU HAJIOTOIUIATEIBIIMKOB M HAJIO-
TOBBIX areHTOB, NMPHU KOTOPBIX MHHIMIBHPYIOTCS HAPYIICHUS 3aKOHOIa-
TEeJBCTBA O HAJIOrax M cOopax.

Nunyxo Banepuin UBaHoBKY,
KaHAWaaT KpUaNYECKIX HayK, AOLIEHT, AOLEHT Kadeapbl « T paHCNOpTHOE NpaBo»
tOpmamnyeckoro nHcTUTyTa Poccuinckoro yHueepcuteTa Tpancnopta (MUAAT)

KouetkoB Anekcangp CepreeBuy,
MarncTpaHT Kopuanyeckoro MHCTUTyTa POCCMICKOMO YHMBEPCUTETA TPAHCNOPTA
(MWWNT)

CoBpeMeHHble Npobnembl NPaBoOBOro perynmpoBaHus
TPaAHCNOPTHbIX OTHOWEHUI B Poccumnckon Gepepauum

AHHOmMayusi. B cTaTbe Ha OCHOBE MPUMEHEHWUS METOAUK (hopMasbHO-
NpaBOBOro aHanM3a paccMaTpMBAKOTCA aKTyarbHble BOMPOCHI NPaBOBOrO perynu-
pOBaHMs 0BLLECTBEHHBIX OTHOLLEHMUIA, 0BPa3YHOLLMXCS HA TPAHCMOPTE U HOCALLMX
KOMMEKCHbIN XapakTep. B paboTe paccmatpuaeTtcs npobrnema pa3suts pabo-
Tbl TPAHCMOPTHBIX OPraHNU3aLWi, OT KOTOPbIX 3aBUCUT ADEKTUBHOE (DYHKLIMOH U-
pOBaHWE BCEX OCTalbHbIX OTPACNEN SKOHOMUKN U XKU3HEAEATENBHOCTL rocyaap-
cTBa W obuecTsa B LenoM. 3HauMTeNbHOE BHUMaHWe yaensetcs npobnemam
obecneunBaHm1s TPAHCMOPTHBIX NEPEBO3OK M TPAHCNOPTHOM 6e30nacHOCTH, Npea-
CTaBMEHbI HEKOTOPbIE aCNEKTbI OTHOCMTENBHO HEOOXOAMMOCTV NPUBECTU K CO3aa-
HWUIO €AMHON CUCTEMBI NPABOBbIX TEPMUHOSOMIA U MEXaHW3MOB B 06pa3oBaHuu
CMeLManuCcToB Ha TpaHcnopTe.

Kntodeeble crosa: TpaHCMOPTHOE MpaBo; TPAHCMOPTHAs CTpaTervs; TpaHc-
NOPTHbIN KOMMJIEKC; OTpacb Npasa; cucTeMa npasa.
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Abstract. The article considers topical issues of legal regulation of public rela-
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B nacrosiiiee BpeMsi TpaHCIIOPT SBJSIETCS] OJHUM M3 BaKHEMIIMX KOM-
MOHCHTOB MPOM3BOJICTBEHHOM M COLMAJILHOM CTPYKTYphl Poccuiickoit de-
nepamyy.  CTparermdeckas LENb Pa3BUTHS TPAHCIIOPTHOTO KOMIUIEKCA
Poccum coctout B yIOBIETBOPEHHH CHPOCa SKOHOMHUKM W OOIIecTBa Ha
KOHKYPEHTOCTIOCOOHBIE W Ka4eCTBEHHbIE TPAHCIOPTHBIE yciIyru. Muccus
rocygapctea B cdepe obOecredeHnss (QYHKIMOHAPOBAHWS W Pa3BUTHS
TPAHCTIOPTHOM CUCTEMBI 3aKITI0YACTCS B CO3/1aHUM YCJIOBMI ISl TIOBBILIIE-
HUSL KauecTBa JKU3HH U 370POBBS TpakJaH, S)KOHOMHUECKOro pocTa M Mo-
BBIIICHUSI KOHKYPEHTOCTIOCOOHOCTH HAIMOHAJIBHOW SKOHOMUKH, yKperuie-
HAS OE€30MacHOCTH W OOOpPOHOCTIOCOOHOCTH CTpaHBI, peam3al ¢
TPAHCTIOPTHOTO TOTEHIMAla Yepe3 OIepeskarollee pa3BUTHE TPAHCIIOPT-
HOM MH(pPACTPYKTYphl M pacIIMpeHue AOocTyna K Oe3omacHeIM U Kaye-
CTBEHHbIM TPAHCHOPTHBIM YCJIyraM C MUHHMAaJIbHbIM BO3JEHCTBHEM Ha
OKPYXKAIOIIYI0 Cpely M KIMMaT, WCTONb30BAaHWE TeorpauiecKux 0co-
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OenHocTelt Poccuiickoit Deneparmm B KauecTBE €€ KOHKYPEHTHOTO TIpe-
HMYyIIecTBa .

BricTpavBaHue TapMOHWYHOM CHCTEMBI MPABOBOIO PETYIMPOBAHUS
TPaHCTIOPTHBIX OTHOIICHUI B CTpaHe SBISIETCS OIHOM M3 3a]ay rocyaap-
CTBEHHOTO CTPOUTEIHCTBA JIIOOOr0 COBPEMEHHOTO rOCyAapcTBa. B cBssu ¢ nx
3HAYUMOCTBIO OOIIIECTBEHHbIE OTHOIICHHSI HA TPAHCTIOPTE MOJICKAT MPaBo-
BOMY DETyJIHPOBAaHMIO, YTO TPEAONpeaesieT MOTPeOHOCTh O(hOpPMIICHHSA
TPaHCTIOPTHOI'O 3aKOHOAATENILCTBA M TPAHCTIOPTHOI'O IPaBa KaK OTHOCUTEJIb-
HO CaMOCTOSITENTFHBIX KOMIUIEKCHBIX 00pa30BaHHi COOTBETCTBEHHO POCCHIl-
CKOr'0 3aKOHO/IaTeJIbCTBA U MpaBa. 11pr 3TOM aKTHMBHO UCTIONB3YIOTCS CPeE II-
CTBa Kak IMyOJMYHO-NIPaBOBOrO, TaK M YACTHOIMPABOBOIO PETYJIMPOBAHUSA.
[IpuHIMIBI, perynupyrolye TpaHCIIOPTHOE MpaBo, copepxarcs B Konctury-
i PO, B MexTyHapoaHbIX 1oroBopax PO, B ¢eneparbHbIX 3aK0OHAX, B yKa-
3ax [Ipe3unenra P®, B noctaHoBnenusax [ IpasurensctBa PO u B HOpMaTHB-
HBIX TPABOBBIX aKTax (eaepanbHbIX opraHoB Bractu PO u cyonrekroB P .

Cpenu mpoOsieM pa3BUTHS TPAHCIIOPTHOTO KOMIDIEKca Poccurickoit
Deneparpy MOXKHO Ha3BaTh HEJOCTATOYHOE (PMHAHCHPOBAHKE, e(DHIMT U
KIIMMaTHYecKasl YI3BUMOCTb TPAHCTIOPTHOM MH(ppacTpyKTyphl. B Poccuii-
ckoit denepaiyn Bce €IIE COXPAHAETCS MCTOPUUECKH CIOKHUBILEECS OT-
CTaBaHHWE B ypOBHE OOECTICUCHHOCTH TPAHCTIOPTHON CETHIO OT Pa3BHTHIX
crpas. [Ipu 3TOM pa3BuTHIE CTpaHbl UMEN BO3MOXKHOCTH BKJIAJBIBATH B
CBOIO TPAHCNOPTHYIO MH(PPACTPYKTYpY OTHOCHUTEIHHO OOJBIIE PECYpCOB,
M3-32 4Yero MpH yiaydIleHnd abcomoTHOM obecnedueHHocTH B Poccuiickoit
®Denepaly HapacTaeT OTHOCUTEJIbHOE OTCTaBaHUE.

YBenmuuBarom@asicss ¢ KaxIbIM TOJOM HHT€HCHMBHOCTH TpPaHCIOpPTa
MPUBOAUT K CHIDKCHMIO KAa4eCTBa TPAHCIIOPTHOTO OOCIY>KHMBAHMS HAacele-
HPsI, KOTOPOE IPOSIBILIETCS. B POCTE 3aTpaT BPEMEHH HA IEpEMELICHIE,
HeCOOJIIOZICHNM PAacTIMCaHKsl U MHTepBasla JIBIDKEHUS Ha MapuIpyTax, CHU-
JKEHUH YPOBHS KyJbTYpbl BOKICHUS U OOCITYKMBaHHS IMACCa)KMpoOB, O€3-
OMACHOCTH M KOM(OPTHOCTH MEPEeBO30K, SKOJOTHYHOCTH YCIYT, HEmoJI-
HOM 00yCTPOHCTBE OCTaHOBOK TpaHcriopTa [1, CTp. 44].

OnsyM U3 BaXKHBIX HANPABICHWH PAa3BUTHS TPAHCTIOPTHBIX OTHOILIECHHUI
ABISIETCA OOecTeueHHe TPAHCTIOPTHOM 0€30IMacHOCTH, B TOM YHCIIE U MPO-
(¢uIaKTHKa TEPPOPUCTHUECKHX AKTOB HAa O0BEKTaX TPAHCIOPTHON MH(ppa-

! Tpaucnopraas crparerus Poccuiickoii deneparmu 10 2030 roa ¢ op OrHO30M Ha Iep HOJ
mo 2035 roma, yTBepikaeHHas pacropspkerueM I[lpaBurensctBa PP ot 27.11.2021
Ne 3363-p.
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CTPYKTYpbl. M3-3a BBICOKOW YSI3BUMOCTH, B CPABHEHHM CO MHOTMMH APY-
TMMH TIOTCHIMAJIBHBIMU LIEJISIMH, 0OBEKTHI TPAHCTIOPTa OCOOEHHO MpUBJIe-
KaTeJbHBI JUIl TEPPOPUCTOB, TAK KaK OOBITHO MPHUBOIAT K OONBIIOMY KO-
JIMYECTBY JKEPTB, MOTYT MapajM30BaTh KIIFOUEBHIC CEKTOPHI SKOHOMUKH U
BBI3BATh CEPhE3HbIE OOIIECTBEHHBIE TOTPSACEHUS.

Taxum 00pazoM, M3IIOKEHHOE TMPUBIEKAET 3aKOHONATENSI K BOMPOCAM
obecrieyeH!s] TOBBIIICHNS TPAHCIIOPTHOM O€30MacHOCTH, a TaKkKe KOM-
¢doprHOCTH U Ge30omacHOCTH TpaHcnopra. OXHAM W3 OCHOBHBIX 3HA4EHHE
nmeeT Denepanbupliii 3akoH 0T 10.12.1995 Ne 196-03 «O 6e3omacHocTH
JIOPOYKHOTO JIBIDKEHUs». JlaHHBI 3aKOH BKIIFOUAET B CBOE COJIEPIKaHUE rOC-
yAApCTBEHHbIM ammapaT, LeJH, 3a/lauyd U IpUHIMIBI 0OecredyeHus] TpaHc-
MIOPTHOTO TPaBa, a Takke oOecrieyeHne TPaHCTIOPTHON Oe30MacHoCTH. 3a-
KOH OIpEe/IeJIseT, YTO OCHOBHAS 3a/1a4a TPAHCTIOPTHOTO NMPaBa 3aKIIF0YaeTCs
B OXpaHe JKM3HH, 3/T0POBbS M MMYIIECTBA TPakIaH, 3aIlUThl UX TpaB U 3a-
KOHHBIX MHTEPECOB, a TAKXKE 3aIMThI HHTEPECOB 00IIeCTBAa U TOCY1apCTBa
MyTeM TIPSAYTIPESKICHUS TOPOIKHO-TPAHCTIOPTHBIX TPOUCIICCTBHIA, CHIDKE-
HUS TSDKECTH MX TOCHIeACTBUM. Taxoke 3aKOH COAEPKUT OTCHIIKY K IIEPEUHIO
aKTOB, COJIepKalMX 00s3aTeNbHbIe TpeOOBaHus sl COOOIeHNs B cepe
TpaHcTopTa (e1epatbHOr0 roCyAapCTBEHHOTO KOHTPOJISL.

B T0 e BpeMs cTout oTMeTHTh ocTaHoBieHue [IpaBurenscta PO or
07.10.2020 Ne 1616 «O NMIICH3UPOBAHHU JEATEIHLHOCTH TI0 MEPeBO3KAM
NACCaXXMPOB U MHBIX JIMI[ aBToOycamMu». J[aHHbIHM MPaBOBOM akT onpeaens-
eT MOpAJIOK JIMIEH3UPOBAHUSI AESTENLHOCTH 0 NEPEeBO3KAM MACCaKUPOB
W MHBIX JMIl aBToOycamu. [lox nuneHsupyemMoi 1esTebHOCThIO TIOHMM a-
€TCs TepeBO3Ka MACCAKUPOB aBTOOYCAMU JIMICH3MATA HA OCHOBAHHH J1O-
TOBOpa TIEPEBO3KH TMACCAKUPOB WIH JIOTOBOpa (DPaxTOBAHKS TPAHCIIOPT-
HOTO cpejicTBa (KOMMEpUYECKHe MepeBO3KH) U (WIM) TIEpeBO3KK aBTOOYC a-
MU UHBIX JIML JIMIEH3MATa JJI €r0 COOCTBEHHBIX HYXI.

OO0paTuM BHUMaHKE HAa TO, YTO JIAHHBIA 3aKOH BelleT K HauOojee cba-
JaHCUPOBaHHOW M 3(D(PEKTUBHO (DYHKIMOHHUPYIOIIEH TPAaHCTIOPTHOW CUCTE-
Me COOOIIeHHsT, KOTOpasi CTUMYIIPYET MOOWIHHOCTH HaceneHws [ 2, CTp. 54,
33], uTo BrIeYeT 3a cOOOM BRIPABHUBAHME TEMTIA SKOHOMHUYECKOTO POCTA U
MHHOBAILIMOHHOKM TPUBJICKATEIBHOCTH PA3JIMIHBIX MYHHUIMIAIBLHBIX 00pa3o-
BaHUH, KOTOPbIE CBSA3bIBAIOTCS MEXKIY COO0H. CTOUT OTMETUTh, UTO BMECTE
C pa3BUTHEM TPAHCTIOPTHOM OTPacid TMOBBIMIACTCS  KYJIbTYpPHO-
NPOCBETUTENIHCKII YPOBEHb HACEIICHHS, MOCKOIBKY HWMEHHO TPAaHCTIOPT
o0ecreyrBaeT TOCTaBKYy HACENCHHS K OCHOBHBIM OOBEKTaM KYJIbTYPHOTO
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Hacjeaus cTpasbl. Taxke 6€3 TpaHCTIOpPTA CTAHOBUTCS MPAKTHIECKH HEBO3-
MOYKHBIM CO3JIaHHE OOJBIIIOro KOMMIeCTBa O0IIeCTBEHHO-TIONE3HbIX U 3HA-
quMBIX OJ1ar. OT COCTOSTHIS, HAJIEKHOCTH M Ka4eCTBa O0BEKTOB TPAHCTIOPT-
HOW MHPPAaCTPYKTYPBl M TPAHCTIOPTHOTO KOMIUIEKCA B LIEJIOM 3aBUCHT KO-
HOMUKa ropoga. Kpome Toro, ot KoM(popTHOCTH 1 3aTpay€HHOTO BPEMEHH B
MyTH TP NPoe37ie Ha OOLIECTBEHHOM TPaHCHIOPTE HANPSAMYIO 3aBUCAT yM-
CTBEHHbIEC U (PM3UYECKUE CUIIBI B MECTE NPWIOKECHHS TPyAa.

B 3akmodeHM MOXKHO CIeaTh BBIBOJ, YTO COBPEMEHHBIE MPOOIJIEMBI
NPAaBOBOTO PETYJMPOBAHUS TPAHCIIOPTHBIX OTHOIICHHH pPa3HOOOpPAa3HEI,
TpeOYIOT KOMIUIEKCHOTO TMOAX0/a M CUCTEMHBIX pemenuil. [1yTh pemenus
3THX NPOOJIEM JIEKUT yepes3 JajbHelllee COBepIIEHCTBOBAHUE U pa3BUTHE
TPaHCIIOPTHOTO TIpaBa.
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CemeHeu Bukropus CepreeBHa,
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AHHomauus. Ha cogepxarue 06LLeCTBEHHOrO CO3HaHKS BCeraa BnMsnm bbl-
e niogen, KynbTypa UX KU3HEHHbBIX MUPOB, MAEONOMN U MUbI. HbiHe 0gHNM 13
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3HauMbIX (DaKTOPOB paauKaribHbIX TPaHCopMaLi B 06LLECTBEHHOM CO3HAHMM
ABNIAETCS LUM(POBU3aLMS, KOTOpas Mo CYLLECTBY OCYILECTBIAET MHTEPBEHLMN B
WHOVBULYanbHOEe CO3HaHKe, Pe3Ko MEHSS «CTapoe» 1 (OpMIPYs HOBOE 3HaHME
06 obulecTBe, TexHuKe 1 npupoge. B npeactaBnsemom matepuane npuseseH
aHanus geatensHoct OAO «PXK[» no Bonpocam LcpoBK3aLi NepeBo3ok, B
TOM YWCME KacaloLMMCs B3aMOAENCTBIS KOMMNaHUM C NepeBo3yMKamMn MHOMMUX
Opyrux cTpaH. Llenbto nccnegoBaHus BbICTYNAeT U3YHEHWE XapaKTepPUCTUK YKa-
3aHHOro npoLecca. 3agayn uccrefoBaHus npegonpeaeneHb! ero Lerbto 1 cdop-
MyIIMpOBaHbl TakuM 06pa3soM, YTO MO3BOMAKT PAaCCMOTPETb HEKOTOpble drek-
TPOHHbIE NMOLLAZKN XonauHra, oKyMeHThl, paspaboTaHHbie OAO «PXX[» B aaH-
HOW cdhepe, U3Y4MTb NPOLIECC CO3LaHUS YHUKANBHOTO NPOeKTa, C MOMOLLbHO KOTO-
pOro MOTYT OCYILECTBAATLCA Aaxe UHTepMOAarbHble nepeBosku. Metoaonomtio
nccnenoBaHus CoCTaBNSIT 06LLEHay HbIe (CUCTEMHO-CTPYKTYPHDbII aHanu3, UH-
OYKUMS U OefyKuus, aHanus, CUHTe3, aHarnors, CpaBHeHWe 1 p.) M YaCTHOHayY-
Hble MeToabl (METOA TONKOBaHWS npasa, hopmanbHo-topuanyeckuii Metog). Mo
pesynbTatam uccrefoBaHus 6binu cienaHbl BbIBOAbI O MOCTOSHHOM MOBbILLEHUN
3(hHEKTUBHOC TV e TeNbHOC TV POCCUACKNX Xemne3HbIX 40por B JaHHOM BOMpoce
1 YCKOPEHWUW pa3BMTUS TPAHCMOPTHOTO KOMMIIEKCa CTPaHbI.

Krtouesble crosa: undpoBm3aLms; nepeBosku; 6e3onacHoCTb; poccuickue
XenesHble JOPOr; Py30Bble NEPeBO3KN; MHPOPMALMOHHOE NPOCTPAHCTBO.
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Victoria S. Semenets,
Master's student of the Law Institute of the Russian University of Transport (MIIT)

Activities of the Open Joint Stock Company "Russian Railways"
on digitalization of transportation

Abstract. The content of public consciousness has always been influenced by
the existence of people, the culture of their life worlds, ideologies and myths. Now-
adays, one of the significant factors of radical transformations in the public con-
sciousness is digitalization, which, in essence, intervenes in individual conscious-
ness, dramatically changing the "old" and forming new knowledge about society,
technology and nature. The presented material provides an analysis of the activi-
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ties of JSC "Russian Railways" on the issues of digitalization of transportation,
including those related to the Companys interaction with carriers of many other
countries. The purpose of the study is to study the characteristics of the process.
The objectives of the study are predetermined by its purpose and formulated in
sucha way that they allow us to consider some electronic platforms ofthe Holding,
documents developed by JSC "Russian Railways" in this area, to study the pro-
cessof creating a unique projectwith which even intermodal transportation can be
carried out. The research methodology consists of general scientific (system-
structural analysis, induction and deduction, analysis, synthesis, analogy, compari-
son, etc.) and private scientific methods (method of interpretation of law, formal
legal method). According to the results of the study, conclusions were drawn about
the constant increase in the efficiency of the Russian railways in this matter and
the acceleration of the development of the country's transport complex.

Keywords: digitalization; transportation; security; Russian railways; freight
transportation; information space.

CoBpeMEeHHBIH JTan pa3BUTH OOIIECTBEHHBIX OTHOLICHUN XapaKTepH-
3yeTcs MOBCEMECTHBIM BHEIPEHUEM HOBBIX IPUHLIMIIOB U METOAOB YIIpaB-
neHus1, 0a3UPYIOILMXCA HA BO3MOXKHOCTSAX ONTHMU3AIMU AEATEIHHOCTH Ha
OCHOBE IM(POBBIX TeXHONOTHWH. B mociegnHee BpeMsi Trpy30BiaembIbl
MPeIBABILIIOT BCe Oosee BBHICOKME TPeOOBaHMS K MEPEBO3YMKAM TIO yiIyd-
IICHUIO KauyecTBa MepeBO30YHOro mnporecca. Kak cBuueTenscTByeT 3apy-
Oe>KHBIN ONBIT, KAUECTBEHHOIO «CKa4yKa) B TPAHCHOPTHOU cdepe MOXKHO
JOCTUTHYTH JIMIIb 32 CYET HMCTIONH30BaHKS HOBBIX TEXHOJIOTHI o0ecried e-
HUSI TIPOLIECCOB TEPEBO30K, OTBEYAIOIIMX COBPEMEHHBIM TPeOOBaHWAM U
BBICOKMM MEXTYHAPOAHBIM CTaHIAPTaAM.

OAO «PX]I» axTuBHO peanm3yeT MPOEKTHI M0 MHPOPMAIMOHHOMY W
IM(pPOBOMY O0O0ECIIEYSHMIO MEKIIYHAPOIHBIX KEJIE3HOIOPOKHBIX TMEpPEeBO-
30k. [lepeBo3ka HauumHaeTcsi ¢ oOpamienus kivieHra. J{is mubposmzamm
3TOr0 3Tamna KOMIIAHMS 3alyCTWiIa TMPOEKT MO CO3AAHUI0 DJIEKTPOHHON
ToproBoi mioraaku «I py3oBeie nepeBo3kmy (manee — OTIII'TI). Ha meit
TPY300TTIPaBUTEIH, TPY30M0IydaTe, COOCTBEHHHKH TOABIDKHOTO COCTa-
Ba, BJIA/ICIIbIIBI TEPMHHAILHO-CKIACKON MHPPACTPYKTYphl, B TOM YHCIIE
MOpPCKHX TIOPTOB, M Jpyr'Hieé 3aMHTEPECOBAHHbIE YYACTHUKU PhIHKA 3aKIIIO-
YalT JIOrOBOPHI, CBS3aHHBIE C OCYIIECTBIICHUEM KEJIE3HOIOPOXKHBIX IIe-
PEBO30K. DTO 3HAYMWT, UTO HA BeO-caifre pa3merieHs! oomnmwe ycmosust DT
I'TI, sBistirorumecst npeajiokeHneM — o(epToii, apecOBaHHON HEOrpaHH-
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YEeHHOMY KpYTY JIMI] 3aKIIOYHTH JTOTOBOpP Ha yKa3aHHBIX ycloBusaxX. Korma
KJIMEHT WIM MOCTABLIMK YCIIYI PETUCTPUPYETCS B CUCTEME, OH aBTOMAT -
gecku aktenTyet oonuwe ycmoust DTI I'TI. Tem caMmbiM onTBEp)KaaeTCS
3aKIII0YEHUE JIOTOBOPA.

Ho m6aBurbcs 0T OyMakHBIX TOKYMEHTOB HEOOXOAMMO HE TOJIBKO Ha
JTane 3aKIIOYueHHs] O0roBopa, HO M Ha CTaJMH COOCTBEHHO NEPEBO3KH.
OTII I'll obecneumBaer mpoctoil noctym Kk ycayram OAO «PX/I», e
oO0peMeHss IBMIIHAME (HOPMATFHOCTAMH. 3a YHZOOHBIM HHTEpdericoM
CTOUT TPaKTAHCKO-TIpABOBAas KOHCTPYKIWS: OIM(ppOBaHHAS IyOMIHAsS
odepra.

Jlns pemieHust JaHHOTO Bompoca TpeOyeTcsl peIuTh psiJi OpraHu3alu-
OHHbIX 3anay. OnHa W3 HMX — YHUQUKAIMS CTaHAAPTOB AJIEKTPOHHBIX
coobmenmit. [1o mammatuee OAO «PXK/]» 1 npu ero akTUBHOM y4acTHH
B pamkax [TocTossHHON pabodei Tpymmbl 1o KOAMPOBAHUIO M MH(pOpMATH-
K€ OpraHm3alM COTpyAHMIecTBa Xele3HpIx nopor (ITPT" K1) paspabora-
el mamsaTkn OCX][ P-942 «Texnonoruss MH(GOPMAIMIOHHOTO COIPOBOXK-
JleHus TPy30BbIX TepeBo3ok 1o CMI'C mpu 371eKTpoHHOM OOMEHEe JaHHBI-
mu B ctannapre UN/EDIFACT», P-943 «bubnuoTeka cTaHmapTHBIX JIeK-
TPOHHBIX COOOIICHUH IS TPY30BBIX NMEPEBO30K B MEKIYHAPOIHOM CO00-
menny Ha yenoBusix CMI'C B crannapre UN/EDIFACT» u P-944 «Ilepe-
YeHb KJIACCU(HUKATOPOB M KOAOB JIEMEHTOB JaHHBIX. bubimoreka nepey-
Hel KOJIOB JIsl TPy30BOro cooOmienns Ha ycioBusix CMI'Cy». DTu noky-
MEHTHI 3a7al0T HPUHIMIBI MOCTPOSHUS €IMHOr0 MH(POPMAILMOHHOTO IpO-
crpancTBa. Ilpennoxkennsie B HuX pemeHus noMmumo OAO «PXKD» yxe
npuMmensaoT nepeBozunkn Gunmsianuma (BP Kapro), Octonmu (OBP), Jlut-
BoI (JII'), JlarBum (JIJI3), [Tomsmmm (IIKIT KAPT'O, Ib KAPI'O ILJI), I'ep-
manmu ([Ib AT), benopyccmu (bY), Ykpaunst (V3), Azepoaiimxana (3A0
«AX]»), Kazaxcrana (AO «HK «KTX»), Monrommu (AO «YBX/I») u
Kuras (KXK/I). 9To B ouepenHoi pa3 J0Ka3bIBAET, UTO BaKHEHIIIMM TJIO-
OaJIbHBIM BBI30BOM sIBJIsIeTCs BeeoOIas mudposmams [ 1, crp. 40].

BripaboTka cTaHIapTHRIX peIleHHi BEJeTCs He TOJIBKO HA IUIOMIAKE
OCXK, Ho u B EBpaswiickoii sxoHomuueckoi komuccuu (E9K), Mexny-
HapoaHOM coto3e kene3HbIx popor (MCXK/), MexxnyHapogHOM KOMUTETE
xene3HonopoxkHoro TpaHcnopra (LIUT). Komnanus Hanammna coTpyqHu-
YEeCTBO U C POCCUHCKUMHU rOCY/1apCTBEHHBIMHU OpraHAMU.

Jpyras akryayibHas 3a7a4a — OPraHM30BATh B ANEKTPOHHOM (popmaTe
COBMECTHYIO paboTy J>KEJIe3HOMOPOXKHBIX MEPEBO3UYHMKOB C TaMOXKHEHL
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Kommnanust peammsyer Taxoi manotHeii npoekt ¢ @TC Poccwn, rocynap-
CTBEHHBIM TaMOXXEHHbIM KOMHTETOM U XeJe3Hor noporoil bemapycu. Ero
1eJlb — 00ECIeYnTh NPUMEHEHNE AIICKTPOHHON TPAH3UTHOU JeKIapaliyiL.
s aroro 6 nexadps 2018 r. pemenuem Ne 29/23 O6wenurenHoi Kome-
' TaMOYKEHHBIX CITyk0 rocy1apcTB — 4JICHOB TaMO)XXEHHOI0 CO03a ObUT
npussT «llopsimok coBepleHMs TaMOXXEHHBIMU OpraHaMH TaMOKEHHBIX
orepalyii py NOMEIIEHUA TOBAPOB IO/l TaMOXXEHHYIO INPOLEYPY TaMo-
JKEHHOTO TPAaH3WTA M 3aBEPIICHHUM JEVCTBUA TAKOM NPOLENYpbl HAa TPHH-
LMMax 3JIEKTPOHHOIO JOKYMEHT0000pOTa IpH MEePeBO3KE TOBAPOB XKeJie 3-
HOJIOPOXKHBIM TpaHCTopToM 1o Mapuipyry Haymkuw—bpecT».

C mapra 2019 r. Ha 3TOM MJIOTHOM MapIIpPyTe CBEIECHUS IEKTPOHHOM
TPaH3UTHOM JEKIapaliy MpeAoCTaBIIIOTCS B aBTOMAaTU3MPOBAHHYIO CH-
cTeMy Jkeye3Hol noporu benapycu ¢ npumeneHueM BeO-cepBucoB. Jlan-
HBIM TIOPSJOK MO3BOJSIET O€3 NpuMeHeHHs] OyMaKHBIX JOKYMEHTOB 3a-
BEPIINTH HA TEPPUTOPHN OJTHOTO rocyaapcTBa — dieHa EADC TamoxkeH-
HBI TPaH3WT, OTKPBITHIN B APYroM rocyjnapcTBe-dieHe. B 0e30ymaskHoM
dopmaTe BOSMOXKHO OCYILECTBIIATH HE TOJBKO UCKIFOUUTEIBHO KEJIEe3HO-
JIOPOXKHbIE, HO U MHTEpPMOZalbHble NEPEeBO3KU. BriepBble B UCTOPUM 3TO
no3Bown caenath npoekr UHTEPTPAH. A. B. Kok ormeuaer, uto
JIaHHBIM BUJ TIEPEBO30K CO3/4Aa€T BBIFOAY KaK I FPY30BIAAEIIbLEB, TaK U
JIJIS BHYTPEHHETO TPaHCTIOPTa, Te MpsiMasi aBTOMOOWIbHAS TIepeBO3Ka BCE
qale 3aMelaeTcs KOMOMHUPOBAHHON SKEJI€3HOI0POYKHO-aBTOM 00 WIbHOM
[2, cTp. 6].

B pamkax mpoexta MHTEPTPAH B3aumoneiicTByIOT onepaTtop Mop-
CKOM JIMHMM, >KEJEC3HOJOPOXKHBIE IEPEBO3UYMKH, TAMOXXCHHBIE OpIaHbl,
TPY300TIPABUTENN U TPYy30MOIydaTead. AJITOpUTM pabOoTHI MPOEKTa OIMuU-
can B yrBepxxaeHHoit OAO «PXKJI» 23 aprycrta 2019 r. undopmaimoHHONH
TEXHOJIOTHH «JJIEKTPOHHOE B3aMMOJEHCTBUE — JIOpOra» IpU OCYLIECTB-
JIEHH MYJIbTHMOAbHON TIepeBO3KU TPy30B uepe3 mnopThl Janbaero Bo-
CTOKa C MPUMEHEHHEM 3JIEKTPOHHBIX JOKYMEHTOB M cBefeHuid. OHa oxBa-
THIBA€T ONEpalyd B HH(POPMAILMOHHBIX CHUCTEMaX, MPOM3BOAMMBIE Kak
ABTOMATHUYECKH, TAK U C YIaCTHUEM JOJDKHOCTHBIX JIFII,

JokyMmeHT 3aTparuBaet Takue cepsl, Kak opopMIiIeHHe TPAHCTIOPTHBIX
1 TOBapOCOIPOBOAUTEBHBIX JOKYMEHTOB B MHOCTPAHHOM IIOpTY, IEpeaa-
4a 3JIeKTPOHHBIX JaHHbIX B aBTOMAaTU3UPOBaHHYIO cucTeMy BianuBocTok-
CKOr0 MOPCKOrO TOPrOBOrO IOPTa, TaMOXEHHOE JEKIAPUPOBAHHE U
MPEIOCTABJICHHE 3JIEKTPOHHBIX TPAH3UTHBIX JEKIapamyii B aBTOMaTH3H-
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poBanHbie cucteMbl OAO «PX]I», odopmiieHre 3asiBOK W KEJIE3HOMO0-
POXXHBIX HAKJIAIHBIX Ha MEpPEeBO3KY Ipy30B BO B3ammozeicTBuu ¢ AC
OTPAH wwm OTII I'Tl, 30eKTpOHHBIN JTOKYMEHTOOOOPOT TpU Tona-
ye/yOopKe BaroHOB HA MyTSX HEOOLIETO TONb30BAHUS B TMOPTY C MPUMEHE-
HueM ACY MP, ACY Crammu u AC OTPAH, 3aBepiuesue B aeKTpOH-
HOM BHJI€ TaMOKE€HHOM MPOLETYpPbl TAMOKEHHOTO TPAaH3UTAa HA CTAHIMH
Ha3HaueHust Poccuiickoit @enepaiym ¢ npumenenneM ACY CraHmmu U
AC OTPAH.

KcraTu roeops, neponauansso 1o npoexkty MHTEPTPAH ocymects-
Ik 0e30yMarXkHble MHTEpPMOJalIbHbIE NEPEBO3KH Ipy30B u3 Bianuso-
CTOKa Ha JXeJe3HOJopokHble cTaHimu Poccuiickoit @enepamm (Cumu-
katHasi, KombrioBo, Xospuno, HoBocubupck-BocTounsiii, bazauxa).

18 mapra 2020 r. OAO «PXKX]I» u xxene3nas gopora bemapycu yrep-
nvm [1nan coBmecTHBIX MeponpuaTuii B pamkax npoekta MHTEPTPAH
Mo MapmpyTry TepeBo3kd uw3 moptoB Kwuras/IOxuHoit Kopew/ Snonmn B
nopt BnanuBoctok (BMTII) u nanee kene3HOMOPOXKHBIM TPAHCIIOPTOM
no teppuropun P® HaznauenueM B Pecnybimky benapycs.

UTo0BI cooOIIeHns, iepejaBaeMble TI0 MEKTPOHHBIM KaHaJIaM, ObUIH
HE TPOCTO HAOOPOM CBENIECHMIA O MEPEeBO3KE, a JTOKYMEHTaMU, CTCIAIH-
CTHI BeAYT pabOThI N0 BHEAPEHHUIO 3AIIMIEHHOTO IOPUINIECKH 3HAYUMOrO
ANIEKTPOHHOTO JOKyMeHT0000poTa. [IpaBoBOi OCHOBOW sl HETO SIBIISIIOT-
Csl IByXCTOPOHHHME COTJIALLICHHS O COTPYAHMUECTBE MEXKAY LIEHTpaMu cep-
TuduKaipm (B cilydae NPUMEHEHMs] YCWIEHHOW 3J1€KTPOHHOM MOAINCH), O
B3aMMHOM TIPM3HAHKMH DJIEKTPOHHBIX TIOJIMCEH W 00 OCYIIECTBICHUN O¢3-
OymaxHbpix nepeBo3ok. K cnoBy, OAO «PXK]I» npuMeHseT >IeKTpOHHbIC
Hananaeie CMI'C B mexayHapomHoMm coobmenmn ¢ 2012 r. B Tedenue
2020—2021 rr. OAO «PX]]» ocymecTBIISUIO 3aIMIICHHBINA FOPUITICCKH
3HAYNMBIM TpPaHCTPAHWYHBIA SJIEKTPOHHBIA TOKYMEHTOOOOPOT C HCHOb-
30BaHHeM dIeKTpoHHOM nonmmcH (DI1) u TexHonormM «IoBEepeHHON Tpe-
Thel cToponsl» ([ITC) B pamkax rpy3onepeBo3oK 1o 6e30ymMarkHOM TeX-
Hojoruu ¢ sxene3Hor poporoit bemapycu, AO «HK «KTX», JIA3, JITT,
AO «YBX]I» u OBP.

Kommnanusi cTapaeTcsi MpuBiIeYh HOBBIX YYAaCTHHUKOB K 00ECTCUEHHIO
IOPUIMYECKON 3HAYMMOCTH SJIEKTPOHHBIX HAKIAIHBIX IyTE€M B3aUMHOTO
NPU3HAHKS 3JIEKTPOHHOW MONMUCH. DTO TMO3BOMWIO OBl OpraHW30BaTh
ANIEKTPOHHBIN TOKYyMEHTO00O0pOT 10 Bcemy Mapmpyty Kurait — EBpora
— Kwurait. OqarM U3 OCHOBHBIX TIPETIITCTBUM JIJISL OTOTO SIBIISIETCS TO, UTO
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B EBporneiickom Coroze He 3aBepmiena msitas (asza BHeApenuss Hopoit
3NIEKTPOHHOM aBTOMAaTH3MPOBAaHHOM TpaHcnopTHOW cuctembl (NCTS), B
pamkax koropoi B Coroze OyAeT NoaiepKuBaThCsl MOTHOCTHIO 0e30yMaxk-
Has cpeja.

ITonHodyHKIMOHATbHOE BHEPEHHE CHCTEMBl 3aIUVIAHUPOBAHO K KOHILY
2023 r. Jlns madpoBmamm Tpamura B pamkax CoBMecTHOW paboueit
TPyMIBl TI0 TIEPeBO3KaM KOHTEHHEPHBIMH Toe3/1aMu B cooOmiennn Kurait
— EBpona co3nana Ilonrpymma sKkcriepToB Mo MHPOPMAIMOHHOMY B3au-
moneiictBro (nanee — [lonrpynma MB). B weit no nammatuee OAO
«PXK]1» mpuBATO pelieHre aBTOMAaTH3MPOBAaTh B3aMMOIEHCTBUE YUaCTHU-
KOB TEepEBO3KH KOHTEWHEPHBIX T'py30B B HampaBieHun Kurait — EBpona
— Kuraii ¢ npuMeHeHMEM TEXHOJOTHH «OJIOKYEHH», TapaHTUPYIOIeH
[IEJIOCTHOCTh M JOCTOBEPHOCTH TiepefaBacMoil MH(POpMAIMM U PaBHO-
MPaBHBIA JTOCTYN Ha OCHOBAHHH COTJIACOBAHHBIX M TPONHMCAHHBIX MPABHI
(monuTrK) Mexny yuacTHuKaMu. CTOUT COrfIacUThCS C TEM, UYTO IUDPOBH-
3a1Msl TPAHCTIOPTHOM JIESITEILHOCTH TpHBEJIa K PE3KOMY YCKOPEHHUIO pas-
BUTHS TPAHCTIOPTHOrO KOMIUIEKca cTpaHbl. L{udpoBmsaimst okas3biBaeT
BJIMSIHAE HA OOIIECTBO M YEJIOBEKA, U BCE TOCIECTBUA NPEIBUICTh BECh-
Ma 1 BECbMa TPYIHO.

Ceiuac obcyxnaercs ¢opMa JOKyMEHTa, KOTOPBIM OyIeT onpeesTh
B3aMMOJICHCTBUE CTOPOH. B pe3ynbpraTe Ka)Iblil U3 y4aCTHUKOB TpPaHC-
MOPTHOTO KOPUAOpa CMOXET HE TOJIBKO MOBBICUTH 3(PHEKTHBHOCTH MpO-
IECCOB B3aUMOJICHCTBUA 3a CUET OTCJIEKMBAHUS MPOCIIEI0BAHNS OTIIPABOK
B COCTaBE MEXKIYHAPOIHBIX KOHTEHHEPHBIX MOE3/10B, HO H MPEIOCTABISThH
CEpBHC N0 MOHUTOPHUHTY WCTIONHEHHSI TEPEBO3KHU CBOMM KJIMEHTAM.

Taxke CTOMT YIOMSHYTBH M O TOM, YTO HEMaJIOBAXHYIO POJb B MPOLEC-
ce mudppoBmaimm coirpai Ipesunenr P®. B 2019 r. B. B. Ilyrun B Ilo-
cnanmn PenepaabHoMy CoOpaHuo 0003HAYWT Hay4HO-TEXHOJIIOTMIECKOEe
pa3BUTHE CTpaHbl B KAYECTBE MPUOPUTETA, MOPYUYMII MAPIAMEHTY NPUHATD
TeHEPAITbHYI0 CXEeMY pa3BUTUsS WHPPACTPYKTYphl IM(HPOBON SKOHOMUKH,
BKJTFOYAsl CETHU TEJICKOMM YHHKAIMH, MOITHOCTH TI0 XpaHSHUIO U 00paboTke
nansbix. [Tocne storo I'ocymapcTBenHas [Iyma Hadana HacTpauBaTh BCE
3aKOHOJIATENILCTBO HA HOBYIO TEXHOJOTHYECKYIO PEabHOCTh: ONepaTHUBHO
NpUHAJIa 3aKOHBI, MPUOPUTETHBIC I CO3JlaHMs NPABOBOI Cpeibl HOBO,
IM(pPOBOIl SKOHOMHKH, KOTOpbIE TO3BOMWIM 3aKJII0YaTh TpakIaHCKUE
CHENKHA W TPUBJIEKATHh ()MHAHCHPOBAHWE C WCIIONH30BAaHMEM IM(PPOBBIX
TEXHOJIOTUH, Pa3BUBATh IEKTPOHHYIO TOPTOBIIKO M CEPBHCHI [3, cTp. 9].
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MpaBoBbIe OCHOBLI 3aWUTLI UHTEPECOB OTKPLITOrO
aKumMoHepHoro o6wecTtBa «Poccuickue xenesHbie JOPOru»
B apOUTpaxHbIX cydax

AHHomayus. B cTaTbe paccMaTpuBaOTCS NPaBOBble OCHOBbI 3aLLMTbI MHTEPE-
coB B apbutpaxHbix cygax. 3awymra npas B apbuUTpaxHoM cyae — 310 opuanye-
ckasi npoLeaypa, HanpasfieHHas Ha 3aLuTy NpaB 1 UHTEPEC OB NpeanpuH1MaTe-
ey unm Opyrx Y4acTHUKOB SKOHOMMUYECKoH cdepbl. CylecTByoLme npobnembl
3aLUNTbl MHTEPECOB B apBUTpaxXHbIX Cyadax Bbl3BaHbI OTCYTCTBUEM B POCCUIICKOM
3aKkoHofaTeNbCTBE KOHLENTyarbHbIX OCHOB MeXaH13Ma 3aLLuTbl NPaBOBbIX UHTe-
pecoB B cepe SKOHOMUYECKOW AesTeNnbHOCTU. [laHHOe 06CTOATENLCTBO HE MO-
XeT briaronpusaTHLIM 06pa3oM ckasaTbCs Ha 3 eKTMBHOCTM CyaebHOM 3aLnTl
W, KaK criefcTBue, JOCTYNMHOCTA NPaBOCYANS, YKPENIEHUN 3aKOHHOCTU U Npeay-
NPEeXOeHUU NpaBoHAPYLLEHN, SBNAKOWMMICS 3afa4amn CyIONpOM3BOACTBA B
apbuTpaxHbIX cygax. B ycrioBusixX pbIHOYHOM 3KOHOMMKWA OTHOLLEHMS, BO3HUKAHO-
LuKe B NpoLecce (PYHKLMOHPOBaHUA TPAHCTIOPTHOM CUCTEMBI, MPUOBpPETatT OC 0-
6oe 3HayeHue. [ockonbky 04HOM U3 HOPM COLManbHON aKTMBHOCTU SBNSETCS
TPaHCNopTHas AeATENbHOCTb, @ TPAHCMOPT — OfHA W3 BaXHEWLLMX OTpacen ako-
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Homuku. [Ins Poccuitckon depepauyun 3T0T NOCTynaT MMeeT 0co60e 3HaveHue:
yHUKanbHas reorpadgmyeckas npoTsxeHHoc s Poccuitckon ®eagepavumn 06ycnos-
NMBAET NOBbILEHHYIO POSIb TPAHCMOPTHOM CUCTEMBI.
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BOACTBO; hopMa 3aLLmThl; cyaebHas 3awuTa.
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Legal basis for the protection of the interests of the Open Joint
Stock Company "Russian Railways" in arbitration courts

Abstract. The article discusses the legal basis for the protection of interests in
arbitration courts. Protection of rights in the arbitration courtis a legal procedure
aimed at protecting the rights and interests of entrepreneurs or other participantsin
the economic sphere. T he existing problems of protection of interests in arbitration
courtsare caused by the absence in Russian legislation of the conceptual founda-
tions of the mechanism of protection of legal interests in the field of economic ac-
tivity. This circumstance cannotfavorably affect the effectiveness of judicial protec-
tion and, as a result, the availability of justice, the strengthening of the rule of law
and the prevention of offenses, which are the tasks of judicial proceedings in arbi-
tration courts. In the conditions of a market economy, the relations arising in the
course of the functioning ofthe transport system acquire special importance. Since
one of the forms of social activity is transport activity, and transport is one of the
mostimportantsectors of the economy. For the Russian Federation, this postulate
is of particularimportance: the unique geographical extent of the Russian Federa-
tion determines the increased role of the transport system.

Keywords: protection of interests; defendant; arbitration proceedings; form of
protection; judicial protection.

Ha cerognsmmmii MOMEHT TmpolecCcyalbHO-TIPABOBONM MEXaHM3M CY-
JeOHOM 3aIMThl MPABOBBIX MHTEPECOB OCTAETCS OIHWM M3 Ba)KHBIX Mpa-
BOBBIX HMHCTHUTYTOB, PerjlaMeHTalys KOTOPOro BbI3bIBAET MHOIO HapeKa-
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HU B HAYYHOM M CYACHCKOM cOO0IEecTBe. DTO ONpeeieHo TEM, UTO 3a-
KOHOJaTeNbHast 0a3a B JaHHON 00JIACTH XapaKTEepH3yeTCsl He TOJIBKO J1H-
HaMHKOW, HO W HECOIJIACOBAHHOCTHIO HOPMATHMBHBIX MPABOBBIX HCTOYHH-
KOB, CJIOKHOCTBIO (DOPMHUPOBAHMSI €IMHOM CyAeOHONM MPAaKTHKH W MPOTH-
BOpPEUYMEM TMO3MIMI CyIeOHBIX OPraHOB NP Pa3pelIeHHH CIOpOB, 3aTpa-
TUBAIOLIMX [IPaBOBbIE UHTEPECHI.

3ammra mpaB B apOUTPa)KHOM Cylle — 3TO IOpHAMYEcKas Mpouenypa,
HampaBJICHHAs] Ha 3aILUTy NPaB W HMHTEPECOB IMpeJNpUHUMATENeH WIn
JIPYrux y4acTHUKOB 3KoHoMuueckoi cdepbl. Cornacuo ct. 59 AIIK PO
¢dmuyecKre U IOpUIMYECKUE JIMIA MOTYT BECTH €0 KaK JIMIHO, TaK U
gyepe3 aJBOKaTa.

ITon dopmoii 3ammTsl MpaB NPUHATO NMOHUMATh IOPUIMUECKYIO €S-
TEJIBHOCTh M0 3aIUTe CYOBEKTHBHBIX IPaB, KOMIUIEKC COTJIaCOBAHHBIX
OpraHM3aIMOHHBIX MEPONPUATHH, TPOTEKAIOMIMX B paMKax OIHOTO mpa-
BOBOT'O pEXMMaA.

Bo MHorom aHanorndHple PoOJIEMBI BEI3BaHBI OTCYTCTBUEM B POCCHIA-
CKOM 3aKOHOJATEJIbCTBE KOHLENTYaJbHbIX OCHOB MEXaHW3Ma 3allUTh
NPAaBOBBIX HMHTEPECOB B c(epe PKOHOMHMUECKOH nesTenbHOCTH. [lanHoe
00CTOSITEIECTBO HE MOXET OJIArOnpusATHBIM 00pa3oM cKaszaThesi Ha (-
(eKTHBHOCTH CyNeOHOM 3alMThl U, KaK CJIEICTBUE, JOCTYITHOCTH TPaBoO-
Cylus, YKPEIUICHHMM 3aKOHHOCTH W TpeIyNpeKACHUM IPaBOHAPYLICHHIA,
SBIIIOLIMXCS 3a/1a4aMHU CY1OTIPOM3BOCTBA B apOUTPakHBIX CyIaxX.

Taxke HemomycTHUMBl MPOOEJbl 3aKOHOJATEIBHOIO pEryIHpOBaHIS,
HOPMAaTUBHBIX MPAaBOBBIX AKTOB U MHOTOYHCJICHHBIE IOPUINYECKHUE KOJUIH-
3

B ycrnoBmsIX pBIHOYHONM 3KOHOMMKH OTHOIICHHS, BO3HUKAIOLIE B IPO-
1ecce (PyHKIMOHUPOBAHKS TPAHCTIOPTHOM CHCTEMBI, MPUOOpETaoT 0coboe
3HaueHue. 11ocKombKy IpOLyKIMs TpaHCIIOpTa Kak OTpacid MaTepHaIbHO-
'O MPOU3BOACTBA — 3TO AEATEIbHOCTD 110 TEPPUTOPHAIBEHOMY IIepeMeltie-
HUIO TPY30B WIM JIFOAEH, MOCTOJIBKY TPAHCHOPT SIBJISIETCS CBSI3YIOLLMM
3BEHOM ASKOHOMHKHM CTpPAHBI, OXBAaTBHIBAIOUIUM BCE BHIBI OOIIECTBEHHOTO
NpOM3BOZCTBA, pacHpefeneHuss U oOMeHa. TpaHCIOPTHbIE OTHOLICHMS
HaXOMSITCSL B TECHOW CBSI3U C JIPYTUMH COLMAILHO-3KOHOMHUYECKUMH OT-
HOLIEHWIMH, 4TO BO MHOT'OM OIPENEISIET UX MPHPOLY.

TpancriopTHasi 1esTEILHOCTE — OJHA W3 OPM COIMATIBHON aKTUBHO-
ctu. [lo comepkaHnIO TPaHCTIOPTHAS AESATEILHOCTD NPEACTaBISIET COOOM
(mBrUYecKoe TIepeMEIlCHAEC KaKUX-THO00 00BEKTOB.
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TpaHCTIOPT — OIHA W3 BaXXHEWIIMX OTpacyield 3KOHOMHKH. IIpomecc
TOBAapHOTO OOMEHa B COBPEMEHHOM OOIIECTBE HEMBICIUM 0€3 TPaHCIIopTa.
st Poccum 3TOT mocTynat uMeeT oco00e 3HaUeHHE: YHUKaIbHAsl Teorpa-
¢uueckass TPOTSHKEHHOCTh Poccuy 0OyCIIOBNMBAET TOBBIIEHHYIO POJIb
TPAHCIIOPTHOM CUCTEMBI.

Hammue ogHOM U3 caMbIX NPOTSKEHHBIX JKEJIE3HBIX JOPOr B MUPE BbI-
3bIBa€T HEOOXOIUMOCTH TECHOTO COTPYITHUYECTBA C COCEJHUMHU CTPAHAMHU
Ha JIBYCTOPOHHEH OCHOBE W Ha YPOBHE MEXXAYHApPOIHBIX OpraHW3alMi,
Takux kak OpraHmaims COTpymHMdecTBa >keie3Herx mopor (OCXKI) u
EBpasuiickoro 3xoHoMudeckoro corosa (EADC).

CrnenyeT 0cob0 BBLICIUTH TE€CHOE cOTpyaHuuecTBO Poccm ¢ Kuraii-
ckoit HapomHoi#i PecryOnmku Ha 1BYCTOpOHHEH OCHOBE M B paMKax CTpaH
BPUKC, Hampumep pocCHICKO-KUTACKOE COTPYAHHIECTBO B 0O0JIACTH
HAyKd peryiupyeTcs MeMOpaHIyMOM O COTPYIHHYECTBE B OOJACTH
HAayK{, TEXHOJIOTMH W MHHOBaImii Mexny IIpaBurensctBom PenepaTus-
Hoii PecnyOmuku bpaswnus, IlpaBurensctBom Poccuiickoit denepamy,
[IpaBurensctBoM Pecnyomikn Wamwms, IlpaBurensctBoM Kwuraiickoit
Haponnoit Pecnybmiku u IlpasurensctBom HOxno-A dprukanckoii Pec-
nyomikn (Memopaanym BPUKC) 2015 r.

HarmsiguelM mpuMepoM BceMy 3TOMY SIBJSIETCS TakKe TOJIKOBaHUE
MporecCyalibHBIX HOpM, periamenrupyronmx ydactue OAO «PXKII» B
apOUTPaKHOM CYIIOTIPOM3BOACTBE.

OAO «PXI» — »3T0 COBpeMEHHBI TPaHCTIOPTHO-JIOTUCTHIECKUN
KOMIUIEKC, UMEIOIIMI CTpaTermieckoe 3Hauenue i1 Poccuiickoi ®ene-
palmy, a TakXke OJHA M3 CaMbIX KPYIHBIX KOMIMAaHWHA B MHPOBOM TpPaHC-
MIOPTHOM CEKTOpE, OCYILECTBIIIOIAs HATPSAMYIO eATEIbHOCTh B cepe
JKEJIe3HOAOPOXKHBIX TepeBo30K. Kommanmsa obecrieunBaeT aKTHUBHYIO XO-
3SICTBEHHYIO JIEATEIbHOCTD MPOMBIIUICHHBIX MPEINPUITHA, 00ecTieurBa-
€T JOCTYIHBIN TPaHCTIOPT IJIsI MWUIMOHOB TPAXKAAH W MPEICTaBIsIET CO-
0ol cBsI3ylolIee 3BEHO B €IMHON SKOHOMIYeCKor cucteme Poccun.

OAO «PX]l» oka3piBaeT MOJIHBINA CIIEKTP YCIYT B Takux cdepax, KaK
I'PY30BBIE IEPEBO3KH, IPENOCTABICHUE YCIyl JIOKOMOTHMBHOM TATU U UH-
(bpacTpyKTyphl; PEMOHT TOABIDKHOIO COCTaBa; MACCaXKUPCKUE MEPEBO3KH
B JIaJbHEM U MPUTOPOIHOM COOOIIEHNH; KOHTEHHEPHbIE MEePEeBO3KH, JIOT -
CTUYECKHE, HWHXHHUPUHIOBBIE YCIYI'H, Hay4HO-HCCJEOBATEIbCKHE U
OIBITHO-KOHCTPYKTOPCKHE PabOThL; a TAKKE MPOUHE BUABI JEATEILHOCTH.

Kommnanmt OAO «PX/I» 3auacTyro npuxogurcst BEICTYNATh B apOUT-
paXXHOM cyzie B KadecTBe OTBeT4HMKa. CyIIECTBYeT OCHOBHOE OTIIMIHE
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npaBa Ha cyneOHyIO0 3alMTy OT TOYHO TaKOro K€ IpaBa MCTIA — 3TO
«cremmaHbIe» CPeACTBA 3AIIUTHl «OTBETUHKA». JTa CINEIMPUIHOCTH
3aKIIF0YaeTCs B TOM, YTO CPEJICTBAMHU 3aIIUTHI IPAaBOBBIX MHTEPECOB OT-
BETYUKA SBISIFOTCSI BO3PAKCHMS, BCTPSUHBIM MCK I K€ CaAMOE MPOCTOE
— OTpuiaHue HcKa. JlaHHbIE CpelicTBa MOTYT MPUBECTH K MPEKPaLICHUIO
CYJONPOM3BO/ICTBA TI0 MCKY M YYacCTHIO JIMIA B KAYE€CTBE OTBETUYHKA B
TaKOM HPOM3BOJCTBE, K MOJHOMY WIM YaCTUIHOMY OTKa3y HCTIy B HCKE
WK OCBOOOXKIICHHIO OT €0 YAOBJICTBOPEHHUS, K CO3IaHHIO YIOOHBIX JIS
OTBETYMKA YCJIOBMH YAOBJIETBOPEHUS MCKOBBIX TpeOOBaHMA. 3amura OT-
BETYHUKA OCYIICCTBIIICTCS B YCJIOBHSIX MCKOBOTO MPOM3BOJCTBA, B OCHOBE
KOTOPOTO JIEKUT TpaBOBON KOH(UIMKT CTOPOH, NPHU 3TOM CKJIaIbIBaIOILHeE-
Cs OTHOIICHMSI 00JIaIat0T IBYMSI CYIIECTBEHHBIMU OCOOCHHOCTSIMU — OHH
BO3HHKAIOT B C()epe MPaBOBBIX OTHOMICHHI U PA3PEIIAIOTCS M0 CICIMAb-
HBIM TIPaBWIAM TPaKIAHCKOTrO U apOUTpakKHOTO CyaonpomsBoacTBa. [lan-
HbIE OCOOCHHOCTH OMPEICIIIOT CHEIM(HUKY 3alUThl OTBETYHKA: 00BEM
JIOCTYIHBIX CPEJICTB 3allUThl, HCTIOJIb30BAHAC MX B YCJIOBUSX CTaHIHOM,
CTPOr0 perjaMeHTHPOBAHHOM 3aKOHOIATENbCTBOM MPOLEIYphl pa3perie-
Hust KoHQKTa cynaom [1, ctp. 234].

I'pyrmoBsIe MCKHU Taxke MOTYT OBITh «TIOJIE3HBD) OTBETYHKAM BO M30e-
JKaHWE WX YYacTHs BO MHOTHX OJHOTHIHBIX JEJax, MPeIbsSBICHHBIX K
HUM, & COCPEIOTOYUTHCS Ha TIOATOTOBKE K OJTHOMY TPOLIECCY.

HecoMHeHHBIM IITIOCOM IPYIIOBOrO NPOM3BOICTBA TAKXKE SBIAETCS U
CHIDKEHHME HATPY3KHM C CYAOB, SKOHOMHH BPEMEHHBIX PECypCOB M IMOCBS-
IICHUW OJTHOMY T'PYNIIOBOMY MPOM3BOACTBY BMECTO TEX K€ MHOTOYHCIICH-
HBIX OJTHOTHITHBIX MHIVBHIYAQJIBHBIX CIIOPOB, TAKMM O0pa3oM Tepeins c
KOJIMYECTBA B KAYECTBO.

AKTyaJbHOCTh HCCJIC/IOBaHMS MPABOBBIX OCOOCHHOCTEH 3aIUThl HHT €-
pecoB OAO «PXK]I» B apouTpaskHOM cyzie 00yCIIOBIIeHa 00CTOATENLCTBA-
MU, CpeJIi KOTOPbIX MOXKHO BBIACIHUTH CJEIYIOIIEe:

— BOMpOC 00ECTeYeHMsI OTBETUHKY TapaHTHA €ro NpaB SBISETCS OJl-
HUM 13 HauOoJee JENMKaTHBIX, TPeOyronmX coOMmoaeHus OagaHca MHTe-
PECOB CTOPOH CTIOpa;

— Ba)KHOCTh CaMoOro 0o0beKTa HccieoBanus: A(PpheKTUBHOCTE Cye0-
HOM 3allUTHI ABJISIETCS NIOKA3aTeNeM JeMOKPaTUIHOCTH FoCcy1apcTBa, 1o3-
BOJISIET JVCIMIUIMHAPOBATH OTOBOPHBIE OTHOLICHUS, pa3periaTh CIOpbI,
COIEHCTBOBATh YKPEIUICHHIO 3aKOHHOCTH M TIPEAYNPEeKACHUIO TpaBOHA-
pymleHuid B cepe IKOHOMHIECKOI eI TeTHHOCTH;
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— TIOCTOSIHHOE COBEPILICHCTBOBAHME M Pa3BUTHE 3aKOHOIATEIBCTBA,
HaIpaBJICHHOE Ha O0eclieueHNe JOCTYIHOCTH MPaBOCyaus U 3(PheKTUBHO-
CTH 3aIIATHI TIPaB ¥ HHTEPECOB.

Bmusane va nmesrenapHocTh OAO «PXKII» Takke okasana MaHICMES
kopoHoBupyca QOVID-19, kak noka3siBaeT OMLIT OOPHOBI C AMIEMUIMH,
NpU  JTOJDKHOW OpraHm3al pa0oThl OOBEKTHI TPAHCTIOPTHON HH(Ppa-
CTPYKTYPbI MOTYT OBITH 3(P(PeKTHBHO MCTIONH30BAHBI JJISI OCYILECTBIICHHS
npo(IIAKTUKK MHOEKIMH, OpraHM3allid KapaHTUHHBIX MEPONPHSTHA M
TIEPBUYHON TOMOIIM 3apa’keHHBIM. VIcTionp30BaHHe CPEeACTB OOIIECTBEH-
HOT'O TPAHCIIOPTa B YKa3aHHBIX EJIAX TAKXKe MPEICTaBISICTCS BeCchbMa Tiep-
CIIEKTHBHBIM. B yacTHOCTH, U1 OKa3aHWs MOMOIIM B MPOBEAESHUH Mpodu-
JAKTUYECKUX MEPONPUSTHH, OKa3aHWd MEIULIMHCKOM MOMOIM >KHTENSIM
OTJIaJICHHBIX PaiiOHOB M T.IL TPEACTABISIETCS BIOIHE MPUMEHUMBIM OIIBIT
UCTIONb30BaHMS Il OOpPbOBI C UyMOH, XOJIEpOi, MHBIMU MH(DEKIMOHHBIMH
3a00JIeBaHMSIMK, CAaHUTAPHBIX IOE3/I0B, CYIOB, MOOWIHHBIX CaHUTAPHBIX
JeTy4eK, pa3MeIlaeMblX Ha aBTOMOOWIHHOM TPAHCIIOPTE, YKOMIUICKTO-
BaHHBIX CICIMAMCTAMU PA3JIMIHOTO TPOPUIIs, HEOOXOIUMBIM 000pPY/10-
BAaHUEM U MHBEHTAPEM.

W3noxxeHHple TONOKEHUS TIOATBEP)KIAIOT AaKTYaJbHOCTh, MpPaKTHIe-
CKYI0 3HAYMMOCTH FWCCJICZIOBAaHUS M TPEIONPEIEIIIOT HEOOXOIUMOCTh
BCECTOPOHHETO M3YYCHHS CyICOHOM 3alMThl MPABOBBIX OCHOB M MHTEpE-
coB OAO «PX]».

Jlo HacTOAIIEro MOMEHTa He C(OPMHPOBAJIOCH €IMHOM MO3MIIMM OTHO-
CUTEJIbHO I1eJIM 3alUThl OTBETYHMKA TPOTHUB HCKa, a TaKKe Kpyra U npaBo-
BOH TIPHPOZIBI CTIOCOO0B ¥ ()OPM 3aIUTHI, KOTOPBIE MOTYT OBITH WCIIONb-
30BaHBI JIJIS TOCTYKCHHS TICIIH.

HenoctaTo4Ho m3y4eHsl pa3iMdHble TAKTHUKU 3alIUThI OTBETYHKA TPO-
TvB ucka. He B JomKHOM Mepe peasi3oBaH MOTEHIMAN CPaBHUTEIBHO-
NPaBOBOTO METOJa NpU M3YYEHMH Y4acTHsl OTBETYHMKAa B IPOLIECCE OCY-
IIECTBJICHUS MPABOCYINA.

Crour oOpaTurh BHUMAaHHE, YTO W3HAYAIHHO TPYIIOBBIE UCKU B POC-
cuiickoM npaBe ObLH BBeAcHBI B AIIK P® 1 oXBaTHIBaIM TOIBKO T€ CIIO-
PBI, KOTOPbIC MMEJIM SKOHOMHUUYECKUI XapakTep, a TaKKe Moapa3yMeBau
Oonee «CWIbHBIX» YYaCTHUKOB IIPOLECCa, B TO BpeMs KaK B TEX e €BpO-
NEHCKUX CTpaHaxX, MMEIOUMX Oonee IMTEIbHYI0O HCTOPHIO TPYIIOBBIX
WCKOB, JTaHHBIM MHCTUTYT OBLI BHEIPEH KaK pa3 C LEJbI0 3alIUTHI TPaB
Ooree HE3aNMICHHON KaTETOpUH HACENICHUS NMPOTHMB MOTYYHX KOpIiopa-
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LM, YTO MOXET FOBOPUTH O TOM, UTO M3HAYaJILHO B Poc cuiickoil @enepa-
LMK 10 aHAJOTMM CTOWIO Obl BBOAWUTH IPYINIOBbIE WMCKU HM3HAYAIILHO B
rpakIaHCKOE TIPOM3BOACTBO, KOTOPOE PaCIpOCTpaHICTCS Ha Takde Mak-
CHMaJIbHO BOMpAIONHE T0 KOIMYECTBY YIACTHHUKOB CIIOPHI, KaK TPYIOBEIC,
0 3aIlUTe MpaB MoTpeduresici U Ap., YTO MO3BOIWIO OBl HA JAHHOM 3Tarle
yKe cOpMHUPOBATH OOIIMPHYIO MPAKTHKY M YCOBEPILICHCTBOBATE TIPOILIEC-
CyaJIbHOE 3aKOHOIATEIHCTRBO.

Taxkum 00pa3zoMm, MBIOKEHHOE OMpeesieT HEOOXOAMMOCTH TPOBEE-
HUS JTOTIOJIHUTEIIFHBIX TEOPETUIECKUX W3BICKAHWM, aHAM3a COCTOSHUS
TPaBOBOI'0 PETYJIMPOBAHUS M CYACOHON NPAKTHKK B JaHHOU cdepe, a Tak-
e 00YCJIOBNIMBAET aKTYyalbHOCTh JAHHOW TEMbI HCCJIE/IOBAHYI.

Jlureparypa
1. Makcumos, B. A. K Bonpocy 0 COOTHOIIEHNU MOHATUI «3aKOHHBIA HH-

Tepec», «OXpaHIEMbI 3aKOHOM HHTEPEC», «IPABOBOW HHTEPECY,
«topuguueckuii uarepec» // Ilpasaa u 3akon. 2017. Ne 2. C. 25—28.

Anb Anu Hacep A6genb Paxum,
KaHaWaaT KpUaNYECKIX HayK, AoLeHT kadpeapbl «Mopckoe npaso» KOpuanyecko-
ro uHcTMTyTa Poccuickoro yHuBepcuteta tpaHcnopta (MUANT)

MexayHapoaHo-npaBoBOe perynupoBaHne npUuMeHeHUs
TEXHONIOrMM BNOKYENH N CMAPT-KOHTPAKT
Ha MOPCKOM TpaHcnopTe

AnHomayus. B cTaTbe aHanuaunpyeTcs NOTEHLUMaNbHOe BUSIHUE TEXHOMOMM
ONoKYenH 1 CMapT-KOHTPAKTOB Ha CYOOXOAHYI0 0Tpacib. [ockonbKy cynoxoaHas
oTpacnbNpeacTaBnseT cobon COXHYI0 CUCTEMY Pa3NYHbIX AENCTBUIA, KOTOPbIE
HeobX0AMMO KOHTPONMPOBATL M PErMCTPUPOBATb, TEXHONOMS BMOKYEH MOXET
CIYKNTb UIHCTPYMEHTOM, NO3BONAOLLMM ONTUMU3UPOBAT MHOTOUMCIIEHHbIE NP O-
Lieccbl B 310N 06MacTH, B TO e BpEMS MCKIIOYEHIe YeNoBEeYeCKOro daktopa u3
MHOXECTBA 3MEMEHTOB sBNsieTcs Npobnemoii. [MoaTomy aBTop CHavana nokasbi-
BaeT, kak pabotaeT TexHonorvsi GrokyeiHa W pacKpbiBAeT CYLHOCTb CMapT-
KOHTpaKkToB, YTobbl 4aTh NpeacTaBneHne 06 1x NPUMEHNMOCTU B CEKTOPE Cyao-
xoacTea. Mocne obuiero 0630pa TEXHONOMMYECKNX U NPABOBbLIX XapakTepucT1K
TEXHOMOMN BOKYEH U CMApT-KOHTPAKTOB aBTOP AEMOHCTPUPYET NpUMeEphbl UX
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MPUMEHEHUS B CyOOXOAHOM oTpaciu. MoMMMO NpeMMyLecTs GrOKYeitH-
TEXHONOMMI1 aBTOP Takke YKa3blBaeT Ha CYLLECTBYIOLMNE HEOOCTATKMA, KOTOpPbIE 10
CUX NOp 3aTPYAHSIOT NPUMEHEHUE TEXHOMNOMM BMOKYelH B NPAaBOOTHOLLEHMSIX B
cynoxoaHoii otpac . OCHOBbIBAsICh Ha 3TUX BbIBOAAX, aBTOP OCBELLAET TekyLLue
pa3paboTku B 3TOM 06NAcTU W NPeaCTaBNSAET CYLIECTBYIOLME U OXMOAEMbIE Pe-
OopMbI  perynMpoBaHmusi GroKYEiH-PELUEHNA U CMApT-KOHTPAKTOB B MOPCKOM
TpaHcnopTe.

Krroueeble crosa: GrokyeinH; cMapT-KOHTPaKTbI; CYIOXOAHAs OTPacIib; KOH-
TPaKTbl Ha OTIPY3KY; YapTepHas napTus.

Al Ali Naser Abdel Raheem,
PhD in Law, Associate Professor of the Department of Maritime Law of the Law
Institute of the Russian University of T ransport

International legal regulation application of blockchain
technology and smart contract in maritime transport

Abstract. The article analyzes the potential impact of blockchain technology
and smart contracts on the shippingindustry. Since the shipping industryis a com-
plex system of various activities that need to be controlled and recorded, block-
chaintechnologycan serve as a tool to optimize numerous processes, while at the
same time, eliminating the human factor from many elements is a challenge.
Therefore, the author first introduces how blockchain technology works and reveals
the essence of smart contracts to give an idea of their applicability in the shipping
sector. After a general overview of the technological and legal characteristics of
blockchain technology and smart contracts, the author presents examples of their
application in the shipping industry. In addition to the advantages of blockchain
technologies, the author also points out the existing shortcomings that still hinder
the use of blockchain technologyin legal relations in the shipping industry. Based
on these findings, the author highlights current developments in this area and pre-
sents existing and expected regulatoryreforms for blockchain solutions and smart
contracts in maritime transport.

Keywords: blockchain; smart contracts; shipping industry, shipment contracts;
charter party.

BBegenue. B COBpeMEHHBIX YCIOBMAX YY4ACTHHKH MOPCKOTO TPaHC-
HOpTa BCE Yallle CTajH MOIb30BATHCS U BHEJPATH TEXHOJOTHHM OJIOKYEHA
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U CMapT-KOHTPAKThl B CYIOXOIHOW oTpacii. [IpaBoBoe perynupoBaHue
NPUMEHEHMS] TEXHOJIOTMM OJIOKYeiHA M CMapT-KOHTPAKTOB Ha MOPCKOM
TPAHCNOPTE CTal0 MPEIMETOM IIMPOKO PACHPOCTPAHEHHBIX IPABOBBIX
CIIOPOB TIO ONPEEJICHHI0 CMAPT-KOHTPAKTOB, UX COAEPXKAHUIO U T 1.

Bompocy TexHonoruu OJiOK4eHA MW CMapT-KOHTPAKTOB MOCBSIIEHbBI
pa3inMuHble HAYYHBIC PabOTHI B BWIE CTaThel, MOHOrpadui, TuccepTarmii
KaK 3apyO€KHBIX M POCCHICKUX YYEHBIX-T€OPETHKOB, TAK M MPAKTHKYIO-
IMX CIEIMAIMCTOB B 3Toi cepe. Hecmorps Ha 9T0, eamMHOOOpa3HOTO
HOAXO/a K JAHHOW NpoOJsieMe HEeT, M K COXaJICHHIO, BO MHOTUX CTpaHax
OTCYTCTBYET UYETKOE IPaBOBOE DPEryJMpOBaHUE NPUMEHEHUs TEXHOJIOIMU
0JIOKYEIH U cMapT-KOHTPAaKTOB B Pa3iMYHBIX cdepax, B TOM UYHCIIE U HA
MOpPCKOM TpaHCTIOpPTE.

Ilexp maHHOTO WCCIIEOBAHMS — BBIACHATH CYIIHOCTH TEXHOJIOTHH
0JIOKYEIH, ONpeaeuTh MPaBOBYIO MPUPOAY CMapT-KOHTPAKTOB M UX CO-
JiepKaHue, YCIOBMSI UX IPUMEHEHHS B CYJOXOAHON OTpacili, a TaKKe BbI-
SCHUTb, CTIIOCOOHBI JIM JICHCTBYIOLIME HOPMATHBHBIE AKTHI PEryIMPOBaTh
NPAaBOBbIE OTHOLICHNS, BEITEKAIOLIME U3 UX HCTIONB30BAHUSI B CYJOXOIHOM
OTpacIu.

Metononoruaeckasi OCHOBa MCCIIEIOBAHHMS — METOBI aHa3a, 0000-
LICHWS, HAay4YHOM aOCTpaKkuyy, CpPaBHUTENIHHO-TIPABOBOW, TEXHHKO-
IOPUIMYECKHI U METOJI TOJIKOBAHMS.

CylHOCTh TEXHOJIOTHH O0JIOKYEHH U €€ MPAUMeHEeHHEe HA MOPCKOM
Tpancnopte. Korga kTo-T0o ynomuHaeT GJIOKUEHH WIM cMapT-KOHTPAKTHI,
OOJBIIMHCTBO JIFOJIEH Ccpa3y ke JyMaeT O BUPTYaJbHBIX BAJIFOTaX, TAKHX
KaK OWTKOWH, JAUTKOWH Wi d(up. DTO CBA3aHO C TE€M, YTO TEXHOJOTHS
OJIOKYEIH M CMapT-KOHTPAKTHI, KAKUMH MBI MX 3HA€M CETOJHS, TPOU30-
IUIM OT BHUPTYaJbHBbIX BamoT. OHAKO TEXHOJOrHs OJIOKYEHH M cMmaprT-
KOHTPAKThI MOCTENEHHO HAYMHAIOT HCIONb30BATHCS B APYTUX 00JACTSIX,
TaKMX KaK CTPaxOBaHHE, CTPOUTEIbCTBO, (JOHIOBBIE PHIHKH, OAHKOBCKOE
JIeJI0 W, KOHEUHO ke, cymoxomHasi orpacib. CymoXomHasi OTpacib M3-3a
CBOGH CJIOKHOCTH M CYIIECTBEHHOW IIEHHOCTH [JIi MHpPOBOTO pBHIHKA
HAaXOJUTCSl B CAMOM LIEHTpPE aJlalTalyy OJIOKYEIH U CMapT-KOHTPAKTOB K
UX Croco0y QYyHKIMOHUPOBAHUS.

Hama 3amaua kak uccnenoBaresnieil B 00JacTH FOPUCTIPYACSHLIMN — HPO-
aHAJIM3UPOBATh BHYTPEHHIOI paboTy OJIOKYEHH U CMapT-KOHTPaKTOB, T1e
OHM MOTYT HCTIONIb30BAaThCS (WM YK€ HCTIONB3YIOTCS) B CYIOXOIHOH OT-
paciy MeXIy FOPHINYECKAMH JIMIAMH, KOTOPbIE HAXOASTCS HAa TEPPHTO-
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UM Pa3HBIX TOCYAAPCTB U ONPEEIUTh CYIIECTBYIOIINE NpaBWiIa WK Ipa-
BOBBIE HOPMBI, KOTOPBIE MOTYT TPHUMEHATHCS K OJIOKYEHH M cMmapr-
KOHTPaKTaM B CYIOXOIIHOW OTpaciii. 3aTeM Ha OCHOBE IPOBEJICHHOTO aHa-
am3a pa3paboTaTh ¥ TMPUHATH CIICIMAJbHBIC TPABOBBIC AKTHI HA HAIMO-
HAJbHOM M MEXIYHApOIHOM YpPOBHAX JJIsI IPAaBOBOIO PETYJIMPOBaHUU
OJIOKUEHH M CMapT-KOHTPAKTOB B CYJOXOJIHOH OTPAC)M, YTO MOIJIO OBI
NOMOYb B MX OOIIEM NPHMEHEHUH C IEJIbI0 CHIDKEHHS 3aTpaT, SKOHOMHH
BPEMEHH W B IIEJIOM TOBBIMECHUI 3P(eKTUBHOCTH U oOecredeHus Oe3-
OMACHOCTH CYIOXOIHON OTpaciH.

[Mpexne yeM chopMyIMpOBaTH MOHATHE OJIOKYCHH, MBI JOJDKHBI TIOJI-
YEepKHYTh, UTO OOLIETIPHHATOrO OmpejesieHus He cyuiecTByeT. Ho B 1ok-
TpUHE YK€ C(OPMHPOBAJICS JOBOJBHO IIMPOKHH CTIEKTp OINpeJleIeHUi, B
KOTOPBIX aBTOP pacCMaTpPUBAET OJIOKYEIH C pa3HBIX CTOPOH.

Atonmmm Hakamoro (co3maTenh OWTKOMHA) OmpenesisieT OWUTKONWH Kak
«UETIOYKY IHM(POBBIX TIOATHCEH, 3aMMCaHHBIX PACTIPE/ICIICHHBIM CEPBEPOM
METOK BPEMEHHU B KpHITOrpapUuecKy 3allMIICHHOM PETHCTpe, Ha3biBac-
MOM IIeTIOYKO# 6J10K0B» [7, CTp. 1174].

Marko PerkuSi¢a u coaBTOpEI onpeaesitoT OJOKYEHH Kak «pacmpesie-
JIeHHyI0 0a3y JaHHBIX, KOTOpas COBMECTHO HCTIONB3YeTCS U COTJIACOBBIBA-
€TCsI C OJHOPAHrOBOH ceThi0. OH COCTOUT M3 CBSI3aHHOM TIOCIIEOBATETb-
HOCTH OJIOKOB, COZICIKaIlMX TPaH3aKIMKA C OTMETKaMH BPEMEHH, KOTOpbIE
3allMIIE bl Kpunrorpadueil 1 npoBepeHsl ceTeBbIM coodiiecTBoM. Kak
TOJILKO JIEMEHT J100aBJIEH K LeTouKe 0JI0KOB, €T0 HeJlb3s W3MEHHUTh, Ipe-
Bpamias IenovyKy OJOKOB B HEM3MEHIEMYIO 3aIUCh MPOILION aKTUBHOCTH
[5, cTp. 366].

B. IIpoxopoB maeT crienymollee onpeeseHue: «0I0KIYeH — 3TO TeX-
HOJIOTHS, B KOTOPOW MPOMCXOMUT Tiepenada MHPOPMAIMU TIOCPEIACTBOM
1enoyeK OJIOKOB, T KaXKAbIM M3 HUX COAEPXUT MH(POPMALMIO O Mpe]bl-
nytiem osoke» [1].

N3 3THX onpeneneHnii Mbl MOXEM OTMETUTh, YTO OCHOBHBIMHU XapaKT €-
pUCTHKaMU OJIOKYEHHA SBISIFOTCS CJIEAYIOIIHE

* 3TO pacmpeaesicHHas 0a3a TaHHBIX (JaHHBIE HE XPAHITCS B OTHOM Me-
CTe, a PacCPeI0TOYCHBI M0 CETH B3aMMOCBS3aHHBIX KOMIILIOTEPOB);

* OJIOKYEHH COBMECTHO HUCTIONIb3YETCSl U COINIACOBBIBAETCSI MEXKAY OJ1-
HOPAHIOBBIMHU CETSIMU (OJHOPAHIOBBIE Y3JIbI OOpa3ylOT OTHOPAHTOBYIO
CeTh W SBIIOTCS PaBHONPABHBIMHM YYaCTHHKAMH, KOTOPBHIE IMO3BOJISTIOT
ceTH (YHKIMOHMPOBATH JUI1 BCEX YUACTHUKOB 0€3 HEOOXOIUMOCTH IIgH-
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TPaJIM30BaHHON KOOPJIMHALWM, ¥ OHH 3TO JEJNIalOT, MO3BOJISISI CBOMM KOM-
NEIOTEPaM BBITONHATE 3a]Ja4H, TpeOyeMble CEThIO);

* OJIOKYCHH COCTOWUT W3 CBS3aHHOW TOCJICTIOBATEIBHOCTH OJIOKOB (3a-
MMCH B IIETIOYKE OJIOKOB XPAaHATCS B OJIOKaX, KOTOPBIE CONEPIKAT JaHHBIE U
CBS3aHBI APYT C JPYroM HOCPEJCTBOM KpHITOrpadpuueckoll ayTeHTH(pU-
Kaly, Ha3bIBAEMOI XAIIMPOBaHUEM, KOTOPOE 3aTeM (DOpPMUPYET LCTIOUKY
0JI0KOB);

* OJIOKYEHH HCTIONH3YeT METKU BPEMEHH (TOYKHU JaHHBIX, KOTOPBIE TIO-
Ka3bIBAIOT, KO KayKABIH OJIOK OBUT HOAKITIOYEH B XPOHOIOTMYE€CKOM 10~
PSIIKE ¥ OH 3aIMIIEH OT HECAHKIMOHUPOBAHHOTO JIOCTYIIA);

* OJIOKYEHH 3almIeH Kpunrorpadueil (cucteMa, KoTopasi CBSI3bIBaeT
OyokM BMecTe M obecrieunBaeT Oe30MacHylo nepeaavyy U oOMeH 1mdpo-
BBIMH JIAHHBIMH JICTICHT PAJIN30BAHHBIM CTIOCOOOM );

* IPOBEPAETCS CETEBBIM COOOIIECTBOM (LIEHTPAJIM30BAHHOIO OpraHa He
CYIIECTBYET, HO BCSI MPOBEPKA BBHITIONHACTCS OTHOPAHTOBBIMU y3JIaMH);

* OJIOKUYCHH HEJIb3S M3MEHUTH (YTOOBI M3MEHUTH CYIIECTBYIOIIUE /1aH-
HbIE B IIeTIOYKE OJIOKOB, HY>KHO OBLIO OBI CAENATh ATO 3aJJHAM YHUCIIOM U
W3MEHUTH BCE Mocieytonye 070k, UToOkI caenaTh 3T0, Hy>KHO ObLIO OBl
UMETh KOHCEHCYC OOJBIIMHCTBA CETH).

Cmapt koHTpakT. Ues cmapr-korTpakTa O611a co3nana Hukom Cabo
(yaensiii B oOnmacTu mHOpMAaTHKH, Kpunrorpaduy, a Takke B 001acTH
NpaBa, M3BECTHBIN B CBS3U C UCCIIEJOBAHMSIMU B 00JIACTH YMHBIX KOHTpaK-
TOB W KpunroBamoThl). B 1994 1. oH ompenemwn cMapT-KOHTPakT Kak
«KOMIIbIOTEPU3UPOBAHHBIA TPOTOKOJN TPAH3AKLMIA, KOTOPBIA BBINIONHIET
ycimoBusi KoHTpakTa» [8]. Tem He MeHee mepBasi cuCTeMa CMapT-
KOHTPaKTOB OblIa co3faana B 2014 r. Ha mwiatdopme Ethereum c¢ ucrons3o-
BaHHEM KpUITOBaIOTHI Ehter u ¢yHKimii ¢ TexHonoruei myOImaHOro
6Ji0KueiiHa.

Ha nanHbIil MOMEHT C IOpUINYECKON TOYKU 3peHMsI HET €IUHOTO OIpe-
JIeJIeHNs CMapT-KOHTPAKTa.

HecMotpst Ha TO 4TO 3TO HA3BIBAETCS CMAPT-KOHTPAKTOM, C FOpUIUYe-
CKOW TOYKH 3pEHHSI MBI CUHTa€M, YTO CMApT-KOHTPAKTHI B TIEPBYIO O4Ye-
pelb He SIBISIFOTCSI KOHTPAKTaMy Wik (opMaMu KOHTPAKTa, a OOBIYHO 5B-
JAI0TCS CHOCOOOM peay3alid WIM UCTOJIHEeHWsT KoHTpakra. [lonTep-
JKJIEHHE STOMY CIIYKUT OIpeIeIeHHe CMapT-KOHTpaKTa X0pBaTCKOro yde-
HOTO, COIJIACHO KOTOPOMY CMapT-KOHTPAKTBI MOXKHO OIPEIEUTh Kak
«CcToco0 BBITIONHEHUS YCJIOBHIA, HA KOTOPBIE COTJIAIIAIOTCS J[BE WK Oomee
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CTOPOH, YTOOBI OHM MOIJIM BBITIOJHATD, UCTIONB3YIOT KOMIIBIOTEPHBIN KO,
pacrionokeHHbIN B ceTH OyokueiiHay [5, ctp. 367].

B xavecTBe KI1I0YEBBIX IPEUM YILIECTB CMAPT-KOHTPAKTOB YKa3bIBAETCS,
YTO OHU:

1) CHIDKAIOT PHCKH, MOCKOJIBKY COXPAHSIOTCSI B HCM3MEHHOM IIeToy-
Ke OJIOKOB;

2) COKpamalT pacXoibl HA aJMHHHCTPHUPOBAHWE W OOCIy)KHMBaHUE,
MOCKOJIbKY aBTOMAaTH3als 3aMEHSIET HEOOXOJUMOCTh B MOCPEIHHUKE HIIH
HIEHTPAILHOM OpOKepe;

3) moBbImAIOT 3PHEKTUBHOCTH OU3HEC-TIPOIIECCOB, HCKITIOUMB M3 HHX
TIOCPE/THUKOB.

Bo3Mo:xxHOCTH TpUMeHeHUA 0JIOKYEHHA M CMAPT-KOHTPAKTOB B
MOpPCcKOM TpaHcnopTe. COBpeMeHHas Cy10X0IHAs OTPaCIb NPECTABISAET
c000¥ clokHOE 00BEIMHEHHE PA3JIMYHBIX BUIOB JEATEIBHOCTH, CYOBEK-
TOB Om3Heca. B kauecTBe mpuMepa MOXKHO HCTIONb30BAaTh PHIHOK TAHKEP-
HBIX TIEPEBO30K M KOHTPAKTHI, CBA3aHHbIE C 3TOH cepoil. B Tummanom
NiepeMelIeHIN HAMBHBIX TPY30B (GKHIKHE TPY3bl) M3 OJHOIO MOpPTa B APY-
roi y4acTBYIOT HECKOJIBKO JIMII, @ UMEHHO:

* IPy300TIIpaBHUTENb (TIOCTABIIMK) — 3aHAMAETCS HKCIIOPTOM TOBapa,
KOTOpBIH OH TPOM3BEN WIK MPHOOpEN y IPOU3BOIUTEIS;

* Tpy30MoTy4daTesb (MoMy4aTesb) — UMIIOPTEP TOBapa;

* TOPTOBBIC TEPMHHAIBI — O0JIEr4aloT TIOTPY3KY U pasrpys3Ky, orepa-
M Ha OOpTY KOpabIs;

* TIOPTOBBIC BIACTH — YMPABISIIOT CY/JaMHU B CBOHMX BOJaX U HECYT OT-
BETCTBEHHOCTH 3a MX O€30MacHOe IUIaBaHNE;

* Tpeiepbl — TOPrOBIGL, JEHCTBYIONIME M0 COOCTBEHHON HHUIMATHRE
U CTpeMsIIHecs] M3BJeYb NMPUOBLIL HETIOCPEJICTBEHHO U3 Iporecca TOop-
roBiad. Haxonar pas3pbIBbI MEXAY CIPOCOM U HPEIJIOKEHUEM U TOPIYIOT
3THM TOBApPOM, YTOOBI TIOIYYUTH MPHOBLIIb;

* (paxToBaTeIM — (PU3UIECKOE WIM FOPUINIECKOE JIULO, TIOTyYHUBIIEE
10 J0roBOpy (hpaxToBaHMSA NpaBO 3a YCTAHOBJCHHYIO IUIATYy IEPeBE3TH
MOpEM OIpe/esieHHbIH I'py3 Ha 3a()paXTOBAHHOM CY/AHE WIM €ro 4acTH.
3aHUMArOTCS JIOTUCTUKOM TIepeMeIleH s TOBApOB I TPEHIEpPOB U 4acTO
SIBJIIFOTCS YaCTBIO TOM YK€ OPTaHM3alM, YTO U TPEUIEPHL;

* CynoBIajeien — IOPUIMIECKoe WM (PM3HIECKOe JIMIO, SKCIUTyaTH-
pymoliee cyaHO oT cBoero nMeHu. CynoBiazenel He 003aTeNbHO ABIET-
Cs BIAJETbIEM CYAHA, MM MOXET OBITH JIMIIO, SKCIUTYyaTHUPYIOIEEe CYIHO
Ha OCHOBAaHWM JIOrOBOpa C COOCTBEHHUKOM;
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* OpoKepbl — MOCPETHUKN MEXIY (DpaxTOBATEIIMU U CYJOBIAJICIIb-
LAMH;

* TIOPTOBBIC ar€HTHI — 3TO KOMIUICKC YCIIyT, KOTOPhIe KOMIIAHHS -areHT
OKa3bIBaeT COOCTBEHHHKY WM apeHAATOPY CY/IHA WIH IPy3a, MOMydaTelro,
CTpaxoBaTelo, (PaxTOBATEIIO IPy3a B ONPECIICHHOM MOPTY. DTO MECT-
HbIE TPECTaBHUTEN (ppaxToBaTeNell U CylOBIAAeIbLEB, KOTOPbIE TIOMO-
TaOT C JIOTUCTHKOM U CBSI3bI0 B KaXKJJOM TIOPTY.

[ToHATHO, YTO MEXIy BCEMH 3TUMH JIMIIAMHU BO3HHKAIOT pa3jINdHBIC
JIOTOBOPBI, HO B KAYECTBE HAMOOJIEE BaYKHOTO JOrOBOPAa MOYKHO BBIICIHTH
Yaprep-TapTHIo, KOTOpast MPeACTaBISIET COO0M JOroBOp MEKIy CyI0BJIa-
JenbleM U paxToBaTeIeM Ha MEpeBO3KY TOBApPa MOPEM.

Becp mporiecc HaYMHACTCS C TOTO, YTO TPEUIEp 3aKI0YACT CICNKY C
Tpy300TTpaBuTesieM (MOCTABIIMKOM) W Tpy3omnoiydaresieM (ToiydaTe-
JeM), a 3aTeM JaeT 3a/laHue (PpaxToBaTelro OPraHM30BaTh OTTPY3KY ITOTO
ToBapa. PpaxToBaTeNb CBA3BIBACTCS CO CBOMMH OpPOKEpPaMH U COOOIIAeT
UM JaHHbIE O TPy3e, KOTOPBI HEOOXOOUMO MEpPEeBE3TH. 3aTeM OpPOKEpHI
WIIYT JOCTYIHOE CYIIHO, KOTOPOE MOXKET MEepPeBO3UTH ATOT Tpy3. Haiims
HOAXOJIAIIEE CYIHO, OpOKEpbl COEIMHAIOT CTOPOHBI, KOTOpBIE 3aTeM
HAYMHAIOT JIOTOBAapUBATHCS 00 YCIIOBMAX MepeBO3KH. Ecin oM MoryT 10-
TOBOPUTHCSI 00 YCIIOBHSIX KOHTPAKTa, OHH TOJIMCHIBAIOT KOHTPAKT (r3H-
YEeCKU WIM N0 AEKTPOoHHOM noute. [locie 3akimoueHust AoroBopa CyaHO
TIEPEBO3HT TPy3 B COTJIACOBAHHBIN IMOPT U BBITIOJHIET CBOH 0053aTEIILCTBA
1o jioroBopy. Ecni Bce ycnoBrs KOHTpaKTa COOIOCHBI CYIOBIIa 1EbLIEM,
(paxTOBIIMK OCYMICCTBIACT TEPSUHCIICHUE ICHESKHBIX CPEICTB, U TAKUM
00pa3oM KOHTPAKT BBITIONHACTCS ¢ 00EUX CTOPOH.

Kak Mbl BUIUM 13 IpuMepa, IpoLece NepeMeIleHrs Ipy3a U3 TOUKU A
B TOuKy b TpeOyeT OONbIIOro KommuecTBa MOCPEIHUKOB, OYMaXKHOW BO-
JIOKUTBI, BPEMEHH U JIeHeT. B KauecTBe OCHOBHBIX MPOOJIEM MOKHO BbIJIE-
JNTH CIIeTYIOIIHe:

* MycTasl TpaTa BPEMEHH, TOKa BCE 3TH FOPHINYECKUC JIMIA HAWTYT
Apyr apyra,

* MEJICHHBIE NIEPErOBOPBI 00 YCIIOBHSIX KOHTPAKTA;

* BBICOKAsi CTOMMOCTD TOCPEIHHKOB;

* OOLIMpHAs JIOKYMEHTAIWs, TIO/IJICPKUBAIOILAST CBSI3b MEXK/Y HECKOIb-
KAMH JIOrOBapUBAIOIMICS] CTOPOHAMH, KOTOPBIE OOIMIAIOTCS TI0 HECKOIb-
KM KaHaJlaM;

* IUIOXO€ YIPABIICHHE TOKyMEHTaMH (HEKOTOpBIE IOKYMEHTBI, TaKue
KaK KOHOCAMEHT, MO-TIPEKHEMY JTOJDKHBI OBITh IOCTABIICHBI TIOIYYaTeIsIM
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rpy3a B OpUTHHAJIC, YTO B MPOLUIOM YacTO MPHBOAWIO K 3aJ€pXKKaM B
ClTyJasiX, KOr/la OpUrHHAJI KOHOCAMEHTa He OBLT TIOTy4eH BOBpEMS);

* TIOCTOSTHHASI HEOOXOIUMOCTH OBITh B CETH, YTOOBI HAXOIUTH KJIMEHTOB
Y OTCJIC)KMBATh TCHIICHIMM PHIHKA;

* MEJUICHHbIE MEKAYHAPOAHBIC JICHEKHbIE NEPEeBOJbI, KOTOpbIE 10-
CTaBJIAIOTCS B TEUEHUE HECKOJbKHX JTHEH.

[losToMy MHOrMe 3aMHTEpPECOBAHHBIE CTOPOHBI (KOMIIAHHMH, CTpPaHbI,
TIOPTHI, TOCY/ITaPCTBEHHBIE OPraHbl) MBITAIOTCS HAWTH PELICHHS THX MPO-
OyeM 3a cyeT NpUMEHEeHUs] OJIOKYEHH W CMapT-KOHTPAaKTa B CYAOXOIHOM
OTpacCIIH.

Bonbmoit mpopelB B 06sacT ONOKYEHH-PEIICHHA B CYAOXOHOW OT-
paciu mpomsore B 2017 r., korna cymoxonHeiid rurant Maersk u ero
napraeps! (IBM, Schneider Electronic u ap.) o0ObsiBIIM, 94TO y HUX €CTh
OJIOKUeHH-peIlicHAe IS OLU(POBKH TI00aNbHOM Toproeian. Omnmcap mpe-
umyiiectBa 0sokucin, Maersk Group cuuraer, 4To OJOKYCIHH MOKET CO-
KpPaTUTh Pacxojbl HA aJMHUHHACTPUPOBaHKE U 00pPabOTKY (PM3MIECKUX JO-
KyMEHTOB, OCTAHOBUTH MOIIEHHHYECTBO, OCOOCHHO HAa HEPa3BUTHIX PhIH-
Kax, a Tarke kuoeparaku. [Tocie Maersk Group apyrue BaXkHbie ydacT-
HUKH CYIOXOAHOH orpaciu (Hampumep, Hyundai Merchant Marine,
Samsung SDM, Mitsui OSK Lines u ap.) Hayamm UCKaTh COOCTBCHHBIC
Omokueiin-pernenyst [1].

B pesyibrare Takoro OONbIIOro MHTEpeca MOSIBIISIOTCS PEILEHHs, OC-
HOBaHHbIE Ha OJIOKYEHH M CMapT-KOHTPaKTax, — 3TO:

* Oonee addexTrBHAs cucTeMa odMeHa uHpopMarmel Mexay Qupma-
MU;

* YIpOIIICHHE OYMaXKHOTO TIporiecca M OyMaXXHOTO JJOKYMEHT0000pOTa;

* IPOTHBOJICHICTBHE T'PY30BOMY MOIICHHHYECTBY;

* yayuiieHue 3(pQEeKTUBHOCTH UCTIONb30BaHMSI KOHTEHWHEPOB,;

* SKOHOMUS CPEICTB M BpEMEHHU Ha MIEPEBO3KY Ipy3a.

BoMpIMHCTBO M3 BBIIENICPEYHCIICHHBIX PELIEHUA B OCHOBHOM OCHO-
BaHbI Ha OJIOKYEIH, HO €CTh aCTEKThI CYAOXOXHON OTPACIIH, TAEe ¥ CMapT-
KOHTPAKTHI MOTYT UIPaTh OUYEHb BaYKHYIO POJIb.

HanpumMep, cMapT-KOHTPAaKThl Ha OCHOBE OJIOKYEHH MOYKHO HCTIONB30-
BaTh IS TOTO, YTOOBI:

* OTCJIC)KMBATh KOHOCAMEHT M aBTOMAaTH3HPOBATh JICHE)KHBIE TEPEBO-
TIB;

* 3aKJIFOYAThH JTIOTOBOPHI YapTepa;
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* MHUIMUPOBAThH MIEPEBOJ CPEACTB MEKAY CYIOBIAJENbIEM U (hpaxTo-
BaTeJeM;

* pacCUMWTHIBATH apeHAy W AeMepe/K (TPOCTOM) Ha OCHOBE 3apaHee
OTIpeICTICHHON (POPMYJIBL.

Eme onauH WHTEpecHBIN TOAXOJ K BHEAPEHUIO OJOKYEHH-pEeIICHUNA B
CYJIOXOIHOM OTpaciy mpeanaraer ToHKOHrckuii crtapran 300Cubits.
300Cubits meITaeTCs 3aMyCTUTH COOCTBEHHYIO KPHITOBATIOTY (HA OCHOBE
OJIOKYEH) NI CYIOXOIHOM OTpPaciy, KOTopas OyJeT HCTIONb30BaThCS B
KauecTBe aeno3ura. B mporecce GpoHMpoBaHMs, T.€. €CIIM IPYy300TIpaBy-
TeJlb He SIBUTCSI C TPY30M, OH MOTEPSET CBOM 3aJI0T, & KOHTeHHEpHAS JIHUS
WIM KOMIIAHUS — TPY30MepeBO3YMK IMOTEPsieT CBOIl 3ajior, €ci OHa He
3arpy3ur rpy3 B COOTBETCTBUH C COTJIAILICHUEM.

C10:KkHOCTH TPUMEHEeHU 1 0JI0KYEifH U CMapT-KOHTPAKTOB B CY/10-
X0AHOI oTpacu. Vcnonb30BaHUE YMOMSIHYTBIX PEUICHAN MOPOXIAIOT
MHOTHE CJIOKHOCTH. B KauecTBe OCHOBHBIX (PAKTOPOB, MO KOTOPHIM CYIIIe-
CTBYIOIIME PEIICHUS HE TOMYYMIM IIMPOKOrO PacHpOCTpaHEHUsl, MOXKHO
BBIJICJIUTD CJIETYIOLIME:

* OJIOKYEHH-TIPWIOXKEHHSI BCE €I HE HACTONBKO MPOCTHI B UCTIONB30-
BAaHWU ¥ HEIOCTATOYHO JIEIIEBBI, YTOOBI BHOCUTH M3MEHEHHUS B CYIIECTBY-
IOLIYIO CUCTEMY;

* 17 Haajexamero (YHKIMOHHPOBAaHMS PEIICHWA HA OCHOBE OJIOK-
yeiH TpeOyeTcs Oosee IMMPOKOE HCIONIb30BaHUE, UTO, B CBOIO OYEpelb,
O3HAayaeT, YTO Pa3J/IMUHbIC 3aUHTEPECOBAHHBIE CTOPOHBI JOJLKHBI OYAyT
NPUCOETUHUTHCS K HIMPOKOMY KOHCOPLAYMY, OJTHAKO PEIICHHS HAa OCHOBE
OJIOKYEHH eme He JOCTHUIIHM TOrO0 YPOBHS SKOHOMHUYECKOW 3((eKTHBHO-
CTH, 4TOOBI (HOPCUPOBATH CO3AaHUE TAKOTO KOHCOPLIAYMa;

* TI0-TIPEIKHEMY CYIIECTBYET MHOMKECTBO 3KOHOMHYECKHX, TEXHOJIOT -
YEeCKUX U MpaBOBBIX 0apbepoB, KOTOpblE HEOOXOIUMO MOJIHOCTHIO yCTpa-
HUTB, TIPEIKJIE YeM pEIICHHS HA OCHOBE OJIOKYEHH CTAHYT OOINETPUHSIT bl-
MU B CyJIOXOIHOW OTpacCIu.

Posabs Me:xaynapoaHoii mopckoii opranusanuun (MMO) B pazpa-
00TKe U MPUHSITHS MEKTYHAPOIHBIX MPABOBBIX HOPM, CTAHIAPTOB H
NPABUJI 10 NIPHMe HEHUIO 0JI0KYeHH M CMAPT-KOHTPAKTOB B CY10X0/1-
HOH obmacTu. IMO sBiseTcs crielmaiu3upoBaHHbIM yupexaenrueM Op-
rammami O0benuHeHHbIX Harmil 1 oTBeuaeT 3a 6€30MacHOCTh CYI0XO0-
CTBa, 3a MPEOTBPAIICHAE 3arPsA3HEHUSI MOPCKOW M aTMOC(epHON Cpeabl
MEXIYHAPOIHOTO CYJIOXO/ICTBA, KOTOpoe TiepeBo3ut Ooriee 80% MHpPOBBIX
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rpy30B. OcHoBHOI Tieibi0 UMO siBisietcst co3nanue 3(hpeKTHUBHON HOp-
MAaTHBHO-TIPABOBOM 0a3bl (Uepe3 KOHBEHIMM) JJISI CYJOXOJHOM OTpaciiy,
KOTOpasi MOXET OBbITh MPUHATA M BHeApeHa noBcemecTHo. KoHBeHmyy, 3a
kotopsie orBeyaeT UMO, MOXXHO pa3eNuTh Ha YEeThIPEe KaTeTOpHH:

* 6€30MacCHOCTh HA MOpE;

* IPEeIOTBpPALICHNE 3arPA3HEHHSI MOpST;

* OTBETCTBEHHOCTh M KOMIIeHCaIms (0COOCHHO B OTHOINICHWH yliepOa,
NPUYUHEHHOTO 3arps3HEHHEM );

* JIpyTrue COIJIAIICHWsI, Kacaloluecs, HapuMep, U3MEPEeHUsT TOHHAXKaA,
HE3aKOHHBIX JICHCTBHIA MPOTHB CYIOXOICTBA M CIIACCHMS U T. 1. [6]

W3 BBIIEM3I0)KEHHOTO MOXHO CAeNaTh BBIBOI, uTo Mepbl MO oxBa-
THIBAIOT MHOKECTBO ACMEKTOB MEXIYyHAPOIHOIO CYI0XOICTBA, HO MPO-
Lecc 3aKJIIYeHUs OTOBOPOB MEXIY HOPUIMUECKUMHU JIMIAMH, & TaKKe
MPUMEHEHUE HOBBIX TEXHOJIOTWIA B CYJOXOIHOH OTPACIM BO MHOTOM PETy-
JMPYIOTCA TIpaBWIaAMU M 3aKOHAMHU pbiHKa, a MO KOHBEHIMSIMH He
yry6sseTcs B 9Ty obnactb. Ho HeoOXoAuMoO paclMpuTh TIOJTHOMOYUS
MO xak yupexaeHus, KOTOpoe BO3bMET Ha ceOsi BeAYIIyIO POJib B PETy-
TMpOBaHUK OJIOKYEHH U CMapT-KOHTPAKTOB B CYIOXOHON OTPACIIH.

PeryiupoBanue 6/10Kk4eiiHa 1 cMapT-KOHTPaKkTOB B EBponeiickom
Coroze (EC). Epporeiickmit Coro3 0CO3HAT BaKHOCTH MOPCKOM TOPTOBIIH,
EBpoma siBiseTcst onHMM M3 BeIyLIMX MOPCKUX LIEHTPOB MHpa (Ha ee Io-
Oepexkbe pacronoxkeHo 329 Kimo4YeBBIX MOPCKUX MopToB). [losTomy He-
yauBurenbHo, yTo EC co3pan oOmmMpHyro 3aKOHOAATENbHYIO 0a3y it
obecrnieyeHnst 0€30MaCHOCTH, 3aIUThl OKPY)KAIOIIEH Cpeibl U KaUeCTBE H-
HOTO CYZOXOJCTBA.

EBporeiickuit  mapmamentr u  CoBer EC mpumsum  {upextuBy
2010/65/EC o ¢dopManbHOCTSAX OTYETHOCTH JIJISI CYJ0B, MPUOBIBAIONIMX B
HOPTHI TOCYAApCTB-YJICHOB WM oTOBIBatonmX u3 HuX. [lanHas Jlupex-
THBa CO3Jaja Cpeay, MO3BOJIOUIYIO IICHTPAIM30BAHHO IPEI0CTABISThH
uHpOpMaIHMi0 B IM(MPOBOM BHIE IyTEM CO3JaHUS MOPCKOTO «EJIHMHOTO
OKHay», Tak)K€ OHA BKIIOYAET B ceOs JOBOIHHO OOJBINOE KOMMIECTBO Op-
TaHOB, BKJIOYasl TPAHCTIOPT, TAMOXKHIO, TIOTPaHMYHBIM KOHTPOJb, 0€3-
OIACHOCTbD, 3[PAaBOOXPAaHEHHE U OKPYKAIOIIYIO cpeay [4].

B 2017 r. munuctpel Tpancnopra EC npuHsmM aexnapaiyio 1o Mop-
CKOMY TpaBy, TaK Ha3bIBAEMYI0 BaneTTckyro nexmapalpio eBporneicKux
MHHHCTPOB, OTBETCTBEHHBIX 32 KOMIUIEKCHYF) MOPCKYIO TOJIUTHKY, O TO-
ayooM pocte. JlaHHas JeKIapalys BEICTYTIACT B KAYECTBE BaYKHOH OCHOBBI

189



JUTS TIOATOTOBKU CTPATErnH pa3BHUTHs cynoxonHon orpaciu EC B Teuenue
CJIETYIOIIETO NECATWICTHS.

YuureiBass OrpOMHBIM TOTEHIWAT I ONTHMU3ALMH TEXHMYECKUX WU
AKCIUTYaTaliOHHBIX aCTIEKTOB MOPCKOTO CEKTOpa, BKIFOUYas aJMHUHUCTpa-
THUBHOE YNpOILEHHE, B M. 19 NaHHOW NeKmapaiyy MoAYepKUBAeTCsl Bajk-
HOCTh IMppoBmamu. Jlekmapaus Taxke MpU3BIBAET K HEOOXOAUMOCTH
Oonee 3(hPEeKTUBHOTO WCTIONH30BAHMSI MMEIOIIMXCS JaHHBIX U MHpOpMa-
1M TIyTeM COJICVWCTBUS OOMEHy MH(pOpMalMel u o0pamaeT BHIMaHUE Ha
€ro MPEerMYIIECTBa, TAKHEe KaK Mpe0TBpalIeHHe TyOIMPOBAHKS YCHITHIA H
CHIDKCHHE aJIMMHHCTPATUBHOW HATPY3KH, @ TAK)KE WCTIOIb30BaHHE CYIIe-
CTBYIOUIMX HMHCTPYMEHTOB Ui cOopa M 0OOMEHa JTaHHBIMU MEKIY Iocy-
napctBamu — uienamu EC [2].

[MoguepkuBasi HEOOXOAMMOCTH TOJHOCTBHIO COTJIACOBAHHOTO HHTEP-
¢eiica ¥ cTaHIAPTU3MPOBAHHOIO MAKCHMAaJbHOTO HA0Opa AaHHBIX, BKITIO-
4asi “HPOPMALHIO, HEOOXOAUMYIO U YIPABIICHHUS TIOPTOM H MOPTOBBIMHU
TEepMHHAJIAMH, BCE TPEJICTABJICHHBIC MEPBbI TIOKa3bIBatoT, uTo EC ynemnser
OoIbII0E BHUMAaHME MOJAEPHM3ALMU M IM(POBU3ALMK CYAOXOAHOM oTpac-
JIM B IICJIOM.

OnHaKO TOMHMO OOINETO PETYIHPOBaHKS Tpolecca IMPPOBU3AINH B
cynoxomsoi orpaciy, EC taxxke npennpuHsI 3HAYMTENbHBIEC IIATH B pe-
rynupoBaHuM BUpTyanbHbIX BamoT. B 2018 r. EC mpumsin JupektuBy o
NpeJOTBpAlllEHN OTMbIBaHMS JI€HET M (pMHAHCUpOBaHWS TeppopmsMa B
Hell 1aHO OMpeJieIeHHe «BUPTYyallbHAasl BAJIFOTa» — 3TO CPEACTBO OOMEHa,
NpUHAMaeMoe (QU3MUECKUMH WIH IOPHIMYECKUMH JIMIIAMHY, KOTOpPOE MO-
JKET TIepeIaBaThCsl, XPAHATHCS U TPOJABATHCS B IEKTPOHHOM BHIIE U KO-
TOpPOE HE BBINYCKACTCS W HE TapaHTHPYETCS LEHTPAJbHBIM OAHKOM TN
rocyJIapCTBeHHBIM opraHoM [3].

Taxast BUpTyasbHas BaJlOTa MMEET 3HAYEHUE B KOHTEKCTE PEryiupo-
BaHUA CYJOXOZCTBA B TE€X CIIy4yasx, KOT/1a KOHTPAKThl HA JIOCTABKY CTPYK-
TYpHUpPOBaHBl HA OCHOBE PELICHW OJIOKUEHHa WM CMapT-KOHTPAKTOB, KO-
TOpbIE UCTIONB3YIOT BUPTYaJbHYIO BAJIOTY B Kaue€CTBE CPEeICTBAa OOMEHa
WIM CTPaXOBaHMS.

OpHako yrmomsiHyTasi AMPSKTHBA HE PETYJIHMPYeT caMm OJIOKYCHH WIn
CMapT-KOHTPakThl He noroMy 4To EC He 3HaeT 0 moTeHIpase TeXHOIOTuI
0JIOKYeiH, a CKopee M3-3a TOro, 4TO OHAa €Il HAa paHHeW cTajud U He
OTpe/IeJIeHO HalpaBJIeHHWe, B KOTOPOM 3Ta TEXHOJOTHS MOKET pa3BUBATh-
cs B Oymymem.
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EBporeiickast koMuiccus cuuraet OJOKYEiH HOBOW TEXHOJIOTHEH, KOT0-
pas To3BOJAET OONBIIMM TPyIIAM JIFOEH M OpPraHM3alysiM, HE3aBHUCH-
MO OT YPOBHSI JJOBEpHSI MEXIYy HUMH, KOJJICKTUBHO COTJIACOBBIBATH U MO-
CTOSIHHO 3alMChIBaTh HMHpOpMAImI0O 0e3 HeoOXOAMMOCTH HCTIONb30BAHKS
CTOpOHHETO opraHa. KoMuccust 0co3HaeT MOTEHIMAIbHYIO LIEHHOCTh 3TOM
TEXHOJIOTMM U TIOAONUIA K TEXHOJIOTHYECKMM pa3paboTKaM, KaCaIoIUM Cs
OJIOKYEH W CMapT-KOHTPAKTOB, MyT€M CO3JaHM LIMPOKOW CTPaTEeThd
onokueiin EC, npeycMaTpuBaromeii co3jaHue eBpOIeHCKOro OJI0KYeHH-
MapTHEPCTBA, a TAKXKE MPOIBIDKEHHE MPABOBOM OMNPEEJICHHOCTH U yCTa-
HOBJICHHE CTaHIAPTOB (YHKIMOHAJILHOW COBMECTHUMOCTH.

Cpenu npouero EBporeiickass KOMHUCCHSI U IpyTHe €BpONEHcCKUe opra-
Hbl CO3/J]aJld MHOTOYMCJIEHHbIE SKCIEPTHBIE TPYMIBl M IOJApa3JIesIeHus,
TaKhe Kak MoApaslesieHHe IM(POBBIX MHHOBAIMIA M OJIOKYEHH, KOTOpOE
ynpasisieT naAmpMaTHBOi Startup Europe u Innovation Radar. B couera-
HAM C yX€ YNOMSIHYTHIMH YCWIMSIMU TI0O MOJAEPHU3AIMU CYAOXOTHOH OT-
paciu ¥ CO3JaHHAI0 O0IIEEeBPOIEHCKONM CTPYKTYPHI B 3TOM 00JIACTH MOYKHO
oxunaTh, 4To EC Oyner B aBaHrapzie peryJMpoBaHus U pea3aiyy HHT e-
rpammu OJIOKYEHH B CEKTOpE CYI0XOJCTBA.

3akioue Hue. 13 npuBeIEHHBIX BBIILE COOOpaKEHUI MOXKHO C/IEJIaTh
BBIBOZI, YTO HA JAHHBI MOMEHT €IlEe HET OINPEIENICHHOCTH B IPABOBOM
peryaupoBaHid OJIOKYEHH M CMapT-KOHTPAKTOB B CYAOXOJHOW OTPACIIH.
OTO CBA3aHO C TEM, YTO B HACTOSILEE BpeMs He SICHO, KaK OyZIeT CIpoek-
THPOBAaHA HOBAs CHCTEMA, IPEKIE YEM OHA CMOXKET IOJHOCTHIO 3aMEHUTh
CYIIECTBYIOLIYIO OPraHM3alMIO CYIOXOIHOW OTPACIIH, a TAK)XKE OTCYTCTBY-
€T SICHOCTh B OTHOIICHUM OJIOKYCHH M3-3a OOIIEro OTCYTCTBUS CyHeOHON
MPAKTUKW B TIOHUMAHUU €TO MOBEACHHUS, KaKhe CYOBEKThI OYIyT BOBJICY €-
HBI B CHCTEMY, KaKOBBI OYAYT WX NpaBa U 00S3aHHOCTH M Kak OyzmeT pas-
paboTaHa cucTeMa MpPOBEpKU. XOTs y HAC €CTh HEKOTOpbIE MHIMKATOpBI,
TMOKA3bIBAIOIIE, YTO 3aWHTEPECOBAHHBIE CTOPOHBI OYAYT OCHOBHBIMH
JBIKYIMMH CWIAMHU TEXHOJIOTHi, 3TOT0 HEJOCTATOYHO, YTOOBI MpeacTa-
BUTH BCIO TNpaBoByIo 0a3y. Kpome Toro, ponu BceX y4acTHHKOB OyIyT
CHWIHHO 3aBUCETHh OT TEXHHMYECKOW OCYIIECTBHMOCTH ONpPEENICHHBIX pe-
IICHH ¥ KOHKPETHBIX JIOTOBOPEHHOCTEW MEXYy BOBJICYEHHBIMU CTOPO-
HaMu. [loaToMy elie paHO BBIABIATH HEOOXOAMMBIE (DAKTHI AJIS CO3AaHMSA
KauyeCTBEHHOW HOPMAaTHBHO-TIPABOBOM 0a3bl, MPU 3TOM JIY4IIe JTOXKAATHCS
Pa3BUTHSL CUCTEMBI, Y€M ACHCTBOBAThH MPEXKIEBPEMEHHO, 3aPETyINPOBAB
aTy cepy, TeM CaMbIM NPEIATCTBYS €€ Pa3BHUTHIO.

191



[ToBenenue OnokueiiH TpeOyeT, YTOOBI 3aKOHOIATENN COCPEIOTOU TN
BHUMAaHHE HE TOJBKO Ha TEXHOJIOTMM WIH NPWIOKEHHSIX, HO U HA TeX, KTO
B3aMMOJICHCTBYET C HUMH WIH MOJNAraeTcsl Ha HuX (pa3paboT4yuky, nu3a it
HEpBI, TOJB30BATEINH, MOTPEOUTEIH, MOCTABIIMKY JTaHHBIX, MEHEIKEPBI
JIaHHBIX M T.II.).

B Hacrosiiiee BpeMsi cMapT-KOHTPAKThI ¥ PEeCTPhl HA OCHOBE OJIOKYEHH
HE MOryT AeicTBOBaThH aBTOHOMHO. Hao0opoT, Heo0X0aquM BBICOKHIA ypo-
BEHb THOpHIM3AINK, YTOOBI MPEONOJIETh Pa3phiB, MPEXKIE BCETO, MEXKIY
TEXHOJIOTHIECKUMHU YCTPEMJICHHSIMH W TIPaBOBBIMH (MMYIIECTBEHHBIMH,
JIOTOBOPHBIMHU | T.JI.) HOPMaMH H KyJbTypaMu. JTO 03HAYaeT, 4TO CMapT-
KOHTPAKTHl padOoTaroT B TaHAEME C OHIIalH-U O(UIaliH-, a TaK)Ke BHYyTPHU- U
B HEYeHH-TPaH3aKIMOHHBIMH MOJaIbHOCTSIMH. KpoMe Toro, 310 03Havaer,
YTO peecTphl HA OCHOBE OJIOKYEHH MEHCTBYIOT KaK TpaJHIHMOHHBIC 0a3bl
JTAHHBIX WIM aHAJIOTMYHBIC AJICKTPOHHBIE apXHBBI, @ HE 3aMEHSIOT MX. Kak
CJICJICTBUE, BAXKHBIC HOBBIC 3aKOHBI M NPABWIA, a1alTHPOBAHHBIC K CMapT-
KOHTPaKTaM U peecTpaM Ha OCHOBE OJIOKYEiH, ere He nosBwimch. OqHa-
KO OT 3aKOHOZIaTeJIel M y4eHbIX TpeOyeTcs pa3paboTaTh NpaBWia U NPUH-
IMIBI, JIeKAIle B OCHOBE CO3JaHMS KAauyeCTBEHHOH HOPMAaTHBHO-
NpaBOBOW 0asbl I PETYIMpOBaHUS OJOKYEHH W CMapT-KOHTPAKTOB Ha
MOPCKOM TPaHCTIOPTE.
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Legal regulation of multimodal transportation of goods in Russia
and abroad

Abstract. In the presented article, the authorfocuses on the problems associat-
ed with multimodal transportation. It examines the legal regulation of multimodal
transportation in Russia, the USA, Germany and Singapore. Promising solutions
and shortcomings of legal regulation are highlighted, which are recommended to
be taken into account when preparing a draft regulatory act on multimodal trans-
portation.

Keywords: transport; multimodal cargo transportation; international experience;
normative act.

B yCnoBMsAX NMOCTOSTHHO Pa3BHBAIOILIEHCS SKOHOMHKH KakK B MHpE, TaK U
B OT/ICJIHHO B3STHIX CTPaHAX, TEXHAYECKOro Mporpecca M yCHIMBAIOIIEHCS
rino0anmM3ali TPAHCIIOPT MIpaeT KIIOYEBYIO poib. VIMEHHO nepeBO3KH
SIBIISTFOTCSI CBS3YIOIIMM 3BEHOM MEKIY PAa3JIMIHBIMU ACTIEKTaMH KOHOM Hi-
KU TOW WIM MHOM CTpaHbl, CO37]aBasi BO3MOXHOCTb O€CHpPEeIsiTCTBEHHOIO
ToBapooOMeHa. CeronHs B yCJOBHSIX POCTa HEOOXOAMMOCTHU B OBICTPHIX,
YHUBEpCAJIbHBIX PEIICHUAX HAa PHIHKE TMEPEBO30OK SBHBIM (DaBOPHTOM SIB-
JAIOTCS MYJIBTUMOJAJbHBIE ¥ KOMOWHHMpOBaHHBIE TIepeBO3KU. llepBbie
TI03BOJISTIFOT Haroosnee 3pPeKTUBHO 00eCTIeunTh IOCTABKY TPy3a «OT JIBEPH
710 IBEpW», A BTOPBIE MO3BOJIIIOT 3HAYUTEIILHO COKPATUTH BPEMsI TOCTaBKU
3a CUET MepEeBO3KH I'py3a B OJHOM TPAHCTIOPTHOHM enuHMIe (KOHTEHHepe,
BaroHe M zp.). HecMoTpst Ha pacTyllyto NOMyJIIPHOCTh TAKUX NEPEBO3OK,
HA CETOMHSI HET €IMHOTO MOHWMAaHHSA MYJbTHMOJAJIBHBIX NEPEBO30K TPY-
30B B paMKax IpaBoBoro nois. Ilpennaraercss paccMOTpETh pasiMUHbIE
HOJXOAB! TPABOBOIO PETYIMPOBAHMSI MYJIbTHUMOAAJIBHBIX IEPEBO30K HA
nprumepe Poccrm, CHIA, T'epmanru n Cunrarnypa.

B poccuiickom mpaBe onpezesneHne MYJIbTUMOJAIBHBIX TNEPeBO30K
BrepBble ObuTO 3adukcupoBano B 'OCT P 52297-2004. Ilox myabTuMo-
JATbHBIMH TIEPEBO3KAMU MOHUMAITNCH TaKWe TIePeBO3KH, KOTOPHIE COMPO-
BOX/AJIUCh OJHUM J3KCIEJUTOPOM HAa BCEM IIyTHU CIIEJOBaHMS Ipys3a (OT
IyHKTa OTIpaBJIEHUs 1O MECTa Ha3HAUEHWs) TPAHCIOPTOM pa3JIMUHBIX
BUI0B. OTBETCTBEHHOCTh 3a TMOBPEXkKIEHHUE, HEIOCTayy M yTpaTy rpy3a B
TaKuX NepeBO3Kax HeceT skcneaurop. Ha Bech myTh crenoBaHust rpysa
o(hopMIIIETCS €UHBIA TPaHCTIOPTHBIA TOKyMeHT (moroBop). Ha momenr
npussitusa ['OCT TepMuH «MyNIbTHUMOZAATbHAS IEPEBO3Ka» HUT/IE 3aKpeTl-
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neH He ObUI. B cr. 788 I'paxnmanckoro konekca Poccuiickoit @eneparmm
(nanee — 'K P®) conepxurcst omnpenesieHMe NEPEBO30K B CMEIIAHHOM
COOOIICHNH, YTO OTOXKICCTBIIETCS ¢ KOMOWHMPOBAHHBIMU TIEPEBO3KAML
JlaHHbIi TEepMUH, clieaysl COACPKaHIIO HOPMBI, TOJDKEH B ce0sl BKIIOYATh
KaK MYJIbTUMOJAJIbHbIE TNEPEBO3KH, TaK U MHbIE NEPEBO3KH, OCYIIECTBIS-
€Mble HECKOJbKMMH BHIAMM TPAHCIOPTA MO €IMHOMY TPAaHCIIOPTHOMY
JIOKyMEHTY | (WIH) OCYIIECTBISIEMbIE €IHHBIM TPAHCTIOPTHBIM TIEPEeBO3-
yukoM (enusbiM oriepaTopom). 'K P® npenocrasiser Ham obiuee moHs-
THE JIOTOBOpa MEPEeBO3KH, O€3 pacmpeiesieHus] Ha OTIEeJIbHbIE BUIIBI TPAHC-
1opTa, He Co3/1aBasi OIHO YHHUBEPCAJILHOE MOHATHE, MOAXOASIIIEEe I BCeX
BUJIOB TpaHcmopTa. Jlist Toro 4ToObl KOHKPETU3UPOBATh MOHUMAHUE pas3-
JIMYHBIX BUIIOB NEPEBO30K, 3aKOHO/IATElb B JIAHHOM CTaThe CChUIaeTCs Ha
3aKOH O TMPSMBIX CMEIIaHHBIX (KOMOMHMPOBAHHBIX) TepeBo3kax. HecmoT-
ps Ha HAMYHE OTChUTOYHON HOpMBI B 'K P®, Ha ceromuAmHmil AeHb 3a-
KOH O TpAMBIX CMEIIaHHBIX (KOMOWHHPOBaHHBIX) TEpEeBO3Kax He ObLI
npussT. llochenssisi MONBITKA TPEJJIOKUTh PACCMOTPETh 3aKOHOMPOCKT
«O mpsAMBIX CMEIIaHHBIX (KOMOWHHUPOBAHHBIX) MIEPEeBO3Kax» Oblia Tpe-
npunsita BecHor 2020 r. HecMoTpst Ha CyIIECTBEHHYI0 HEOOXOUMOCTh B
NPUHSITUN JTaHHOTO 3aKOHA, HA OJIMH 3aKOHOIPOEKT TaK M HE JOLIeN 0
CITyIIaHUIL

B Poccun Ha ceromgHsmHMiA [eHh MYJIbTUMOAANBHBIE TIEPEBO3KHU PETy-
nupytoTest TamoxkeHHbIM KojiekcoM EBpa3niickoro SKOHOMHUYECKOro COo-
3a, cT. 788, 801 'K P®, TpancropTHeIMU KofiekcaMu (Y CTaBOM >KeIe3HO-
JIOPOXKHOTO TPAHCTIOpPTa, Y CTAaBOM aBTOMOOWIBLHOrO TpaHcmopra, Komexk-
CcoM TOproBoro MmopemiaBanus Poccuiickoit @epepamm u np.), Deme-
pambHbM  3akoHOM 0T 30.06.2003 Ne 87-®3 «O TpaHCHOPTHO-
SKCTICJIUIIMOHHON JeATEeIHbHOCTI», MEXIYHAPOJHBIMHU JOrOBOpPAaMH M CO-
IJalIeHWIMU (COTJIallleHHe O MEKAYHAPOIHOM SKEJIE3HOIOPOYKHOM I'py30-
BoM coobmienr (CMI'C) u np.). Taxke B Poccuiickoit Deneparmm HeT
€IMHOTO TPAHCIIOPTHOTO JTOKyMEHTA.

IToMrMO Bcero mpovyero KOHOCAMEHT TaKKe He SBIAETCS 0053aTelb-
HBIM TPaHCTIOPTHBIM JOKyMEHTOM: B coOTBeTCTBUM cO cT. 142 Konmekca
TOProBOro MoperviaBanus P® KoHOocaMeHT He sIBISieTCsl 0053aTebHBIM
JIOKyMEHTOM U BblJaeTcs 1o TpeboBanuio ornpasurens. B Poccum myiib-
TUMOJJIbHBIE TIEPEBO3KM OCYLIECTBISIIOTCS HA OCHOBAHMM 3aKJIFOYEHHUS
HECKOJIKMX JIOrOBOPOB (0roBOpa MEPEeBO3KH I'Py3a, IOroBopa 3KCIE M-
pOBaHUS TPy3a U T.1.).
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Oc00eHHOCTHIO MYJIETHMOIAJIbHBIX TIepeB030K B CIIIA siBisietcs coue-
TaHUE HALMOHAJIBHOIO M MEXIYHapOOHOro mnpasa. B orTHoienun TpaHc-
TIOPTHBIX JTOKYMEHTOB TpHMEHsAeTCs MeXayHapoaHasi KOHBEHIWMS 00
yHU(UKAIMHA HEKOTOPBIX MPaBWI O KoHocameHTe 1924 r., a taxke [Iporo-
ko 1968 . (I"'aarcko-BucOwuiickue npaBuna). Tem He MeHee B ciydae, ec-
T TyHKT OTIpaBjieHus Haxomurcs Ha Teppuropun CIIA, a Take ecimu
KaKOH-JIMO00 3Tamn MyJbTHMOJ1aJIbHON TIEPEBO3KU TIPOXOIHT TI0 TEPPUTOPHU
CIIIA wm xe 4epe3 MHbIE TEPPUTOPHH, HA KOTOPBIE PACIPOCTPAHIETCS
IOPUCIMKIMSL 3TOW CTPAHbI, HAPABHE C MEXXIYHAPOAHBIM IPABOM IIPHM €-
HAIOTCA mNonokeHust 3akoHa «O MOpCKuX mepeBo3kax rpys3oB CoeauHeH-
Hpix IllTaToB Amepukm» 1936 1. JlaHHbIE TMONOXKEHUS NPUMEHSIOTCS KO
BCEH MepeBO3Ke Ipy3a, €CJIM XOTsI Obl YACTHYHO OHA YJOBJICTBOPSET BbI-
LI€Ha3BaHHBIM KpuTepusM. IIpeesoM oTBETCTBEHHOCTH ONlepaTopa MYJlb-
TUMOJAJIbHOIN MEPEeBO3KH IPY30B B 3TOM CJIydae SIBISIETCS 3asBJICHHAS B
TPAHCTIOPTHOM JOKYMEHTE CTOMMOCTB IPy3a, €CJIM CTOUMOCTD (ppaxta ObI-
Jla 3apaHee COIIacOBaHa M OIUIaueHa INepeBo3uuKy. B ciydae, eciu ctou-
MOCTb I'Py3a HE yKa3aHa, TO pa3Mep BO3MEILEHHS 3a NOBPEXkK/EHUE, yTpaTy
WIH HeJAO0CTady Tpy3a He MOxeT npeBbimaTh 500 oL 3a e uHuIly Tpy3a.

EnvHpIM TpaHCTIOPTHBIM JTOKYMEHTOM IO JaHHOM nepeBo3ke B CLIA
MOXET SIBISATHCS MYJIBTUMOAAIBHBIN KOHOCAMEHT, KOTOPBIM BKIIIOYAET B
ce0s1 Bce HeOOXOAUMBIE JaHHBIE O IIEPEBO3UMKE, OTIPaBUTEINE, OTy4yaTe-
Jie, 0 CBOMCTBaxX rpy3a, O TPaHCIOPTHOM envHule U T.N. J[aHHBIN TOKY-
MEHT CJIelyeT BMECTe C IPy30M Ha BCEM IIyTH CJIeI0BaHMs, U MHbIE TPaHC-
MIOPTHBIE JTOKYMEHTHI NPU OCYILIECTBIICHUH MEPEBO30K C MYJIBTUMOATb-
HBIM KOHOCaMEHTOM He TPeOYIOTCH.

B npaBe CILIA 1o MyJIbTUMOAQIBHBIM MIEPEBO3KAM MOXKET MPUMEHAT b-
Cs TIPaBO OT/ICJILHBIX IITATOB, HO TOJIBKO HA TY YacTh MEPEBO3KH, KOTOPas
noinazaeT MoJ FOPUCIMKIMIO JAHHOTO mTaTa. Takke CyIIEeCTBYeT MHO-
’)KeCTBO oroBopok. Hampumep, Takoil oroBopkoit MoxHo cuuraTh «l nma-
JANCKYI0 OroBOpKYy» 1954 T., B COOTBETCTBUM C KOTOPOM HU OJIMH CITy>Ka-
IIMi, areHT WM TOAPSIYYK TIEPEeBO3UNKA HU TPH KAKHX 00CTOATEIbCTBAX
HE HeCeT KaKOW-TMOO OTBETCTBEHHOCTH IEpe]l IPy300TIPABUTENEM, TPY-
30MoJydaTesieM WIN BIIaJIeNbLEM Ipy3a, WK Iepes J0ObIM JepikKaTeleM
KOHOCaMeHTa 3a Jro0ble YOBITKH, ymiepd WM 3aJepKKy JIo0oro poja,
IpsSIMO WIKM KOCBEHHO BO3HUKAIOLIMX B PE3yJbTAaTE KAKOro-1moo AecTBus,
HEOPEKHOCTH WM HEBBHITIONHEHUSI 00S3aTENBCTB C €ro (TepeBO3YMKa)
CTOpOHBI TP BBINOIHEHUH UM CBOMX 00s13aTenbeTB. [lo pemenuto Bep-
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xoBHOro cyna CIIIA oroBopka He pacmpOCTpaHAETCsS HAa ONEpPaTOpOB
MYJbTHMOIAJIFHON TIEPEBO3KH, TaK KaK ONEpaTop TaKOW MEepeBO3KH T0JI-
JKCH TPEJBUACTh HEOOXOIMMOCTD TIPHBIICYCHHS MHBIX TIEPEBO3YMKOB, €C-
71 Takas HeOOXOAMMOCTH BO3HHMKHET B IYTH CJICJIOBaHUs rpys3a. MOXKHO
TIPUITH K BBIBOAY, 4TO B mpaBe CIIIA omepaTop MylIbTHUMOIAIBLHOM Niepe-
BO3KH TaK)KE€ OTBETCTBEHEH Ha BCEM IIyTH CJIEIOBAHUS I'py3a 3a CBOU 1€ ii-
CTBUA TIepe]l TPY300TIPABHUTEIIIMY, IPY30MOIydaTEIIMH WA WHBIMU JIH-
IIAMH J0 TIOTOBOPY WIH TPAHCTIOPTHOMY JOKYMEHTY, @ TAKXKE 3a JICHCTBHA
NPUBJICYEHHBIX MM TIEPEBO3UHKOB.

B I'epMaHri OCHOBHBIMHM HOPMAaTHUBHBIMH IPABOBBIMU aKTaMH, COAEP-
KalUMU TOJIOKEHU O MYJIbTUMOJAILHON MEepeBO3KY, SIBISIIOTCSA: BBoA-
HbIi 3akoH 1896 1. 'epmanrm k I'paknanckomy koaekcy (EGBGB) u §
452—A452d Kommepueckoro xkonekca ['epmannmu (HBR). B HBR mynbru-
MofallbHasl TIEPeBO3Ka OMpeesieTCs KaK «IIepeBO3Ka IPy30B, OCYILIECT B-
JseMasi pa3sIMdHbBIMU BHIAMH TPAHCTIOPTa HAa OCHOBAHWHU €HHOTO JIOTOBO-
pa NepeBO3KH, O KOTOPOH MOXHO CKa3aTh, YTO €CJIH OBl MEXAY CTOPOHAMH
ObUIM 3aKITIOYEHBI OT/AEJIbHBIE J1I0rOBOPhI HA OTAEIIbHBIE YaCTH NEPEBO3KH,
BKJIIOYAIOIINE OJIMH BUJ TPAHCIIOPTA, TO HE MEHEE JIBYX TaKHX JIOTOBOPOB
noJnagay Obl TOJ JEWCTBHE Pa3IMYHBIX NMPAaBOBBIX HOpM». JlaHHBIE TO-
JIOXKEHUs. TPUMEHSIIOTCS K JO0TOBOPY, €CIIM MHOE He MPeAyCMOTPEHO Clie-
IMAJIbHBIMH TIOJIOKCHUSIMH, TIPUMEHHUMBIMU B COOTBETCTBUM C MEXKIIyHa-
POIHBIMM KOHBEHIWSIMU. [laHHBIC MOJOMKEHHS MPUMEHSIOTCS, KOT/1a XOTS
OBl 4aCTh MEPEBO3KU OCYIIECTBISIETCS MOPEM.

B HemelkoM 3aKOHOAATENbCTBE MPENYCMOTPEHA W OTBETCTBEHHOCTH
orepaTopa MyJIbTHUMOAIbHON TIEPEBO3KH, KOTOPAsi COOTBETCTBYET TAKOMY
e pa3Mepy OTBETCTBEHHOCTH NEPEBO3UMKA, KOTOPBIA OBl OCYIIECTBIISII
IIEPeBO3KY HA OTJEJILHOM J3Tare Takoi nepeBo3ku. Ecim moBpexienve,
yTpaTa WM 3a/1ep/KKa B IEPEBO3KE OTHOCATCS K OINPEIEICHHOMY 3Taly, TO
NIEPEeBO3UMK (OrepaTop TAaKOH MEPEeBO3KH) HECET OTBETCTBEHHOCTh B COOT-
BETCTBUHU C MpaBWIAMH, KOTOPbIE MPUMEHUINCH ObI, €CIM OBl IPy300TIpa-
BUTEJb 3aKII0YaJ JJOTOBOP C MYJIbTHMOAAIBHBIM TIEPEBO3UHMKOM (Orepa-
TOpPOM) TOJBKO Ha 3TOT 3Tan. OmnepaTtop MyJIbTUMOIAIBHOM NEPEeBO3KH
TaKXKe MPUPABHUBACTCS K NEPEBO3YMKY B Cllydae OpPEeMEHH JTOKa3bIBaHUS.
Jlvo, 3aKirovuBIIEE JJOTOBOP MYJIbTHUMOJAJILHON NMEPEeBO3KU C ONEpaTo-
poM, HeceT OpemMs Joka3biBaHus (hakTa TMOBPEXKICHHS, YTPAThl WIH 3a-

JEPKKH Tpy3a B IyTH.
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[Taparpad 452a HGB ynomuHaeT J10roBop, KOTOPBIH SBISIETCS JOTOBO-
POM, 3aKIIOYEHHBIM MEXIY IPy300TIPABUTEIEM M MEPEBO3UMKOM, €CJIU
OBl mepeBO3Ka OXBAThIBAJIA TOJBKO OJWH 3TaIll, HA KOTOPOM IPOM3OIILIO
MOBpEXKIEHUE WK yTpata rpy3a. CylecTBEHHON pa3HULIBI MEXIY TaKIM
JIOTOBOPOM M (PaKTHIECKUM MYJIbTHMOAAIBHBIM JJOTOBOPOM HET.

Henp3s He ynomsiHyTh npaktuky Cunramnypa, tie 5 ssaapst 2021 r. 6bu1
NPUHAT K PACCMOTPEHHIO 3aKOHOMPOEKT «O MyJIbTHUMOIaJIbHBIX NIEPEBO3-
Kax», KOTOPBI B CBOIO ouepeab OblIT pa3paboTaH B COOTBETCTBHUU C pa-
MounbiM cornameaueM ACEAH «O MynbTUMOZANbHBIX MEPEeBO3KAX»
2005 r. B 3aKOHOMNPOEKTE OMUCHIBAIOTCS CJIEAYIOUHE OCHOBHBIE ACIEKTHI
MYJIbTUMOAJIHBIX TIEPEBO30K:

1) peructpaimsi onepaTopoB MYJIbTHUMOAAJIBHBIX MEPEBO3OK I'PY30B B
CIIELMAIbHOM PETHUCTPHUPYIOLLEM OpraHe;

2) cocTaBiieHHE W BbIJAaya MYJIbTUMOAAIBHBIX TPAHCTIOPTHBIX JOKY-
MEHTOB (B TOM YHCIIE MYJIbTHUMOIAJIHLHOTO I0r0BOpa);

3) 00s13aTeNIbCTBA OnepaTopa MyJIbTHMO/1aJIbHON NIEPEBO3KY,

4) 00513aHHOCTH M OTBETCTBEHHOCTD TPY300TIPABHUTENCH U JIp.

W3 conmepxaHusi TaHHOTO 3aKOHONPOEKTa MOYKHO BBIACIIMTH TIOHATHE
MYJIbTUMOAAJILHOTO TPAHCHIOPTHOI'O JOKYMEHTA, a TAaKXe U €ro Ha3Haue-
HUE: TIOMUMO YHHBEPCAJHHOCTH HA BCEM IIyTH CJIEJJOBAHHS, OH TaKKe
CMOXKET MOATBEPAUTH CYIIECTBOBAHUE TOTOBOPa MYJILTUMOAATBLHOM Tiepe-
BO3KH, (paKT MpHeMKH Ipy3a OT OTHpaBUTEJI, CYLLIECTBOBaHUE 00s3aTeb-
CTBa oOnepaTtopa MYJIbTUMOJAJIbHOM NMEPEeBO3KH MEepes OTHPAaBUTENIEM IO
JIOCTaBKE IPy30B TOITyJaTEIO.

[Ipu paccMoTpeHNn TPaHCTIOPTHOTO JOKYMEHTHI HEJb35l HE YIOMSHYTh
KOHLIETIMIO eJMHOro J{oroBopa Ha OCYHIECTBJICHHE MYJIbTHMOIAIbHBIX
MepeBO30K (MyIbTHUMOJANbHOTO Jorosopa). Paccmorpes mpumep Cunra-
ypa, CTOUT OOpaTUTh BHHUMAaHUE Ha TO, YTO B PaMKaX BBIIICYIOMSHYTOTO
JIOKyMEHTa MOXET CYILECTBOBATH JOMOBOP MYJIBTHUM OJIaJIbHBIX NIEPEBO3OK.

ITpaBoBOE perynupoBaHiE MYJIBTHUMOATBHBIX MEPEBO30K B Pa3INIHBIX
cTpaHax HeomHOpoAHO. OTCYTCTBHME €IMHCTBA B MOHMMAaHUM MYJIBTHM O-
JaJbHBIX TIEPEBO30K TMOPOXKIAET MHOXKECTBO TPYOHOCTEH MpU HX OCY-
mectBieHnd. [Ipu 3TOM, paccMaTpuBasi OMBIT Pa3iMUHBIX CTPAH, MOXKHO
BBIJICJIUTh KaK MEPCIICKTUBHBIE PELICHUs, TAaK U HEIOCTATKH B Pa3JIMUHbIX
HOJIX0AaX TPaBOBOrO peryiupoBaHusi. CTOUT yUUTHIBATH OINBIT Pa3IMY-
HBIX CTpaH IpU NOATOTOBKE MpOEKTa 3akoHa «O MpsSMBIX CMELIAHHBIX Iie-
PEBO3KAX».

198



BopoHuoB Makcum Bnagummuposuuy,
acnupaHT KOopuanyeckoro MHCTUTYTa POCCUICKOTO YHMBEPCUTETA TPAHCNopTa
(MWWNT)

LindpoBusauma nornctu4eckon otTpacnu:
OCHOBHble HanpaBfeHUsa U NPaBoOBOE PerynupoBaHue

AHHomayus. CoBpeMeHHble MHOPMALMOHHBIE TEXHONOMMW U TEXHUYECKNE
cpefcTBa COBMECTHO C pa3BUTUEM HaYYHO-TEXHUYECKOTO NPOrpecca ynpasaHatoT
rPaHNLbl MEXY TEXHOOMSAMM U HAaYKOM U CNOCOBCTBYIOT NPOHUKHOBEHMIO MHHO-
BaLMi BO BCe Chepbl U OTPaCHM SKOHOMMKM 1 coumyma. PopMupoBaHue Ludp o-
BOW 9KOHOMMKM SIBNISIETCS 3a4a4eit cTpaTernyeckoro pa3sntma Poccuiickon dege-
pauuu. PasnuyHble cdepbl 1 0Tpacn 3koHOMUKWM Poccun npoxoasT yepes L -
POBYIO TPAHCOPMALW0 Ha OCHOBE LIMPOBBIX TEXHOMOMMIA. T paHCNopT 1 noru-
CTVKa, OTHOCSLLMECS K TPAHCMOPTHO-TOMMCTUYECKON OTPACHN, HE ABNSIOTCS UC-
KnKoYeHneM. B cTaTbe pacCMOTPEHbI akTyasnbHble NpaBoBble 1 HOPMaTUBHbIE ac-
NeKTbl, perynupyloLLye TpaHCMNOPTHO-MOMCTUYECKY OTPac b Poccum Ha npumepe
TPaHCMOPTHOW MOMMCTUKA 1 pernameHTauuio ee Uuposmusauni. [laHHble 3akoHo-
[aterbHble JOKYMEHTbI CO3AatT BO3MOXHOCTL OCYLLECTBNIATL LMGPOBOE roCy-
[apCTBEHHOE PerynMpoBaHye 1 ypaBIieHNe C LESbo JOCTUXEHWS NOCTaBMNEHHbIX
Lenen 1 MakcumasnbHoro agdekTa.

Kntoveeble criosa: umdpoBusaums; uudposas TpaHcGopMaLms; NormcTuka;
npaBOBble aCMeKTbl; NPaBOBOE PEryrMpoBaHMe.

Maxim V. Vorontsov,
post graduate of the Law Institute of the Russian University of T ransport

Digitalization of the logistics industry:
main directions and legal regulation

Abstract. Modern information technologies and technical means together with
the development of scientific and technological progress abolish the boundaries
between technology and science and facilitate the penetration of innovations into
all spheres and sectors of the economy and society. The formation of a digital
economy is a task of strategic development in the Russian Federation. Various
spheres and sectors of the Russian economy are undergoing a digital transfor-
mation based on digital technology. Transportand logistics related to the transport
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and logisticsindustry are no exception. T he article deals with the current legal and
regulatory aspects regulating the transport and logistics industryin Russia on the
example of railway transport logistics and the regulation of its digitalization. These
legislative documents create an opportunity to implement digital state regulation
and management in order to achieve the goals and maximum effect.

Keywords: digitalization; digital transformation; logistics; legal aspects; legal
regulation.

Ceronns HaOOIaeTCSL aKTUBHAS 1M(POBast TpaHC(opMalys TPaHCIIOPT-
HOM OTpaciu — co3fgaercs IMpoBas TPaHCIOPTHAs HMHPPACTPYKTypa
(HampuMep, UHTEIUIEKTyaJlbHbIE TPAaHCTIOPTHBIE CUCTEMBI, IM(POBBIE perie-
HUSL JJTS1 TIACCAYKUPCKUX U TPY30BBIX TEPMHUHAJIOB U JIP. ), TIPOMCXOIHT IH(PPO-
BH3AIMS TPAHCTIOPTHBIX CPEACTB (TECTUPOBAHHE OCCITIOTHBIX TPAHCTIOPT-
HBIX CPEJICTB, Pa3BUTHE MOHWTOPHHIA U MPEIUKTHUBHBIX OOCTY:KUBAHHS H
PEMOHTa TPAHCTIOPTHBIX CPEZACTB U JIP. ), pa3padaThIBAIOTCS IIMPPOBBIE cep-
BHCHI (HATIpUMED, PEHICHHsT «MOOHMILHOCTH Kak cepsucy (MaaS)) u T.1.

HeobxommmocTh 1HpoBH3aIiy TPaHCTIOPTHO-JIOTHCTUIECKON OTpac-
JM — 3TO BOMPOC KOHKYPEHTOCTIOCOOHOCTH KOMTIAHHIA, OTIEPHPYIOIIHX Ha
PBIHKE, KOTOpbIE 3aMHTEPECOBAHbl B YBEJIMYEHUH OOBEMOB JIBIDKEHUSI TO-
BapoB, Pa3BUTHH HECHIPHEBOTO 3KCIIOPTA M POCTE JIOXOIIOB TOBAPOIPOH3-
BOJIUTENE.

OnHrM 13 KITIOYEBBIX HarmpaBlieHUH nesitensHocTH Poccuiickoit dene-
palmM Ha CpEJHECPOYHYIO IMEPCTICKTHBY SIBISICTCS pa3BUTHE IM(POBOI
SKOHOMHKH.

Tema 1mdpoBM3aIM SKOHOMUKH M Pa3BUTUS OJIOKYCHH-CUCTEM SIBIISI-
eTcsl KpailHe aKTyaJlbHOW W BBI3BIBAET OOJBINON MHTEPEC Y COBPEMEHHOTO
obmecTBa. PBHIHOK 3aMHTEPECOBAH B YBEIMUCHUM OObEMOB JIBIKEHUS TO-
BapOB, Pa3BUTUM HECHIPHEBOT0 SKCTIOPTA U POCTE JOXOIOB OTEYECTBEHHbIX
TOBApONPOM3BOJIUTENIEH, B TOM YHCJIe 3a CYET Mpouecca MHppPOBHU3AIII
SKOHOMUMKH U JIOTHCTHKH.

HudpoBmsaimsi JOrMCTHHECKONW OTPACId — BOMNPOC KOHKYPEHTOCTIO-
COOHOCTH KOMIIAHHH, ONEPUPYIONIMX HA JAHHOM PBIHKE, MOTOMY TOA-
JIepXKKa pa3BUTHS TEXHOJIOTHH CO CTOPOHBI BCEX CTEHKXOIIEPOB JTaHHOTO
PBbIHKA TPHHECET BBITOJy BCEM yJaCTBYIOIIMM Ha PhIHKE KOMTIAHUSIM.

ITpaBoBOE ObOecTeUeHHe JTOTHCTHKH — KOMIUIEKC WM TPOIECC OCY-
IIECTBIIEHNS] OPraHM3ALMOHHBIX MEPOIPHUATHI, ONpENEIsIEMBIX JENCTBY-
IOIMMH HOPMaMU MEKIYHApPOJHOrO M HALMOHAJILHOTO TPaBa, BBIMOJIHE-
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HUE KOTOpBIX B OINPENIEJICHHOM COBOKYIHOCTH M TMOCJIE0BATEIbHOCTH
TI03BOJISIET 3aKOHHBIM 00pa3oM COIEHCTBOBATH JOCTIDKEHHUIO TIOCTABIIC H-
HBIX JIOTHCTHYECKHX LeJIel U PEIICHUIO TPeOYEeMBbIX JIOTHCTUIECKUX 33129
B YCTQHOBJICHHBI CPOK C MUHUMAJIbHBIMU M3/ICPIKKAMU JIJISI UCTIONTHHT €JIst
JIOTHCTHYECKHX JIeHCTBHI, a TaKXkKe BOBJICUYEHHBIX BOJIBHO WIM HEBOJILHO B
3TO JedcTBHEe (UBMUECKHX U IOPHIMYECKUX JIMI] PY MUHUMYME OTpHLia-
TEJBHOTO BO3ACHCTBUS HA OKPYKAIOILYIO Cpey U O€3ycIIOBHOE COOMo I e-
HUM TapaHTupoBaHHBIX KoHcTurymmeit PO mpaB u cBobon ¢msudaeckux
JIVLI, BOBJICYEHHBIX B JIOTHCTHYECKHIA TIPOLIECC.

[TpaBoBOE OOECTICUCHHE JIOTUCTUKK BKIIIOYAET ACSATEILHOCTh KaK BHYT-
pU CTpaHbl, Tak U 3a pyOe’koM, Mo pa3pabOTKe HOBOH 3aKOHOAATENHHOM
0a3bl W 3aKIIOYEHUIO MEXKIIYHApPOIHBIX COIJIAIICHUM, HATPaBJICHHYIO Ha
COBEPILICHCTBOBAHKE JIOTHCTUIECKOM J1€ITEHHOCTH B CTpaHe M 3a €e mpe-
JleNaMy TpH COXpaHECHWM mOpuopuretra uHTepecoB Poccuiickoin Denepa-
MY, €€ IpakaaH M COIO3HUKOB.

BHenpenre 1M(ppOBBIX TEXHOJOTHI B JIOTUCTUYECKUE TPOIICCCHI TIPE T-
IpUATHS HEOOXOAMMO paccMaTpHUBATh KaK HEOThEMIIEMYIO YACTh Pa3BUTHA
JIOTHCTHMECKON CUCTEMBI U MPEANPUSTHS B IIEJIOM B COBPEMEHHBIX yCJIO-
BusiXx. DopMupoBaHWE KOMIUICKCHOW IM(PoBOi WHPACTPYKTYphI CIIO-
COOCTBYET ONTHMIBAIMU JIOTHCTHIECKHUX TMPOLECCOB MPEANPUATHI C MU-
HUMAJIbHBIM yY9aCcTHEM YeJIOBEYECKOro (akTopa.

Ceituac nenp — cdopmupoBats B Poccun ennHoe 1mdpoBoe TpaHC-
MOPTHOE MPOCTPAHCTBO, CAEJNATh MACCAXMUPCKHE U IPY30BbIE MEPEBO3KH
Oosee Oe30MacHBIMH, YJIOOHBIMH, JOCTYIHBIMU JJIS JIFOJIEW W OW3Heca,
CHIBHTH M3JICPKKH, PACIIHPHTH SKCTIOPTHBIC U TPAH3UTHBIE BO3MOYKHOCTH.
Jms pemienns 3THX 3a71a9 MPEYCMOTPEH BEIOMCTBEHHBIN MPoeKT «l{nd-
POBOI TPAHCTIOPT M JIOTHCTHUKA», KOTOPBIA pa3pabaThiBaeTcs B pamKax
rocylapcTBEHHBIX HPOrpaMMBbl MO LM(PPOBU3AIMH 3KOHOMMUKH, JIOTMCTHKH
W Pa3BUTHIO HA 3TOW OCHOBE TpaHcmopTa [https//www.mintrans.ru].

I{ucppoBas morucTuka — 3TO yNpaBIICHUE JIOJCKAMH, MaTepHaIbHBI-
MU, HHPOPMAIMOHHBIMU U (PMHAHCOBBIMH TIOTOKAMH HA OCHOBE HX OITH-
MUBAIMH IS PeIIeHHs 3a/1a9d MUHAMIBAIMY 3aTPaT ¢ MPHIMEHEHHEM CO-
BPEMECHHBIX HHPOPMAIIOHHBIX TEXHOJIOT M.

B nenom, nemm 1mdpoBoit TpaHcpopMalmM JIOTUCTUKU COCTOSIT B Clle-
ayromeM: 1) TOBBINIEHHE TPAaHCHOPTHO-TPAH3UTHOTO TMOTEHIMANa U
BHEILIHETOProBoro obopora Poccuy; 2) BHeApeHWE M pa3BUTHE CMeIlaH-
HBIX (MYJIBTUMOJQJBHBIX) TEPEBO30K; 3) OOECIeUYEHHe ITOCTYIHOCTH H
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Ka4eCTBa TPAHCIOPTHO-JIOTUCTUMECKUX YCIYT TPY30BBIX NEPEBO30OK; 4)
obecrieyeHre TOCTYIHOCTH U Ka4eCTBA TPAHCIIOPTHBIX YCIIYT ISl HAacee-
HAS B COOTBETCTBUM C COIMAILHBIMH CTaHAAPTaMU, 5) TOBHIIICHHE 3(-
(hDeKTHBHOCTH YNIPABJICHHS TPAHCTIOPTHOW HMH(PPACTPYKTYPOH; 6) COo31aHue
wiaT(opMBbl Tapu(HOro peryImpoBaHus MEPEeBO30K U OIVIATHI MPOE3a.

HopmartuBHOe perynupoBaHie JOTMCTHUECKOM AESATENBHOCTU TIpe .-
CTaBJE€T COOOM eAMHYIO CTPYKTYpPY WIH MPOLECC PeaM3alii Meponpusi-
TUMA OPraHW3alMM B COOTBETCTBUHU C JECHUCTBYIOIMMHU HOPMaMH MEKIYHa-
POIHOTO M OTE€YECTBEHHOI'O 3aKOHOJATENbCTBA, CJICAOBAHME KOTOPHIM B
HEKOTOPOW CHUCTEME M XPOHOJIOTMU JAeT BO3MOXHOCTH JIETHTUMHBIM CIIO-
co0OM CcTIoCOOCTBOBAThH Pe3ybTaTUBHOCTH BBITNOIHEHMS 1iesiel B 00J1acTH
JIOTHCTHUKHU U PELICHHUIO HEOOXOAMMBIX JIOTUCTHYECKHUX 3a/1a4.

ITpuHATHIM Ha TEKYIIMIA IEPUO TWIAH PAOOTHI N0 BEIPAOOTKE 3aKOHO/ A~
TEJIbHBIX MHHUIMATUB B 0071acTU 1M(POBOK SKOHOMHKH, M(PPOBOI JIOTUCTH-
KU ¥ TIPABOBOT'O PETYJIMPOBAaHMs, & TAKKe NpejiokeHne o cozaannu Koop-
JIMHALIMOHHOTO COBETA MO OOCYKACHHIO 3aKOHOAATENbHBIX MHULMATHUB MPU
Mumnrpance Poccun, 6yneT criocoOCTBOBaTh pOCTY KOHKYPEHT OCTIOCOOHOCTH
Y YKPEIUIEHHIO [O3ULIMM TPAHCTIOPTHBIX U JIOTUCTUY €CKUX KOMITaHMii Poccun
Ha BHYTPEHHEM U MEKITYHAPOIHOM PHIHKaX MEPEBO30K, MOBBICUT ((PEeKTHB-
HOCTH B3aMMOJICHCTBHS Pa3JIMYHBIX BUIOB TPAHCTIOPTA B JIOTUCTUYECKUX CH-
CcTeMax M TOBapOIPOM3BOIAIMX CETSIX, IOMOXKET CHIBHUTH (DH3UUECKHE U He-
¢dmuyeckre Oapbepbl B IBIKEHUN IPY30B, OYIET CIOCOOCTBOBATH PA3BUTHUIO
TPaH3UTHOT'O NOTEHIMaa Hallel cTpaHbl. Bee 310 B koHeUHOM urore 0yaeT
CIOCOOCTBOBATH CHIKEHHIO JIOJIM TPAHCTIOPTHOM COCTABIISIOIICH B CTOUM O-
CTH TOBapOB 1 ONTUMI3AIMHI TPAHCTIOPTHBIX 3aTpPaT.

Takum 0OpazoM, (hOpMHUPOBAHHUE COBPEMEHHON TEXHOJIOTHYECKOH cpe-
JIbl HA OCHOBE TEpeaOBhIX MH(OPMAIMOHHBIX TEXHOJIOTHH, KOTOpPbIE aK-
THUBHO CTPEMUTHCS MCIOJIB30BAaTh TPAHCIIOPTHAs JIOTHCTHUKA, CO3IAI0T
OTPE/ICJICHHYI0 COBEPILEHHO HOBYIO IUIOCKOCTH TI'PakIaHCKO-TIPABOBOT'O
PEeryJIMPOBaHUA.

ITogBoast mToOr, MOXKHO CKa3aTh, YTO B HACTOSIIEE BPEMS BHIHBI KaK
SBOJIIOLMOHHBIC, TAK M PEBOMIOLMOHHBIE TyTH Pa3BUTUS OTPACIH, K KOTO-
pPbIM U OTHOCATCS 1MQpPOBBIE TexXHONOrHH. POpMUPOBaHHE COBPEMEHHON
TEXHOJIOTMIECKON Cpe/ibl Ha OCHOBE IEPE/IOBbIX MH(POPMALMOHHBIX TEX-
HOJIOTH, KOTOpbIE aKTHBHO CTPEMHTHCS MCTIONB30BATh TPAHCTIOPTHAS JIO-
THCTHKA, CO3AI0OT OIPE/IEJICHHYI0 COBEPILEHHO HOBYIO IUIOCKOCTBH I'PajXk-
JTAHCKO-TIPABOBOT'O PETYJIMPOBAHUS.
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3uHoBLeBa Bepa BukropoBHa,
acnupaHT Kopuamnyeckoro MHCTUTyTa POCCUICKOTO YHUBEPCUTETA TPAHCNOPTa
(MWWNT)

AHanu3 cyae6HOM NpakTUKK N0 aAMUHUCTPATUBHBLIM
npaBoOHapyLeHusam B cepe MHGOpMaLMOHHOWK 6e30nacHOCTH

AHHomayusi. B cTatbe npoBoagnTCs UccnenoBanue cyaebHbIX Aen o Hapywe-
HUSIX, CBA3AHHBIX C 3aLLMTON MHhopmaumu no cTaTbsm Kogekca Poccuiickon de-
nepauny 06 agMMHUCTPATUBHBIX MPABOHAPYLLEHWSX, BbIAENAKTC A XapaKTEPHbIE
0COBEHHOCTU U3YMEHHBIX CYAEOHbIX Aen W AenatTcs BbiBOAbI 0 npobnemax npu-
BNEYEHUs K aAMUHUCTPATUBHON OTBETCTBEHHOCTV B paccMaTpruBaemon ceepe.

Krtouesble croga: nHghopmauysi; uHopMaLoHHas 6e30nacHOCTb; agMUHK-
CTpPaTMBHAs OTBETCTBEHHOCTb; NEPCOHANbHbIE JaHHbIE; 3aLuTa MHGOPMALWN.

V. Vera Zinovieva,
post graduate of the Law Institute of the Russian University of Transport

Analysis of judicial practice on administrative offenses
in the field of information security

Abstract. The article studies some court cases on violations related to the pro-
tection of information under the articles of the Code of the Russian Federation on
Administrative Offenses, highlights the characteristic features of the studied court
casesand draws conclusions about the problems of bringing to administrative re-
sponsibilityin this area.

Keywords: information; information security; administrative responsibility; per-
sonal data; information protection.

IlepeBon  OombumMHCTBa  MH(POPMAIMOHHBIX ~ apXUBOB, JEHE)KHBIX
CPeJCTB ¥ KOMMYHHUKAIMK B JEKTPOHHYIO (POPMY CO3/1aJ1 CAMOCTOSATEb-
HBIM THm akThBa — wH(opMarmo. Kak nmrobasi 1eHHOCTh, OHA TOJIBepra-
€TCS PA3NMIHBIM TPECTYMHBIM M HECAHKIMOHUPOBAHHBIM TIOCSTATEIh-
cTBaM. BO3HHKaIOT CyIIECTBEHHbIE PUCKU U B 00J1aCTH 0O€CTieYeHHs TOC-
ylIapcTBEHHOH Oe3omacHocTH B cdepe MHPOpMAImK, OCHOBHBIE YIPO3BI
Ha3BaHbl B JlokTpuHe nHpopMmaimonHol OGezonacHocTH Poccuiickoit De-
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nepaimn (yrBepxkiaeHa Ykasom [Ipesumnenra P® or 05.12.2016 Ne 646).
HrHoprpoBaHie BO3HMKAIOUIMX MPOOJIEM TNPHBOAWT K TIOTEPE KOHKYpEH-
TOCTIOCOOHOCTH KaK Ha TOCYZapCTBEHHOM, TaK W Ha KOPIOPATHBHOM
ypoBHe. CTpaZaloT OT MpPEeCTYIUICHUH, COBEPIIAEMbIX B HH(POPMAIIIOHHON
ctepe, u rpaxnase.

B mocnemnrie roawsl Bompochkl oOecriedeHuss MHOOPMAIMOHHOW 0e3-
OIACHOCTH NMPUOOPETAIOT OYECHh BAXKHOE 3HAUCHHE, & C YIETOM OOBSIBIICH-
HOTO Tiepexojla K IM(pPOBONH KOHOMUKE, aKTYaJbHOCTh 3TOH MPOOIIEMBI
YCWIMBAE€TCSI MHOTOKPATHO. YBEJIMYEHHE YIPO3 LEJIOCTHOCTH M KOH(PU-
JICHIMAJIbHOCTH MHPOPMAIMK TpeOyeT BHUMATEJIBHOTO OTHOIICHWS K 3a-
Jlaye ee 3alluThl.

B cBs13u ¢ 3TUM mpeicTaBIAETCS aKTyaJbHBIM MPOBECTHU UCCIIEI0BAHNE
CylleOHBIX JIeJI O HAPYIICHUSX, CBS3aHHBIX C 3aIUTON MHPOPMAIMH TIO
crathsaM Kopmekca Poccuiickoii Denepampii 00 aIMHUHICTPATHUBHBIX Tpa-
BoHapymieHwix (manee — KoAll PD).

s uccieioBanys OBLIM BRIOPAaHBI CTAThH, KOTOPBIC OTHOCATCS K 00-
paboTke u obecreueHn0 OE30MaCHOCTH MEPCOHANBHBIX JAHHBIX, HApYIIIe-
HUIO TIpaBWI M HE3aKOHHOM JIEATEJILHOCTH B O0JIACTU 3al|Thl HHPOPM a-
MM ¥ Pa3TIAIIeHAI0 MHOPMAIMK OrPaHUd €HHOTO JIOCTYTIA.

OCHOBHOU aKIEHT WCCJIeIOBaHUs OBUT CJIeJIaH Ha BOMPOCHI oOecTiey e-
HUS 3a1MTHl MHQOPMAIMK B aBTOMAaTU3UPOBAHHBIX CHCTEMaX, B TOM YHC-
e pu 00pabOTKe MEPCOHATBHBIX JaHHbIX.

JIsl MOATOTOBKM HACTOSIILETO HCCIEOBaHUA PacCMOTpeHo Oonee 2
ThIC. 3amiceit, copepxammxcsi B [AC «lIpaBocynue» M OTHOCSIIUXCS K
HpaBONPUMEHUTENbHON npakTuke o ctT. 13.11—13.14 KoAIl P® (13.11
— 72% wu 13.14 — 25,8% nen) 3a nepuox ¢ 1 saBaps 2019 r. mo 31 me-
kaopst 2020 r.

Wnnmatopamu Bo30yKIE€HUsI el ABJINCh HE TOJMBKO CaMM MOCTpa-
JIaBIIME OT PAcMpOCTPaHEHUs MX NMEPCOHABHBIX JIaHHBIX, HO M Tocyaap-
CTBeHHbIe opranel: PockomHamzop wm npokyparypa P® (38% nen) mpu
NPOBEICHUN TIPOBEPOK.

BaxHO OTMETHTH, 4TO CPOK JTABHOCTH JIJIsl aIMHHHICTPATUBHOTO MPABO-
HapymeHuss cocTaBisit B 2019—2020 rr. Tpu mecsama. Takum oOpasom,
3asgBUTENsIM B 18% N1e oTKa3ai B pacCMOTPEHNH Cy1e0HOro Jiesa B CBS-
3M C UICTEUEHHEM CPOKa JaBHOCTH.

KoAIl P® conepsur cnenyromue cTaThy 1o uccyiegyemoit reme: 13.11
— «Hapymenre 3akoHOmaTenbcTBa Poccuiickoit Denepammm B 001acTh
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nepcoHaIbHbIX», 7.31.1 — «Hapymienne nopsiika u (W) CpOKOB BO3Bpa-
Ta JICHS)KHBIX CPEJICTB, BHECEHHBIX B KauecTBE oOecreueHus 3asBOK Ha
ydacThe B ONPEJSNICHAM TOCTaBIMKA (TIOAPSAYNKA, WCTIONHUTENS), TO-
psiiKa U (WIM) CPOKOB OJOKMPOBAHMS ONEpalyid Mo CUeTy y4acTHHKA 3a-
KYyIIKH, TOpsI/IKa BEJEHUS peecTpa YYaCTHHKOB AJIEKTPOHHOTO ayKILMOHA,
MOJTYyYMBIIMX AKKPEIUTAIMIO HA 3JIEKTPOHHOM IUIOMIAJIKE, MPaBWI JOKY-
MEHT0000pOTa TpU TPOBEACHHM 3JIEKTPOHHOTO AYKIFOHA, pasTiialleHHe
OIepaToOpPOM JIEKTPOHHON IUIOMIAAKH, JODKHOCTHBIM JIMLIOM OIEpaTopa
SIIEKTPOHHOM IUTOMAKY MH(MOpMAImMK 00 yJacTHUKE 3aKYIKH IO TOJBE-
JIeHUs1 Pe3yibTaTOB AJIEKTPOHHOIO ayKimoHa», 13.12 — «Hapymenue
npaBWwi 3ammuThl uHbopMamy, 13.13 — «He3akoHHast NesTeNLHOCTH B
obnactu 3ammrhl uHpopMarmm, 13.14 — «Pasrnamenue vHbOpMAIH ¢
OrpaHMYEHHBIM JocTyrnom», 15.21 — «HemnpaBoMepHOe HCMONB30BaHUE
nHCaunepckon mHpopmaimmm, 17.13 — «Pa3rmamienie cBeaeHUA 0 Mepax
oe3omacHocTw», 20.24 — «He3akoHHOE WCIONIL30BAHME CIIEIHAIILHBIX
TEXHUYECKUX CPEJICTB, MpEJAHA3HAUYCHHBIX JJISI HETJACHOTO MOMYydeHUs
uHpOpMaIMK, B YACTHOM JETEKTUBHON WM OXPAHHOU JESTEIbHOCTI.

C 27 mapra 2021 r. BcTymai B cuty niosioxkeHus deaepanbHOro 3aKo-
Ha or 24.02.2021 Ne 19-®3, cormacHo KOTOPHIM OBUIM YBEIIHMHEHBI IITpa-
GBI 3a HapymieHHe 3akoHonatenbcTBa PD B 001acTH MepCOHANBHBIX JaH-
HBIX, MPEIYCMOTPEHB! Tpadbl 32 MOBTOPHBIC HAPYIICHUS M UCKITFOYEHA
Mepa aJIMMHUCTPATUBHOIO HAaKa3aHMS B BHIE MPEAYNPEXKICHUSI IO HEKO-
TOPBIM MyHKTaM.

BMmecTe co mrpadaMu yBenrmueH CpoK 1TaBHOCTH MPHUBJICYECHHS K aIM U-
HUCTPAaTHBHOM OTBETCTBEHHOCTH 32 HAPYIICHHS B 00JIACTH MEPCOHAIBHBIX
JaHHBIX C Tpex Mecsnes 70 roaa (4. 1 cr. 4.5 KoAlIl P®). B ciyuae npu-
3HAHUS aJIMUHHACTPATHUBHOTO MPABOHAPYIICHUS! JJIAIMMCS, CPOK MCUHCIISI-
eTCs co IHI OOHapyKeHHs TaHHOTO MpaBoHapylieHus (4.2 cT. 4.5), T.e. co
JIHsA, KOT/Ia JIOJDKHOCTHOE JIMLO, YTOJHOMOYEHHOE COCTaBISITH MPOTOKOIN
00 aJMHHHCTPATHBHOM TPaBOHAPYIICHUH, BHISIBINIO (PAaKT €ro coBepile-
HUS.
11 mons 2021 r. 6GbUT OonyOJMKOBaH (eepatbHbIi 3aKOH 00 yBeJHUe-
HAM 1TpadoB 3a pasriameHue MepcoHANBHBIX JaHHBIX. COrjaacHo JTOKYy-
MEHTY yBEIMUWIMCh MTpadsl 3a pasrialieHue HHPOPMAlMM C OrpaHu-
yeHHbIM JtocTynoM (cT. 13.14): nns rpaxman (panee cocTaBisuti or 500
py6. 1o 1 TeIC. py0.) ot 5 o 10 ThIC. pyo., I JOIDKHOCTHBIX JIHII (paHee
COCTABIBSUIH OT 4 THIC. 710 5 TBIC. py0.) — 10 50 ThIC. py0. Y TOUHICTCSI, UTO

205



10/ JaHHOE ONpeJeJICHUE MONAA0T pasyiMyHasi KOH(pHICHIMAIbHAS WH-
dopmarms, BKIIFOUast KOMMEPUECKYI0 U OAHKOBCKYIO TaiHBI, TAlHY CBS3H.
JIi ropuIHYecKUX JHIl ITpadel He WBMEHWIHCH W cocTaBiaioT ot 100
ThIC. 10 200 THIC. pPYO.

VY CI0BHO CTaThy MO HapyLIEHWIM B cepe MHPOpMaIMOHHOM Ge3omac-
HOCTH MOXKHO Pa3JeNTh Ha Tpu Tuma. [lepBwIif THI TaKUX CTaTEl OTHO-
CUTCS K yT€UKaM TNEepCOHAIBHBIX JTaHHBIX, BTOPOH — K HAPYIICHUSM B
cepe 3ammrel WHGOPMAIMH, TPETHUH — K HAPYIICHUSIM, CBSI3aHHBIM C
OTKa30M B JIOCTyNe K MH(popMaImy, Hepa3MeIlleHHeM HHpopMammi B OT-
KPBITOM JIOCTYIIE, CO CBOOOIOW CJIOBA, MPOMNAaraHuoi, KJIeBeTOW, HapyIie-
HUEM aBTOPCKUX IpaB, pa3MeIleHHEM BaKaHCHIL, coieprkaimx HHpopMma-
IMIO IMCKPUMHUHAIIMOHHOIO XapaKTepa ! T.IL

BaxHo OTMETHTH, YTO HACTOSAIIEE HCCIIEJOBAHHE OBUIO OrPaHMYEHO
CTaThsIMU M TEMH UX YACTSIMH, 110 KOTOPBIM 32 UCCJIEAyEeMbI NIEPHO/L 1M €-
ercst uapopmammsi B ['AC «IpaBocynue» u peneBaHTHBIMHU TEMATHKE yTe-
yeK MHpOPMAlMM OrPaHIMYEHHOrO JOCTYIMA, KOTOpbIE OTHOCATCS K HApy-
IIeHWSIM B 00JIaCTH 3alMThl MHQOpPMAIMK, B TOM YHCJIE TMEePCOHABHBIX
JaHHbIX, @ uMeHHO: cT. 13.11 (u. 1, 7 u 8), 13.12 (u. 1), 13.13 u 13.14
KoAIl P®.

Jnst mpuMepa pacCMOTPUM caMble TPOMKHE JIeJIa B HCCIIeTyeMoit 00J1a-
ctu. Tak, ¢ 1 cenrsiops 2015 r. kommanuy 00s13aHEI 00padaTHIBATh U Xpa-
HUTh TEPCOHAJIbHBIE JIaHHBIE POCCUSH C HCIONb30BaHMEM 0a3 JaHHBIX,
pa3MeleHHbIX Ha Teppuropur P®. OnHako OTBETCTBEHHOCTD Oblla ycTa-
HOBJICHA TOJIBKO co 2 nekabps 2019 r. 3a HapyleHHe 3aKOHa B YaCTH JIO-
kammamn (TpedoBanms 4. 8 cT. 13.11 KoAIl P®) npexycmorpeHo Haka-
3aHME B BUJE mTpada s FOPHINIeCKUX JIIT B pa3Mepe 10 6 MIH pyo.

Ha ceronnst xpaneHue mepcoOHANBHBIX JAHHBIX POCCHHCKHX MOJH30Ba-
Tenel nokanm3oBaiu nopsiaka 600 mpeacTaBUTENbCTB 3apyOeKHBIX KOM-
nannii B Poccum, cpenu koropeix Apple, Microsoft, LG, Samsung, PayPal,
Booking u np. Tem He MeHee P KPYIHEHIINX HHOCTPAHHBIX KOMITaHHIA
TIPOMTHOPHPOBATIH TPeOOBaHUS 3aKOHA TI0 OOecreucHUo HHpopMaIMoH-
HOI 0€30MacHOCTH TaHHBIX rpaxnan Poccun.

Pockomuanzop B 2019 r. wHMIMHpOBaj B OTHOLICHMH TWitter wu
Facebook agmunmcTpaTiBHOE Npom3BoACTBO. 13 despans 2020 r. Mmupo-
BbIM Ccylbel TaraHckoro pamoHHOro cyga r. MOCKBbI KOMIIAHWM JAHHbIE
KOMIIAHAA 3a OTKa3 JIOKAJIM30BaTh IEPCOHAJIbHBIE JAHHBIE POCCHSIH Ha
Teppuropui P® ObuM TNpU3HAHBI BHHOBHBIMU B IPaBOHAPYILECHUSX,
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npenycMorperHsix 4. 8 cT. 13.11 KoAIl P®. Kaxnoii koprioparmu 061710
HAa3HAYCHO HaKa3aHWe B BHIE aJIMHUHHCTpATHBHOTO ITpada B pazmepe 4
miH py0. Komnanus Facebook mrpad omnariia, B To BpeMst Kak Twitter
OTKa3aJICs BHITIONHATH TPEeOOBaHWE W TIOMAJ aTCIUIAIMOHHYIO Kainol0y 28
despains 2020 r. Cyn xano0y OTKIOHHI.

B cenrsiope 2021 1. cyneOHple MPUCTABBI MPUIILTH B POCCUHCKHIA Oduc
amepukaHckoi kopriopammn Google, 4TOOBI B3BICKATh HEOIUIAYCHHBIC
mrpadpl, BEIFCAHHBIE KOMIAHMM. AJIBOKAT KOMIIAHWMM COOOII MpUCTa-
BaM, 4To onu npunum B opruc OO0 Google, a npereHsuu cyaa KacarTCs
xomnanni Google LLC, koropast Haxomurcst B CIIA.

W ato6w1 m30exkaTh oao0HBIX curyalmii B Oyaymiem B 2021 r. 'ocy-
napctBeHHas Jlyma omoOpmia 3aKOHOMPOEKT, OOSI3BIBAIOLIMI KpYIHBIE
3apyoexxasie U T-komnanmm ¢ exxeqHeBHON aynuropueit B Poccum ot 500
TBIC. YEJIOBEK OTKPHIBATH CBOM NpeicTaBUTENbCTBA B Poccrm. Takue opra-
HMBaIMM TODKHBI OyayT ¢ 1 sHBaps 2022 r. co3gaTh (Quimaibl, OTKPHITH
TPE/ICTABUTEIbCTBA WIN YYPESIUTh POCCHICKUE IOPUIMMECKIE JIMIA, KOTO-
pble B TIOJHOM 00beMe OyIyT MpeacTaBITh HHTEPECH TOJIOBHBIX KOMIIa-
HUI BO B3aUMOJENCTBUM ¢ POCKOMHAN30pOM.

Crenyetr OTMETHTH, YTO SBHOM KOPPEJALMH MEXKIY TSDKECTBIO HApy-
IIEHUs W BEJIMYMHOW HAaKa3aHWs HE TPOCIEKMBAEeTCs. Tak, 370yMBIIIIE H-
HUKY, KOTOpbI ckormpoBas w3 'AC «BpiOOpe» Ha ChbeMHBIH HOCHTEINb
JaHHble m30upaTenel omgHoro u3 ydacTkoB B PecmyOmuke Tartapcras,
HazHauw mrpad B pazmepe 1500 pyO. (kcTaTuh, maxke Takod mrpad
HApYyLIUTEIb TBITAJICA OCTIOPUTH, IPUYEM YEeThIPEKAbl, HO O0e3pe3ynbTaT-
HO). A 3a 3BOHKH B PEKJIAMHBIX [EJAX CyIbl HA3HAYAM aIMHHICTPATHB-
ueie mrpadsr ot 5 10 30 THIC. PYO.

Taroke 1o UTOraM HCCIICJIOBAHMIO MOYKHO CJEJIaTh BBIBOJ, YTO Ooliee
TPETH NPaBOHAPYILLIEHUH OB COBEPIIEHBI C MOMOILBIO ceTH «HTepHeT,
KOMIIbIOTE€POB, T€JE(POHOB U JIPYTHX CHCTEM, YTO FOBOPHUT O HEJIOCTATOY-
HO BBICOKOM YPOBHE HH(POPMAIMOHHONH O€30MacHOCTH opraHmzalmi. B
OCTaJIbHBIX CIIy4asX yTEeYKH KOH(PHISHIMAJIBHOM HWH(OpMAIWMK TPOU30-
DM Yepe3 HeaBTOMAaTH3MPOBAHHBIC KaHABI 00paOOTKH JTaAHHBIX.

WHrepecHoil 0COOCHHOCTHIO M3YYEHHBIX CYIEOHBIX NIEJ SBISICTCS TO
(akT, 4TO BO BCEX JAeJsaX AOCTYI K PACKPBITHIM NEPCOHAILHBIM JJaHHBIM U
JIpyroi KOH(PUICHIMAILHOM MHpOpMalmy ObUT TIPABOMEPHBIM, T.€. TIEp-
COHAJIbHBIE JTaHHbIE OBUIM PACKPBITHI COTPYAHMKaMu opraHmaimii. OT-
BETYMKAMU B CYACOHBIX JieNaxX BBICTYNAIM COTPYIHHUKH M JIOJDKHOCTHBIC
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JMIA, 3 HE 3JI0YMBILUICHHUKY, MOMYYMBIIME JOCTYI K JIaHHbIM HeJleTajlb-
HO m3BHe. OUEBHIHO, YTO Je€Jia, KACAIOIIMECs HeCaHKIMOHUPOBAHHOIO
JOCTyMa K KOH(pUICHIMATLHOW HMH(POPMAIMM CO CTOPOHBI XaKEPOB WU
JIPYTHX HapyLIUTENEH, CyAbl pacCMaTpHUBAIOT Mo cTaThsiM YK PO.

Taxum 00pa3om, yUUTHIBasI M3JI0KEHHOE, MOXKHO CJIE€NIATh CIIEyIOLIre
BbIBO/IBL.

1. Hecmotpst Ha Hammuume denepaibHbix 3akoHOB 1 ctateir KoAIl PO,
OTHOCAIIMXCS K 3aIIUTe MHPOpPMAIMH, B TOM YHUCJE TePCOHAIBHBIX JaH-
HBIX, HAa TEKYIM MOMEHT CyaeOHasi MpPaKTHKa B 3TOU cepe Hepa3BHTA.
[TpranHO# STOMY MOXKET CIIyHTh OTCYTCTBHE TOCYIapCTBEHHBIX TPeoo-
BaHWH U MpaKTUKU MHPOPMHUPOBAHKS MOCTPAJABUIMX M TOCYIapCTBEHHBIX
opraHoB 00 yTedkax KOH(WIEHIMAILHOW WHPOPMAIH, B CBSI3H C YEM
HEOOXOAMMO YCTAHOBJICHHE aJMUHHCTPATHBHON M YTOJOBHOW OTBET-
CTBEHHOCTH B OTHOUICHMH JOJDKHOCTHBIX JIMI] 32 HEMH(POPMHUPOBAHHE O
MO/TOOHBIX MHIMICHTaX.

2. BBumy peaxoctu oOpallleHHil B Cyn JHIIAMH, TIOCTPaAaBIIUMHU OT
yTedeK MepPCOHATbHBIX JAHHBIX, U HM3KMMU InTpadamMu 3a OONBIIMHCTBO
HapyIIeHWH MpaBwi 0e30MacHOM 00pPa0OTKH TIEPCOHAILHBIX JAHHBIX, CH-
Tyamwst B 9TOH cepe Toka IIioxo KOHTPOoIupyeMa.

B 2022 r. pu mocTyIieHMM HOBBIX JaHABIX 32 2021 T. miaHupyeTcs m3y-
YUTh, KaK M3MEHWIACH CUTYALWsI ¥ TIOBJIMSLIIO JIX HA HE€ TOBBIIICHHUE MITPa-
¢oB 3a HapyILIEeHHs, CBA3aHHbIE C 00PaOOTKOM NepCOHATBHBIX A HHBIX.

Ko3auyenko Hagexna EBreHbeBHa,
acnupaHT KOpuanyeckoro HCTUTYTa PoCCHIACKOTO YHUBEpPCUTETA TPAHCNOPTa
(MWWNT)

MpaBoBoOe perynupoBaHue N KpUTepmm
NPOU3BOACTBEHHOW CUCTEMbI

AnHomayus. OGbeKToM NCCreaoBaHns HacTosiLLeN paboTsl SBNSIE TCA NpaBo-
BOE perynMpoBaHWe NpOW3BOACTBEHHOMO MpoOLecca, rae BbICTyNaeT cuctema
CTaHOapTM3aLmn 1 Npon3BOACTBA. B kayecTBe npeameTa UCCNEA0BaHUS BbICTY-
nMaeT nNpaBoBas CuCTeMa, PaBOBbIe HOPMbI OXPaHbI OKPYXKAtOLLE Cpefbl, X035 -
CTBEHHas JesATENbHOCTb, TPAaHCMOPTHAS 1 NPOMBbILLTEHHas Ge30MacHOCTb, C UC-
Monb30BaHNEM KOTOPbIX OCYLLECTBNAETCA NPABOBOE PErynpoBaH1e 1 Npou3Boa-
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CTBEHHas cuctema. 1o pesynsTataMm UCCneaoBaHNs C UCMONb30BaHEM METOANKA
(hopMarbHO-OPUANHECKOTO aHan13a aBTOPOM CAEeNaHbl BbIBOLbI O BO3MOXHOCTH
OXapakTepu3oBaTh TPOU3BOLCTBEHHOE perynnpoBaHue kak Hanbonee addekts-
HOe B CMyyae, ecnu NporHO3upyeMbIi Pe3ynbTaT BO3AENCTBUS JOCTVXUM Mpu
Habope onpegeneHHbIx napameTpos. O6o3HaueHsI NpobrieMHble acnekTs Npaso-
BOrO PEryNMpOBaHMS W KpUTEPUM NPOM3BOACTBEHHON CUCTEMBI. B TO e Bpems
ANS TaKOro PerynupoBaHns NPOU3BOACTBEHHON CEpbl HyXHO 0603HaUNTL Che-
aytowmne, Tpebytowimne bonee yHaaMEHTANBHOMO U3y4eHUs NpobnemHble acnek-
Tbl. B cTaThe paccMoTpeHHble TeOpeTUYeCkue Uaen u MeToLONOrMYECKUE NPUH-
UMbl MOAX0Aa K OpraHu3aunmn ynpaBfieHUs NPOU3BOACTBEHHON AESTENbHOCTU
NPOMBILUMEHHbIX NPeanpusTMiA. Pa3suTue cucTeMsbl B AanbHeinlleM crnocobHo
obecneumnTb OLLYTMMOE NPOABMXEHMNE B HANPaBIEHNSX OpraHU3aLMoOHHO CUCTe-
Mbl YIPABIEHNS U AMarHOCT KA COCTOSHWUS NPEANPUATUS.

Kntodeeble criosa: npaBoBOE peryrnmpoBaHue; NpoM3BOACTBO; CTaHAAPTA3a-
Lus; TpaHcnopTHast 6e30MacHOCTb; perynpoBaHue; NPOaYKLMS; SKOHOMUKA.

Nadezhda E. Kozachenko,
post graduate of the Law Institute of the Russian University of Transport

Legal regulation and criteria of the production system

Abstract. The object of research of this work is the legal regulation of the pro-
duction process, where the system of standardization and production acts. The
subject of the study is the legal system, legal norms of environmental protection,
economic activity, transport and industrial safety, with the use of which legal regu-
lation and the production system are carried out. Based on the results of the study
using the methodologyof formal legal analysis, the author concludes thatitis pos-
sible to characterize production regulation as the most effective if the predicted
impactresultis achievable with a set of certain parameters. Problematic aspects of
legal regulation and criteria of the production system are identified. At the same
time, for such regulation of the production sphere, it is necessary to identify the
following problematic aspects that require more fundamental study. The article
discusses the theoretical ideas and methodological principles of the approach to
the organization of management of production activities of industrial enterprises.
The developmentof the system in the future is able to provide tangible progress in
the directions of the organizational management system and diagnostics of the
state of the enterprise.
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IIpaBoBas cucTema ompejaessieTcsl KaK «peabHOCTh, OXBaThIBAIOLIAs
c000#1 BCIO COBOKYMHOCTH BHYTPEHHE COTJIACOBAHHBIX, B3aHMOCBS3aHHBIX
COIMAJIEHO-OJTHOPOJHBIX FOPHIMYECKHX CPEJCTB, C TMOMOIIBIO KOTOPBIX
TOCY/IapCTBEHHAs! BIIACTH OKa3bIBACT PETYIIATHBHO-OPraHM3yIoIIee U CTa-
OwnBHpyollee BO3ACHCTBHE HA OONIECTBEHHBIC OTHOIICHHUS. JTO KOM-
IVIEKCHAasl peryJvpyrolas KaTeropus, oTpakaromas BCIo IpaBoOBYIO opra-
HIBAIMIO O0IIIECTBA, IIEJIOCTHYIO TPABOBYIO JleHCTBUTENHHOCTEY [6]. Ilpa-
BOBasl CHCTEMa, W MPABOBOE PETyIHpOBaHUe (HaKTUIECKH OOBEIUHSIIOT B
ce0e IopIIMIecKHe CpeiCTBa.

AJIMUHHCTpAaTHBHOE TIpaBO, KaK OTpACIM TpaBa BHICTYMNAIOT B cdepe
roCyIapCTBEHHOIO YIPaBJICHHS, B TIpeJieaX KOTOPOH CYOBEKTHI UCTIONHH-
TEJbHOM BJIACTU TIOBCETHEBHO PYKOBOMISAT XO3SHCTBEHHBIMH, COIMAIbHO-
KyJIbTYPHBIMU ¥ aJMHHUCTPATUBHO-TIONUTHYECKIMH Tiporieccami [1]. 3a-
KpeIUIsis TMpaBmwia TOBEACHUS B 00JAaCTH TOCYJAapPCTBEHHOIO YNPABIICHHUS,
aJIMUHUCTPATHBHOE TIPABO MPHIAET YNPaBICHIECKIM OTHOLICHUSIM CTATYC
NPAaBOOTHOIICHHH, PsiJT SKOHOMHKO-TIPABOBBIX PETYIISITOPOB TPOM3BOICTBA.

B 10153y NpOM3BONICTBEHHOTO PETYJIMPOBAHKS BHICTYIAIOT Takue (ak-
TOpBI, KaK 3HAYWTENILHOE YBEJIWUEHHEe OOIeTo 00beMa peryiaaTopoB (3¢-
(DeKTMBHOCTh HOBBIX HOPMATHBHBIX IPaBOBBIX aKTOB B pAZIE ClIydaeB
OYCHb HM3Kas, a HEKOTOpbIe c(epbl OTHOIICHMI MPaKTUIECKN HE OXBaye-
He). Hepenko 310 BieyeT 3a co0O# MpsIMO MPOTHBOTIONIOKHBIN TIEPBOHA-
YaJbHBIM [EJSAM pPEe3yJbTaT, MPOBOIMPYS TEM CaMbIM CTarHAIMOHHBIC
nporieccsl B obmectse. 0. A. THXOMHPOBBIM COBEPIICHHO BEPHO OBLIO
OTMEYEHO, YTO «XAOTHYHBINA MOPSAOK PEryJisili CO3/1aeT WUIIO3MIO Npa-
BOBOI'O peryJiMpoBanus | ero 3¢hdexruBHocTI» [3].

ITpu oOo3HaUeHNH aKTyaaM3ali CHCTEMHBIX MCCIIEIOBAaHNN YKa3bIBa-
JOCh Ha «IOTPEOHOCTH BHEIPEHWS CHUCTEMHOTO TIOAXOAa M METoha He
TOJNBKO B HAyKy, HO W B OPraHM3AIMIO M YNpaBICHHE INPOU3BOJCTBOMY,
I7le «BO3HMKAET OOBEKTHBHAS MOTPEOHOCTH HE TOIBKO B CHCTEMAaTH3ALMN
3HAHWS M JEATEJbHOCTH, HO U B MX MHTErpallli, CHHTEe3€, B BOCCTaHOBJIE-
HUAM OOIIEH KapTHHBI OOIIECTBEHHOTO OBITHS, OOIIECTBEHHON MPAKTUKU B
nesom» [4].

B paborax pocCHICKUX y4€HBIX CTPYKTYpa IMPaBOBOI CUCTEMBI XapaKTe-
pU3yeTCsl TpeMsi TPyIIaMu MPABOBBIX SIBJICHUNA. BO-TIepBBIX, IOPHIHY €CKHe
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HOPMBI, TIPUHLMIBI ¥ MHCTUTYTHI (HOpMaTUBHAsI CTOPOHA); BO-BTOPBIX, CO-
BOKYIHOCTH TPaBOBBIX YYPEXICHHI (OpraHM3alMOHHAsi CTOpPOHA); B-
TPEThUX, COBOKYITHOCTH TMPABOBBIX B3IJISI0B, MPE/ICTABICHUIA, UICH, CBOU-
CTBEHHBIX JAHHOMY OOIIECTBY, MPaBOBas KYIbTypa (COLMOKYIBTYpHAs CTO-
pona) [5]. IIpeacTaBneHHas CTPYKTypa MPaBOBOM CUCTEMBI B 1IEJIOM COOT-
BETCTBYET CTPYKTYpE IpaBOBOro peryauposanusi. Hopmbl npasa, uznarae-
Mble B HOPMAaTHBHBIX NPABOBBIX AKTaX, YCTAHABIIMBAIOT OOIIHE, FOPHIHY €-
CKM 00s3aTelIbHbIE NpaBWia INOBEJCHUS YYaCTHHUKOB IPOU3BOACTBEHHBIX
OTHOIICHNH, HAXOISIINXCS B Chepe MPaBOBOTO PETYIIMPOBAHUS.

HecmoTpst Ha MOCTOSTHHO YBEJIMUMBAIOIIEECS] B MPABOBOM CHCTEME KO-
JIMYECTBO 3aKOHOJIATEIbHBIX aKTOB, HEA(()EKTUBHOCTH 3aKOHOIATEIbCTBA
¥ TpaBOBasi HE3AIIMIIIEHHOCTD JIIOZei 000CTPSIOTC S, 3HAUUTEIILHO CHIDKAs
TeM caMbiM 3()PEeKTHBHOCTH MPABOBOIO PEryiaHupoBaHus B resiomM. Heco-
BEPILEHCTBO COBPEMEHHOIO POCCHICKOTO 3aKOHOIaTEJILCTBA 00YCIIOBICHO
ero HeOOOCHOBAaHHOM MHOTOYHCIICHHOCTHIO, 3a4acTyIO0 TNPHUBOISIICH K
MPOTUBOPEUYMBOCTH ¥ TIOHATHIHON HEOIpEIeICHHOCTH.

Taxum obpa3om, Ha mpuMepe aHaaM3a (PYHKIMOHMPOBAHMSI 3aKOHOJa-
TEJIbCTBAa CTAHOBUICS SICHO, YTO KAUECTBEHHOE NPABOBOE PErYJIMPOBAHUE
OCYILECTBIISIETCS JIMILIb TPH HAJIMYMM Ka4ECTBEHHOI'O COCTOSHUS €ro 3Jie-
MEHTOB — TIPAaBOBBIX CPEJCTB, HANPABJICHHBIX HA TAPAHTUPOBAHHOE 00ecC-
TIeYeHe pea3alyy O0IIeCTBEHHO TIOJE3HBIX Iiejiel U MHTEPEecOoB CyOh-
€KTOB. DTH K€ caMble MpaBOBbIE CPEICTBA B CBOEH COBOKYNHOCTH 00pa-
3yIOT COBEPIICHHYIO JIMOO HECOBEPIICHHYIO NPABOBYIO CHUCTEMY.

[IpaBo BBIpa)kaeTcsi B KATErOpUM MPABOBOW CUCTEMBI, B IIPABOBOM pe-
TYJIMPOBAHUH, TIOKA3bIBAIOIIMM TO3TAIHOE JIBIDKEHHWE OT OJHOTO 3JIeMEHTa
K APYroMy B HX B3aUMOZACHCTBHH, HAUMHAS C TIPaBOTBOPYECTBA, Peajim3y-
SACh B TMPABOOTHOUICHWSIX M 3aKaHUMBAsl JOCTIKEHHWEM IIeJM MPaBOBOrO
peryJpoBaHus — OOeCleuYeHHeM 3aKOHHOCTH U MpaBOIOpsAIKa HA OCHO-
BE Pa3BUTOM NMPaBOBOI KyJIbTYphI JIMIHOCTH M OOIIIECTBA.

B xope mpakTHueckod AESTEILHOCTH MPOM3BOLAIIME MAaTEpPUAJIbHBIC
Oylara JIFOIM CTAJKUBAIOTCS HE TOJIBKO C OMPENIETICHHBIM YPOBHEM pa3BU-
TSI TEXHWKH W TEXHOJOTHH, HO M CO CJIOKMBIIMMHUCS TI0 3TOMY TIOBOIY
OTHOIIIEHUSMH, KOTOpBIE MPUHATO HA3BIBATH TEXHOIOTMIECKUMHL.

JI11 BBINIOJIHEHMA CBOEH MPOrpaMMBI Pa3BUTHS NPEATIPUATHS CO3A0T
Hay4HO-KOHCTPYKTOPCKHE U TEXHOJIIOTMYECKHE NOIApa3ieseHus], 3aKa3bl-
BAIOT ¥ TIPHOOPETAIOT TEXHOJIOrMYecKoe 00OpydOBaHME, TOKYIAIOT JIH-
LEH3UU U T.J.
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B mHTepecax nocTwKeHHS ycliexa B pea3alid MpOAYKIMH Npenpu-
ATHS OCYIIECTBISIOT aKTUBHBIM MAapKETHHT: CO3/[al0T COOCTBEHHBIE KaHa-
JBI COBITA, PEKIAMUPYIOT CBOIO TPOAYKIIMIO, BCTYTIAIOT B XO3SHCTBEHHBIE
CBSI3H C TPAHCTIOPTHBIMH, CKJTIAICKUIMH M TOPrOBBIMH OpraHU3AIIMSIM L.

TouHble 1 00BEKTUBHBIE U3MEPEHUS SABJIAIOTCS 0053aTEIbHBIM YCIIOBH-
eM obecrieueHuss dP(EKTUBHOCTH TPOM3BOJICTBA, MPOBEJICHHUS HAYYHBIX
UCCJIEIOBAHUI TIO0 CO3/IaHHIO HOBBIX BHIIOB MPOAYKIMH W HOBBIX TEXHOJO-
THid, pa3paOoTKH U BBIIYCKa BBICOKOKAYeCTBEHHOW MPOAYKIMH [2].

B pBIHOYHOI SKOHOMUKE Ka)KI0€ TPEeATPHATHE HAXOMHUTCS B YCIIOBUSAX
KECTKOW KOHKYpEHTHOH OOpbhOBI, HEOIATrONoMyYHBIH HCXOJ, KOTOPOW MO-
KET TNPHUBECTH K (PMHAHCOBOMY KPM3HCY WM OAaHKPOTCTBY. DTO Ipe-
ompeiesisieT TOTPeOHOCTh B (DOPMHUPOBAHWM M HUCTIONL30BaHWU d(PhEeKTUB-
HBIX HMHCTPYMEHTOB ONEPaTHBHOIO YNPABJICHHWS NPOM3BOICTBEHHOM CH-
CTEMBI, COCTaBHOM YaCThIO KOTOPBIX SIBIISIFOTCSI METOABI M TIPAaBOBOE Pery-
nmpoBanue [7].

Crietmanm3aims HOpMAaTHBHBIX TPaBOBBIX akTOB Poccum mporcxommna
B 3aBHCHMOCTH OT OOBEKTHBHBIX (PAKTOPOB Pa3BUTHsI MPOMBIILIIEHHOTO
CEKTOpa SKOHOMUKM: JJIsI ONACHBIX MPOM3BOJICTB pa3padaThIBAIMCh MHO-
TOYHCIICHHBIE HMHCTPYKLWHM, J1€TATM3UPOBAJICS TOPSIOK XPAHCHHS B3PbIB-
YaThIX BEMIECTB. [0SMBISUTNCH HOPMBI, BHITIOTHEHHE KOTOPBIX CIIOCOOCTBO-
BaJi0 CHIDKCHHIO PHUCKOB (9KOJOTHYECKHX, MPOTHBOIIOYKAPHBIX); YCTaHAB-
JIMBAJIMCh TpaBWIa OpraHM3ally, YCTPOHCTBA M (DyHKLMOHHPOBAHUSA MPO-
MBIIUICHHBIX 3aBEJICHUH; OBbLI BBEIEH IMPaBOBOW PEKUM [ OTAEJbHBIX
MPOM3BOJICTB, TEXHONOTMYECKUX M COMYyTCTBYIOIMX OINEPALMi.

CaoxHocTh GopMUpPOBaHUSL 00JIACTH PeTryJUPYIOLIETro Bo3je ii-
cTBUA (onpeaesneHue cdepsl). O0MIEMHUPOBbIE TCHACHIMA SKOHOMHY €-
CKOTO pa3BUTHS M HEOOXOJUMOCTH 3alIUTHl HAIMOHAJILHBIX HHTEPECOB
Poccum opueHTHpYIOT Ha OTKa3 OT MCKYCCTBEHHOTO (DOpMHUPOBAHUS TOM
WM VHOW cepbl peryimpoBaHus U OECIUIOHBIX TOMBITOK BBECTH B Hee
00BEKTHBHO CYIIECTBYIOIINE M 3apOKIAIOIMIIECs] 00IECTBEHHbIE OTHOIIE-
Hust. OTCyTCTBHME YETKOM (CTPOro O4epUEeHHOW) MHpeaIMeTHOM o00jacTH
YIOPSIIOYMBAHUS TIPHBOAHUT K CaMbIM HEOJIaronpusSTHBIM TIOCJIEACTBUSM.
Tak, cdepa nericrus denepansHoro 3akona ot 27.12.2002 Ne 184-d3 «O
TEXHUYECKOM DEryJHpOBaHUI) HEONpaBAaHHO pacllipeHa (OXBAaThIBACT
MPAKTHIECKU BCE 00JIACTHU XO3SUCTBEHHOM JiesTeNbHOCTH Jitojieit). Creny-
eT TaKkkKe MOJYEPKHYTh, YTO pa3rPaHAUCHHE TEXHUKO-IOPUIMIECKOro U
TEXHUIECKOr0 PEryJMpoBaHKsl OOOCHOBAHHO: KOHKPETM3HMpYHOLIas (yHK-
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ISl TIEPBOTO HE JIOJDKHA OTOXIIECTBISTHCS co cepoit mevictBus Dene-
panbHOro 3akoHa «O TeXHMIECKOM perymupoBanum». [Ipu sTom psix o6ia-
cTell 00IIeCTBEHHBIX OTHOIICHUH 110 HE COBCEM TOHATHBIM TPHYHUHAM HC-
KITIOYCHBI W3 Cepbl NEUCTBHSI JTAHHOrO HOPMATHBHOTO NPABOBOTO AKTa,
9T0 0003HaYaeT Havbonee o0Iyro QyHIaMeHTalbHYIO POOIeMYy .

Crnenyer NpeAnoNoXUTh, YTO OUIyTHUMBIA pe3ylbTaT B JIOCTWKECHUU
e PeryJHpOBaHMS MOXET JaTh JIMIIb Oojiee TOYHOE (hOPMHPOBAHHUE
MOJIEJH JIJIsI PETYIHPYIOIIETO BO3EHCTBUA, B 4EM-TO CXOXKEH C TOHATHEM
CHCTEMBI OTCcueTa B (DM3UKE, B paMKaxX HEKOH cepbl OTHOMEHHH. B TO ke
BpeMsi 00BEKTHBHBIN B3IJISII HA 0003HAYCHHBIC TPOOJIEMHBIC ACTICKTHI T'O-
BOPUT O CJIOKHOCTH PEIICHHS TOCTABJICHHBIX 3a/ay B OJbKauen mep-
criekTHBe O3 Orophl Ha (yHIaMEHTaJbHbIE TEOPETUIECKHE HCCIIe0Ba-
Hust. O003HAUCHHOE BBINIC TOJBKO B OMpEJEICHHON Mepe CIoCOOHO Kop-
PEKTHpPOBATH PETYJLSIIHIO B HAHOOJEee YyBCTBHUTEIHLHON €€ 4acTH — TIpo-
V3BOJICTBCHHOM (TIPOM3BOASINEM) CEKTOPE 3KOHOMHKH, HEM30E)KHOCTh
periiaMeHTali KOTOPO OueBHIIHA. B CBSI3W C 3THM NpaBOBOE PETYIUPO-
BaHUE U KPUTEPHUH NPOM3BOACTBEHHON CHCTEMBI MOTYT CTaTh IPEIMETOM
JAJIbHEHIIIMX KOMIUICKCHBIX WCCJIEI0BaHUM.
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KysHeuoB AHapei EBreHbeBnY
acnupaHT KOopuanyeckoro MHCTUTYTa POCCUICKOTO YHUBEPCUTETA TPAHCNOpTa
(MWWNT)

MpaBoBoe obecneyeHue kKMbepbe3onacHOCTU Ha TpaHCNopTe

AHHOomauyusi. B cTaTbe paccmaTpuBaeTcs npaBoBOe obecneveHue
knbepbesonacHoCcTM Ha TpaHcnopTe. PaccmoTpeHbl Npobnembl obecneyeHns
WH(OpMaLMOHHO Be3onacHoCTU. M3ydeHa 3awuTa nepcoHasnbHbIX AaHHbIX B
cchepe TpaHcnopTa. MpoaHanuanpoBaHbl HOpMaTUBHbIE NPABOBbIE akTbl, perna-
MeHTVpytoLme obecneyeHne TpaHCNOPTHON 6e30MacHOCTV B Yac TV UCMONb30Ba-
HWS 1 3aLUMTbI NEPCOHANbBHBIX AaHHBIX MACCaXMPOB.

Knwodegble  cnosa:  knbepbe3onacHOCTb;  TPAHCMOPT,  TpaHCMOpTHas
6e3onacHoCTb; MHpopMaLMoHHas B6e30nacHOCTb; NpaBoBOe obecneyeHue.

Andrey Ev. Kuznetsov
post graduate of the Law Institute of the Russian University of T ransport

Legal support for cybersecurity in transport

Abstract. This article examines the legal framework for cyber security in
transport. The problems of ensuring information security has considered. The
protection of personal data in transport has studied. Regulatory legal acts
regulating the provision of transport security in terms of the use and protection of
passenger's personal data has analysed.

Keywords: cybersecurity; transport; transport security; information security;
legal support.

[Tpy mmpokoM BHeIpeHWH IM(PPOBM3ALMU HA TPAHCIIOPTE BO3HHKAET
npobreMa B WHPOPMAIMOHHOW 3al|Te, KOTOpash BXOAUT B YHCIIO
NIEpPBOHAYAJBHBIX TPHOPUTETOB B  OOecredeHHd O€30MacHOCTH B

TPAHCTIOPTHOM OTpaciy. 3afada JF0OOro rocyaapcTBa — 3TO 3alluTa
MHPOPMAIMOHHBIX CUCTEM Ha TPaHCTIOPTE.
KubepbesonacHocTh TpaHcniopTa — 0€30MACHOCTh JIMYHBIX JJaHHBIX,

KOTOPBIMM TIOJIb30BATENb JEIUICSI C TPAHCIOPTHBIM YCTPOMCTBOM WIH
arperaTopoM TPaHCIOPTHBIX JaHHbIX. CeroiHs «yMHbIE» CUCTEMbI OKPY-
JKalOT HAC TIOBCIOY: OHHM KOHTPOJIMPYIOT TPacChl M KeJIe3HbIE TOPOTH C
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TIOMOLIBI0 TWIAT(HOPM 111 MOHUTOPHHIA, OTCIICKHBAIOT M MPEI0TBpAILaloT
NpoOKM KaK HABUIaTOPbI, OTBEYAIOT 32 O€30MaCHOCTH NACCAKUPOB U BOJI -
TEeJIsl BHYTPH aBTOMOOMICH.

Bce 31H crcTeMBbl UCTIONB3YIOT KOHTPOJUIEPBI U AATYHKH, KOTOPBIC M03-
BOJIIIOT J€P)KaTh CBSI3b C BHELIHUMM UCTOYHMKAMU AaHHbIX. Ha mpakTuke
OKa3bIBACTCS, YTO Ye€M OOJIbIIIe y TPAHCIIOPTHOTO CPEACTBA CBS3U C BHEIII-
HUM MHPOM, T€M Yys3BUMEE i1 KHOepaTak W3BHE OH CTAHOBUTCS M TEM
OoJbIie €My Hy)KHA 0c00asi CUCTeMa 3all|ThlI.

MpbI eXeHeBHO TiepeacM CBOH TNEPCOHAJBHBIC JTaHHBIE, TIONB3YSCh
KapIIepPUHTOM, TPOKATOM CaMOKATOB WM BEJIOCHIICJOB, TAKCH M JIaXKe
MEeTPO — IPH TOM, J]aBasi Ha 3TO JIMUHOE corylacue (M yacTo npeHeOperas
YTEHUEM TIOJIb30BATENHLCKUX COTJIAIICHUN M MPOYTEHUEM Bcel uHpop-
MaIipu 1po Cookies). Mbl genmMcst ¢ cepBUCaMU IaHHBIMH KapThl, B Kaue-
CTBE aJipeca JIJIs BBICTABJICHHSI CUETa yKa3bIBaeM JIMIHYIO TIOYTY, & B HEKO-
TOPBIX CIydasix — M aJpec MPOKUBAHMUS, U PEIAKO 3ayMbIBAEMCS O TOM,
YTO MOXET MPOM3OMTH C 3TUMHU JTAHHBIMH JTaJIbIIIC.

ITpu ncnonb30BaHMe TPaHCHIOPTA ABTOMATHYECKH BO3HUKAET BOIPOC 00
MH(OPMAIMOHHON 0€3011aCHOCTH, TAKOW KaK 3allliTa NMePCOHAIBHBIX J1a HHbIX.
DTOT BOMPOC CTAHOBHUTCS OOCYKACHHEM B MEXIyHAPOTHOM COOOIECTBE.

Munrpanc Poccrm pazpaboran KOHIETIIO O€30MacHOCTH Ha TpaHC-
nopre, KoTropas Hamuia orpaxkenue B DenmepaibHoMm 3akoHe «O TpaHc-
HOPTHOH 0e30macHoCTIY, e MHPOPMAIMOHHOE OOECTICUEHHE SIBIISIETCS
OZTHMM U3 (haKTOPOB TPAHCIIOPTHON 0€30MaCHOCTH.

B ®enepansrom 3akone ot 27.07.2006 Ne 149-D3 «O6 unpopmarmm,
MH()OPMAIMOHHBIX TEXHOJIOTHAX M O 3alure MHPOpMAaIMmy HHPOPMAII
UMeeT JIOCTaTOYHO OOoIbInoe 3HaueHne. HoBoBBeneHHE B MHPOPMAIMOH-
HOW 0€30MacHOCTH B TPAHCTIOPTHOM OTPACIIH - 3TO UCIIONIb30BaHUE OecIi-
JIOTHOTO TpaHCTIOpTA.

KimoueBast pons B obecriedeHnn KHOEpOE30NaCHOCTH HA TPAHCTIOPTE
OTBOAMTCS HMHPOPMAIMOHHOW O€30MaCHOCTH B JEATENHHOCTH PYCCKHX
KOMTIAHMH, B KOTOPBIX HMH(POPMAIMOHHONW 0E30MacHOCTH YJCSISIOT J0CTa-
TOYHOE BHUMAHHE.

OueByaHO, YTO TpobsieMa obecrieucHUs HMHPOPMAIMOHHOW Oe3orac-
HOCTH, a Take ImppoBmaimu Poccuiickoit depepaimm OyaeT ocTaBaTb-
ca akTyaibHOW. CTaHOBUTCS OYEBHIHBIM TPHOPUTET HH(POPM AIMOHHON
0€30IMaCHOCTH KPUTHIECKH Ba)KHBIX 00BEKTOB MH(PPACTPYKTYPHI, IPEXKIE
BCETO0, TPaHCTIOpTA.
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Cep6uHeHko ExatepuHa KOpbeBHa
acnupaHT KOopuanyeckoro MHCTUTYTa Poccuidickoro yHUBepcuTeTa TpaHenopTa
(MUIAT)

MpaBoBoe perynupoBaHue LUpoBOW BankoThli:
CpaBHUTENbHO-NPAaBOBOMN aHanu3

AHHomayus. B gaHHOM cTaTbe K pacCMOTPEHBI TUMbI LMGPOBOK BanoTbl. [Ans
Bonee noapobHoro aHann3a 6bina BbibpaHa kKpUNToBantoTa 1 ee UCNonbL3oBaHue
B pas/MyHbIX CTpaHax Mupa. B cpaBHWUTENBHO-NPABOBOW aHANN3 BOLWIN Takue
CcTpaHbl, kak ObbeanHeHHble Apabekue dmmpartl, epManus, PymblHus, Pecny6-
nuka benapyce n Poccuinckas ®egepaums.

Kntoyesble croga: BantoTa; LMpoBas BanioTa; KpuntoBantoTa; npaBoBoe pe-
ryrmpoBaHwe; BUTKOWH; LUndpoBas IKOHOMMKA.

Ekaterina Yu. Serbinenko
post graduate of the Law Institute of the Russian University of Transport

Legal regulation of digital currency: comparative legal analysis

Abstract. This article proposes the types of digital currency. Fora more detailed
analysis, cryptocurrency was chosen and its use in various countries of the world.
The comparative legal analysis includes countries such as the United Arab Emir-
ates, Germany, Romania, the Republic of Belarus and the Russian Federation.

Keywords: currency; digital currency; cryptocurrency; legal regulation; bitcoin;
digital economy.

[udpoBas Bamora (IMppPOBBIE JCHLIH, DIIEKTPOHHbIC JCHBIH WM
ANIEKTPOHHASI BAJIOTa) — 3TO JO0As BaMOTA, ASHBTH WIH JICHEKHBIN aK-
THB, KOTOPHI B OCHOBHOM YIPAaBJIAETCS, XPAaHUTCSI WIM OOMEHHBAETCS B
(POBBIX KOMIBIOTEPHBIX CUCTeMax, ocoOeHHo yepe3 MurepHer. Twurbl
MQPOBBIX BAMIOT BKIIOUAIOT KPUITOBAIIOTY, BHUPTYAJbHYIO BAaJIOTY H
I(POBYIO BaJIOTY IIEHTPAIHLHOTO OaHKa.

BupryanpHas BamroTa Wi UrpoBasi BaJlOTa — YaCTHBIC JICKTPOHHBIC
JI€HBI'H, KOTOPBIE WCTIONB3YIOTCS I MPHOOPETEHHSI M TPOJAaKH BUPTY-
aJIbHBIX TOBAPOB B Pa3JIMUHBIX CETEBBIX COOOIIECTBAX: COLMAIIBHBIX CETSIX,
BHUPTYAJIbHBIX MUpax W OHJIaiH-urpax. B kKaxxmoi cpene BUpTyasibHasl Ba-
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JOTa WCTIONB3YIOTCA ISl CHCIM(pHUECKHX Ieseil: TTOKYIKa aBOTapoB; MO-
KyTKa pa3jMdHBIX MTPOBBIX apTe(aKTOB: HATIPUMED, OPYKHs, 3€MJIH, CTa-
Tyca; MOKYIKa PaCcIIMPEHHBIX BO3MOXKHOCTEH MOJIb30BAHUS (POPYMOM.

Hudposas Bamora neHTpajdbHOro 0aHka — IMdpoBas BamOTa IIEH-
TpaJIbHOro GaHKa. DTO MEKTPOHHOE 0053aTEILCTBO MOHETAPHOTO PETYIIs-
TOpAa, HOMUHUPOBAHHOE B HAIMOHAJILHOM CUETHOW €IVHHIE M CIIy)Kalllee
CpPEeACTBOM IDIATE’)Ka, MEPBI ¥ COXpaHeHus1 cTonMocTH. B Poccuiickoit ®e-
Jiepaly [M(pPOBON BaIOTOM BBICTyMaeT IMppoBoi pyosb. I[{udpooit
pyoss — 310 1MdpoBas GopMa POCCHICKON HAIMOHALHOW BAJIOTHI, KO-
Topyto bank Poccun mmaHupyeT BBIIyCKAaTh B JIOTIOJHEHHE K CYILIECTBYIO-
M GopMam JIeHer.

Bbonee nonpoGHO OCTAaHOBUMCSI HA PAaCCMOTPEHUH KPUITTOBAJIIOTHI U €€
UCTIOJIb30BAHMU B pa3iIMuHBIX CTpaHax MHpa.

KpurrroBamora — mmdpoBeie TEHPIH: MaKCHMAJIBHO 3aIIMIICHHBIA OT
B3JIOMa TIpOrpaMMHBIN Koj[. Yare Bcero 0OCHOBaHbI HA TEXHOJOTHU OJIOK-
yeiiH. KpunroBamora — 370 1mmdpoBas BamoTa, CO3IaHUE W KOHTPOJb
KOTOpOH OCHOBaHbI Ha KpuIrrorpauy, T.€. 3alMILIECHBI OT B3JIOMA.

Kpunropamora nomydwia CBOE HAa3BaHHME, IOCKOJIBKY MCIOIB3YET
mmppoBaHUe JJIsT TPOBEPKU TPaH3aKIM. DTO O3HAYAEeT, YTO PaCIIMpeH-
HOE KOJUPOBAHME Y4acTBYET B XpaHEHHMM U Ilepefade aHHbIX KPUIITOBa-
JOTHI MEXIY KOLIeTbKaMH W B MyOsmaHble KHATH. Llempio mmdpoBanus
ABIIETCS 0OecneueHre 0e30NacHOCTH.

[TepBoii KpUITTOBaMIOTOM cTaJl OUTKOMH, KOTOPBIK ObLT ocHOBaH B 2009
T. ¥ OCTaeTCs HanboJiee M3BECTHOW HA CETOAHIIIHMNA JeHb. bonbias yacth
MHTEpeca K KPUITOBAIIOTAM 3aKIIF0YaeTCs B TOM, YTOOBI TOProBaTh ¢ NpH-
OBUIBIO, & CIIEKYJISIHTBI BpEMEHAMH MOJTOHSIOT LICHBI.

IIpaBoBOM CTAaTyC KPHNTOBAIOT CYIIECTBEHHO BapbUPYETCS OT OIHOU
IOPUCIMKIMU K APYTOH U MO-TIPEKHEMY HE ONpe/eJIeH WIM HE U3MEHIEeTCS
BO MHOruX m3 HuX [1]. B To Bpemsi kak B OOJBIIMHCTBE CTPaH MCIOIB30-
BaHHE KPUIITOBAIIOTHI CaMoO o ceOe He SBIETCS HE3aKOHHBIM, €T0 CTaTYC
1 yI00CTBO MCTIONB30BaHMS B KaUECTBE IUIATEKHOIO CpeJICTBA (WM TOBa-
pa) pasaMyaroTCs, C Pa3IMIHBIMU HOPMATHBHBIMH TIOCJICICTBUSAMH [ 2].

Ob0benuHeHHBIEe ApaGcKue DMHPATBI CTAHOBSTCS MPOTIPECCUBHON
KPUITTO- 1 OJIOKYEHH-CTpaHOH, BHEAPSIOIICH HOBOE BO3PACTHOE 3aKOHO/A-
TEJILCTBO U MPABOBYIO CTPYKTYPY, YTOOBI YCWINTh KPHUITO-CTApTAIIbI JIJISI
nepee3na B OAD. OAD mpuHEMAaeT KPUNTOIUIATEKH, B TOM YHCIIE OUTKO-
WH, ¢ TocyaapcTBenHoi yensronHon ¢upmoii KIKLABB, a takxe pas-
pabaTbiBaeT COOCTBEHHYIO IM(POBYIO BAIIOTY.

217



19 aBrycra 2013 r. Mundun I'e pmanuu o0bsIBIIL, 4TO OUTKOMH TIO CY-
TH SBIIIETCS «CUETHOM €IUHWICIH» W MOXKET HCTONb30BATHCS U LENeH
HaJIOrOOOJIOKEHUSI W TOPrOBJIM B CTpPaHe, YTO O3HAYAET, YTO TIOKYIIKH,
CIIeTIaHHbIe C €r0 MOMOIIBIO, NOMbKHBI wiaTuTh HJIC, kak u npu clienkax B
eBpo. OH He KnaccudumpyeTcs Kak MHOCTPaHHAsl BaJlOTa WIU AJIEKTPOH-
HbIE€ JICHBI'M, & O3HAYAET «YaCTHbBIE JCHBIM», KOTOPbIE MOKHO HMCTIONIB30-
BaTb B «MHOI'OCTOPOHHMX KJIMPHHIOBBIX KpYIax», CUMTalOT B MUHHCTEp-
ctBe. byHnec6ank roBopur, 4TO OWUTKOWH HE SIBIAETCS BUPTYaJIbHOW Ba-
JHOTON WM 1M(POBBIMHU J€HbraMu. PeKoMeHIyeTcsl WCToNb30BaTh Tep-
MuH «kpurrrotoken» [3]. B Hostope 2019 r. npunsThiii napiamenrom ['ep-
MaHHM 3aKOH pa3pelaeT 0aHKaM MpoJaBaTh M XPaHUTh KPHUIITOBAIOTHI C
1 auBapst 2020 r.

Pymbinus. B mapre 2015 r. B opummansHOM 3asBieHnn PyMBIHCKOTO
HallMOHAJIbHOrO 0aHKa TOBOPHWIOCH, YTO «HUCIIONH30BAHUE LM(PPOBBIX Ba-
JIOT B Ka4ECTBE IUIaTEXa MMEET OMNpeleNICHHbIE PUCKH ISl (pUHAHCOBOM
cucTembi» [4].

B oxrs6pe 2017 r. HampoHanpHoe areHTCTBO (HMCKAJIbHOM aJMUHU-
crpaimu (AHA®) 3asBui10, 4TO BOKpPYT OWTKOWHA OTCYTCTBYET 3aKOHO/ A~
TenbHast 6a3a, B CBSI3H, C Y€M OHO He B COCTOSTHUM TaKKe CO3/1aTh JJIsl HETO
pPaMK{ HAJOrOBOTO pEeryJiupoBaHus (MOApa3yMeBalOIIME OTCYTCTBHUE
Hasiorooosokenust) [5].

B suBape 2019 r. 3akon Ne 30/2019 yrounsiet, uto maumHas ¢ 2019 r.
JIOXOJIbl OT TOPrOBIIM «BUPTYaJbHOWH BaIIOTOW» KIaCCUPUIMPYIOTCS O
«I0XofaM OT APYI'WX HCTOYHHKOBY». Kpome TOro, cymecTByeT HOBBIH
TOJNYHKT, ¢T. 116. (2) B), yTOo4His, YTO HAJOr HA MPHUOBLUIL B pa3Mepe
10% mnpuMeHsieTCS TONMBKO K «IOJIOKHUTENILHOW pa3HULE MEXIY LEHON
MPOJIaXKH U TIEHOW TpUoOpeTeHnss» (a He KO BCEH MONYyYEHHOM CyMMeE OT
nponaxu). Kpome toro, npuObuis B pazmepe meree 200 jeeB 3a TpaH3ak-
1Mo, o0Ias cyMMa KOTOpOW B TedeHHe (PMHAHCOBOIO IroJja COCTABIISIET
MmeHee 600 sieeB, OCBOOOKIAETCS OT YIUIAaThI Hajiora [6].

Pecnyosmka Benapycn. [Tonoxennst Ykasa [Ipesunenra Pecny6mmku
benapycs «O pa3Buruy 1(ppOBOil SIKOHOMUKID» CO3AI0T IIPABOBYIO OCHOBY
I o0pateHust MQPOBBIX BAJIOT ¥ TOKEHOB HA OCHOBE TEXHOJIOTMU OJI0K-
4eiiH, 4TOObl KOMIAHUU-PE3UIEHTHI MapKa BBICOKMX TEXHOJIOTMHA MOIIN
NPEIOCTABIATh YCIYTU (POHIOBBIX PHIHKOB M OOMEHHBIX IMyHKTOB KPHIITO-
BAJIOTaMHU M TpuBIeKaTh (uHaHCHpoBanue yepe3 |CO (mepBuuHOE mpen-
JIOKEHUE BAIOTHI). [|J1s1 Fopund e cKux Jivrl Y Ka30M TPeT0CTaBISFOTCS Mpa-

218



Ba Ha CO3/1aHME M pa3MEIICHHE COOCTBEHHBIX TOKECHOB, OCYIIECTBIICHHE
ornepaimii yepe3 (OHIOBBIE PHIHKH U OMPKEBBIX ONEPaTOPOB; (PH3UIECKUM
oaaM YKa3 JaeT NpaBO 3aHUMATHCS JOOBIYEH TMOJIE3HBIX HCKOMAEMBbIX,
BJIaJIeTh TOKEHAMH, IPUOOPETATh U MEHITH KX 3a Oesopycckue pyosm, HHO-
CTPaHHYIO BaJIOTY U 3EKTPOHHbIE AeHbIU. B 2023 r. Yka3 uckmouaet g0-
XOJIbI ¥ TPHOBUTL OT ONepalyii ¢ TOKEHAMHU U3 Halloroobiaraemoii 6a3el. B
OTHOUICHHN (PM3MYECKHX JIMI] IPUOOPETEHNE 1 MPOJaXKa TOKSHOB HE CUUTa-
eTcsl IpeAPUHIMATEeIIbCKOU AESITENIBHOCTBIO, @ CAMU TOKEHBI U JJOXOJbI OT
CIEJIOK C HUMU JeKJIapUPOBAHUIO He Toiexkat. OCOOEHHOCTh BBEIEHHOTO
PETYJMPOBAHKS B TOM, UTO BCE ONEPALN MPUAETCS MPOBOJAUTH Yepe3 KOM-
NAHUM-PE3UIEHTHI MapKa BHICOKUX TEXHOJIOTHIL.

ITponnenne cpoka AEHCTBUS CHENMAILHOTO MPaBOBOTO PeXUMa IMapKa
BBICOKMX TexHonoruii 1o 1 suBaps 2049 r., pacumpeHue nepedHs nes-
TEJILHOCTH KOMIAHWH-pe3nieHToB. [l0 HOBBIM mMpaBWiaM pe3uneHTaMU
MOTYT CTaTh Pa3padOTYMKU OJOKYEHH-pElIeHNH, pa3paboTYHK CHCTEM
MaIlMHHOTO 00y4YeHrsi Ha 0a3e WCKYCCTBEHHBIX HEMPOHHBIX CETeH, KOM-
MaHAM W3 MEJMIMHCKON W OMOTEXHOIOTMYeCKOM OTpaciei, pa3padoTunKu
OeCIMIOTHBIX aBTOMOOWMIEH, a TaKkKe pa3padoTYUKK MPOrpaMMHOTO 00€eC-
neyeHus: U m3nates. CIMcoK NMepcrieKTUBHBIX HAINpPaBJICHHI He OrpaHuyeH
Y MOXET OBITh PACIIMPEH PEIICHACM HAO0JTIOaTEIHPHOTO COBETA MapKa BbI-
COKHUX TEXHOJIOTHIL.

Poccuniickas @egepanus. B 2021 r. [Ipesunenr PO 3aasun, uto Poc-
cusl IPUHUMAET POJb KPUITOBAJIOT, M UTO KPUIITOBAJIIOTHI MOTYT HCHONb-
30BaThCS IS OIUIATHI.

C ToukM 3peHHsi ACHCTBYIOIIETO POCCHICKOrO 3aKOHOAATEIbCTBA
KPUIITOBAJIIOTA SIBJISIETCSI IEHEeKHbIM 3amenuTesieM. Cormacto cT. 27 Pe-
nepanpHoro 3akoHa «O IlenrpamsHoM Oanke Poccwmiickoit deneparmm
(bamke Poccum)» BhIMyck JeHEXKHBIX cypporaToB B Poccuiickoit deaepa-
1Y 3amperieH.

bank Poccvm m PocdunMoHMTOpHHT B CBOMX HWH(OPMAIMOHHBIX 00-
palLeHMsAX HEOIHOKPATHO IMpeaynpexiaiu rpaxnad Poccun, 4to Bce ome-
pali ¢ KPUNTOBAJIOTON HOCSAT CIEKYJISITUBHBIN XapaKTep W HECYT BBICO-
Kyl puck morepu ctouMmocTd. bank Poccum 3asBiser: «OONbIIMHCTBO
omepalyii ¢ KpPUIITOBAJIIOTAMH COBEPILIAETCS BHE MPaBOBOIO PErysMpoBa-
Hus kak Poccuiickoit @enepaimy, Tak U OOJNBIIMHCTBA JAPYIHX TOCY-
napctB. KpurroBamoTsl He rapaHTHPYIOTCA W HE IpeaocTaBisitores ban-
KoM Poccrm.
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3aKOHOMPOEKT O IM(POBBIX (PUHAHCOBBIX aKTMBax ObUT BHeceH B ['oc-
nymy 20 mapra 2018 r. OH onpenesnsieT MailHUHT KPUIITOBAIOT KaK «Iesi-
TEJILHOCTh, HATIPABJICHHYIO HA CO3/IaHHE KPUIITOBAIOTHI C LIEJIBIO TIOyY e-
HUS KOMIICHCAIMM B BUIC KPHITOBAIIOTB» W PACCMAaTPHUBACT €r0 Kak
«TIpeJIPUHIMATENILCKYIO JIESITENIbHOCTD, MOJUICXKAIIYI0 HAJIOroo0I0XkKe-
HUIO, €CJIM MaiHep TP Mecsilia MOAPsA/] NPEBBIIIAET YCTAHOBJICHHBIC Tpa-
BUTEJIbCTBOM JIMMUTBI SHEProNOT PEOICHUS.

B 3akoHompoekTe GUTKOMHBI KIaCCUPHIMPYIOTCS KaK UMYIIECTBO U HE
CUYMTAIOTCS 3aKOHHBIM IUIATEXHBIM cpeicTBOM. OOMEH KpUIITOBAIIOTHI HA
pyOJI M MHOCTPAaHHYIO BaJIOTY pa3pelieH, HO TOJBbKO Yepe3 JMIEH3UPO-
BaHHBIX OMEPATOPOB. 3aKOHOMPOEKT TaKKe MpeyCMaTpUBaET Ompejerie-
HUE CMapT-KOHTPAKTA.

B auBape 2022 r. bank Poccum mpeiioxuin 3anpeTuTh «BCS SMUCCHUS
KPUITTOBAJIIOT M ONEepaliy, 3amnpeT OaHKaM WHBECTHPOBATH B KPHUITOBA-
JIFOTHI, OJIOKUPOBaHKE OOMEHA KPHITO HA TPaJWIMOHHYIO BAJTIOTY W BBE-
JICHAE OPUINYECKON OTBETCTBEHHOCTH 32 HCTIOJIB30BAHME KPHITO B IO-
KyMKax», CChUIAsACh HAa CHUCTeMHbIN (mHaHCOBBIA prck [7]. Ilo manHbIM
Bloomberg News u Meduza, ®CB Poccun yoeamwia bank Poccun 3ampe-
TUTh KPUIITOBAIIOTHI B Poccuy, Tak Kak OHU UCTIONb3YIOTCS ISl (PUHAHC M-
poBanus ormo3viuu U HezaBucuMbix CMU. B despane 2022 r. IIpaBu-
TenbcTBO P® B mrore 3asBmio, 4To OyAeT MOJACPKUBATH, JIETAIH30BbI-
BaTh M PErYJIHPOBATH KPUIITOBAJIIOTHI, 8 HE 3ampeinarh ux [8].

IIpoBens cpaBHUTEIHLHO-NIPABOBOM aHAJIN3, MOXKHO CJI€NIATh BBIBOJ, UTO
Ba)KHBIM acCIEKTOM SBIISIETCA BBIPAOOTKA COTJacOBaHHOW MO3HMIMU B OT-
HOILICHUM PETYJIMPOBAHUS KPHUITOBAIOT.
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CyctuHa TaTbsiHa MnbuHUYHA,
acnupaHT Kopuanyeckoro MHCTUTYTa POCCUIICKOO YHMBEPCUTETA TPAHCNopTa
(MWWNT)

Pa3Butue 3akoHoaaTenbCTBa B chepe 3almnThbl
MH(OPMALMOHHLIX NPaB HECOBEPLLUEHHONETHUX

AHHOmauus. B cTatbe aBTop onpefenseT 3awnTy MHGOPMaLUOHHbIX Npas
[eTel kak 04HO U3 NPUOPUTETHBIX HANPaBIEHUI rOCYAapCTBEHHON NOUTUKM Poc-
CUK, OCHOBHbIE MPUHLMMbI Pa3BUTUS 3aKOHOAATENbCTBA B 3TOM 06nacth. ABTop
BblAENSeT UMbl MHGOpMaLV ANs AeTEN N0 CTENEHW UX NONe3HOCTH, Aenas Bbl-
BOZ, YTO OCHOBHbIM HanpasfieHWeM npu obecneyeHnn MHGOpMaLMOHHO Bes-
OnacHOCTM AeTen AOMKHO BbiTb 06ecneyeHne fOCTyna AeTen K «NOne3HOM» WH-
topmaumu.

Knwyesbie crosa: nem; 6e3onacHoCTb; MHGopMaLuMoHHas 6e30nacHOCTb;
«nonesHas» UHgopmaums.

Tatianal. Sustina,
post graduate of the Law Institute of the Russian University of Transport

Development of legislation in the field of protection
of information rights of minors

Abstract. In the article, the author defines the protection of children's infor-
mation rights as one of the priorities of the state policyof Russia. Defines the basic
principles forthe developmentoflegislation in this area. The author singles out the
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types of information for children according to the degree of usefulness. He con-
cludesthat this happened as a resultof addressing the information security of chil-
dren, should be the provision of children with «useful» information.

Keywords: children; security; information security; «useful» information.

Vkazom Ilpesunenra P or 29.05.2017 Ne 240 B mensx coBEpIICH-
CTBOBaHMS TOCY/IapCTBEHHOH MOJUTHKY B c(pepe 3aluThl 1eTCTBA, YIHUTHI-
Basi pe3yJbTaThl, JOCTUTHYThIE B XojAe peamsaimi HarmonansHoli cTpa-
Teruu JeicTBui B uHTepecax aereit B 2012—2017 rogax 2018—2027 rr.
B Poccuiickoit @eneparmy 0ObsIBIEHBI JeCATWIETAEM AeTCTBa. JlaHHBIM
Yka30M Ha BBICIIEM YPOBHE YCTAHOBIICH NPHOPHTET TPaB E€TEH M 3aIUTa
UX MHTEPECOB B paMKax rocy1apcTBEHHOHN NOIUTHKU.

B coBpeMeHHBIX yCTIOBUSIX >KW3HH JIETH CTAJIM aKTUBHBIMU TIOJH30Ba-
TensiMu ceTu MHTepHeT, OHAKO B CHIIY CBOETO BO3pacTa, MCHXOJIOrude-
CKOM 1 (pr3ruecKoi He3peNOCTH UMEHHO JIETH SIBIISIIOTCSI OoJiee ya3BUMBbI-
Mu kK BozaeiictBmio Ha HuXx UKT-cpenbl, a cOOTBETCTBEHHO TpeOYIOT
OOIBIIIETO BHUMAHKS TOCYAApCTBa B IEJISAX 3aIUTHI CBOKX TIPaB.

BBuny akTuUBHOrO INOBEACHUS NCTCH B KHOEPIPOCTPAHCTBE HAIpaBlic-
HYMST Pa3BHTHS 3aKOHOMATENLCTBA B cdepe MHDOPMAIMOHHON Oe30MacHO-
CTH JIeTel JOKHBI UCXOAUTH U3 CIIEAYIONIMX MPHHIIATOB :

1) rocyaapctBo, 00IIECTBO U 3aKOHHBIE MPE/ICTABUTENICH HECOBEPILICH-
HOJIETHHX OOECIEYMBAIOT 3alUTy HMH(POPMAIMOHHBIX NPaB HECOBEPILCH-
HOJIETHHX, KaK CyO'beKTOB MH(POPMAIMOHHOTO TIpaBa, KOTOPbIE COCTOAT U3
COBOKYITHOCTH TPAaBOBBIX HOPM, 3aKPEIULIIOIIMX KX MpaBa Ha CO3JaHHUE,
o0iananvie, WCTONb30BAHME W PacMpoCTpaHeHWEe HHPOPMALMH, a TaKKe
COCTOSIHME MX 3aLIMIIEHHOCTH, ompeiensieMoe oOecrneueHueM HHpopMa-
IMOHHON 0€30MacCHOCTH HECOBEPIICHHOJIETHUX, a TAKKe IpaBa Ha Oes3-
OMACHYI0 IM(POBYIO Cpely W NPUOPHTETHOTO OOECTICYCHMS JOCTYyNa K
«IOJIE3HOW» HH(OPMALY,

2) rocyaapcTBy, OOIIECTBY M 3aKOHHBIM MPEACTABHUTEISIM HECOBEP-
HICHHOJIETHUX HEOOXOAWMO CO3/1aBaTh YCIJOBHUS ISl HAXOXKACHUS HECO-
BEPILICHHOJICTHUX B COCTOSHAM 3aIMIIEHHOCTH Tpy uctionb3oBanun MKT-
cpensl. [lox cocTosiHMEM 3aIIMIIEHHOCTH HEOOXOAMMO TIOHUMATh Orpask-
JICHUE HECOBEPIICHHONIETHETO CyOBEKTa OT Yrpo3 JECTPYKTHUBHOTO HH-
(hOpMaIMOHHOTO BO3JICHCTBHSI B IM(POBOI cpelie MocpeJCTBOM obecre-
YeHWs OCTYNA K MOJIE3HOMY KOHTEHTY, C OZHOW CTOPOHBI, U (hOpMHUpOBa-
HUe <«uH(pOpMAaIMOHHOTO ckadaHapa» HECOBEPIICHHONETHETO C IEJbIO
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€ro 3ammrbl U POPMHUPOBAHUS CAMOCTOSTEIBHBIX HABBIKOB (DHIHTPALMM
pHpOpMAIMK M CaMO3aIIUThl OT IM(PPOBBIX YIPo3 Kak nMeMeHTa «1mdpo-
BOH 3peNIOCTI», C JPYrOd CTOPOHBI.

s ompeneneHus TepMHHA TOJIE3HOCTH KOHTEHTA HEOOXOIHUMO TIPO-
aHATMBHPOBATH 3aKOHOMATENbCTBO.

CormacHo ct. 2 ®PenepanpHoro 3akona or 29.12.2010 Ne 436-D3 «O
3alMTe JeTeH OT MHGMOPMALWH, IPUYMHAIOICH Bpe MX 310POBbIO U pa3-
BUTHIO» HH(pOpMAIWsl, IPHUMHSIIONMAS Bpe 3J0POBHI0 M (WIH) Pa3BUTHIO
nereiy, — unpopMmalws (B TOM YHCIIE coaepsKalascs B MHPOPMAIOH-
HOM MPOIYKIMK IS JeTeH), paclpoCcTpaHeHHEe KOTOPOM cpeau AeTel 3a-
MPEILICHO WM OrPaHIMMEeHO B COOTBETCTBHH C 3aKOHOM.

Crates 5 ycramaBiamBaeT BHAbI HH(POPMAIWH, NPUUMHIIONIEH Bpe.
370POBBIO M (W) Pa3BUTHIO JETEH, K KOTOPOH OTHOCHUTCS MH(OPMAIWIS .

1) moOyxnaromas aeTel K COBEPLIEHUIO TEHCTBUH, MPEICTABIAIOMINX
YIPO3Y HX KM3HU U (WIHM) 340POBBIO, B TOM YHCJIe K NPUYHMHCHUIO Bpeaa
CBOEMY 370POBBLIO, CAMOYOMICTBY, JHOO KM3HU U (WIM) 340POBLIO0 HHBIX
JIHL, TUOO0 HampaBlIiCHHAS Ha CKJIOHCHHE WIM HMHOE BOBJICUCHHE ACTell B
COBEpIICHNE TAaKKX JIESHCTBUI,

2) cmocoOHas BBI3BATh Y JETEH JKEeIaHHe YIOTPEOUTh HAPKOTHIECKUE
CpeICTBa, ICHXOTPOIHbBIC 1 (WIH) OJypMaHHBAIOIIHEC BEIICCTBA, TaOaYHbIC
BIEIM, HUKOTUHCOACPIKAIIYIO IPOMYKIMIO, aJIKOTOJIbHYI0O M CITHPTOCO-
JIEPKAIIYIO MPOIYKIMIO, IPHHATH YUIaCTHE B a3aPTHBIX MI'PaX, 3aHAMAThLCS
NPOCTUTYIMEH, OPOMISIKHAYECTBOM HITH TIONPOIIAHAYECTBOM;

3) 000CHOBLIBAIOLIAST WIM ONPABALIBAIOLIAS JOMYCTHMOCTEL HACHINS U
(W) KECTOKOCTH JINOO MOOYKIAIoas OCYIIECTBISATh HACWILCTBCHHBIC
JIEHUCTBHSA IO OTHOIICHHIO K JFOASM WINM JKHBOTHBIM, 332 WCKIIOYCHHCM
CIIy4aeB, IIPETYCMOTPEHHBIX 3aKOHOM;

4) orpumaronas ceMelHble IEHHOCTH, MPOIAaraHAMpyIomas HeTpagu-
IIMOHHBIE CEKCVallbHbIe OTHOIICHWS W (hopMupyrolas HeyBakKeHHE K po-
IUTEIIM U (WIN) IPYyrUM YjI€HAM CEMBbH;

5) onpaBaBIBarOIIas MPOTUBOIPABHOE IOBEIEHNE;

6) comeprkaias HELEH3YPHYIO OpaHb,;

7) comepxaias HHPOPMAIHIO TIOPHOrPAPUIECKOr0 XapaKTepa;

8) 0 HecOBEpIIEHHONETHEM, IOCTPAJABIIEM B DPE3YILTATE IPOTHBO-
MPaBHLIX AeiicTBuil (Oe3aelCcTBYA), BKIro4Yast haMWINM, IMEHa, OTYECTBA,
(hoTO- ¥ BHACOM300pAKEHUS TAKOIO0 HECOBEPIICHHOICTHETO, €I0 POAMTE-
JIEd W WHBIX 3aKOHHBIX MPEACTABUTEIICH, JaTy POXKICHUSI TAKOrO HECo-
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BEPIIICHHOJIETHET0, ayIHO3alliCh €ro I'ojioca, MECTO €ro JKUTEIbCTBA WIH
MECTO BPEMEHHOTO TNpeOBIBAHKSA, MECTO €ro yueObl WM pabOThl, UHYIO
MHPOPMAIMIO, TIO3BOJIIONIYI0 TPSIMO WIM KOCBEHHO YCTAHOBHTH JIMY-
HOCTh TaKOT'0 HECOBEPIIICHHOICTHETO.

K wnbopmalmm, pacnpocTpaHeHHE KOTOPOH CpeH IeTeH ompejelicH-
HBIX BO3PACTHBIX KATETOPHI OrPaHMIEHO, OTHOCUTCS MH(OPMALIS:

1) mpeacrasigemas B BHIE M300paXkeHUsI WIM ONMCAHMS JKECTOKOCTH,
¢muaeckoro ¥ (WiM) ICHXMYSCKOro HACWINS (32 HCKIIOYEHHEM CEKCY-
aJIbHOTO HACWIMS), TIPECTYIUICHHUS WIM WHOTO aHTHOOIIECTBEHHOIO JeH-
CTBUS,

2) BeI3LIBAIOLIAS Y JAETEHN CTPax, y)Kac WIH ITAHKKY, B TOM YHCIIE MPE-
CTaBlsieMas B BUIE M300PaKeHUs WIM OIMCAHMS B YHIDKAIOIIEH YelloBe-
YeCKOe JOCTOMHCTBO (POpME HEHACWIHLCTBEHHOM CMEPTH, 3a00eBaHuS,
caMOyOMIiCTBa, HECYACTHOTO CJIyJasi, aBapUU WIH KaTaCTpodbl U (WIK) ux
MOCJICICTBHI;

3) mpencraBiageMas B BUIE W300PaXKEHMsS! WIM ONMCAHMSA TIOJIOBBIX OT-
HOILLICHMHA MEKIY MY>KYMHOM M KEHIIMHOM;

4) conmeprkaiiiasi OpaHHBIC CJIOBA U BBIPAYKCHHS, HE OTHOCSIIMECS K He-
LEH3YPHOH OpaHu.

CornacHo ct. 4 denepansroro 3akona or 24.07.1998 Nel24-®d3 «O6
OCHOBHEIX TapaHTHIX IpaB peOeHka B Poccwuiickoit Depepalpid IEIbIO
TOCYAApCTBCHHOM TOJMTHKM B MHTEpecax AeTel SBISETCSA COMeHCTBHE
(hIBHYECKOMY, MHTEJUICKTYalbHOMY, IICHXUUECKOMY, HJYXOBHOMY WM HPaB-
CTBEHHOMY Da3BHUTHIO JETEH, BOCIMTAHMIO B HUX MATPHOTH3MA U TPaK-
MAHCTBEHHOCTH, a TaKXXe peaar3alyy JMIHOCTH peOeHKa B HHTEpecax
001eCTBa ¥ B COOTBETCTBHH ¢ He mporuBopedanmmMu Korcturymum PO u
(denepaabHOMY 3aKOHOAATENLCTBY TPAJIUIMSIMHM HapomoB Poccuiickoi
Denepaipy, TOCTIWKEHUIMHU POCCUICKON U MUPOBOH KYJIHTYPEL.

CoriacHo TOJKOBOMY CJIOBAapi0 YIIIAKOBA «IOJIC3HBIMY O3HAYAET IIPH-
HOCSIIIUA TIONb3Y W SIBJISIETCSI TPOTUBOINOJIOXKHBIM TI0 3HAYCHHIO CJIOBY
«BPEIHBIID).

IIpeacTaBasieTcs, 4TO MOJE3HOCTH HH(MOPMAIMU JJIT HECOBEPIIEHHO-
JIETHHX MOTYT ONPEJENATh €€ KaueCTBEHHBIE XapaKTepHUCTHKU. OIHAKO
OrpaHMYMBATh TAKUE XaPaKTEPUCTHUKH YCJOBHSMH, YCTAHOBJICHHBIMU CT.
2, 5 ®enepanpHoro 3akoHa «O 3ammre aeTei or MHGOPMALN, ITPUY UHS -
OIIell Bpel X 3JI0POBBI0 U PAa3BUTHIO», HE HOCTATOYHO. OrpaHmdmBas
KadeCTBEHHBIE XapPaKTCPUCTHUKU TOJIE3HOCTH HH(POpMAIMKM yKa3aHHBIMHU
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HOpMaMH IIpaBa, HHGOPMAIMOHHBIM MPOIYKT COOTBETCTBYET HH(OpMa-
MM He BpeaHoi. Mckmodas w3 XapaKTepUCTHK WH(OpMAIMK BCIO Bpej-
HYIO MHGOPMAIMIO B MH(POPMAIMOHHOM TPOCTPAHCTBE, MOYKHO TOBOPHTh,
YTO ocTajbHas HHQOpMaIHs KiacCUDUIMPYETCsl Ha MHAOPMALHIO:

— HEHTpaJIbHYIO, HATIPUMEP, PEKIIAMY, COOTBETCTBYIOIIYIO YKa3aHHBIM
HOpMaM 3aKOHa;

— TIONIE3HYIO JUUISI Pa3BUTHS M o0pazoBaHus jgeTed. K monesHol wH-
dbopMalp MOKET OBITh OTHeCeHAa HMH(OPMAIMI, KOTOpas CIOCOOCTBYET
(GMBUYECKOMY, MHTEUICKTYaJbHOMY, TICHUXHUECKOMY, TYXOBHOMY M HPaB-
CTBEHHOMY Pa3BUTHIO JE€TEH, BOCIMTAHMIO B HHMX MNATPHOTH3MA U TPa-
JIAHCTBEHHOCTH, a TaKKe peall3ailil JIMYHOCTH peOeHKa B HHTepecax
o011IecTBa U B COOTBETCTBHU ¢ He mporuBopedanyMu Koncturyipm PO u
(deacpallbHOMY 3aKOHONATEILCTBY TpaduLMIMM HapogoB Poccuiickoit
®enepaiyy, TOCTIKEHUIMU POCCUMCKOM U MUPOBOM KYJIbTYPBI.

TakuM 00Pa30M MOXHO CHCTEMAaTU3MPOBATH MHDOPMAIMIO IS ASTCH
Ha BPEIHYIO, HEHTpaJIbHYIO (T.€. He HAHOCSIIIYIO BpE/a W HE MPUHOCSIIYIO
TOJIb3Y) ¥ TIOJIe3HYI0 MH(MOPM ALIHIO.

BaskHoii 3a1aueit TocyrapcTBa JODKHO CTATh OKa3aHHe BCECTOPOHHEH
Y TIOMOIIU JICTSAM, POJAUTEISIM H YUUTEJIIM B (DOPMUPOBAHNM TAK Ha3bIBA-
eMoi «IM(]ppPOBOI 3pEeNOCTW», B MPOTUBOACHCTBUM IM(PPOBOMY HACHIIHIO,
B MOJMYYCHAN Ka4eCTBEHHOI'O MHTEPHET-00pa30BaHus.

Penrenre aToit mpobieMbl BUAUTCS B pa3paboTKe d(PPEeKTUBHBIX IOCy-
JIapCTBEHHBIX MPOrpaMM B 00sacTu o0pa3oBaHusi, CEMEHHON U MOJNOIEK-
HOW TIOJIUTHKH, TICHTPAIHLHBIM 3BEHOM KOTOPBIX OBLIO OBl oOecriedeHre
MH()OPMAIMOHHO 0€30MacHOCTH JeTeH.

TapacoBa MapuHa CepreeBHa,
acnupaHT KOopuanyeckoro MHCTUTYTa Poccuitckoro yHBepcuTeTa TpaHenopTa
(MWWNT)

CMapT-KOHTpaKTbI: npaBoOBbIe aCNeKTbl peanu3auunun

AnHomayus. B cTaTbe paccmaTpuBaeTcsi NpasoBas npupoga CcMapT-
KOHTpaKTa, ero cneuudmryeckasi 0COGEHHOCTb, a TAKKe OTIINUME OT AMEKTPOHHOTO
KoHTpakTa. OnpeaeneHbl NONOXUTENbHbIE U OTPULATENBHBIE CTOPOHbI BIUSHUS
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Ha ccepy YernoBeyeckon aestenbHocTM. Ocobbii ynop CAenaH Ha nepenekTmB bl
pa3BUTUS NPaBOBOIO PeryrMpoBaHns CMapT-KOHTPAKTOB B 3akoHoaaTenscTee PO,

Kntoyeeble croga: CMapT-KOHTPAKT; YMHbIA KOHTPAKT, LM(POBOIA KOHTPAKT;
ANEKTPOHHbIN KOHTPAKT; LndpoBas nnatpopma.

Marina S. Tarasova,
post graduate of the Law Institute of the Russian University of T ransport

Smart contracts: legal aspects of implementation

Abstract. This paper deals with the legal nature of a smart contract, its specific
feature, as well as the difference from an electronic contract. The positive and
negative sides of the influence on the sphere of human activity are determined.
Particularemphasisis puton the prospects for the developmentof legal regulation
of smart contracts in the legislation of the Russian Federation.

Keywords: smartcontract; digital contract; electronic contract; digital platform.

bank Poccum ompenensieT «yMHBIH KOHTPAKT» (CMapT-KOHTPAKT) Kak
1M(POBOI KOHTPAKT, MPeyCMaTPHUBAIONIMI aBTOMATH3ALMIO UCTIOHEHY,
KOHTPOJIS U yueTa IOpUIUIeCKH 3HAYNMBIX JeHCTBHI U COOBITHI B paMKaXx
UT-cuctem'. B 3akononaTenscTBe PD MOHATHS «CMapT-KOHTPAKTY» I
«M(pOBOIT KOHTPAKT» HE 3aKpPETUICHBI, OAHAKO C BHECCHHEM M3MEHCHHI B
cT. 309 I'paxxmanckoro xomekca Poccuiickoit denepaimu yperympoBaHa
caMa BO3MOXHOCTb MX 3aKJIIOUEHHS, YCTAHOBJIEHO, YTO YCIOBUSIMHU CIEJIKH
MOXET OBITh MPEAYCMOTPEHO UCTIOTHEHHE €€ CTOPOHAM U BO3HUKAIOIINX U3
Hee 0053aTeNIbCTB MPU HACTYIUICHHH ONpPEJICICHHBIX 00CTOSTENLCTB 0e3
HATNPABJICHHOTO HA MWCTIOJNHEHHE O0s3aTEIBCTBA OTIEIBHO BBIPAYKEHHOTO
JIOTIOJTHUTEJIbHOTO BOJIEM3BSIBIICHUS €0 CTOPOH IyTE€M TPHUMEHEHUS WH-
(hopMaLIMIOHHBIX TEXHOJIOTUH, ONPEIEIECHHBIX YCIOBUAMU CJIENIKN.

CMapT-KOHTPaKT cliefyeT OTJIMHaTh OT 3JIEKTPOHHOIO J0roBopa, Io-
CIIeHWI SIBJIETCS AIIEKTPOHHOM BepCcHel TpaaWIMOHHOTO IOTOoBOpa Ha
OyMa)XHOM HOCHTEJIe, TOTla KaK CMapT-KOHTPAKT — 3TO JJOTOBOP, CYIIe-
CTBYIOUMH B (hOpME TPOrpaMMHOTO Kofa.

! OcroBHble HampaBieHMs pasBUTHS (DMHAHCOBOrO phIHKA Poccmiickoit Memepaiuu Ha
2022 roxg wu mepumon 2023 wum 2024 rtomoB (paspaboranel bamkom Poccrm) //
http ://www.cbr.ru/about_br/publ/onfinmarket/ (nara o6p amenus: 31.01.2022).
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[To mHeHrto AHroHa BaikeBuya, «cMapT-KOHTPAaKT — Pa3HOBUIHOCTD
nicbMeHHor popmbr caenku. [lo cBoelt cyTH (HKcaIms YCIOBHIA CACIKA B
BUJIE TPOIPaMMHOTO KOJa SIBJISETCS Pa3HOBUIHOCTHIO THCHMEHHOU (op-
MBI»'. OJIHAKO BOSMOMEH H HHOI MOJXOJ, 3aK/IOYAOIMIACS B TOM, UTO
mppoBas GopMa SBISIETCS CaMOCTOATEIbHOW (hOopMOM CHeskH, He 3a-
KPEIUICHHOW B HACTOSILMI MOMEHT 3aKOHOAATEIbCTBOM P®.

Cremmdraeckoil 0cOOEHHOCTBIO CMapT-KOHTpPAaKTa SBIAETCS Cpena,
HeoOXofmMasi I ero 3aKmodeHus. Kak mpaBmio, €10 BRICTYMAET «1md-
poBasi wiaThopmay, T.e. MHPOPMAIMOHHASI CHCTeMa, paboTaromas 4epes
cetb MHTepHeT, KOTOpasi obecrneuyrBaeT B3aWMOJCHCTBHE Y4aCTHHKOB
waTGOPMBI APYr C JIPYroM, MO3BOJAS MM CO37aBaTh U OOMEHMBATHCS
neHHocTAMU. BMecTe ¢ Tem nepumerp U T-cucteM He MOXKET HCKITIOUATh U
cucteMbl 6e3 JocTyma K cetu VIHTepHeT, B 3TOM cilyyae B3auMoAeiicTBIE
Y4aCTHUKOB KOHTpakTa B JIOOOM Ciydae JOJDKHO OOeCrieymBaeTCs TpH
TIOCPETHNIECTBE aBTOMATHIECKOrO YCTPOHUCTBA, IEUCTBYIOMIETO TI0 3apa-
HEE 3aJI0KCHHOM MporpaMMe.

TpaayiMoHHO CMapT-KOHTPAKThl KIACCUPUIMPYIOT B 3aBUCHMOCTHU OT
chepbl UX TNPUMEHEHUS — WMYILIECTBEHHbIE OTHOIICHUs, OAHKOBCKas
ctepa, CTpaxoBaHHe, MEKTPOHHOE IMPABUTEIbCTBO, KpayldaHAUHT U T.A.
[TepedeHs sSBIAETCSA OTKPHITHIM U HE TIEPECTAET PACLIUPATHCS.

Be3ycoBHBIMY NpenMyIIIeCTBAMH CMapT-KOHTPAKTa SBISIOTCS:

— COKpaIlleHHe CPOKOB HAa €T0 3aKIIFOYCHHE U WCTIONHEHHE, 3TO TPOUC-
xomuT Oarogapsi aBTOMaTH3aIMH MPOLECCOB;

— aBTOMAaTHYECKOE CO3/JjaHHe MPOTOKOJA HUCTIOHEHHUS KOHTPAKTA, 4YTO
NO3BOJIIET CHUMATh CIIOPhl M PA3HOITACHS CTOPOH, KacaloIuecs Mpo-
CPOYKH.

Bmecte ¢ TeM Hemp3s He YNOMSHYTh M O HEIOCTaTKax CMapr-
KOHTPAKTOB:

— aBTOMATH3AIMS TPOLECCOB MPAaKTUIECKU UCKIFOYAET KaKyI0-JIHMOO
BAapUATHBHOCTH B CJlydae HECTaHIAPTHOW CHUTYyallMH, KOTOpas He Obuia
NpeyCMOTpPEHa Ha JSTane HANMCaHWs MPOrPaMMHOTO KoJa JAJis CMapr-
KOHTPAaKTa;

— OmHMOKY B IU(PPOBOM KOJIE CMaPT-KOHTPAKTA, KOTOPHIE MOTYT OBIThH
3aJI0KCHBI HA 3Tare padoThl FOPUCTA WHITH IPOTPaMMUCTA, JINOO BHI3BAHBI
BHEIIHUMH (haKTOpaMu (KOMIIBIOTEPHBIA BUPYC, TIEPETa bl IEKTPUIeCKO-
TO HATIPSDKEHHS W TpoUee);

! Bamkesia A. CMap T-KOHTPAKTHI: 4TO, 3a4eM 1 Kak. M . : Crvrmioep, 2018 C. 73.
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— HEJOCTAaTOYHO Pa3BHTOE IPAaBOBOE PETYIMpOBaHKE cdepbl IUppo-
BOTO TIPaBa;

— HETOTOBHOCTH OTJIEJBHBIX CYOBEKTOB BHICTYIIHTH CTOPOHOM CMapT-
KOHTpakTa (HM3KMH YpOBEHb KOMIIBIOTEPHOM IPaMOTHOCTH, CJIOXKHOCTH C
0(OpMIICHHEM 3JIEKTPOHHON MOANMCH, HANpuUMep, JJII MHOCTPAHLEB B
Poccun u mpouee).

He cMotps Ha To uTo mMenHenue B cT. 309 'K P® BHeceno B 2019 1.,
MPaBONPUMEHUTEIIbHASL MIPAKTUKA 3TOW HOBOW HOPMBI OTCYTCTBYET. DTO
CBSI3aHO B TNIEPBYIO OU€peab C TEM, YTO CMAPT-KOHTPAKTHI TIOKa HE TOMy-
YWIM MIMPOKOE PACpPOCTPAaHECHHE B XO3UCTBEHHOM OOOpOTE HaIleH cTpa-
HBI.

JInst pa3BUTHS MHCTUTYTa CMapT-KOHTPAaKTOB HEOOXOIMMO HE TOJBKO
BHEJIpeHHe OOJBIETo Yncia MM(POBBIX MIaT(opM, HO Takke pa3zpaboTka
W TPUHATHE HOPMATHUBHBIX TPABOBBIX AKTOB, PETYIHMPYIONIMX JaHHYIO
c(epy mpaBOOTHOIICHHUIA.

[To muenmo A. M. CaBembeBa, ans (yHKIMOHHPOBAaHHMS CMapT-
KOHTPAKTOB, CTPOr0 TOBOpsi, He TpeOyeTcsl MpaBoBasi CUCTEMa, OHH CIIO-
COOHbI CYIIECTBOBATh B NPABOBOM BakyyMme . OJIHAKO B TOM Cllydae
OYEHb BEJIMK PUCK HAPYIIEHHUS OJHOTO W3 KIIOYEBBIX NMPHUHIMIIOB I'Pak-
JIAHCKOr0 3aKOHONATENbcTBA P® 0 Npu3HAHMM pAaBEHCTBA YYACTHUKOB pPe-
TYJMPYEMBIX MM OTHOIICHWA M 3alliTe OT 3JI0YNoTpeONeHHs TOMHUHUPY-
IOLIMM TOJIOKEHUEM Ha PhIHKE. B paMkax cMapT-KOHTpaKTa Takod JOMU-
HUpYoLIel CTOpoHOM Bcerga Oyner pa3paboTyuK Kojaa, T.€. COCTaBUTENb
CMapT-KOHTPAKTa.

B mensx perynmpoBaHis MpaBOOTHOIICHHH B chepe cMapT-KOHTPAKTOB
MIEPBOOYEPEIHBIM JEHCTBUEM BHIHTCS 3aKpeIVICHUE MOHITHUHAHOTO arma-
pata — ompejeNieHre TEPMHUHOB «CMapT-KOHTPAKT» M «1mQpoBas miat-
¢dopma» Ha ypoBHe 3akoHa. [lasee MOKHBI OBITH ONMpENEJIeHbI YCIIOBUA,
UCXOSl M3 KOTOPBIX, CMApT-KOHTPaKT MOXKHO KBaJU(PUIMPOBAaTh Kak 3a-
KIFOYCHHBI WIM HE3aKIIOUEHHBIM JOTOBOP, @ MMEHHO, YCTAHOBUTH CO-
omogena ym ero opma. HeoOxoaumMo BbIpabOTATh MEXaHU3MBbI 3aIUTHI
CTOPOHBI «IPHCOSIUHSIONIEHCA» K cMapT-KoHTpakTy. Criemyer ycTaHo-
BUTH MpaBWia ONpejesieHus] TIOJCYJHOCTH W TOABEJIOMCTBEHHOCTH CIIO-
POB, OCHOBAHHBIX Ha CMapPT-KOHTPAKTAaX.

! Capenpes A. H. JloroBopHoe mpaBo 2.0: «yMHbIE» KOHTPAKThI KaK HAYalo KOHIA KIIACCH-
YeCKOro J0roBopHOro npasa // Bectauk rpaxmanckoro mpaea. 2016. Ne 3. C. 32—60.
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Tpouukuin AnekcaHgp Onerosuu,
acnupaHT Kopuanyeckoro MHCTUTYTa POCCUICKOTO YHUBEPCUTETA TPAHCNOPTa
(MWWNT)

CocTosiHMe U TeHAEHLUU He3aKOHHOrO 060poTa OpYXUA
B KnbepnpocTpaHcTBe

AnHomayus. CTaTbst nocesLeHa npobneme npeaynpexaeHns npecTynieHun,
CBS13aHHbIX C HeneranbHbIM 060pOTOM Opykus B knbepnpocTpaHcTae. [puBoaaT-
CS CTAaTUCTUYECKNE AaHHbIE, XapaKTepU3ytoLine He3akoHHbI 060pOT opyxus B
Poccuickon ®epepaumm u 3a pybexom. PackpbiBatotcs cnocobbl peanusauuy u
npnobpeTeHns opyxus B cetm NHTepHeT. ChopmynmpoBaH BbiBOg 0 He06Xxoa u-
MOCTW YCTaHOBIIEHWS OTBETCTBEHHOCTU 3@ PaCMpOCTPaHeHue MHOpP MaLymn o cno-
cobax npeobpa3oBaHns NpeaMeToB KOHCTPYKTUBHO CXOXMX C Opyxuem B 6oeBoe.

Knrodessle crosa: kbepbe3onacHOCTb, HeneranbHblil 060pOT opyxus; 6e3-
OMacHoOCTb B CETW MHTepHeT; npodunaktuka NpecTynieHnid; npeaynpexaexue
NPECTYNNEHN.

Alexander O. Troitsky,
post graduate of the Law Institute of the Russian University of T ransport

The state and trends of illegal arms trafficking in cyberspace

Abstract. The article is devoted to the problem of preventing crimesrelated toil-
legal arms frafficking in cyberspace. Statistical data characterizing illegal arms
trafficking in the Russian Federation and abroad are presented. The methods of
selling and purchasing weapons on the Internet are revealed. The conclusion is
formulated aboutthe need to establish responsibility for the dissemination of infor-
mation about ways to transform objects structurally similar to weapons into com-
bat.

Keywords: cyber-security; illegal arms trafficking; securityon the Internet; crime
preventative; crime prevention.

CrpemuresbHOE pa3BUTHE MH(POPMAIMOHHBIX TEXHOJIOTHI MHTEHCHBHO
BIUsIET HA MNOSBJICHHE HOBBIX YIpo3 UL JITYHOCTH, OOLIECTBA U rOCyaap-
cTBa. ONHOM M3 TaKMX Yrpo3 SBJIETCS HE3aKOHHBII 000POT OpyXkKus, OCY-
IIECTBIAEMbIM B KuOeprnpocTpaHcTBe. KpuMUHaIbHBII 000pOT OpyKust
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3aTparMBaeT Kak BHYTPHTOCYJAapCTBEHHBIH, TaK M TPAHCHAIMOHAJIBHBINA
PBIHOK COBITA W BBICTYIAET ONACHEHIINM SIBIICHHEM B CBSI3U C TEM, UTO
MHO)KECTBO MOCSTaTENILCTB, TAKUX KakK: yOWHcTBa, pa30ou, BEIMOraTelb-
CTBa, TEPPOPUCTHUECKUE aKThl U JIP., COBEPIIAIOTCS UIMEHHO C NpUMEHe-
HHEM OpYXKHS .

Hannpie Ynpasnenns OOH 1o HApKOTHKaM U MPECTYIMHOCTU TOBOPAT O
€XKETOTHOM POCTE NPECTYIUICHHH B chepe He3aKOHHOTO 000poTa OpYKH.
Kasxxnprii rog cTpaHaMu y49aCTHUIIAMHY HACYUTHIBa€TCA mpuMepHO S50 ThIC.
JIMHHI] OPYKHs, M3BSTOTO M3 HEJleralbHOro obopora’. JlaHHEIE IH(PBI
UCCIIeI0BATEISIMU CUUTAIOTCS YPE3BBIYAHO 3aHIDKEHHBIMU B CBSI3U C TEM,
YTO NPeCTyIUIEHHs B cdepe o00opoTa OpyKUsi MMEIOT BBICOKUH YPOBEHb
JATEHTHOCTH, YeMy B OOJbIIEH CTENeH! CTIOCOOCTBYET MH(DOPMAIOHHO-
KOMMYHHKAIMOHHAsl Cpenia.

[TokazaTenu mpecTymHOCTH, CBA3aHHOM C HE3aKOHHBIM OOOpPOTOM OpY-
xwusi Ha Teppuropur PO, coctapmsumr: B 2017 1. — 28 916 npecTyruieHuid, B
2018 1. — 27 452 mpectymwiennst, B 2019 . — 26 557 npectymviennii, B
2020 r. — 24 792 npectymierms, B 2021 r. — 23 507 npectymienmit . He-
CMOTPS Ha CHIKEHHE O0IIeH TUHAMUKY PacCMAaTPHBAEMbIX MPECTYTUICHHUH,
HaOmomaeTcs cTabmwibHAS 1OJSI HEPACKPBITHIX NpecTyrwienwit: B 2019 1. —
7365, uto coctaBisieT 27,53% OT 00I1Iero YUca 3aperkuCTPUPOBAHHBIX TIPe-
crymwienni, B 2020 . — 6715, ato coctaBnset 27,15% ot obimero yucia
3apeTUCTPUPOBAHHBIX MPECTYIUICHHH, B TIEPUOJL C sIHBaps 1o jexadps 2021
r. — 28,11% OT uKCyIa 3aPETHCTPUPOBAHHBIX TIPECTYIUICHHIA .

OnanM 13 (pakTOpOB, OOYCIIOBIMBAIONINX CIIOKHOCTH BBISIBIICHHS, Pac-
CJICJIOBAHMS M PACKPBHITHSI MPECTYIUICHHH, CBSI3aHHBIX C HE3aKOHHBIM 00 0-
POTOM OpYXUsl, SIBISIETCSI MCIIOJb30BAaHKUE MPECTYIMHUKAMH OBICTPOPa3BU-
BAaIOIIMXCSI COBPEMEHHBIX TEXHONOTMA. HemnoaKoHTposIbHbIE TOCYIapCTBY
MHTEPHET-PEeCypChl CTAHOBATCS OCHOBHBIMH IUIONIAJIKAMH, HA KOTOPBIX
peammsyeTcsi KpUMUHaJbHOEe opykue. K MX 4uciay oTHOCATCS pecypchl
obecrnieyeHns aHOHUMHOCTH, 3a4aCTYyIO0 HCTIONB3YIOIIME CHCTEMBI MHOTO-
YPOBHEBOM  MapHIpyTH3alii ¥ KIOYeH-IMppoBaHus, Takue Kak

! 3anosim A. A. He3akoHHBIIT 060pOT 0Py KIS : MEXLy Hap OHO-Tp aBOBO acriekt // FOpwcr.
2011. Ne 14. C. 42.

2 United Nations office on drugs and crime «Global Study on Firearms Traffickings. UN,
New York 2020 r. P. 3—6.

% URL: http:/icrimestat.ru (zara o6pamerms: 06.02.2022).

4 Tam sxe.
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Dedicated-cepsepsi, VPN-ceparcs, Tor, I2P, a taixe SSH-rynremt. B
COBOKYIIHOCTH JaHHBIE€ CEpPBHUCHI  OOPa30BBIBAIOT  M(OPMAIMOHHO-
koMMmyHuKaiwonnbie mossi: «DarkNety, «DeepWeby, «DarkWeby.

Heobxonmmo oTMeTurh, 4TO M B 001l cpene ceTu MHTEpHET cyie-
CTBYIOT IUIOIIA/IKM MO Mpojiaxke opyxwus. [IpoBoauMblii HAMM aHAJIW3 WH-
(opMaIOHHBIX PECYPCOB BBIIBWI PSAJ Mara3mHOB, NPHBIICKAIOIINX KIIH-
eHTOB B MecceHmkepe «Telegramy. Tak, rpymma-mara3uH OCymecTBsua
JeSATEIbHOCTh T0 TIOMCKY KJIMEHTOB JJISI POJaXh MM TPaBMATHIECKOTO
opyxus 0e3 JIMICH3WM Ha YCJIOBHSX TIOJHOM aHOHMMHOCTH. MeXaHW3M
paboThl MarasmHa MNpeaycMaTpHBajl PeKIAMHUPOBAHHE JaHHOTO COOOIe-
CTBa MOJ pa3HbIMM HazBaHwiMU. [Ipu mepexosne B JaHHyIO TpyHIly JIMLO,
3aMHTEPECOBAHHOE B TOKYIIKE OpYXKHs, OOHAPYKHBAJIO CCBUIKY JJIS Tiepe-
XOJla Ha BHEILIHHHA CETEBOM PECypC «TEHEBOTO MHTEPHETa», i€ B MOCTE -
CTBUM COBEPIIACTCS HE3aKOHHAS CIEIKA KYIUTA-TIPOJIAKH.

Peammaims He3aKOHHOTO OPY)XHUsl B «TEHEBBIX» pecypcax cetu MHrep-
HET TMPOKCXOAMT TpHU MoMoI opay3epa «Tor» ¢ UCTIONb30BaHUEM acUM-
METpUYIHOrO ImdpoBaHus. JIuio, nMerolee MpecTymHeI yMbIcen (janee
NpoOJIaBel]), CO37aeT MyOJMIHBIA KIIFOY, TPM TIOMOIIM KOTOPOTO JIHIIO,
HMeEIOIIEe YMBbICEJ Ha MOKYIKY OpYXKHs (Zlajiee MOKYIaTellb), OTHIPaBIseT
eMy 3aIi(ppOBaHHOE COOOIIECHHE, KOTOPOE MOXKET MPOCMOTPETH TOJIBKO
npoaasell, /laree MeXaHM3M COBEPIICHUS CHCIIKH MPOBOIMTCS MPH MOMO-
M hpPOBOH BaMOTHl (OWUTKOMH) C WCTIONB30BAHAEM CHUCTEMBI 3allUThI
nokymnarenst «["apanr». IlokynaTens Npou3BOAMT OIUIaTy TOBapa uyepes
CTICLMAJIM3UPOBAHHYIO IUIOIIA/IKY, KOTOpas MepeiaeT NpoaaBIly TOJIBKO
Nocjie nojaydeHus ToBapa. IIpomaBern moMemaeT Opy:Kue B CICLMANIbHBINA
TallHUK Ha OMNpPEJEJIEHHOM MECTHOCTH M TOCJE TOATBEPMKIAEHUS OIUIAThI
OTIIPABIIAET KOOP/MHATHI JAHHOTO TAHHUKA MOKYIATEIIO .

Taxum obOpa3om, 3a7jaya MO BBISBICHUIO U MPECEUYESHUIO TAKOro poja
MPECTYIUIEHUH MPAaBOOXPAHUTEILHBIMU OpraHaMu ycJioxHsieTcs. B cBszu
C 3THM HEOOXOUMO TECHOE COTPYAHHMYECTBO CO CICIMAIMCTAMU B 00JIa-

! Ceprees C. M. HexoTopsle IIpoGIeMbl P OTHBOAEHCTBHUS MCIIONb30BAHMIO B IIP €CTY IHOH
NIEATEILHOCTH CPEACTB OOCECIICUECHNs] aHOHMMM3AIMK TOJIb30BaTens B cetd MHTepHeT /
Bectauk Cankt-IlerepOyprckoro ymusepcureta MBJI Poccmu. 2017. Ne 1(73). C.
137—140.

2 Kapumo B. X. BiusiHue COBpEMEHHBIX MH(OP MAIMOHHO-TEIEKOMMY HUKALIHOHHBIX TeX-
HOJIOTHH Ha KPHUMHHAIBHEIH 000pOT OTHECTPENBHOTO Opyxus u Ooenpumacos // IIpaBo u
nonutrka. 2019. C. 2—A4.
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CTH TIPOTpaMMHPOBaHKsT U MHDOPMAIIMOHHOW O€30MaCHOCTH, JIJISI MOJEITH-
POBaHMSI JJAaHHBIX CUTYAlH, C TIOCJIEAYIOIIMM BBISIBICHAEM TOYEK MHTEpe-
ca (MapkepoB), HAMIHE KOTOPHIX MOTJIO OBl TIOCITYXHTh yKazaTeleM I
TPABOOXPAHUTEIILHBIX OPraHOB O TOTOBSIIMXCSI U COBEPIICHHBIX MPECTYTI-
nenusix. Tarxke HEOOXOIMMO OOpaTHUTh BHUMAHHWE HAa YCHIICHHOE YCTAHOB-
JICHUE KOHTPOIIS 3a UCTIONIb30BaHUEM ceTu VIHTepHET B 1eIsIX HesleraibHO-
ro 00opoTa OpyXKus, 3aKITIOYAIOIINECS B NOCTOTHHOM MORUTOPHHIE 1 BbI-
SIBJICHAH HEJIeTAJIbHBIX TUTOMIAI0K .

TeneBas npogaxa v NpUOOPETEHUE OPYXKUs B ceTH MHTEpHET siBseTcs
HE eIMHCTBEHHOW Yrpo3oi 0€30MacHOCTH B JAHHOM HampaBieHud. Omnac-
HBIM SIBIEHHEM TaKKe MpPEJCTABISIETCS pa3MEIIeHUe CXeM, MHCTPYKIIH,
00y4arnmx BHIEO, M0 TIepeliesIKe MPeMETOB KOHCTPYKTHBHO CXOXKHX C
OpYXXHEM B TIPEIMETHI, KOTOPBIE COOTBETCTBYIOT BCEM KPHTEPHSIM 00EBOTO
opyxusi. OmacHOCTh HAXOXKACHMS JaHHOW MH(pOpMalM B pecypcax CeTH
WHrepHeT 3aKimodaeTcs B BO3MOXKHOCTH BOCTIPOM3BEICHHS TIPY TIOMOIIH
TIOJTy4YCHHBIX M3 HEE JaHHBIX TEXHMYCCKOTO TMpOIecca U TEM CaMbIM CO-
3JIaHKs] OTHECTPEIHHOTO OPYXKUS.

Tak, oHAM W3 TPUMEPOB HETATHUBHOTO BIMSHUS JaHHOW MH(OpMAIU
MPUBOIUTCA B TpuroBope CTYMMHCKOTO TOPOACKOro cyaa MOCKOBCKOI
obmactu or 09.07.2020 Ne 1-151/2020 no memy Ne 1-151/2020, cormnacHo
koropomy rpaxkaaniH b. /1. B. y ce0s moma npocmaTpuBail BUIEOPOIHKH
0 MBTOTOBJIICHUIO U TIEPEJIeNIKE OrHECTPEILHOTO OPYXKHSI ¥ OOETIPUIIACOB K
HeMmy. B ofuH w3 mHE# y JaHHOTO NHIA BO3HWK NPUCTYIHBLIM yMBICET HA
MIepe/IesIKy OXOJIOIICHHOTO OPYXKMsI B HAPE3HOE OTHECTPENHHOE, a TaKKe
Ha M3TOTOBJICHHE OOETpHNacoB K Hemy. [yl MpoBEpKH CBOMX BO3MOYKHO-
CTeH M TEOPETUYECKUX HABBIKOB, MPHOOPETEHHBIX MyTEM IMPOCMOTpa BU-
neopomukos, b. JI. B. depe3 wHTEpHET-MarazuHbl MpuoOpes Bce HeoOXo-
JIMMOE B CBOOOJTHOM TMpojiaXxe, a UMEHHO:

— OXOJIOLIEHHOE Oopyxue mctoneT moneim «Baikal CX 442y;

— VBIOTOBJICHHBIN 3aBOJICKMM CIIOCOOOM MaKET MaCcCOBO-Ta0apHTHOTO
crBoia ucronieta Makapopa (ITM) (Hape3Ho# cTBOJ 6€3 MATPOHHUKA);

— pa3BepTKu mnaTpoHHuka 9x18 mm ot I1M;

— Mmpecc pyYHOM I CHapshkeHus maTpoHoB «LEE», k HeMy matpuiip
JUIS TATPOHOB Kaimmopom 9%x18 mm «I[IM» 1 BO3BpaTHYIO MPYKUHY;

! Masyp A. A. AkryanbHle NpOGIEMBI P ey P EKACHHS TP ECTY MHOCTH B COIHMATHHOR
cern Jlapkuer // Becthuk Poccuiickoro yHuBep curera xoonepammi. 2018. Ne 3 (33).
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— TyCThIE TWIB3bI U MyJH B KommdecTBe 250 MTYyK IS TIOCTIETYIOIIETO
CHapSHKCHHS WX TIOPOXOM U M3TOTOBJICHUS OOCTIPHIIACOB.

b. J. B., mpomomkas peaiu3oBbIBaTh CBOM IPECTYIHBIM yMBICE,
HATIPaBJICHHBI HA HE3aKOHHYIO TICpPEACIIKY OPYKUS W M3TOTOBJICHHE O0e-
TPUIIACOB K HEMY, MCIIONB3YS JIPeJib, BEICBEPIWI ITHQPT, KOTOPBIA yIep-
JKUBAJI OPUI'MHAJIbHBIM JCaKTUBMPOBAHHBIN CTBOJ B JAaHHOM OPYXKHH, IIO-
ClIe 4ero MCHojb3ys MOJIOTOK, BRIOWI JaHHbIM cTBOI. [Ipomoinkas peaiiu-
30BBIBATh COBOM IpeCTymHbINM yMmbiced, b. JI. B. B panee nproOpeTeHHOM
UM MakeTe CTBoJia C(HOPMHPOBAT MATPOHHHMK TOJ] CTAHJAAPTHBIA MATPOH
9x18 MM H ¢ TIOMOIIBIO THCKOB 3ampecCOBal CTBOJ B paMKy MHCTOJIETA,
3aTEeM HCIOJb3yS HAIWIBHUK M HAKIAa4HYI0 Oymary, c(hopMHUpPOBaj TOpKY
nomayu nmatpora. Takum oOpa3zom b. /. B. npomsBel 3aMeHy CTBOJIA OXO-
JIOIIEHHOTO THCTOJIETa, TEM CaMbIM IO 3aKJIFOUCHHIO TIPOBEICHHON Oasliu-
CTHMECKOM 3KCTIEPTH3HI TOMYyYWI BO BIIAJICHHE TIMCTOJET, TIPUTOTHBIN TS
CTPeap0BI MATPOHAMM Katopa 9%18 MM ¢ METaeMbIM CHapSKEHHEM M OT-
HOCSIIIIUMCSI K KaTeTOpuH KOPOTKOCTBOJILHOI'O HAPE3HOIO OTHECTPEILHOTO
OpYXWUs.

[ToMuMO HMHCTpYKTaXeH, 3a4acTyro JHIa, UX MyOJHKYIOIIMe, Tpeiiia-
TaloT TPUOOPECTH Y HHUX «3arOTOBKW» JUIS TIEPEJICIIKH OXOJIOIIEHHOTO,
CHTHAJIGHOTO WM MHEBMATHYECKOrO OpYyXus B OoeBoe. J[aHHBIC mpeame-
THI TIPOJIAYKU MOTYT CBOOOJIHO TEPECHUIATHCS TOYTON WIM TPOAaBaThCs
gyepe3 Mo0ble TOProBbIe IUIOMIAIKH, TaK KaK M0 3aKOHO/IATENLCTBY HE 51B-
JSIFOTCSL OCHOBHBIMU YacTsMH Opykus. Yarie Bcero JaHHBIMH «3aroTOB-
KaMI» BBICTYIAIOT: MAaKEThl CTBOJIOB, YaCTH YIapHO-CITyCKOBOI'O Mexa-
HI3Ma U T.[I.

PestoMupyst Bce BBINMIECKa3aHHOE, HEOOXOAMMO OTMETHTh, YTO He3a-
KOHHBII 00OpOT OpyKus SBIICTCS (HaKTOPOM, OOYCJIOBIIMBAIOIIMM CO-
BEpIIICHIE MHOKECTBA MNPECTYIUICHUH, 00J1aIaloNyX ONpeISJICHHON CIIe-
(HUKON, KOTOPYIO HEOOXOIMMO YUYUTHIBATE IPH pa3padoTKe Mep Mpeny-
NPEXKICHU TAKOro BHIA MPECTYIHOH aesaTenpbHocThH. Oco0oe BHHUMAaHHUES
HEOOXOIMMO O0paliaTh HA IPECTYIUICHHS, COBEPIIAEMbIE C HCIOJIb30Ba-
HAeM WH(DOPMAIMOHHO-KOMMYHHUKAIIFIOHHBIX TEXHOJIOTHH, TaK KakK OHH
SBIISTIOTCS OJTHIMU W3 HAMOOJIee OMACHBIX BBHAY BBICOKOH JIATEHTHOCTH.

Jns mpeaynpexneHust IesiTeNbHOCTH 10 PAacTpOCTPaHeHUIO MHAOPM a-
I TIO TIEpEJICNIKE OpPYKUsSI HAMH TIPEJJIaraeTcs YCTAHOBUTH YTOJIOBHYIO
(aIMHHHCTPATHBHYIO) OTBETCTBEHHOCTH 3a MyOJIMKAIMIO TIO00HBIX MaT e-
pHajoB, B TOM 49ucie B ceTu « HTepHeT», NCKITIOUNB U3 Kpyra CyObeKTOB
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JIHII, OCYIIECTBIIIONMX JIMICH3UPOBAHHYIO 00Pa30BaTEIbHYIO, HAYYHYIO,
KOHCTPYKTOPCKYIO A€SATENbHOCTD, a TAKXKE JEATENbHOCTD, HAPAMYIO CBSI-
3aHHYI0O C HEOOXOJMUMOCTBIO OrPAHMYEHHOTO PACTPOCTPAHECHMS JTaHHON

MHPOPM ATTUH.

WawknH AnekcaHgp AHgpeeBuy,
acnupaHT KOopuanyeckoro MHCTUTYTa POCCUIICKOTO YHMBEPCUTETA TPAHCNopTa
(MWWT)

OcHOBHble HanpaBneHUa obecnevyeHns kKnbepoesonacHOCTH
Ha TpaHcnopTe

AHHomayusi. AKTyanbHOCTb AaHHOTMO UCCReaoBaHus 06YCNOBNMBAETCS TEM,
4TO B NOCNEAHeE rofbl knbepnpecTynHOCTb NPOHMKITA NPaKTUYECKN BO BCE Chepbl
06LLEeCTBEHHOM AeATENBHOCTU. He UCKNIoYeHeM cTan v TpaHCnopT (aBToMobunu,
ENe3HOJOPOXHbIE MyTH, CamoneTbl 1 T.4.). Takum 06pa3om 06bEKTOM AaHHOTO
nccnefoBaHWs BbICTYNAKT KIloYeBble HanpasieHus obecneveHus knbepbesonac-
HOCTW Ha TpaHcnopTe.

Krtouesble criosa: TpaHCNOPT; HanpaBneHns AesTensHocTu; knbepbesonac-
HOCTb; KN6EPNPECTYNHOCTb; 4eATENbHOCTb NPAaBOOXPaHUTENbHbIX OPraHoB.

Alexander An. Shashkin,
post graduate of the Law Institute of the Russian University of Transport

Main directions for ensuring cyber security in transport

Abstract. The relevance of this study is due to the fact thatin recent years cy-
bercrime has penetrated almost all spheres of public activity. Transport (cars, rail-
road tracks, airplanes, and so on) was no exception. T hus, the object of this study
is the key areas for ensuring cybersecurity in transport.

Keywords: transport; activities; cybersecurity; cybercrime;law enforcement ac-
tivities.

XXI BeK — 3TO BEK MHHOBALMOHHBIX TE€XHOJOIUH, KOTOPBIE CTAJM OJI-
HUM W3 KJIIOYEBBIX HAIPABJICHUN TOCYyIapCTBEHHOM MOMMTUKUA. B CBs3u ¢
3TUM BCTaJ BOMPOC O 3aIUTE JaHHBIX TEXHOJOTHN OT MPECTYIHBIX MOC -
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raTe’abcTB. Takum 00pa3oM, TOSBIIOCH TaKoe TMOHATHE, KaK KHOepOes3-
OMACHOCTHh — 3TO OTHOCHUTEIILHO HOBBIM TEPMHH, 03HAYAIOIINAN UCKIFOY E-
HUE TIOCTOPOHHETO BMEIIATENbCTBA B MHPOPMAIMOHHYIO COOCTBEHHOCTD,
KaK IIeJIOW CTPaHbl, TaK M OTAEJBHO B3STOTO YEJIOBEKA.

CoBpeMEHHBII MHp y’e HEBO3MOXHO NpeCTaBUTh 0e3 LMPPOBBIX Ia-
JUKETOB, YMHBIX TEXHOJIIOTHIECKHX YCTPOUCTB, 3D-MonenmpoBanus U npo-
yee. [luppoBBIM TEXHONOTWSIM CBOMCTBEHHO JMHAMUYHOE, TOCTOSHHO
nporpeccupyromiee cocTosiuue. JIroau yxe NpUBBIKIM JOBEPATH BCE CBOU
JIMYHBIE JaHHbIe: OaHKOBCKHE CUETa, IACTIOPTHBIE JaHHbIE, JOKYMEHTHI Ha
aBTOMOOWIb Y Tpouee MHPOPMAIMOHHBIM XpaHIWIMIIAM. B cBs3U ¢ 3TUM y
HEKOTOpBIX JI0JI€H BO3HUKAET COOJIa3H BOCIOIb30BATHCS UYKUMU JaHHbI-
MH U3 KOPBICTHBIX Ilesiel. Tak W mosiBUIach KHOEPHpeCTYMHOCTh — 3TO
npecTymwieHnst B chepe MHOOPMAIMOHHBIX TEXHOJOTHH, KOTOpPBIE HAIpaB-
JIGHPl Ha TIONMy4YCHHE YaCTHOM HMHPOPMAIMHM C LEJbI0 W3BICUYCHHS COO-
CTBEHHOH BBITOABI. JlocTHraeTcs Bce 3TO MyTeM B3JIoOMa Maposiei, BHEApe-
HUSI BPEIOHOCHBIX MPOrpaMM, XUILICHUS JIEHEKHBIX CPEJCTB ¢ OAHKOBCKUX
KapT WIK K€ MapojieM caMux OaHKOBCKHX KapT, paclpocTpaHeHUEM 3aBe-
JIOMO JIOXKHOH MHPOpPMAIA O JIPYTHX JIAIAX.

@enepanbapie 3akoHBI OT 26.07.2017 Ne 187-03 «O Ge3onacHocTH
KpUTHYECKON HMH(POpPMAIMOHHON HHPpacTpyKTypsl Poccuiickoit denepa-
m» 1 ot 27.07.2006 Ne 149-@3 «O6 wnHpopmarwy, wHOOPMAIMOHHBIX
TEXHOJIOTHAX U O 3alure MHpOpMAalDy PeryaupyroT 0e30NacHOCTh WH-
(dopmarrionHol HHppacTpyKTypbl. Ilo cyTH 3TO €IMHCTBEHHbIE 3aKOHBI B
Poccuiickoii @enepaimy, KOTOpbIE PETTIAMEHTHPYIOT MOPSIOK obecriey e-
HUSL MTHPOPMAIIMOHHOHW 0€30MacHOCTH.

KubeprpecTyrnmHOCTh 3a TIOCIIEHIE HECKOIBKO JIET CTajla HOCUTH TJIO-
0aJbHBIN XapaKTep U IPeICTABISITH COO0H cepbe3HyI0 MPodieMy He TOIBKO
JUTSL OTJ1€JIbHO B3SThIX T'PKAAH, KOTOpbIE TIOCTPaai OT MpecTyIUIeHNH Ta-
KOro poza, HO U JJIs rocynapcTBeHHocTew nomuruku. B Poccum mons pac-
KPBITHSI KHOEPIPECTYMHOCTH MPUXOAUTHCS HA ONepaTUBHO-PO3BICKHBIE Opra-
HbI, KOTOPBIE CTAJIKMBAIOTCSI CO CJIEAYIOLMMH NPECTYIVICHUAM U

— MONICHHHMYECTBO B cepe KoMmbioTepHOH MHpopMarmu (cT. 159.6
YK PD);

— COBIT HApKOTHMYECKUX CPEACTB, ICUXOTPOIHBIX BELIECTB WIM HX
AHAJIOTOB,  COBEPILCHHBIE C  HCMONb30BAaHMEM  MH(OPMAIMOHHO-
TEJIEKOMM YHUKAIMOHHBIX CeTeH, BKIIFoUYas ceth VurepHeT (1. «Oo» 4. 2 cT.
228.1 YK POD);
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— pacmpocTpaHeHHe Yepe3 ceTh IHTepHeT MPU3BIBOB K AKCTPEMHC T-
CKOI1 iesTeNbHOCTH (WK ee mporaranza, ct. 282.1 n282.2 YK P®).

Belmie nepeduciieHHbIe TPUMEpPhI TalIeKO He SIBIIIFOTCS HCUEPIIBIBATO-
UMY, & JIMIIb TIOKa3bIBAIOT CaMbIe PAaCIPOCTPAHCHHBIC TIPECTYIHBIC [ 5~
HUSL B cpepe KHOeprpecTyMHOCTH.

OnHako 3 BCEX BWIOB MPECTYIUIEHHUI CAMBIM PaCIPOCTPAHEHHBIM 51B-
JeTCsl KHOEPIPECTYNHOCTh Ha TPAHCTIOPTE. 3a MOCIIeTHAE HECKOJIBKO JIET
BCE dYalle B HOBOCTSX MOXKHO YBHIETbH, KaK TPOM3ONUIA YTEUKa JIMIHBIX
JAHHBIX TIOJIb30BAaTENIe CHUCTEMOW KapIleprHra, He3aKOHHAs TMpomaka
TPAHCIIOPTHBIX KapPT C OECKOHSYHBIM OaJIAHCOM Ha CYETY, B3JIOM JIEKTPO-
CaMOKaTOB M MHOTOE JIpyroe, 4TO HapyllaeT TpaHCIOpTHyI0 Oe3omac-
HOCTb.

Takum 00pa3oM BO3HHKIA KHOEPHPECTYNMHOCTH HA TPAaHCIOpPTE. A KH-
0epOe30MacHOCTh Ha TPAHCTIOPTE  — ATO CHCTeMa 0€30MacHOCTH, KOTOpast
3alMIAeT JIMYHBIC JAHHBIC TIOIH30BATEIICH, MPEIOCTABUBIIMX CBOU /1A H-
HBIC TOW WIM WHOM OpraHW3allM, CBS3aHHOW C TPAaHCTIOPTHOW CGepor;
TaKkKe 3TO 3alUTa TPAHCTIOPTHHIX MHAOPMAIMOHHBIX CHCTEM HA TaKHX
00BEKTaX, KaK KEJIE3HOMOPOKHBIE IMyTH, BO3MYIIHBIA TPAHCTIOPT, BOIHBIN
TPaHCTIOPT.

3a knbepOe30MacCHOCTHI0O HA TPAHCIOPTE CIEASIT COOTBETCTBYOIINE
MPaBOOXPaHUTENbHBIE Opranbl. OHAKO TaKOro MoApa3esieHHs WK opra-
Ha, KaK KHOEproiWIMs, HET, HO CYIIECTBYIOT CTPYKTYPBI, KOTOpBIE Ipe-
TEHAYIOT Ha JaHHOE HAMMEHOBAHHUE, TAK KaK OOPIOTCS C KHOEPIPECTYIHO-
ctbio. K HHM OTHOCSATCSI OpraHbl, OCYIIECTBIISIONINE ONEPATHUBHO-
posbickHyto nestensHocTh (MBJ], ®Ch Poccvm u mpodee), ynpasieHre
«K» — monpazneneane MBJl Poccum, a Taxke nogpasaencaie «bCTM»
(OrOpO cTIeIMANBHBIX TEXHUYECKUX MEPOIPUSITHUL).

JlanHbie opraHel pa0OTAOT MO CIEAYIOIIMM OCHOBHBIM HATIPABIICHHSIM
10 00eCTIeYCHIIO KHOEepOe30nacHOCTH HA TPAaHCTIOpTe :

1) mpoBelneHHe ONEpPaTHBHBIX HCCIACIOBAaHMNA, a TaKXKe OKCICPTHU3
(Ha3HAYeHHE CJIEZIOBAaTEeM KOMIBIOTEPHO-TEXHUYECKUX OKCTICPTH3).
JlaHHBIC WICCIIEZIOBAHMS W 3aKIIFOYCHHS TIO3BOJAT TOHSITH TOYHBIN MeXa-

! Ajicanos P. M. KommbroTepHas uH(OpMaIws KaK MpeaMeT IIp ecTy IUICHHUsI, TP eIy CMOT-
pennoro ct. 272 YK P® // «YepHsle apIpbl» B poccuiickoM 3akoHozarenberse. 2017. Ne 1.
C. 279—280.

2 Jlanonmua, O. P. OcHOBEI ceTeBoii GesomacHocTy. Kpwurmorpabuueckue amropuTMbl 1
P OTOKOJIBI B3aumozeiicteus. M., 2018.
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HU3M COBEpLICHUS MPEeCTYIUICHUs, TIOCIeI0BATEIbHOCTh MPOBEICHNS TIpe-
cTynHbIX AeiicTBuil. C NOMOILBIO aHAJMM3a TAKUX 3aKIIOYEHUA MOXHO CO-
CTaBUTH TPUMEPHBIN TUTaH PacCieJOBaHUs, KAaKHe TEXHUIECKUE CPEeICTBa
noHao0sTcs. CaMylo KIIOYEBYIO pOJIb 3AE€Ch MIPAeT CHELMAINCT I
9KCIIEPT, KOTOPBIA 00J1aiaeT CcrelpalbHBIMM HaBbIKAMM U MO3HAHUAMU B
JlaHHOM oOnacTu. JlaHHBINA crielManbHBI CYOhEKT MOXKET paclippoBaTh
KOMIIbIOTEPHBII (TPOrpaMMHBII S3bIK), OTBETUTh HA MHTEPECYIOILIHE HAC
BOIPOCHI, JaTh JKCTIEPTHYIO OLEHKY MEXaHW3Ma COBEPIICHHOrO MPeCTyTI-
JIeHWsI, KOTOpasi B JaJIbHEHIIIEM TIOCITYKUT JOKA3aTeILCTBOM B CyIeOHOM
TIOPSITIKE;

2) mpoBeqcHHE TPOPWIAKTHICCKUX (BHKTHMOJIOTHUECKUX) paboT ¢
HacesieHueM. 90% BceX MOIIEHHMYECKUX ONEpalMil MPOMCXOAUT IO BHHE
CaMUX TMOTEPIIEBIINX, KOTOPHIE MPEIOCTABIIIOT TaHHbIE OAHKOBCKHX KapT
HEM3BECTHBIM JIMIIAM, TIEPEBOISAT COOCTBEHHBIE JEHE)KHBIC CPEJICTBA, HE
YUTAIOT YCJIOBUS JOroBOopa (HampuMmep, ¢ KaplIepPUHTOBOM KOMIIAHHCH).
MoOKHO clienaTh BBIBOI, YTO JIFOJIA CaMU )K€ TIOMOTa0T MOIICHHUKAM CO-
BEpLINTh B OTHOLIEHWH ceOs mpecTyrwienre. TakuM 00pa3oM CTOUT Hpo-
BOJIUTH MPOPHIAKTHYECKYIO paboTy C HACeJIeHHEM IyTeM Oecel, packie-
MBaHUA JICTOBOK. OHAKO KaK OBITH C TPAaHCTIOPTHBIMH OpraHM3aLsIMH,
KOTOpbIE He TPEJAOCTABIIIOT HUKOMY CBOM JaHHble? B maHHOM ciydae
HY)KHO TIPOBOAWTH TPOBEPKH TI0 HAJWYUIO COOTBETCTBYIOIIMX CHCTEM
0€30MaCHOCTH Ha TPAHCNOPTHBIX OOBEKTAX, BCEX JIMICH3HMOHHBIX OKY-
MEHTOB, KOTOpble TpeOyIOTCs JJI1 YCTAHOBKH COOTBETCTBYIOILETO YPOBHS
3aIUTHI;

3) BHEApCHHE MOCTOSHHOIO MOHUTOPHHIA 32 TEXHUYECKOW OCHAIIICH-
HOCTBIO OpraHM3aIMii, KOTOPBIC CBS3aHHBI C TPAHCTIOPTHOM ceport. Kax-
Jlasi OpraHM3aIys JOJDKHA TIOHUMATh, YTO JF00asi KubepaTaka MOXKET MpH-
BECTHU HE TOJILKO K MOTEpe KaKUX-THOO JEHEKHBIX CPEACTB, HO U K YeJIo-
BEYECKUM JKEpTBaM, TaK KaK pedb HIET O TpaHCHOpTHOM cepe. Hampu-
Mep, KuoepaTaka npHBesa K cO0ro airopurMa paboThl KeJle3HOTIOPOKHBIX
MyTeH, TI0CJIe YeTo /IBa TM0e3/1a CTaJIM HAlpaBJIATHCS APYT B JIpyra Io Of-
HOH 7KeJIe3HOJJOpPOKHOM TIoJIoce;

4) HempepbIBHOE YIydIIEHHE MPOrPAMMHOTO obecrieueHus. JlaHHbI
(hakTop MOCTUraeTcsl MpPHUBJICYEHHEM KOMIIETEHTHBIX CIELMAIUCTOB, HC-
TIOJIb30BaHKEM TPO(HECCHUOHAILHOTO U JIMIICH3MOHHOTO O0OpYIOBAHUSI JIJIst
HACTPOWKH O€30MacHOCTH Ha TpaHcmopre. Bce 310 m MHOroe mpyroe

237



JIOJDKHO PeallM30BBIBATHCS CAMUMHU OPraHM3ALMSIMHU, 8 TAK)KEe KOHTPOIIU-
POBAThCS MPaBOOXPAHUTEILHBIMU OpraHaMu;

5) COBepILICHCTBOBAaHUE 3aKOHO/IATEIBHOM 0a3bl, B KOTOPYIO ObI BXOJ U-
JW TpaBWIa, METOJUKH, YCJIOBUS pabOTHI, CBA3aHHBIE C KnOepOe30macHo-
CTBIO Ha TPAHCTIOPTE;

6) NpOTHBOAEHCTBUE TOTCHIMAJIBHBIM NPECTYIHBIM JIMIIAM, KOTOpbIC
COOMpAIOTCsl COBEPIINTH KuOepaTaky. be3ycloBHO, B COBPEMEHHBIX pea-
JAIX TPAKTUIECKU HEBO3SMOKHO TOHATH, KTO COOMPAETCS COBEPILHTH TIpe-
CTYIUICHHE AaHHOTO poaa. OJHAKO MPaBOOXPAHUTEIILHBIM OpraHaM Cley-
€T PeryJSIpHO TPOBEPATH JIMI, KOTOPbIC HEJIaBHO OTOBLUIM CBOE HaKa3aHHE
3a KHOepIpecTyIUICHNs;

7) COBEpIICHCTBOBAHME MAaTepHaIbHO-TEXHHMUECKON 0a3bl MPaBOOXpa-
HUTEJIbHBIX OPraHOB JUIsl OOJiee KaYeCTBEHHOIO PACKPBITHS U MPEIOTBpa-
IIEHMS] KHOePIpeCTYIUICHNI Ha TPaHCTIOpTE.

Takum 00pa3oM OBLIM pacCMOTPEHBI OCHOBHBIC HATPaBJICHUA, TIO KO-
TOPBIM CTOUT paboTaTh HE TOJHKO KOHTPOJHMPYIOIIMM OpraHaM, HO U ca-
MHM OpraHM3alsiM U OOIIECTBY B IIEJIOM ISl TOTO, YTOOBI 00ECIIeUHTh
KrOepOe30IMacHOCTh Ha TPAHCIIOPTE.

Kubepbe3omacHocTs Ha TPAHCTIOPTE B COBPEMEHHBIX YCIIOBHSIX — OTHA
U3 TIEPBOCTETICHHBIX 33/1a9 TOCYIapCTBEHHOH MOJIMTHKH, HA KOTOPYIO CTO-
ur o0paTuTh 0c000€ BHMMAHME, @ UMEHHO: CO3aTh €JIMHBIN IIEHTDP IO
MOATOTOBKE  BBICOKOKBAJIM(MIMPOBAHHBIX crielmaancToB B cdepe T-
TEXHOJIOTUI; COCTaBHTh HOBBIC 3aKOHOMPOEKTHI, PETIaMEHTHUpPYIONHE T10-
PSIIOK, METOAMKH M TEXHUKW paccielloBaHus KHOEPIpecTYIUICHH; o0ec-
MICYUTH COBPEMEHHOIW MaTepHaIbHO-TEXHIMECKOI 0a30i Bce mompasee-
HUSI, KOTOPhIC TE€M WIM UHBIM 00pa3oM CBsi3aHHBI ¢ 0OpHOOH ¢ MHpOpMa-
IMOHHOM TPECTYNHOCTHIO; NMPOBOAMTH Oo0Jiee THIATENIHHYIO NPOQUIAKTHKY
HacesieHns B c(epe MHPOPMALMOHHOH I'PaMOTHOCTH.
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INorunoBa Jlroammnna HukonaeBHa,
KaHAMAAT TEXHUYECKUX HaYK, JOLEHT, AOUEHT kadeapb! «YNpasreHue 1 3alwmTa
nHpopmMamuuy Poccuitckoro yHuBepcuteta tpaHcnopta (MANT)

LUnaH Bnagucnas UBaHOBMvY,
cTyaeHT Poccuiickoro yHuBepcuteTa TpaHcnopta (MUNT)

AcnekTbl NPaBOBOro perynupoBaHUsA TEXHONOTMM 6NOK4YenH

AHHomauus. OcBsLLeHbl Npo6neMbl COBEPLLIEHCTBOBaHS HANOMOBOTO 3aKOHO-
patenbctBa PO Ha atane akTMBHOMO BHeAPeHWs BIOKYeiH-TEXHOMOMMK, KoTopast
XapakTepu3yeTcs NPOTUBOPEUMBOCTLIO TEHAEHUMA NPABOBOrO PerynupoBaHms
UNPOBBIX TEXHOMNOMA. AKTYanbHOCTb UCCNEAOBaHUS BOMPOCOB MPUMEHEHUS
GrioK4eiiH B HanoroBbIX OTHOLLEHNAX 06YCNOBMBAETCA HEOOXOANMOCTHHO OLIEHKM
HanoroBbIX NOCNEACTBUI CAENOK, COBEPLLAEMBIX C MCNOMb30BAHNEM LIMPOBLIX
(DMHAHCOBbIX aKTUBOB, OCHOBAHHbIX HA TEXHONOMK BNOKYeiH, a Takke nosiBne-
HWEM HOBbIX HaNPaBEHW COBEPLLEHCTBOBAHMS HATIOrOBOO KOHTPONS C Npume-
HeHneM brokyeiiH-TexHonormu. MNpoBedeHHoe NccneaoBaHme nokassiBaeT omno-
CPeA0BaHHOCTb aHanM3a TeXHONormu 6rokYenH Ans Lienen npaBoBoro perynnpo-
BaHWs1, OCYLLECTBNSEMOTO NyTeM BbIPabOTKV KOHLEMLIMIA NCMNONB30BAHNS AAHHOTO
TEXHOMOMMYECKOro PELLEHNS B KAYECTBE MHCTPYMEHTA NPU OCYLLECTBNEHUM KpU -
TOBAIOTHbIX ONEpaLyi.

Knroyesble cnosa: BriokyeitH-TexHomnorust; LMgpoBble TpaH3aKUUK; KpUnToBa-
NioTa; NPaBOBOE PENYNNPOBaHNE; MEXAYHAPOAHOE PEryriMpoBaHue; 3apybexHble
nccneaoBaHus.

Ludmila N. Loginova,
ScD, Associate Professor, Departmentof Control and Information Security Russian
University of Transport

Shiyan |. VIadislav,
student of Russian University of Transport

Aspects of legal regulation of blockchain technology

Abstract. The problems ofimproving the tax legislation of Russia at the stage of
active implementation of blockchain technology, which is characterized by the in-
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consistencyof trends in the legal regulation of digital technologies, are consecrat-
ed. Therelevance of studying the issues of using blockchain in tax relations is de-
termined by the need to assess the tax consequences of transactions made using
digital financial assets based on blockchain technology, as well as the emergence
of new areas for improving tax control using blockchain tec hnology. The conducted
research shows the indirectness of the blockchain analysis for the purposes of
legal regulation, carried outby developing concepts for using such a technological
solution as a tool in the implementation of cryptocurrency transactions.

Keywords: blockchain technology; digital transactions; cryptocurrency; legal
regulation; traceability; international regulation; foreign research.

CoBpeMeHHasi SKOHOMMYECKash HayKa HAXOJUTCS TOJ CWIBHBIM BIIUS-
HHMEeM Tporiecca uHpopMmaTmaiyy. MHpopMaImioHHass SKOHOMUKA TIPHHO-
CUT HOBBIC 3KOHOMHYCCKHE SIBJICHHSA, HO B CHIY CBOCH HOBH3HBI OHH JO
KOHI[Aa He M3ydeHbl. K SIBICHHIO COBPEMEHHOH CETEBOW SKOHOMHUKH OTHO-
CATCS 3JICKTPOHHBIE JICHBIH.

[Ipu paccmorpeHnn heHOMEHa «3JIEKTPOHHBIC JICHBIMY C TOYKH 3PCHUS
MH()OPMAIMOHHBIX TEXHOJOTWA MOYKHO TPHATH K BBIBOAY, YTO KPHIITOBA-
JIOTa — 3TO IMMPOoBasi BAIFOTA, BRIMYCK U MOACYET KOTOPOM OCHOBAaH Ha
umdpoBari . OCOOBIM CTOPOHHMKOM HCIIONb30BAHMSI KPHITTOBAJIIOTH B
Ka4eCTBE TUIATEKHOIO CPENICTBA sBJIsETCS SIMOHMS, B KOTOPO#i ¢ 1 anpers
2017 r. KpUNTOBAJIOTHl MPUPAaBHEHHI K HWHOCTPAHHBIM BaJllOTaM U pac-
CMaTpPUBAIOTCS KaK 3aKOHHOE CPEeICTBO IuaTexa. [1pr 3ToM HopMaTUBHBEIM
MPABOBBIM aKTOM, JICTAIHLHO PETYJIHUPYIONIMM OOpallicHHe BUPTYaIbHBIX
BamoT, sBisgercs 3axkoH SAnommm or 24.06.2009 Ne 54 «O 1wiaTexHBIX
yCIIyrax».

locynapctBeHHOEe perynmpoBanue B SITIOHMM 3aTpPOHYJIO TPH HAarpas-
TICHUS:

1) merampHOE TMOHATHE OWTKOWMHA M BHPTYaJbHOH BaioTh. HecMoTps
Ha IPH3HAHUE HA TCPPUTOPHH SIMOHMM KPHUITOBAIOT OJIOKYCHH U 3Pupu-
yM, TIOCJISHHE HE SIBJSIOTCS JICTAJIM3MPOBAHHOM BaJIFOTOMW, a JIMIb O(U-
IMAJIbHBIM TUIATEKHBIM CPEJICTBOM, «BBHITIONHSAIONIMM (PYHKIIMH BaJIFOTHIY;

2) peryiupoBaHue pbiHKa KpunroBamoT. COrjgacHo MpaBWwiaM OT OHMpK
KPHUITTOBAIIOT TpeOyeTcs npursiTh cTanaapTel KYC/AML, ucrnionb3yembie B

' URL: https://dic.academic.ru/dic.nsf/ruwiki/840224 (mata oGpaiecHus
25.01.2022).
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JIPYTUX CTpaHax, TOTyYWTh JIMIICH3UM HA TOPrOBJIIO BHPTYaJbHOM Ballto-
TOM W 3apeTUCTPUPOBATHCSA B SIMOHCKOM areHTCTBE (DMHAHCOBBIX YCIyT
(FSA), KOoTOpOE peryaupyeT BBIMYCK HAIMOHAJIBHOW BaJIOTHI;

3) HanmorooOyoxkenne: ¢ 1 wmomst 2017 r. BUpTyaibHash BajiOTa OCBO-
O6oxnena ot ymiathl 8% nanora Ha norpeOnenue (JCT), ananora poccuit-
ckoro HJIC. Jloxom oT BHUPTyaIbHOM BaJIOTHl OTHOCHUTCS K YHCITY MPOUHX
TIOCTYIUICHHH U SIBIETCS TOXOOM OT BEJeHUs OM3Heca, KOTOpBIi obJara-
eTCs HAJIOTOM Ha NPUOBUIL H IPUPOCT KamuTaa .

Kurali Brroumn pa3pa0OTKy TEXHOJOTMH OJIOKYEHH B IUIAH HAIMO-
HajbHOro passurus Ha 2016—2020 rr., cTaB OJHMM W3 TMEPBBIX TOCY-
JAPCTB, BKIIOYMBIIHM TEXHONOHIO B OBHIMATLHYIO TONUTHKY .

B HacTosmee BpeMs IM(POBU3AIMIO BaIOT IPOBOASAT U B EBpome, B
yactHocTy, B [lIBeiiapun B gepeBre LlepMaTT MECTHBIM JKUTEISM pas3pe-
MICHO IUIATHTHh HaJoru B OmrkoiHaX. 9 mapra 2020 r. xoHrpeccMmes Ilom
l'ocap mpencTraBmwn 3aKOHOMPOSKT O KPUITOBAJIOTE, HAMPABJICHHBIA Ha
OmpejiesieHHe W PEryJMpOoBaHue MHIYCTpuM 1HdpoBbix akTuBoB B CIIA.
ABTOpBI BBIIICYTIOMSIHYTOIO TIPOEKTa MONATarT, YTO 3aKOHOIPOEKT MpH-
3BaH 00ECIEUUTh HE TOJBKO SICHOCTH, HO U JIESTUTUMHOCTh KPHITOAKTHBOB
B CIILIA®.

Wurepec Takxke MpencTaBiIsIeT POCCHICKOE 3aKOHOIATELCTBO B OTHO-
HICHUH PETyJIUpPOBaHuA cdepbl OJokueiH. OTCYTCTBHE 3aKOHOIATEIIHHBIX
aKTOB, PEryJMpyIONmX chepy AesTelbHOCTH KPUITOBATIOTH B Poccuii-
ckoit Deneparyy, MOPOXKIAET CIOPHI CPEI PKCTIEPTOB B 3TOM 00acT. B
oruere DejepalbHOrO COBETA O BUPTYAILHBIX BaFOTaX OBIIM HA3BAHBI
CJIEIYIOIIE TOTECHIMAILHBIE 00JacTH MPUMEHEHHS OJIOKYEHH: JIOTUCTHKA,
MHKPOTPAH3aKIIMA ¥ MapKETHHT (B BUe GOHYCHBIX 6auioB)’.

Y URL: https://forknews.io/legal/000304-pravovoj-status-kriptoval.html (mzata 06-
pamenue 25.01.2022).

> URL: http://www.gov.cn/zhengce/content/2016-12/27/content_5153411.htm
(mata obpamenus 25.01.2022).

> URL: https://coinspot.io/law/us_and_canada/v-kongresse-ssha-predstavili-
obnovlennuyu-versiyu-zakona-o-kriptovalyute-2020-goda/ (nata oGpaiueHus
26.01.2022).

* URL:
https://www.news.admin.ch/NSBSubscriber/message/attachments/35355.pdf (zna-
Ta obOpamieHus 26.01.2022).
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Bonpioe 4uciio BO3MOXKHOCTEH i1 NPUMEHEHHS OJIOKYCHH MOXKHO
HaWTH B TIEPBYIO o4epellb B (PMHAHCOBOM cdepe, MOCKOIbKY OpraHM3aIHHy,
KOTOpBIC TIEPEeHIyT Ha OJIOKYCHH-TEXHONOTHH, CMOTYT CcaenaTh Ooosee 3¢-
(DeKTUBHBIMHU paHee JOPOrOCTOSIINE W HEHAJE)KHBbIC OMNEpalyi, a TaKKe
YCTAHOBUTH HOBbIE MoiesM coTpynHuuecTBa. Kak BepHo ormeTmn A. A.
CUTHUK, «BBIILIETICPEUHCIICHHBIE HATPABICHUS JEATEIbHOCTH B O0JACTH
NPUMEHEHNST IM(MPOBBIX TEXHONOTHH CBUAETEIbCTBYIOT O TOM, 4YTO B
HACTOSAIIEE BpeMs (DOPMHPYETCs IHM(POBOE IPOCTPAHCTBO» , B PAMKAX
KOTOPOro HEO00XOAWMMO ONpelesuTh cdepy MNpaBOBOIO PEryJIMPOBAHUS
1M(POBBIX aKTUBOB U TMOPSIOK pean3alii U B3auMOJIeHCTBUS CYOhEKTOB
THX TpaB’.

[{uppoBsie mpaBa SIBISIOTCS BOIUIOIICHHEM YHHUBEpCAJIbHBIX IPAB de-
JoBeKa (depe3 3aKOHbI), TaPaHTUPOBAHHBIX MEXIYHAPOAHbIM NPaBOM U
HAllMOHAJIbHBIMU KOHCTUTYLMSIMH, W CBSI3aHBI C MOTPEOHOCTSIMU OTAENb-
HBIX JIAI ¥ TPAX/IaH B MHOPMAIMOHHOM 00IIecTBe”.

3agava BRIPaOOTKH Kak OOIIETPABOBBIX, TAK U OTPACIEBBIX (M MpEexkIe
BCEro B cdepe HAJIOroBOro Inpasa) MOAXOAOB K BOIpPOCY JIETaJM3alU B
IIeJIOM, a TaKXKe K HOPMAaTHBHOMY PETYJIMPOBAHUIO TpaHuLl, (OpM H CIIO-
cOo0OB MPUMEHEHMS] TEXHOJIOTMH OJIOKYEWH TPH3HAETCS OTHOW W3 TepBO-
CTETIeHHBIX 3324 rOCyJapPCTBEHHOTO YpoBHS. [ HAajIoroBoro mpaBa OHa
aKTyaMBHpyeTCsl TpelieICHTaMH HCTIONB30BaHUS  OJIOKY €HH-TEXHOJIOT UM
HAJIOTOBBIMU OpraHaMM JUIl COKpAIlCHUs M3IEPKEK, CBSI3aHHBIX ¢ Oymaik-
HBIM JTOKyMeHToobopoTroM. Hamprmep, B 2020 1. Ha OCHOBE MPHMEHEHHS
Osiokuein-TexHonorny cozaana wdposas miathpopma GPHC Poccuu (mo-
cranoBiieHns [IpaBurenbctBa P® ot 02.04.2020 Ne 422 «O06 yrBepxie-
Hun [IpaBun npegocTaBiieHns cyocHIui U3 (e1epaibHOr0 OKKeTa poc-
CHICKMM KPEJIWUTHHIM OpraHM3alisiM Ha BO3MEILNEHWE HEJIOMONTyYEHHBIX
WUMH JIOXO/IOB TI0 KpeauTam, BeiianHeiM B 2020 rogy cy0heKTaM MaJioro u
CpeIHero MpeNpUHIMATENLCTBA HA HEOTJIOXKHBIC HYXK/IbI IS TIOJIJIC PAKKU
U COXpaHeHus1 3aHATOCTI», OT 16.05.2020 Ne 696 «O06 yrBepknenun [Ipa-
BWJI TIpeJlocTaBiIeHu cyOcunmii m3 (eaepadbHOro 0roKeTa pOCCUHCKIM

! URL:https://cyberleninka.ru/article/n/ponyatie-i-pravovoe-regulirovanie -
kriptovalyuty-v-zarubezhnyh-stranah (nata o6pamenus: 25.01.2022).

AKTyanbHble TIPOOIEMBI OJIOKYEHH-TEXHONOTHI B (UHAHCOBOM IpaBe / MO pe.
E. 1O. I'paueBoii, JI. JI. Ap3ymanoBoii. M. : Hopma, 2021.
% Tam xe.
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KpeJUTHBIM OpraHM3allsiM Ha BO3MEILICHHE HEJONOTYyYEHHBIX WMH J0XO-
JIOB TI0 KpeauTam, BbimanHpiM B 2020 Toay IOpUIMdecKnM JIMIaM Y WHI -
BUIYaJbHBIM TPEIANPUHUMATEISIM HAa BO30OHOBJICHHE JCSTEIBHOCTI),
KoTOpasi obecrieyuBaeT HHPOPMAIMOHHBIA OOMEH CBEICHHSIMU MEXOY
HaJIOroIiaTeNbIMKaMy, OaHkaMy (TMEpBBIMU TOMYyYWIM BO3MOXKHOCTh
nonkmodeHuss BTh u Coepbank, a mo3jHee K MPOSKTY MPHCOETUHIINCH U
npyrue OaHKH), BHEOIOKETHRIMU (POHIAMU M HAJIOTOBBIMH OpraHAMU ISt
obecrnieyeHust JIbTOTHOTO KPEIHWTOBAHHMS MAaJloro M CpeaHero Om3Heca B
YCIIOBHSIX PAcCTIPOCTpaHeHWss HOBOW KopoHaBupycHoi mHpexmm COVID-
19. IlomumMo 3TOro pajbHEHINIEE BHEAPCHUC OJIOKYCHH-TEXHOIOTHH B
HAJIOTOBBIE OTHOLICHWS IUIAHUPYETCSI OCYIIECTBUTH C LEJbIO MOJHOIO OT-
Ka3a OT HaJIOTOBOM OTYETHOCTH.

OpnHako Takye MeXIYHapoJHbIE PEILEHUs BCTPEUAIOTCS OUYEHb PEIKO.
Hecmorps Ha OOMBIIONH 00BEM TOProB KPHITOBAJIIOTAMH, TII00AJTHLHBIX
3aKOHOB U MpaBWI He cymiecTByeT. OOCyKIeHHs TEMBI CPEI OT€UECTBEH-
HBIX CTICIMAJIFCTOB HAYallCh OJHOBPEMEHHO C TIOSBIICHUEM HBIHEIITHHX
kprnroBamioT B 2009 r. IlepBoit peakipeil pocCHIACKUX BIacTe, Koraa-To
O3HAKOMMUBIIIMXCSI C TEXHOJOTHEH, ObLIIO pacCMOTPEHHE HOBBIX 3alpeTOB.
Onnako ¢ anpens 2018 r. Bce mMeHwIoch. [IpeMbep-MHUHUCTP HOPYYMIT
BYYUTH TIEPCTICKTUBY HCTIONH30BAHUS OJIOKYEHHA IS PEUICHUS aIMHUHU-
CTpaTHUBHBIX 3a7a4 Ha (eaepasbrHoM ypoBHE. Uepes mecsii 061 chopMu-
poBaH ApxuBHblif komureT. Ero ocHoBHast 3a1aua — co3zjaHue cTaHaap-
TOB TEXHOJIOTMU OJIOKYEMH, a TaKKe CHCTEM, OCHOBAaHHBIX Ha pacIpenie-
JICHHBIX METO/aX XpaHeHws u 00paboTku vHpopMmamwi. [IpoekT Geper Ha
ce0s pa3perieHre TpeANpUITHs 1 OpraHu3aTopa, ONpeeeHne JOCTaTOd-
HBIX YCIIOBHIl M MEXAHI3Ma BBIKYTIA TOKSHA .

Urak, roBops mpo 0COOCHHOCTH MPABOBOTO PETYIMPOBAHMS TEXHOIO-
rud OJIOKYEHH, MOXKHO CIeNaTh BBIBOJ, YTO IPABOBOE PETYJIMPOBAHUE,
HECOMHEHHO, MPUIET, U OHO NMOCTETICHHO BHEIPSETCS B pa3MyHBIX CTpa-
HaX, TIOCKOJIbKY B HACTOSIIEE BPeMs Mbl HAOJIFO1aeM COMpPOTHUBJICHUE TEX-
HOJIOTHH OJIOKYEWH BHEITHEMY MPOTHBOAEHCTBHIO.

IIpn BHempeHNM OJOKYEHH-TEXHOJIIOTMHM B TPABOBOC PETYJIHUPOBAHUC
Poccuiickoit @enepalmeii OTHOIICHHH, CBSI3aHHBIX C MPOCJIEKUBAEMOCTHIO
TOBAapOB, HA OCHOBAaHWH TAKOIO 3apyO0EeXHOro OIbITa HEOOXOAMMO PYyKO-

' URL: https://exd.ru/blokchejn/pravovoe-regulirovanie-blokchejna-v-rossii-i-v-
mire/ (mata oGpamienus 25.01.2022).
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BOJICTBOBATHCSI CJICYIONMMU TPHHIMIIAME: 0€30TMACHOCTh, 3alllHIIIe H-
HOCThb JMYHBIX JAHHBIX, JELEHTpaIn3alys, IpO3payHOCTh, NOCTYIHOCTD,
KOHCEHCYC (TToBEepHe).

B HacTosimee ke BpeMsi OOJIBIIMHCTBO MCCIICIOBATEIICH BCE €IIE MPH-
JEPKUBAKOTCSI TOYKH 3PSHHSI 00 OTCYTCTBHM HEOOXOIMMOCTH IMPABOBOTO
PETyJIMPOBAHUS TIOHATHSI TEXHOJIOTHH OJIOKYEIH.

3emnuHa Onbra MuxainnoBHa,
KaHOMOAT OPUONYECKUX HAYK, JOLEHT, AOLEHT kadeapbl « T paHCNOPTHOE NPaBO»
FOpmamnyeckoro nHcTuTyTa Poccuinckoro yHusepcuteta tpaHcnopta (MUANUT)

ApTebsknHa KceHns AngpeeBHa,
MarmcTpaHT Kopuanyeckoro MHCTUTYTa POCCUICKOTO YHMBEPCUTETA TPAHCNopTa
(MWWNT)

Mpo6nembl KBanuguKauum puHaHCUPOBaHUA TeppopU3Ma

AHHOomauus. Teppopusm BO BCeX ero hopmax v nposiBIEHUSX U MO CBOUM
MacLutabam 1 IHTEHCUBHOCTY, NO CBOEN BeCYenOBEYHOCTU U XECTOKOCTU NPeBp a-
TUNCS HblHE B OfHY U3 CaMblX OCTPbIX U 3M1060AHEBHbIX Npobrem rnobansHoun
3HaummocTu. MposiBNeHne Teppopuama BekyT 3a Co60i MacCOoBbIE YeNnOBEYECKe
XEPTBbI, Pa3pyLianTCs AyXOBHblE, MaTepuarbHble, KynbTypHbIE LEHHOCTU, KOTO-
pble HEBO3MOXHO BOCCO3aTh Bekamu. OH NopoxaaeT HeHaBUCTb M HeJOBEPUE
Mexqy coLmarbHbIMIA U HaLMOoHarbHLIMK rpyrnami. B cTaTee paccmatpueatotcs
npo6rembl NPUMEHEHNS YTONOBHOTO 3aKOHOAATeNLCTBA B 061acTv NpoTMBoae M-
CTBUS (PUHAHCMPOBaAHUS Teppopu3ma, He06X0AMMOC TV MEXIYHAPOAHOTO COTPYA-
HW4eCTBa B C(hepe NepekpbITUS (IMHAHCOBBLIX NOTOKOB, KOTOPbIE HAaNPaBNEHHbI Ha
nogaepxaHue TeppopucToB U UX AeATENbHOCTU. BbisiBNEHbI 3HauMMble BONPOCHI,
BO3HWKaroWue npu obMeHe MHGopMaLmein Mexay 3apybexHbIMM CTpaHamu, Ka-
canoLmecs JesTeNlbHOCT TEPPOPUCTUYECKUX OpraHU3aLni 1 rpynn, a Takke Bo-
NPOC KBanMMuKaLmm JaHHOW kaTeropuy npecTynneHui. Mo pesynstatam CpaBHu-
TeNbHO-NPaBOBOIO M hOpMarnbHO-A0rMaTUYECKOTO aHanm3a MexayHapoaHbIX
HOPMaTUBHbIX NPaBOBLIX aKTOB, 3aKkoHodaTensctea P, a Tawke OCMbICIEHUS
cynebHo-CrieICTBEHHON NpaKTUKA B CTaTbe NPearnoxXeHbl NpeacTaBnsowpmecs
paLWoHanbHbIMK CNOCo6bI peLLeHns uccnegyemblx BONpPOCOB.

244



Knrouegble crosa: puHaHCMpoBaHWe Teppopuama; NPoTMBOAECTBME Teppo-
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Problems of terrorist financing qualification

Abstract. Terrorism in all its forms and manifestations, both in its scale and in-
tensity, in its inhumanity and cruelty, has now become one of the most acute and
topical problems of global significance. T he manifestation of terrorism entails mas-
sive human casualties, spiritual, material, and cultural values that cannot be recre-
ated for centuries are being destroyed. It breeds hatred and distrust between social
and national groups. T he article discusses the problems ofthe application of crimi-
nal legislation in the field of countering the financing of terrorism, the need for in-
ternational cooperation in the field of blocking financial flows that are aimed at
supporting terrorists and their activities. Significant issues arising during the ex-
change ofinformation between foreign countries concerning the activities of terror-
ist organizations and groups, as well as the question of the qualification of this cat-
egory of crimes, have been identified. Based on the results of a comparative legal
and formal dogmatic analysis of international normative legal acts, the legislation of
the Russian Federation, as well as an understanding of judicial and investigative
practice, the article suggests rational ways to solve the issues under study.
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«Poccuiickuii 1 3apyOeKHBIA OMBIT AHTUTEPPOPUCTUUCCKON NESITEIh-
HOCTH TIOKa3aJj, 9To 00ppda ¢ Teppopm3MOM He MOXKET OBITh d(PPeKTHB-
HOM, €CJIM JIMIIIb pearupoBaTh Ha COBEPIIECHHBIC MpecTymwieHus. Hano ak-
THBHO (JOPMHUPOBATH YCIIOBUS, NIPU KOTOPBIX K MUHIMYMY JOJDKHBI OBITH
CBEJIEHBl KaK caMa BO3MOYKHOCTh COBEPILEHUs TEPPOPUCTHUECKOIO aKTa,
TaK U ero TOCIeICTBH» .

! https://rg.ru/2006/03/21/patrushev.html
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Oco0yro ONacHOCTh MPEACTARIIET CO00M TEPPOPH3M HA TPAHCTIOPTE, UTO
TpeIoNpeIeNIeHO, B TIEPBYIO OYepe/lb, CYIIHOCTHBIMH XapaKTEePHCTUKAMHU
TPaHCTIOPTHON HHPPACTPYKTYPHI H 00BEKTOB TPAHCIIOPTA, KAK HCTOYHUKOB
TIOBEITIICHHOH onlacHOCTH [ 1, cTp. 108], MMeIonpX BEICOKYIO CTEIICHb YI3BH-
MocTH [2, cTp. 17; 3. cTp. 37], 9TO AcaaeT MX OCOOCHHO MPUBJICKATEILHBIMHU
LIeJIIMHU TePPOPUCTHIECKUX aTak [ 5, c1p. 1, 21]. Kak ocHoBaTeIpHO OTMEUa-
€Tcsl, B COBOKYITHOCTH OTH TPOOJIEMBI JIETCPMUHUPYIOT HEOOXOIUMOCTH
HAYYHOTO 1 00pa3oBaTesibHOro obecneuenus [4, ctp. 18; 6].

OpnHolt M3 caMBIX MOMYJIAPHBIX HA CETOAHSIIHMKA JI€Hb CIOCOOOB CO-
JIEHCTBUS TEPPOPHCTHUECKOM JCSITEILHOCTH — (DHMHAHCHUPOBAHUE TEPPO-
pr3Ma, KOTOpBIH HyXXOaeTcs He TONBKO B €ro MpeceueHUH, HO U Mpefy-
npexnennd. Genepanbupiit 3akoH oT 06.03.2006 Ne 35-03 «O mpotuBo-
JEVICTBUM TEPPOPH3MY», NPUIIEAIINI Ha cMeHy DeepalbHOMY 3aKOHY OT
25.07.1998 Ne 130-D3 «O GopbOe ¢ Teppopru3MOM», HATIPABJICH HE TOIBKO
Ha TIPOTHBOJICHICTBHE TEPPOPH3MY, HO M HETIOCPEJCTBEHHO HA €TI0 IMpe.y-
MPSKIICHHES BO BCeX (hopMax W MPOSBIICHHUSAX, YTO TOBBIIIACT 3(DHEKTHUB-
HOCTH PaCKpPBITUS JJAHHBIX KATETOPHIA MPECTYIUICHHS.

Uccnenyemast npobiieMa MpogoibKaeT 0cTaBaThCsl OCOOEHHO aKTyallb-
HO#t B cepe Tpancmopra [2, cTp. 246], yuursiBas yrposy, npeacTaBise-
MYIO T€PPOPUCTHIECKUMH OpTraHM3AIIM UL

OcHOBaTEJIbHO OTMEYAETCS, YTO «TEPPOPUCTHIECKHE U TUBEPCUOHHBIC
akiyy (YroH WK 3aXBaT TPAHCTIOPTHBIX CPEJCTB — BO3YIIHBIX, MOPCKUX
W PEUHBIX CY/IOB, aBTOTPAHCIIOPTA, JKEJIE3HOIOPOKHOTO TMOABIDKHOTO CO-
CTaBa; B3PBIBBI B adpOMOpTax, Ha JKEJEe3HOJOPOKHBIX BOK3asax, Moprax,
Ha TPAHCTIOPTHBIX CPEACTBAaX, HA THAPOTEXHUIECKUX COOPYKEHUSAX U JIp.)
M0 YaCTOTE TPOSBJICHUN M TSDKKUM TIOCJICACTBUSAM HaXOISTCS HA BTOPOM
MECTEe TOCJe YPEe3BbIUaNHBIX MPOKCINCCTBUMN, BHI3BAHHBIX TEXHUYECCKHM
COCTOSTHHEM TPAHCTIOPTHBIX CHUCTEM, HO Ha TMEPBOM MO OOIIECTBEHHOMY
pearupoBanuo» [2, cTp. 11].

OCOOEHHOCTBIO TEPPOPUCTUUECKHX aTaK HA TPAHCIIOPTE SBISIETCS TO,
YTO «H3-32 BBHICOKOHM YSI3BUMOCTH, B CPAaBHEHWH CO MHOTUMH JPYTHMH IO~
TEHIMAJIbHBIMU TIEJIIMH, 00BEKTHI TPAHCTIOPTA OCOOEHHO MPHBIICKATEIBHBI
JUTE TEPPOPHUCTOB, TaK KaK OOBIYHO MPHUBOAAT K OONBIIIOMY KOJIHMYECTBY
KEPTB, MOT'YT MApaM30BaTh KIIIOYEBHIE CEKTOPhI 3KOHOMHUKH U BBI3BATH
Cepbe3Hbie 00IIECTBeHHBIC TIOTpsceHust» [2, cTp. 13].

CrenyeT yauThIBaTh M TO 00OCTOATEIBCTBO, YTO «BBICOKAS CTEIICHD ys3-
BUMOCTH OOBEKTOB TPAHCTIOPTHOM MH(PPACTPYKTYPHI, 00YCIIOBICHHAS W3-
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HAaYyaJbHO MX NpeIHA3HAYEHHWEM M, COOTBETCTBEHHO, OTKPBITOCTBIO K J10-
CTyIly HEOTPaHMYIEHHOMY YHCIy JIMI, JeNaeT yKa3aHHble OOBEKTHI OCO-
OCHHO TMpHBIIEKATEILHBIMU JUIsI TeppopucToB» [3, ctp. 101]. Dra creuw-
(¢vKa TPaHCTIOPTHOM HMHPPACTPYKTYPHl TIOAYCPKHBACTCS W WHBIMH aBTO-
pamu [4, ctp. 14, 16; 5, cTp. 400], uTO cTaBHT OCOOBIE 3aMa4H MIEPE Mpa-
BOBBIM 00pa30BaHMEM CIICIMAMCTOB Ha TpaHcriopre [5, cTp. 402, 400; 6,
ctp. 37; 8, ctp. 23].

VYrpo3a Takke HCXOAHUT OT HEOOBIINX TEPPOPUCTHIECKHX TPYIIPOBOK
Y OT/ICJIHHBIX TEPPOPHCTOB, KOTOPBIE MOTYT COBEPIIUTH TEPPOPHCT MY CKUM
aKT M HAHECTH OOJIbIIIE YBEYbs O0IIECTBY, UTO TAKXKE JIEaeT CBOCBPEME H-
HOE TIpeAyNpeKIeHHe TEePPOPUCTUIECKUX aTaK Ha TPAHCIIOpTE BechbMa 3a-
TPYAHUTEIBHBIM, TPEOYET OCOOBIX YCIIIUH ISl TIOITOTOBKH KBAA(PUIPO-
BaHHBIX CTICIMAIUCTOB B 00JIACTH 00eCTIeUeHHUsT TPAHCTIOPTHOM Oe30MmacHo-
ctu [1, cTp. 128; 4. ctp. 14, 16]. X0Ts KOIMUECTBO U BHIbI TEPPOPUCTHY €-
CKUX STYEEK, a TAKOKE MPEICTARIIEMbIC IMH YTPO3bI TPETEPIICIN U3MECHEHHS
CO BpEeMEHEM, OCHOBHBIE TIOTPEOHOCTH TEPPOPUCTOB B cOOpE, TIepeM CIICHAN
Y HCTIOJIb30BAHMH JI€HEKHbBIX CPE/ICTB OCTAJNCH MPEKHUMH.

AHanu3 TPaBONPUMEHUTENHLHON TMPAKTUKU CBHAETEIHCTBYET O HaJU-
YUM KOJUIM3HMI B BONPOCaxX KBAJM(UKAIMHA (PMHAHCHPOBAHHS TEPpOpHU3Ma,
9TO0 TpeOyeT TIyOOKOH TEOpe THKO-TIPHKIIATHON apryMeHTalH.

MesxayHapoIHbIE TEPPOPUCTHUECKHE TPYIIIBI HE CTPEMSITCS K (DMHAH-
COBOH BBIT0/1€ KaK K KOHEUHOW LIeJIH, OJJTHAKO MM HEOOXOIMMBI JICHEKHbIE
CpeJCTBA, TAK KaK 3HAUNTEIIbHBIE CPEACTBA TPATATCS Ha NPUBJICYEHUE HO-
BBIX CTOPOHHMKOB, OpraHM3aII0 BEpOOBKH, 0OEBYIO TIOATOTOBKY OTpPSI0B
¥ HA€MHHKOB, CO3/IaHHE COBPEMEHHOW MaTepHaIbHO-TEXHMUIECKOH Oa3bl.
HmeHnHo nosTomy 3agada 60phObI C TEPPOPU3MOM HE CBOASTCS K BBISIBIIC-
HUIO M TIPECEYCHHIO OTJIIEJBHBIX TEPPOPUCTUYCCKUX TMPECTYIUICHUN, OHA
ropasio IMpe M 3aKII0YaeTcs B NPECeueHHH caMOd TeppOpHCTHIECKON
JesATeIbHOCTH, Ba)KHYIO POJb B CYIIIECTBOBAHMM KOTOPOW HMrpaeT ee ¢u-
HaHcoBas 0a3za, KOTOpasi JaeT TEepPpOpH3MY, €TO JIIOJICKAM U MaTephalb-
HBIM pecypcaM HapaliiBaThCS.

COop CpeacTB TEPPOPUCTHUCCKUMH OpraHM3aIMsIMHU Yallle BCETo Be-
JETCsl T OJIarOTBOPHUTEIILHBIMH TPE/JIOraMU M Yepe3 TPEThHX JIWIL, M3
3TOrO ClIeAyeT, YTO MpoOjieMa COCTOUT B BBISIBICHHMM MCTHHHBIX LieJieil
CTIOHCHPYEMOW M CTIOHCHPYIOIIEH CTOPOHBL. OJHMMU U3 TJIABHBIX UCTOY-
HUKOB (PMHAHCHPOBAHMS TEPpOpM3Ma SBISIETCS: TOKEPTBOBAHWS depe3
COIMAJIbHBIE ¥ PEJIMIHO3HBIC OpraHW3alllH, TOJMydeHHe (DHHAHCOBBIX
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CPEeJICTB uepe3 3aKOHHO JICHCTBYIOIIHE KOMMEPUECKUE OpraHu3aliy, IpH-
HaJUIe)KalMe Kak YJ4aCTHHKAM TEpPPOPHCTHUYECKON OpraHM3alyi, TaKk H
JpYruM JTIOJAM 13 c(hep CTPOUTENHLCTBA, OAHKOBCKOI'O JieJia, TOPTrOBJIU TO-
BapaMH, PeCTOPaHHOro Om3Heca. MIMEHHO TIOATOMY OTCJIC)KMBaHUE (DHUHAH-
COBBIX TOTOKOB TEPPOPUCTUYECKUX OpraHMW3allMil 3aTpPyAHUTENILHO, TaK
KaK METOAMKa ()MHAHCOBOTO KOHTPOJIS HAIpaBJICHA HA TEXHUKY OTMBbIBa-
HUSL JICHET, IOyYEeHUs] MX MPECTYIHBIM IyTEM.

Co3nanve mpaBoBOM 0a3bl M pa3BUTHE HOBBIX (DOPM TPABOBOTO CO-
TPYIHAYECTBA TOCYIApCTB, HATPABJICHHBIX HE TOJBKO Ha MPOTHBOIE -
CTBHE TeppopM3Ma, HO M HETIOCPEACTBEHHO Ha €ro MpeaynpexkIeHUE BO
Bcex (opMax M MpOsIBICHWSIX, HE pellaeT Bcel MpoOIeMbl, IOCKOIBKY JJIs
npeceyeHuss (PMHAHCOBBIX ONEpalMii B TOJNB3Yy TEPPOPUCTOB HeOOXOonUMa
CBOEBPEMCHHAS U TOJIHAS Pa3Be/bIBaTENbHAS MHPOpMAIWMs 00 MCTHHHBIX
€e IeJIX | ajapecarax. 3ajada Tio MOTydeHHI0 BCel HeoOX0arM ot nH(Op-
Mallii OTHOCUTCSI K KOMIICTCHIIMH Pa3BelbIBATEIILHBIX OPraHOB TOCyIap-
ctBa. OJHAKO YYWTHIBAas TIIOOQIBHBIA ACTEKT (DMHAHCHPOBAHUS TEPpO-
pu3Ma, JTaHHbIE OpraHbl He 00JIaJar0T BCEH MOJIHOTONW HEOOXOAMMBIX pas3-
BE/IbIBATEJIbHBIX JAHHBIX, YTO NPEISITCTBYET BBISBICHUIO U JIMKBHIALMH
MEXTyHapOIIHbIX KaHAJIOB (pMHAHCHPOBaHMS. Perienne nanHoi mpoOieMbl
BUIUTCSI B TIOBBIIICHAN MHOTOCTOPOHHETO YPOBHS COTPYIHHYECTBA MEIXK-
JIy TOCYAapcTBaMu, B TOM YHCJIE B COTPYIHAYECTBE Pa3BebIBATEIHHBIX
ciIyx0, B3aMMOJICHCTBUE KOTOPHIX JOJDKHO NMPOUCXOJIUTH Ha OCHOBE KO-
JleKca MoBeIeHUs B 00J1aCTH SKOHOM MU ECKOM pa3BeIKu.

Bornbimoe 3HaueHre MMeeT YCTAHOBICHHE KOHEUHOTO ajipecara (Teppo-
PHUCTHUECKHMX OpraHW3allii WIM TPYII) TpU BBIIBICHAM M TPECEYCHAN
(PMHAHCOBBIX ONEPAIMi, OCYIIECTBISIEMBIX B TOAJICPKKY TEPPOPUCTHY e-
CKol AesATenbHOCTH. OHAKO OOJIBIIMHCTBO CTPaH B O0pb0e ¢ (hMHAHCUPO-
BaHUEM TEppPOpH3Ma PYKOBOJCTBYIOTCS CBOMMH CIIMCKAMM TaKHX 3ampe-
IIEHHBIX HA WX TEPPUTOPUM OpraHM3alWi, He NMpHU3HABas PEIICHUN APYTUX
ctpan. L{enecooOpa3HbIM BUIETHCS BHIPa0OTATh COTNIACOBAHHYIO TO3HIIMIO
OTHOCUTENIFHO KPHUTEPUEB OTHECEHMSI OPraHM3alMi K TEPPOPHUCTHYECKHM
Y MeXaHmMa OOBSBJICHUS €€ TaKOBOM.

AHamupys BBIIICH3IOKESHHBIC MPOOJIEMbI, OYCBHIHA HEOOXOIUMOCTh
B HaJIaKMBaHUU TOCTOSTHHOrO OOMeHa ¢ 3apyOeXHbIMU cTpaHaMu HHPOP-
MalMel, Kacaroleics AesITEIbHOCTH TEPPOPUCTUIECKUX OpPraHU3alMid U
rpyr. PopMbl 0OMEHa TOJDKHBI YCTAHABIMBATHCS C Y4€TOM MHEHHS BCEX
3aMHTEPECOBAHHBIX CTOPOH.
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Eme omqHuM U3 CII0XKHBIX BONPOCOB KBAJM(PUKALMN SBISETCS TPaBOBAast
OlICHKa JCHCTBMI JHI, (DMHAHCHPYEMBIX TEPPOPH3M IO BO3JEHCTBHEM
yrpoxaromux (pakropos. JleiicTBuS i@, MOMyYalomero mpeaMeTsl (u-
HAHCHUPOBAHMSI TEPpPOpHU3Ma, HCHONB3ys IPU 3TOM YIpo3bl HPUMEHEHMS
HACWINS WIM MHBbIE CTOCOOBI MPUHYKIECHWS, 00pa3yloT HiealbHYl0 COBO-
KyIHOCTh, ycTaHaBmmBaeMmyio B cT. 205.1 «ComeiicTBue TeppopuCTHIE-
CKOH JIesaTeJbHOCTI U CT. 163 «BrimMoratensctBo»y YK P®. OgHako BcTa-
€T BOIPOC O KBAIM(HKAIMHA JEHWCTBHIA JIMI, TPETOCTABHUBIINX MPEIMETHI
(MHaHCHpOBaHUSA TeppOpH3Ma IO BO3AEHCTBHEM YIpO3bl IPUMEHEHHS
HACWINS U MHBIX CTIIOCOOOB IPUHYX/IEHUS.

JlaHHBI BONIPOC CTOMT pellaTh B IUIOCKOCTH OIpENENICHUs HaIudus
peaIbHOM BO3MOXHOCTH WIM HEBO3MOXKHOCTH OTKa3aThCsl OT MPEAOCTaB-
JIeHUsI CPeJCTB (PMHAHCHPOBAHUS TEPPOPHZMA.

Ecimy nniia ecTbh BO3MOKHOCTb YKJIOHUTHCS OT IPEJOCTABIICHUS yKa3a H-
HBIX CPEJICTB, T.C. BBIIBUTAEMBIE B €TO aJIPEC YIPO3bI U MHBIE CIIOCOOBI TPH-
HyXJI€HUs HE BOCIPHHUMAIOTCS KaK peasibHble, TO €TI0 ACHCTBUSA ClleyeT
KkBaJMumMpoBaTh B cOOTBETCTBHM O CT. 205.1 «CozneiicTBue TeppopucT -
yeckoit gesrensHocTy Y K PO. OgHako ecim Mo He HMENo BO3MOYKHOCTH
OTKa3aThCs OT NPEIOCTABIICHHSI CPEICTB (PMHAHCHPOBAHNS, B CHITY PEabHOTO
OKa3aHUs Ha HETO JABJICHUS W NPUHYKIEHUS, TO €T0 JEeUCTBUS CTOUT pac-
CMaTpUBaTh KaK KpaiHsis HeOOXOAMMOCTh JIMOO (DM3NYECKOe WU MICHXOJIO-
IrM4ECKOe NMPUHYXIeHUE. [laHHOE pa3bICHEHHE TIOATBEPKIAETCS aBTOpaMU,
YTBEPAKIAIOMMMY, YTO €CJIM JIMLIO HE MMEJIO BO3MOKHOCTH OTKA3aThCs OT
NpelOCTaBJICHUs! CPEACTB, TO €ro IEUCTBUS CTOUT pacCMaTpUBaTh Yepe3
npy3MY 00CTOSITEIIBCTB, UCKITIOYAOIIUX PECTYMHOCTh AesiHus [7, cTp. 56].

B naHHOM Bompoce pelleHue BHUIUTCA B HEOOXOAMMOCTH COBEPILICH-
cTBOoBaHKs noctaHoBieHus [Inenyma BepxoBnoro Cyna P® «O nexoro-
PBIX BOIpOCax CyaeOHOM MPaKTHKY M0 YTOJIOBHBIM JeJiaM O TpecTYIUIeHH-
X TEPPOPUCTHUECKON HAIIPaBIEHHOCTI» IIyT€M BHECEHWsI pa3bsCHIIOIIIX
TIOJIOOKEHH O KBaJM(PUKAIMK JEHCTBHUI JIHII, MPEOCTABHUBIINX TPEMETHI
(MHAHCHpPOBaHMS TEppOpH3Ma TIOA BO3JEHCTBHEM Yrpo3bl HPUMEHEHHS
HACWINS U MHBIX CTIIOCOOOB MPHHYKICHUS.

ITonBoas wror, cTOUT cKa3aTh, YTO NpoOJIEMa BBISBICHUI U Mpecede-
HUs (PMHAHCHPOBAHUSA TEPPOPU3M, HECOMHEHHO, 3aKII0YAaeTCsl B HCKIIIO-
YUTEIFHOM PAa3HOOOPA3MM HCTIONB3YEMBIX NMPECTYIMHHUKAMU METONOB IIO-
JydeHUs: HEOOXOIUMBIX CPENICTB, TAK KAK OHM MOTYT BKJIFOUATh B ce0s1 Kak
JieTajbHbIe, TAK 1 HEJIETaIbHbIE MCTOYHHUKH.
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CoBepIIeHCTBOBAHIE POCCHICKOTrO 3aKOHOATENbCTBA B OoppOe ¢ dhu-
HAHCHPOBAHMEM TEppopH3Ma, Oe3yCIIOBHO, MMEeT BaxkHoe 3Hauenue. Of-
HaKO CO3JaHHe MPaBOBOW 0a3bl He pelaeT Bcex BompocoB. HanaxvBanue
CHCTEMBI MEXIYHApPOIHOrO COTPYIHHYECTBA TMOCPEICTBOM OOMEHA WH-
(dopmarmet crana Obl 3B€HOM B CO3aHUM MEXaHM3MOB CBOEBPEMCHHOTO U
3Q(EKTUBHOrO TpeceucHUs (PUHAHCUPOBaHHA Teppopmsma. CoTpyaHNY e-
CTBO B JIAHHOM OOJIACTH BHIUTCS BO B3aMMOJICHCTBHM B TIOIPAHHYHOM
KOHTPOJIC BBO3a U BBIBO3a BaIIFOT, KOOPJIMHAIIMK COBMECTHON (PMHAHCOBOM
pa3BebIBATEIbHON NIESITENLHOCTH, BHIPAOOTKE COIrNIACOBAHHOW MO3MIMU
OTHOCHTEJIbHO KPUTEPUEB M MEXaHU3MOB OTHECEHHMS OpraHM3ald K Tep-
popucTrueckoi. IlockonbKy TeppopusM SBISIETCS MEXKAYHApOAHOH mpo-
6J1eMO, TOCTOJILKY M KOHTPTEPPOPUCTHUECKAS AESTELHOCTD SBISIETCS
MEKIyHapOJIHBIM BOIIPOCOM, YTO €Il pa3 MOATBEP)KAAeT HEOOXOAUMOCTh
B TECHOM ME3KIYHAPOIHOM COTPYAHHYECTBE rOCyAapcTB B 60phOE ¢ HUM.
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nporpamm Poccuiickoin deaepaunu, degepanbHbIX U MEXTOCYAapCTBEHHBIX Lie-
NeBbIX NPOrpaMM, HaUMOHaMbHbLIX MPOEKTOB, LiENW 1 3adaum rocygapcTse HHOM
nporpamMMbl «Pa3BuTWe TPaHCMOPTHOM CUCTEMbI», a Takke MeXOyHapoaHble
cTaHAapTbl, pecypcHoe obecnederue eepeanbHblx LeneBbix nporpamMm. B cta-
Tb€ PacCMOTPEHa METOAOMOrMS NPOrpaMMHO-LiENeBOro M NMPOEKTHOMO NOAX0A0B
ANS pasBUTUSA TPAHCTMOPTHOWM CUCTEMBI, & TaKKe KPUTUYECKN OLEHEHBI KOHEYHbIE
pesynbTaThl Leneson nporpammbl «Pa3suTiie TpaHCNAOPTHOM CUCTEMbI». B npo-
Liecce uccrneaoBaHus BbisiBrieHa HeobXoaMMOCTb NOBbILLEHWS POSK NPOrPAMMHO-
ro NNaHUPOBAHNSA 415 PELLEHNS CUCTEMHbIX 3aday pa3sntua Poccuinckon dege-
pauuu, chopmMynmpoBaHbl OTAENbHbIE NPEANOKEHUS NO COBEPLLIEHCTBOBAHMIO
NpaBOBbIX OCHOB NPUMEHEHNS NPOEKTHOIO W NPOrPaMMHO-LIENIEBOT0 NOAXOL0B B
UHTEpecax 3hHEKTUBHOIO Pa3BUTUS TPAHCMOPTHON cUcTeMbl Poccuu.

Knrodessle crnosa: nporpaMMHO-LeNeBoit NOAX0M; NPOEKTHbIN NOAX0M; passu-
Te TPAHCMOPTHOM CUCTEMbI; NPaBOBOE PErYNMPOBaHIE; rocydapCTBEHHAs NPo-
rpaMma; rocydapCTBEHHOE PEryNUPOBaHWE; LieNeBble NPOrpammbl; MEXaYHapoa-
Hble CTaHAapTLl.

Alexander l.Zemlin,
Doctor of Law, Professor, Head of the Department of "Transport Law"
of the Law Institute of the Russian University of Transport
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Legal basis, procedure and regulation of the development
of the transport system of Russia on the basis of project
and program-target approaches

Abstract. The article examines the theoretical and organizational and legal
foundations of the application of program-target and project approaches to the
development of the transport system of Russia, reveals some problematic issues
of the correlation of program-target and project approaches, considers the provi-
sionsand procedures for the adoption and implementation of state programs of the
Russian Federation, federal and interstate target programs, national projects, goals
and objectives of the state program "Development of the transport system", as well
as international standards, resource provision of federal target programs. T he arti-
cle considers the methodology of program-target and project approaches for the
developmentof the transport system, as well as critically assesses the final results
of the target program "Development of the transport system". In the course of the
research, the necessity of increasing the role of program planning for solving sys-
temic problems ofthe developmentof the Russian Federation was identified, sepa-
rate proposals were formulated to improve the legal foundations for the application
of project and program-target approaches in the interests of the effective develop-
ment of the transport system of Russia.

Keywords: program-target approach; project approach; development of the
transport system; legal regulation; state program; state regulation; target programs;
international standards.

Muccust TpaHCTIOpTa — YIIOBJIETBOPEHUE MOTPEOHOCTE 3KOHOMUKH 1
o0IIecTBa B KOHKYPEHTOCTIOCOOHBIX KaueCTBEHHBIX TPAHCTIOPTHBIX YCITY-
rax.

YeTkoe W OJHO3HAYHOE TIOHUMAHHE MECTa W POJIM TPAHCTIOPTHOTO Mpa-
Ba B POCCHICKOM MPAaBOBOW CUCTEME MMEET ISl OYIYIIMX CTICIHMAICTOB B
00JacTH TpaHCIOpTa 0Cco00e 3HAUECHHE, TIOCKOIBLKY OT 3TOTO MPSMO 3aBU-
CHUT BO3MOXHOCTh @JICKBATHOTO €TO HCTIONIb30BaHKS WMH B Iporecce 0y-
JIyIEeH JNesSTeIbHOCTH, CTENeHb 3aKOHHOCTHM NPUHAMAEMBIX UMM YIpaB-
neHueckux pemennii [1, cTp. 12]. B ¢Bsa3u ¢ 31MM 000CHOBAHHO CTABUTCS
3ajja4a COBEPIICHCTBOBAHUS CONCPKAHMS TPETOIaBaeMbIX CTYIACHTaM -
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TPAHCTIOPTHUKAM TIPABOBBIX JUCIMIUIMH, HCXOAS W3 COBPEMEHHBIX IIO-
TpebHocTeii orpacu [7, ctp. 36; 8, ctp. 24].

[TpoekTHast IESITEIHLHOCTh — 3TO YHHKAJIbHAS JIEATEIHHOCTH, HATIPaB-
JIEHHasl Ha JIOCTIDKEHME 3apaHee ONPEeJEIEHHOIO pe3ysbTaTa, CO3JaHue
OIPE/ICJIEHHOIO YHUKAJILHOrO TpoAyKTa Wik yciayrd. Kak mpaswio, uc-
THOJIBb3YETCS CIEIYIOIIee ONpeiesieHUe: «IIPOeKT (OT JaT. OPOIIEeHHbIH Brie-
pen) — 93TO NeATEeNbHOCTh, MMEIOIas Hayajo M KOHEeIl BO BPEMEHH,
HATPaBJICHHAs] HA JTOCTIKCHHE 3apaHee ONpe/IeNICHHOTrO pe3yiibTaTa/IelH,
CO3JIaHME ONpPEIENICHHOTO, YHUKAJIBHOTO TPOIYKTA WM YCIYTH, TpH 3a-
JTAaHHBIX OIPAaHMYCHMSIX 10 PecypcaM M CPOKaMm, a TaKkKe TPeOOBaHWAM K
Ka4eCTBY U JOMyCTUMOMY YPOBHIO prckay [3, ctp. 129; 4, ctp. 57—58].

OCHOBHBIMH TPM3HAKaMHM, KOTOPbIE OTJIMYAIOT MPOEKT OT JAPYTUX BU-
JIOB JCSITEIHLHOCTH, SBIISIFOTCS:

— HaNpaBJICHHOCTHh HA JOCTIKECHHE KOHKPETHBIX LEJIeH C OmpeaelieH-
HBIM HAa4yaJiOM W KOHIIOM;

— OrpaHMYEHHAs MPOTSHKEHHOCTH 0 CPOKaM, CTOMMOCTH M pecypcam;

— HETOBTOPUMOCTDH M YHHKAJILHOCTH (B OMPEAEIICHHON CTETCHN);

— KOMIUIEKCHOCTh — HaJIM4Me OOJbLIOro yucia (hakTopoB, HpSIMO
WIM KOCBEHHO BIIMSIIOIIMX HA MPOrPECcC M pe3yibTaThl IPOEKTa;

— TpaBOBOE M OpraHM3aIMOHHOE OOecTeueHre — CO3/1aHue criermdu-
YECKOW OpPraHM3aliOHHON CTPYKTYpPBI HA BPEMS PEAIM3ALN IIPOCKTA.

ITpoekTHast JEATEIBHOCTH BCETja IMEET PsAJ] OrpaHIY CHUM:

— TIPOJIOJDKUTEIILHOCTH MPOEKTA;

— Hammuue OIOJKEeTa MPOeKTa;

— HaJIM4He PecypcoB AJISI MPOEKTa;

— YpOBEHb MPUEMJIEMOrO PUCKa B MPOCKTE;

— TIOTCHIMAJbHBIE COLMAJIBHBIE WIM OSKOJIOTMYECKUE TOCIIECTBUSA
IPOCKTa;

— 3aKOHBI, HOPMBI M JpyTrHe 3aKOHOJAATEeJIbHbIE TpeOOBaHMs, HEOOXO-
JVMBIE JUUI Peai3aIiy IPOeKTa.

[Mopsimok pa3pa®oTky, peanu3ammd M OLEHKH S(P(EeKTHBHOCTH TOCY-
JlapcTBEeHHbIX TnporpaMM Poccutickoit denepalmil yTBEp)KIEH MOCTaHOB-
nenveM [lpaBurensctBa P® or 02.08.2021 Ne 588. JlaHHbIN MOpSAOK He
pacrpocTpaHsIeTcsl Ha TOCYIapCTBEHHYIO MPOrpaMMy BOOpyKeHus ((ene-
paJbHYIO TPOrpamMMy pa3paOOTKH, CO3aHUs U TIPOM3BOICTBA BOOPYKESHUS
Y BOCHHOW TEXHUKU Ha JECCATWIETHUS BIIEpen), mpeaycMoTpeHHyto Dene-
pajbHBIM 3aKOHOM «O rocy1apcTBEHHOM OOOPOHHOM 3aKa3e.
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[Topsiiok pazpaboTku U peanmzam (eepanbHbIX HEJNEBLIX MPOrPamMM U
MEKTOCYapC TBEHHBIX LIEJIEBBIX TIPOTPaMM YTBEp KIeH mocTaHoBIeHneM [Ipa-
BuTebCcTBA PD 0T 26.06.1995 Ne 594 «O peammampm DenepaabHOTO 3aKOHA
“O mocTaBKax MPOLYKLMH AJis (eIepaibHbIX TOCYIaPCTBEHHBIX HYKA ).

[IpunsTe W peanmm3aimsi TPUOPHTETHHIX (HAIMOHAIBHBIX, (eaepasb-
HBIX, PETHOHANIFHBIX M BEJOMCTBEHHBIX) TIPOCKTOB perymupytorcs [lomo-
JKeHHeM 00 OpraHu3alii TPOCKTHOM JesiTeldbHOCTH B [IpaBuTennhcTBe
Poccuiickoit deneparym, yrBepKIEHHBIM IOCTaHOBIeHUEM IlpaBurens-
crBa P® or 31.10.2018 No 1288.

B cBsi31 ¢ MX 3HAUMMOCTBIO OOIECTBEHHBIE OTHOIICHUSI HA TPAHCTIOPTE
MOJITIeKaT TPABOBOMY PETYJIMPOBAHUIO, YTO TpeJompesieNisieT ToTped-
HOCTH O(OPMIICHUSI TPAHCTIOPTHOTO 3aKOHOAATEIbCTBA M TPAHCTIOPTHOTO
npaBa KaK OTHOCHTEIILHO CAMOCTOSATENLHBIX KOMIUICKCHBIX 0Opa3oBaHHit
COOTBETCTBEHHO POCCHHCKOTO 3aKOHOJATENbCTBA U MpaBa. [Ipu atom ak-
THBHO HCTIONB3YIOTCA CPEJCTBA Kak MyOJMYHO-TIPABOBOTO, TAK M YaCTHO-
MpaBOBOro peryimpoBanus [2, cTtp. 14; 5, ctp. 28], CyIIeCTBEHHO pa3iu-
YaoImecs MEXay co0oi [6, cTp. 19], 4TO co3maeT JAONONMHUTEIbHBIC 3a-
TPYAHEHUS Il y4aCTHUKOB MPaBOOTHOIIIC HUM.

Takum 00pa3oM, COOTHOIICHHE TPETYCMOTPEHHBIX TMOPSAIKAMH U TIO-
JIOKCHUSAMU TIPOTISTYp TPUHSITHS W PealBallii TOCYAAPCTBEHHBIX TPO-
rpamM Poccuiickoit deneparmm, noanporpaMm, ¢GeaeparbHbIX U MEXTO-
CYJIapCTBEHHBIX MENEBBIX MPOrpaMM, HAIMOHAJBHBIX TMPOCKTOB, a TaKKE
MPUOPUTETHBIX (HAIMOHAJILHBIX, (e/lepalibHbIX, PETHOHATIBHBIX U BEJIOM-
CTBEHHBIX) TIPOCKTOB, HE TOBOPS YK€ O (e/iepallbHbIX aJPeCHBIX HHBECTH-
IMOHHBIX TIPOrpaMMaXx, YCTaHOBJICHO HEJOCTATOYHO YETKO.

OCHOBHBIMHY MPUHIMITAMY TIPOSKTHON JEATEIHHOCTH SIBJISIOTCS

— TMPHUHIMI TPOTHOCTUYHOCTH, KOTOPBIA OOYCJIOBIIEH camMoOW Mpupo-
JIOH TIPOCKTUPOBAHKS, OPUEHTHPOBAHHOTO Ha OYIyIllee COCTOSIHHE 00BEK-
Ta;

— TPUHLMIT MOLIArOBOCTH, KOTOPBIM MpennojaracT MOCTENCHHbBIN me-
pexof OT MPOEKTHOrO 3amblciia K (OpMHUPOBaHMIO 00pasa Iesu 1 obpaza
nevicteuil. IlpuueM Kakmoe moclieqyroliee AeHCTBHE OCHOBBIBAETCS HA
pe3ybTaTax MmpeablayIIero;

— TIPUHIMIT HOPMHUPOBAHUS SIBJIACTCS OOS3aTEIBHBIM TPOXOXKI CHHS
BCEX 3TANoOB CO3JaHMs MPOEKTa B PaMKax perjiaMeHTHPOBAHHBIX IpOLIe-
Jyp, B TEPBYIO O4YE€PEe]b CBS3AHHBIX C Pa3IMYHBIMU (OpMaMU OpraHu3a-
1M1 MBICJIUTEIILHON JesATeNbHOCTY,
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— TIpUHIMIT OOpaTHOW CBS3H, OOYCJIOBICH HEOOXOAMMOCTBIO TIOCHE
OCYIIECTBICHHMS Ka)KIOH NMPOEKTHOW TpOIeayphl MOMy4aTh HMH(POpMALHIO
0 €€ Pe3ylbTaTHBHOCTH U COOTBETCTBYIOIMM 00pa3oM KOPPEKTHUPOBATDH
JICHCTBUA;

— DPUHLMII TNPOAYKTHUBHOCTH MOAYEPKMBAET IMParMaTUYHOCThH IPO-
€KTHOU JeSTeNHFHOCTH, 0053aTEIbHOCTh €€ OpPUEHTALH Ha TIOTy4YeHUE pe-
3yJIbTaTa, IMEIOIIETO MPHUKIIAJHYIO 3HAYUMOCTH;

— IPUHIMI KyJbTYPHOM aHAJIOIMM YKa3blBa€T Ha aJ€KBATHOCTb pe-
3yJAbTaTOB MPOEKTHPOBAHMS OIPEEICHHBIM KyJIbTYPHBIM 00Opasuam.
OrnacHOCTh NOIMYy4YEHHs] MPOEKTHOIO pe3yibTaTa, JIEKAILEIo BHE KyJIbTYp-
HOTO TIOJISl, CHIMAETCS], €CJIM Y YYaCTHHUKOB IPOSKTHOM J€sTEeIbHOCTH €CTh
MOHMMAHKE TOTO, YTO WHIMBHAYaJIbHOE TBOPYECTBO JIMII HE SIBIISIETCS Ca-
MOJIOCTATOYHBIM;

— TPUHIMII CaMOpa3BUTHS KacaeTcs KaK CyObeKTa NpOeKTHPOBAHUSA
Ha YpPOBHE BETBSIIEHCS aKTHBHOCTU YYacCTBYIOIMX JIMII, TaK U MOPOXKIe-
HUSL HOBBIX NPOEKTOB B PE3yNbTaTe PeasM3ald IOCTABJICHHON Lieym. Pe-
LIeHHe OJIHMX 3a/ad W MpoOJieM NPUBOAMT K MOCTAHOBKE HOBBIX 3a]a4 U
npo0JieM, CTUMYJIMPYIOIIMX pa3BUTHE HOBBIX (JOPM MPOEKTHPOBAHMS,

— JJIs TOro YyTOOBI O0Jiee TOUHO MOHATH CYTh NPOEKTHUPOBAHMS, HEOO-
XOIMMO PacCMOTPETh MOHATHS OJM3KMMU M0 CMBICIY U 3HAY€HHIO, TaKH-
MH KaK NPOTHO3UPOBaHKE, IUIAHUPOBAHHUE, KOHCTPYHUPOBAHHE;

— TporHosupoBaHue — (Qopma mnpenBuaeHus, Osarogapss KOTOPOM
BO3MO)KHO TPEJIIONIOKUTh OLEHKY OYAYIIEro COCTOSHMS OOBEKTa WIH
OTpeJIeNieHe YCIIOBUI JOCTIDKEHUs TOCTABJICHHBIX LieJEeH JJIs JOCTIKE-
HUsL PE3Y/bTaTOB;

— IUIAHMPOBAaHME — 3TO HAYYHOE M MPAKTHIECKOe OOOCHOBaHHE
ompejeseHus Liesiel], BBIIBICHUE 3a/1ad, CPOKOB, TEMIIOB, IPONIOPLMI pas3-
BUTHS TOTO WIM UHOTO SIBJICHUS, €r0 peaan3alys;

— KOHCTPYHPOBaHUE — 3TO MHTEJUIEKTYallbHasl €SITEJbHOCTh, COCTO-
Amias B LEJICHATPAaBICHHOM TIOCTPOSGHWHM B HWIeajbHOW (opme Kakoro-
b0 00BEKTA.

B nensix HopMaTHBHOTO 0OecIieueHus] POSKTHON JeaTeNbHOCTH B Poc-
cuiickoii ®enepamyu mgaHo mnoctaHopieHue [lpaBurensctBa P ot
31.10.2018 Ne 1288 «O06 opranm3aimy NpoOeKTHOH JesiTensHOcTH B [lpa-
BuTeNIbCTBE Poccuiickorn denepammy, KOTOPbIM YCTAHABIMBAKOTCS MHOPSi-
JIOK ¥ (YHKIFOHAJIBHAS CTPYKTYpa OpPraHM3alMH TPOSKTHOM JeSTEIbHO-
CTH, @ TAKXKE ONpEICIICHBI:
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— eIUHbIE MOAXOAbl K IPOEKTHOM nesTenbHOcTU B IIpaBurenbcTse
P®;

— OpraHbl YIpaBJieHUs! MPOSKTHOM NEATENIbHOCTbIO;

— MOCJIe0BATEILHOCTh AEHCTBHIA,

—byHKipm,

— HOJIHOMOYUSA M OTBETCTBEHHOCTb YYaCTHUKOB IIPOEKTHOM JEATEIIb-
HOCTH B XO/l€ MHULMMPOBAHMSI, NOATOTOBKY, peaj3allii, MOHUTOPHHIA U
3aBEPIICHHS IPOCKTOB.

K oCHOBHBIM IIeTIIM M 3a/1a4aM rocyAapcTBEHHOM NporpaMMebl «Pa3Bu-
THE TPAHCTIOPTHOW CHUCTEMBD» OTHOCATCS:

1) memm:

— YCKOpEHME TOBAapOABIKEHUS U CHIDKEHHE TPAHCIIOPTHBIX M3AEPKEK
B 9KOHOMUKE;

— TMOBBILICHUE JTOCTYMHOCTH TPAHCTIOPTHBIX YCIIYT;

— TIOBBIIICHHE KOHKYPEHTOCTIOCOOHOCTH TPAHCIIOPTHOW CHCTEMBI
Poccun Ha MUPOBOM PBIHKE TPaHCTIOPTHBIX YCIIYT;

— TIOBBINICHUE KOMIUIEKCHOW 0€30MaCHOCTH U YCTOWYMBOCTH TpaHC-
TIOPTHON CHCTEMBI;

2) 3aavi:

— pa3BurHe QeepatbHbIX aBTOMOOMIHHBIX JOPOT;

— pa3BUTHE >KETIE3HOOPOXKHBIX JIMHHIL

— IOBBIIICHHE KAYECTBEHHBIX XapaKTEPUCTHK BHYTPEHHHX BOJHBIX
TyTeid;

— pa3BUTHE a’pONOPTOBOM CETY;

— pa3BUTHE BBICOKOCKOPOCTHOTO YKEJIE3HOJOPOKHOTO JIBIKEHUS,

— pa3BUTHE PETHOHAJIbHBIX M MECTHBIX aBTOMOOWIBHBIX JOPOT;

— rocy/lapcTBEHHAs! MOJIJIEPHKKA NIEPEBO30OK;

— pa3BUTHE U O00YCTPOMCTBO MEXKIYHAPOIHBIX TPAHCTIOPTHBIX KOpU-
JI0pOB;

— KOMIUIEKCHOE Pa3BUTHE KPYIHBIX TPAHCIOPTHBIX Y3JIOB;

— YBENIMYEHHE TIPOIYCKHON CHOCOOHOCTH POCCHHMCKHX MOPCKUX TIOp-
TOB;

— OOHOBJICHHE MAPKOB TPAHCIIOPTHBIX CPEJICTB, TPAHCHOPTHOTO (hIio-
Ta;

— obecrnieueHre 0€30MaCHOCTH TPAHCTIOPTHBIX MPOIIECCOB;

— TOBBILICHUE AHTUTEPPOPUCTUUECKON 3aIUIIEHHOCTY;

— COBEPIICHCTBOBAHKE CHCTEMBI KOHTPOJISI 0€30MacHOCTH.
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OddexTuBHOE  (PYHKIMOHMpOBaHME W TIOCTYIATENIHHOE pPa3BUTHE
TPaHCTIOPTHOM CHCTEMBI Poccun B KadeCcTBe NIEPBOOYEPEHON 3a1a9H SIB-
aseTcst 00S3aTeNBHBIM YCIIOBHEM COLMAIIBHO-3KOHOMHIECKOTO Pa3BUTHS
Poccun, obecnieuenns HalMOHAIBHON O€30MACHOCTU U CYBEPEHUTETA TOC-
yaapcTBa.

Br10op HamnpaBiieHnid pa3BUTHS TPAHCIIOPTHOM CUCTEMBI Oa3UpyeTCs Ha
npoekTe KoHIemmu m0JrocpoyHoro colmajibHO-7KOHOMHYECKOIO pa3BH-
tust Poccwmiickoit deneparyy, OropxeTHoM nocnanuu [lpeswnenra PO
OenepansHoMy CoOpaHuto, a Takke Ha IIHPOKOM CIIEKTPE IOKYMEHTOB,
OIpEeIeIIOINX NIEPCIIEKTUBHBIE HAIPABIICHMS Pa3BUTHA OOILECTBA U KO-
HOMUKHM Poccuy, ee pervoHoB, oTpaciel SKOHOMUKH, TPaHCTIOPTHOM CH-
CTEMBI CTPaHbI B IICJIOM.

ITacnopr mpoekra TpaHcmopTHOM cTpaternn Poccuiickoit deneparym
1o 2030 roma comepxuT 00s3aTENbHBIC Pa3/elibl, TAKHE KaK: OOIIHE T0-
JIOKEHMSI, 1IeJIM U 1IeJIeBble TOKa3aTeNM MPOEeKTa, 3aJa4d U pe3yJbTaThl
BEJIOMCTBEHHOIO MPOEKTa, (PUHAHCOBOE OOECIeUCHUE pea3aliid BeJOM-
CTBEHHOTO MPOEKTa, a TAKKEe YYaCTHUKH BEJIOMCTBEHHOTO TPOEKTa M J10-
HOJTHUTETbHAST MH(popMaIwsl. Pe3ynbTaToM MpoeKTa SABISETCS JOCTIKEHIE
TOCTABJICHHBIX LieJIEH 10 LIeJIEBBIM MHIMKATOpaM B CPaBHEHMM C WX 3Ha-
YEHWSIMU 32 OTUYETHBIX neprol. OCHOBHBIMH LETSIMH, CTOSIIMMH TIEpe.l
TPaHCTIOPTHBIM KOMIUIEKCOM CTPaHbl, SIBJISIOTCSI:

- 00pa3oBaHUe ¥ PACIIMPEHHE €IMHOTO TPAHCTIOPTHOTO MPOCTPAHCTBA;

- CO3/1aHKE JOCTYMHBIX M KaY€CTBEHHbIX TPAHCTIOPTHO-JIOIUCTHY €CKUX
ycIyr B cepe Tpy30BbIX MEPEBO30K M TPAHCIIOPTHBIX YCIYT JUJIA Hacese-
HUSI CTPaHBI;

- HHTEerpaiys ¥ pacliMpeHHe Ha MUPOBOM TPAHCIIOPTHOM YPOBHE;

- TOBBINIICHHE TOKA3aTeNel ypOBHEN O€30MacHOCTH;

- CHIDKCHUE OTPHULIATENILHOTO BO3/IEHCTBHSA TPAHCIIOPTHOTO KOMIUIEKCA
Ha OKPYXKAIOLIyIO Cpefy.

B nokymeHTax CTpaTerM4ecKoro IUIAHUPOBAHMSA, IPOrPaMMHO-
LEJIEBOr0 U MPOEKTHOTO Pa3BUTHA, K YUCIY KOTOPBIX CJEIYEeT OTHECTH
I'ocymapctBenHyro mporpamMmmy Poccuiickoit ®enepamm  «Pa3Burre
TPAHCTIOPTHON CHCTEMBI», BXOSIIME B €€ COCTAB MOATPOrPAMMBI, a TAKKe
HarmoHabHbIM NPOEKT U MPHOPUTETHBIE NPOEKTHI B KaUeCcTBE 3a/ay, a B
MOCJIEIYIOIEM M MHIMKATOPOB MX peasi3alyd 0003HAYEHBI B YHCIE Tep-
BOOUEpEAHBIX TaKHe, KAK HOPMATHBHOE INPABOBOE PErYJIMPOBAHUE W IOA-
roToBKa KaJpoB. OOOCHOBAHO OTMEYAETCsl HEOOXOIUMOCTH Pa3BUTHS CH-
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CTEMBbI HEINPEPHIBHOTO MpPO(eCCHOHAIILHOIO 00pa30BaHMsI CIIEMAICTOB
Ha TPAHCIIOPTE, BKIIFOYAIOINAsl MPABOBYIO COCTaBisitoNy [5, ctp. 37],
00€CTICYHBAIONIYI0 B TOM YHCJIC HABBIKU TMPOSKTHOM AESATEIFHOCTH Ha OC-
HOBE 3HAHUWs M MOHMMAaHHMS HOPM POCCHICKOrO 3aKOHOAATeNbCTBa [4, cTp.
60].

MHBecTMIMOHHBIE MEPONPUSTUA TOCYAApCTBEHHOW MporpamMMbl «Pas-
BUTHE TPAHCTIOPTHOM CHCTEMBID» BKIFOUAIOT:

— CTPOUTENHCTBO aBTOMATHUCTPaJIeii M CKOPOCTHBIX JIOPOT;

— Pa3BUTHE KEJIC3HOIOPOKHBIX JIVHN,

— yJIy4IlIE€HUe COCTOSHUSI BHYTPEHHUX BOIHBIX IyTeEH;

— MOJIEpHM3AIMIO aBUATPAHCIIOPTHOM MHPPACTPYyKTypbl U HH(]pa-
CTPYKTYPbl MOPCKHUX Y PEUHBIX TIOPTOB;

— KOMIUIEKCHOE pa3BUTHE TPAHCTIOPTHBIX Y3JIOB;

— pa3BHUTHE PETHOHAJBHBIX aBTOMOOMIHHBIX JIOPOT;

— COBEPIICHCTBOBAHAC TEXHUYECKUX XapPaKTEPUCTHK MEKIYHApPO.I-
HBIX TPAHCTIOPTHBIX KOPHIOPOB M TPAHCTIOPTHO-TEXHOJIOIMYECKOH MH(ppa-
CTPYKTYpBI;

— OOHOBJIEHHE TIAPKa TPAHCIIOPTHBIX CPEJICTB;

— TIOBBIIIICHHE HAJIC)KHOCTH O0bEKTOB MH(PACTPYKTYpPHI 1 O€30IMacHO-
CTH CyJOXOZICTBA Ha BHYTPEHHUX BOIHBIX MYTSX;

— TEXHWYECKOE TMepEeOCHAICHIE aBapHHHO-CTACATENbHBIX CIIYKO Ha
BO3/IyLIIHOM U BOJHOM BHIaX TPaHCIOPTA;

— pa3Burve EnuHOl cucTembl ynpaBieHHs] BO3IYLIHbIM JBIDKEHUEM
CIyTHUKOBBIX CHUCTEM HABHTaIWM.

IIpm sTOM cnepayeT NOHMMAaTh, YTO MPOrPAMMHO-IEJIEBOM METOH
OIO/DKETHOrO TUIAHMPOBAaHWS OCHOBAaH HA CHCTEMHOM IUIAHHPOBAHUI
BbIJIeNICHUsI OFOJIPKETHBIX CPEJICTB HA PeAIM3AIMIO YTBEPKICHHBIX 3aKOHOM
WIM HOPMATUBHBIM aKTOM IIEJIEBBIX MPOrPaMM C HCIOIb30BAaHUEM TaKHX
WHCTPYMEHTOB, Kak (befiepanbHble (JIONTOCPOYHBIE) TIeJIeBbIE IPOTPAMMBIL;
BEJIOMCTBEHHBIC IIEJICBBbIC TIPOIPaMMBbI; IporpamMmsl [2; 4, ctp. 59].

s ycraHOBieHus Tielield mporpaMMbl  (TIOATPOrpamMM), KOTOpBIE
JIOJDKHBI OBITH OJTHOBPEMEHHO M aMOWIMO3HBI, M JTOCTIKHMBI, UMEIOT
OlpeJie/Ioee 3HAUCHUWE MPHOPUTEThl U ILEMU  TOCyAapCTBEHHOU
noymrrke Poccuiickoit @enepammm B cdepe Tpancnopra. [3, ctp. 151; 4,
ctp. 59].

Bce mnokeHHOE CBHIETENHCTBYET O MOBBIICHAN POJIM POrPAMMHOTO
TUTAHAPOBAHMS I PELICHUS CUCTEMHBIX 3a11a4 pa3Burust Poccum, B Gonee
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IIMPOKOM HCTIONIb30BAaHUM METOJOJIOTMU U TEXHOJIOTHH TPOSKTHOTO TOJ-
X0JIa He TOJIBKO B OIOJKETHOH cdepe, HO M MPUMEHUTEIHHO K MPOTHO3 -
POBAHMIO PE3yIbTATOB PAa3BUTHS SKOHOMMKH. Y Ka3aHHOE IPEIONaracT
JlaJIbHeHIee COBEPIICHCTBOBAHME CHCTEMBI PABOBOTrO 0OECTIeY CHUS TIPO-
EKTHOH JIeSITeIbHOCTH HA TPAHCTIOPTE, YTO HEBO3MOXKHO 0€3 yJacTHst MoJ-
TOTOBJICHHBIX B IIPABOBOM OTHOIICHHH CIICLAAJIUCTOB.
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Bebypus [laBug BecukoBuy,
cneywuanuct ydebHoro otaena Kopuanyeckoro MHCTTyTa Poccuinckoro yHuBepcu-
TeTa TpaHcnopTa (MAWUT)

OcHOBHbIe HanpaBneHUs NPaBoOBOro perynMpoBaHus
uuchpoBM3aLUM B NOFUCTUYECKOW M TPAHCMOPTHOW OTpacnu

AHHomauus. LincdpoBusauus passnsaetcs B ObICTPOM TemMne, 1 HU OAHOMN OT-
pacsv He ygaeTcs 0CTaTbCA OT Hee B CTOPOHE. B cdhepe TpaHCnOpTHOM NOMMCTURA
npaBuIibHOE NOHUMaHWE TPEHAOB W UX 3HAYEHWE NO3BOSUT KaK MOBBICUTL A e K-
TMBHOCTb CYOBEKTOB TPAHCMOPTHOIO PbIHKA, TaK 1 MOMYMMTb KOHKYPEHTHbIE Mpe-
MMyLLEECTBA B KPATKOCPOYHOM NepcnekTuee. PopmMnpoBaHme LcpoBOiA SKOHOMM-
Ku iBRSeTCA 3aaven ctpaternyeckoro passutus Poccuinckon degepaumn. MHo-
e cpepbl M 0TpacnN SkOHOMMKI Poccin npoxoasaT yepes LMdpoByo TpaHcdop-
MaLMI0 Ha OCHOBE LIMPOBLIX TEXHOMOMIA. B cTaTbe paccMOTPEHbI OCHOBHbIE
HanpaBieH1s NPaBOBOrO PENYIMPOBaHUS LNGPOBU3ALMM, PETYIINPYIOLLME TPaHC-
NOPTHO-NOMMCTUYECKYO OTpace Poccuu.

Kntovesble crosa: umdposmsaums; Ludposas TpaHchopMaLms; NomeTuka;
NpaBOBOE PErYNNPOBaHMUE; TPAHCMOPT.

David B. Beburia,
specialist of the Educational Department of the Law Institute of the Russian Uni-
versity of Transport

The main directions of legal regulation of digitalization
in the logistics and transport industry

Abstract. Digitalization is developing at a rapid pace, and no industry can re-
main unaffected by it. In the field of transport logistics, a proper understanding of
the trends and their significance will allow both increasing the efficiency of
fransport market entities and gaining a competitive advantage in the short term.
The formation of a digital economyis a task of strategic development of the Rus-
sian Federation. Manyareas and sectors of the Russian economy are undergoing
digital ransformation based on digital technology. T he article discusses the main
directions of legal regulation of digitalization, regulating the transport and logistics
industryin Russia.
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Cdepa TpaHcmopTa OAHOM M3 NIEpBBIX OLIyTWIA Ha ce0e BHEIpeHue
IA(POBBIX TEXHOJNOTHI: O0BEKTHBHAS HEOOXOAUMOCTH B aBTOMATHU3AIMI
YIIPaBIICHKS, TIOBBIIICHNS HAIEKHOCTH TPAHCTIOPTHON CHCTEMBI TMOITOIK-
HyJIM TPAHCTIOPTHbIE KOMIIAHWMM paHbIIE JPYTUX MPOBECTH KOMIBIOTEPH-
3alMI0 YNPaBIECHUYECKHUX IPOLECCOB, a MOCIe — M IU(PPOBH3ALMIO BCEH
cepsr.

HecMmotpst Ha cy1iiecTBeHHbIE OTpaciieBble OCOOCHHOCTH U HEPAaBHOME P-
HOCTb BHEJIPEHMS IM(PPOBBIX TEXHOJOTHIA, MPaKTUIECKH BCE UCCIIE1OBATENN
¥ DKCTIEPTHI CXOJSTCS B CAMBIX BBICOKHX OLIEHKaX 3HAYMMOCTH IM(pOBM3a-
LM [ COLMAJIbHO-3KOHOMHYECKOrO pa3BuUTHs. MHOTHE aBTOpBI OTMEda-
10T (paKTHIEeCKH O0e3aIbTEPHATUBHOCTH ATOT'O Mpolecca JaXe B CaMbIX TEX-
HOJIOTMYECKH MHEPTHBIX oTpacisx. bomee Toro, B mociennee BpeMsl MOMy-
YW PacHpOCTPAHEHHE «CIIbHBID TEpMUH «mdpoBas TpaHchopMaims»,
YTO OTPA)KAET PaCcTYIINE OKUIAHUS PAUKATBbHBIX CABHIOB U 3(PPEKTOB OT
BHEJIPEHHUSI HOBOTO TIOKOJICHHST IIM(PPOBBIX TEXHOJOTHI.

Pacropsokenne IlpaBurensctBa P® or 21.12.2021 Ne 3744-p «O6
YTBEPXKIICHUN CTPATETHIECKOTO HAMPABJICHUS B 00JIACTH IUPPOBOM TpaHC-
(dopmarmu TpaHcTiopTHOHM oTpaciu Poccuiickoit Denepammn 1o 2030 roga»
npejnonaraeT akTUBHOE BHEJIpeHHe IM(pOBbIX cepBrcoB. 1o uroram pea-
JM3aIH 3asIBIICHHBIX IUIAHOB TEXHOJIOTHH MHTEJUICKTYaJIbHBIX TPAaHCIIOPT-
HBIX CUCTEM JOJDKHBI OYAYyT OXBaTUTh KPYIHEHIIME arioMepaly.

B mactosnmii MOMEHT mepes TPaHCIOPTHOM oTpacibio Poccuiickoit
®enepalii CTOUT Psi/i BBI3OBOB!

— BBICOKAsI aBapHIHOCTH BBUIY Y€JIOBEUECKOro (haKTopa;

— He3(DPEeKTUBHOCTH TIEPEBO30YHOTO TPOIECCa TPATUIMOHHBIMU BH-
JTaMU TPAHCTIOPTA;

— HU3Kas MOOWIHLHOCTH HACCJICHUS,

— BBICOKasl OISl «CEPBIX» MEPEBO30K MPH OIUIaTe Mpoe3/la HAJMIHbI-
MU;

— HMBKHI YpOBEHb HCTIONB30BAaHUS TPAH3UTHOrO TOoTeHmana Poccuii-
ckor denepanmy;

— HU3Kas NPHBJICKATEILHOCTh TPAHCIIOPTHBIX KOPUAOPOB Poccuriickoi
®Denepal BBUY BBICOKOW TPaH3aKIMOHHOM Harpy3ku (OymaxHble J0-
KyMEHTBI, KOHTPOJIbHBIE MPOLEAYPBI, TIOCPETHUKH);
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— OTCYTCTBHE BO3MOXKHOCTH OIEPATHUBHOTO YINPABICHWS TPAHCTIOPT-
HBIM KOMIUIEKCOM U3 €IMHOTO IIEHTPa B 3aBHCUMOCTH OT CUTYyallH,

— HUBKasi ”HHPOPMHUPOBAHHOCTH M CKOOPAMHIUPOBAHHOCTD JIEHCTBUH (he-
JIepaJIbHBIX, PETHOHAJIBHBIX U MECTHBIX OPraHOB BJIACTH, CYOEKTOB TPaHC-
HOPTHON JeSTEIbHOCTH 10 BoMpocaM obecreueHus 0e30MacHOCTH Ha TPaHC-
nopre (BKJII0Yasi TPAHCTIOPTHYIO 0€30MacHOCTbh, KHOepOe30MacHOCTD);

— OTCYTCTBHE BO3MOXHOCTH MOHHTOPHHIA COCTOSIHHS OOBEKTOB
TPAHCTIOPTHOM MH(PacCTPyKTyphl Ha BCEX ATaIax KM3HEHHOTO KA.

Ucxonst w3 TEKyLIETO COCTOSIHUS, B CTPATETHH ONpPEJEIICHbl CIIeYI0-
1Y€ HAIpaBJICHUs Pa3BUTHsI TPAHCIIOPTHOTO KOMIUIEKCA B YACTHU Pa3BUTHSA
TEXHOJIOTH, BKIIOYas IU(ppOBBIE:

— TIOBBILIIEHHE YPOBHS TEXHOJIOTMYECKOrO Pa3BUTHS TPAHCTIOPTHOIO
KOMIUIEKCa, B TOM YHCJIC YPOBHS IM(POBM3ALIMN MACCAKUPCKUX U TPYy30-
BBIX TIEPEBO30K, B IEJIIX CHIDKCHUS M3/ICP)KEK, TIOBBIIICHUS HAJICKHOCTH,
0e30macHOCTH MHPPACTPYKTYPhl U TPAHCTIOPTHBIX CPEACTB, & TAKKe KO-
JIOTMYHOCTH TPAHCTIOPTHOTO KOMIUIEKCA;

— pa3BUTHE IMPPOBBIX PEIICHHI JIJIsl B3AUMOACHCTBHS C KIIMEHTaMU U
WX MH(POPMAIMOHHOTO O0ECTIeYCHHS;

— TIOBBIIICHWE YPOBHS TPOHUKHOBEHUS ILM(PPOBBIX TEXHOIOTHHA TIO
BCEMY JKIM3HCHHOMY IWKJIY TPAaHCTIOPTHOH HMH(PPACTPYyKTYphl M TpaHC-
MOPTHBIX CPEJCTB JIJISI BCEX BUIOB TPAHCIIOPTA;

— TOBBILIEHHE YPOBHS ILWM(PPOBU3ALMM MPH OpraHU3aly yNpaBICHUS
TPAHCTIOPTHBIM KOMIUIEKCOM.

Poccuiickas denepamyis odecrieuynBaeT pelieHde 3a1a4 myrem dddek-
THBHOTO PETYJIMPOBAHUS U KOHTPOJI, @ TAKKE MyTeM YJacTHs B Pa3BUTHI
IM(POBM3AIMN B JIOTUCTUYECKOW U TPAHCTIOPTHOM OTPACIIH.

[IpaBoBoe perynmpoBaHie B JIOTHCTUYECKOH U TPAaHCTIOPTHOM OTpaciu
Haxoaurcs B BeaeHuH Poccuiickoit denepaimm.

[Mocranoenenne IlpaBurenbctBa P® or 20.12.2017 Ne 1596 «O6
YTBEPXKAECHUM TOCYIAapCTBEHHOM mnporpaMmbl Poccuiickori @enepaumu
“Pa3BuTHE TPaAHCIOPTHOM CHCTEMBI’» B paMKaX IOCYAapCTBEHHOH Ipo-
TpaMMBI, peajm3amys KoTopod HamedeHa 1m0 2024 r., IaHupyeT TOCTH-
’KEHHE CJIeYIOIIMX OCHOBHBIX LIETIEH:

— YCKOpEHHE TOBApPOABIDKEHUS;

— TIOBBIIIIEHHE JIOCTYMHOCTH Ka4ECTBEHHBIX TPAHCTIOPTHBIX YCIIYT;

— TIOBBIIICHHWE KOHKYPEHTOCTIOCOOHOCTH TPAHCTIOPTHOW CHCTEMBI
Poccun Ha MUPOBOM pBIHKE TPaHCTIOPTHBIX YCIIYT;
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— POCT 3KCTIOpTa yCIYyT TPAHCTIOPTHOTO KOMIUIEKCA;

— TIOBBINICHUE KOMIUICKCHOW O€30MacHOCTH M YCTOMYHMBOCTU TPAHC-
MOPTHOU CHUCTEMBL.

[IpropuTeTHPIMU HaNpPaBICHUAMU JOCTIDKEHUS CTPATETUIECKUX LeNen
HACTOSILEN MPOTPAMMBI SIBISIOTCS:

— QopMupoBaHre €IUHON OMOPHOW TPAHCTIOPTHOM CETH W JIMKBHa-
sl THPPACTPYKTYPHBIX OTpaHIYECHUIL;

— Pa3sBUTHE MYJIbTUMOJAJBHBIX W TPAHCIOPTHO-JIOTUCTHIECKHX TEX-
HOJIOT Hl;

— OOHOBJIEHHE TPAHCTIOPTHBIX CPEJICTB BCEX BUIIOB TPAHCIIOPTA.

Takum o0pazom, ¢GopMUpOBaHWE COBPEMEHHOM Ccpenbl IUhpOBOH
TpaHc(oOpMaIi HA OCHOBE TIEPENIOBBIX TEXHOJOTHWH, KOTOPOE AKTHBHO
CTPEMUTHCS UCTIONB30BATh JIOTUCTHYECKAsT M TPAHCIIOPTHASL OTPACIH, OT-
KPBIBAET COBEPIICHHO HOBYIO CTOPOHY I'pa’kTaHCKO-TIPABOBOT'O PETYIHPO-
BaHUS.

EpurapeBa lOnusa NeHHaabeBHa,
KaHAMAAT COLMONOMMYECKUX HaYK, JOLEHT kadeapb! « T paHCNOPTHOE NpaBoy»
HOpmamnyeckoro nHcTuTyTa Poccuickoro yHueepcuteTa Tpancnopta (MUNT)

MonocHuukas Onecs BayecnaBoBHa,
MarmcTpaHT KOopuanyeckoro MHCTUTYTa POCCHIICKOTO YHMBEPCUTETA TPAHCNOpTa
(MWWNT)

MpaBoBoe o6ecneyeHne 6e3onacHOCTM
Ha Xene3HOA0POXHOM TpaHcnopTe

AHHOmauus. B gaHHON cTaTbe paccMaTpUBaeTCs HOPMaTUBHO-NpaBoBasi 6asa,
perynupyloLias poCCUICKyt0 TPAHCMOPTHYIO CUCTEMY, @ Takke OTpaXeHbl OCHOB-
Hbl€ BOMPOCHI, CTOSILLME Nepes TPaHCNOPTHOM CucTemMon B 06nacTv obecneyeHms
Be30nacHOCTM OBWKEHNS 1 SKCMyaTaLum Xene3HOA0POXHOro TpaHenopTa. Mo-
MWMO 3TOrO NMPOaHANN3NPOBaHbI OCHOBHbIE UCTOYHMKW PABOBONO PErYNIMPOBAH st
6e30nacHOCTU Ha xene3HoAoPOXHOM TpaHcnopTe B Poccuitckoint deaepaumm.

Kntoveeble croea: TpaHCMOPTHOE NpaBo; TpaHcnopTHas 6e30nacHoCTb; Xe-
Ne3HOLOPOXHbIN TPAHCMOPT; 3aKOHOAATESbHbIE NPABOBbIE aKTbl; NOA3AKOHHbIE
npaBoBble aKTbl; TPAHCMNOPTHAsA cUCTeMA.
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Legal provision of safety in railway transport

Abstract. This article examines the regulatoryframework governing the Russian
transport system, and also reflects the main issues facing the transport system in
the field of traffic safety and operation of railway transport. In addition, the main
sources of legal regulation of safetyin railway transport in the Russian Federation
are analyzed.
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Kaxk ormMeuaeTcst oTeuecTBeHHBIMH MPABOBEAAMH, U3yHIaIOIIUMH TPaHC-
MOPTHOE TPaBO, @ B YACTHOCTH BONIPOCHI 0€30MaCHOCTH B cdepe TpaHC-
HopTa, TPaHCTIOpPTHAsA 0€30MacHOCTh SIBISIETCS CTPYKTYPHBIM 3JIEMEHTOM
HAIMOHAJIbHOM 0e30macHOCTH. be30macHOCTh Ha  IKEJIC3HOAOPOKHOM
TPaHCTIOPTE — OTO KOMIUIEKC OpraHM3alFiOHHO-TEXHUYECKUX Mep,
HATpPaBJICHHBIX Ha CHWKCHHE BEPOSTHOCTH BOZHMKHOBEHMsI (haKTOB yrpo-
3bl JKM3HU U 37I0POBBIO MACCAKUPOB, COXPAHHOCTH NMEPEBO3UMBIX T'PY30B,
COXPAaHHOCTH OOBEKTOB MH(PACTPYKTYphl U MOJBIKHOTO COCTaBa KeJie3-
HOJZIOPOKHOTO TPAHCTIOPTA, SKOJIOTMYECKONH OE30MaCHOCTH OKPYKarome
cpensbl.

Crour cornacurbcs ¢ MHEHHEM YYEHBIX, YTO yKa3aHUe Ha BO3MOXKHBIE
yrpo3bl OJArOTNOMYyYHIO HACENICHUS HA TPAHCTIOPTE CBS3aHBI HE TOIBKO H
HCKJTIOYUTEJIBHO C BO3SMO)KHBIMH aKTaMH HE3aKOHHOTO BMEIATeNbCTBA, HO
Y YPEe3BbIUYAWHBIMU CUTYALIMH TPHPOTHOTO M TEXHOT€HHOTO XapakTepa
Ha TPAHCTIOPTE, KOTOpBIE 0OJIee TOIHO OTPa’kaloT CYIIHOCTH M COIepKa-
HHE KaK BO3MOXKHBIX YIpo3, TaK U COOTBETCTBYIOLIMX UM Mep obecreye-
HUsE O€30MacHOCTH HAcelIeHWs Ha TpaHCIopre. BHymmrensHas 4acTb
HapylIeHWH O€30MacHOCTH JIBIKEHHS MPOMCXOAMT M3-3a HECOOJIOeHUs
[IpaBun TexHMUECKOM 3KCIITyaTally skeNie3HbIX Jopor Poccuiickoit Oene-
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pammu (yrBepXkIeHsl mpukazom Munrpanca Poccmm or 21.12.2010 Ne
286), KOoTOpBIE 00513aHBI COOJIIOIATH Bce 0€3 MCKITIOUEHHS JKEeJIE3HOIOPOK-
k. K ToMy ke Hepeako HeZ0YEeThl B 3KCIUTyaTalMOHHON padoTe mpouc-
XOOSIT M3-32 XaJIATHOCTH, HEJUCIMIUIMHAPOBAHHOCTH, HEOPEKHOTO OTHO-
IICHUs OTJIEJbHBIX JKEJIE3HOAOPOKHUKOB K BBITIOJIHEHUIO CBOMX JOJIK-
HOCTHBIX 0Osi3aHHOCTeH. OTpUIATENIbHO HA 0E30MACHOCTH JIBIDKEHUS T Si-
TOBOT'0 M TMOJIBIKHOTO COCTaBOB CKa3bIBAECTCS M HU3KAsl HAJI€KHOCTH TEX-
HAYECKHX YCTPOMCTB, HECOOTBETCTBHE TEXHOJOIMUYECKMX NPOLECCOB M
TEXHUIECKHX CPEACTB TPeOOBaHUSIM PEMOHTA M BOCCTaHOBJICHHS paboTo-
CIIOCOOHOCTH TIOJIBMKHOTO COCTaBa, YCTPOUCTB JKEJIE3HOJOPO’KHOTO MyTH,
ABTOMATHKH, TEJIEMEXaHUKH, CBS3H, CUCTEM SHEproodecredeHus 1 Apyrux
YCTPOUCTB.

Henb3st He oTMETHTH TOT (DaKT, YTO BBICOKASI CTETICHb YA3BUMOCTH 00 b-
€KTOB TPAHCTIOPTHOW MH(PacCTPyKTyphl, 00yCIOBICHHAS HM3HAYAILHO HX
NpelHaA3HaY€HHEM M, COOTBETCTBEHHO, OTKPBITOCTBIO K JIOCTYIy HEeorpa-
HAYCHHOMY YHUCIy I, TAaKKe JeJaroT yKa3aHHble OOBEKTHl OCOOECHHO
NpUBJIEKATEIbHBIMU J1JIs1 TEPPOPHCTOB.

Eme oguum BuIOM HapyIleHus mpaBil 0€30MacHOCTH Ha KEJIE3HOM 0-
POYKHOM TPAHCTIOPTE BBHICTYINAET TOBEACHHE OTJEIbHBIX IPpaXIaH, K KOTO-
PBIM OTHOCHTCS 3aleTIepCTBO, MPOE3] Ha TOTHOMKKAX, KPBIIaX BATOHOB U
B JIPYTMX HE MPHUCIIOCOOJIEHHBIX I 3TOTO MECTaX, a Takke 0003HaueHA
caMOBOJIbHasi 0€3 HaJ0OOHOCTH OCTAHOBKA MOE37a M CaMOBOJIbHBIN NPOE3.T
B I'PY30BOM HOE3]I€.

IIpaBoBoe perymupoBaHne O€30MACHOCTH JBIKCHUS, HOPMAaTHUBHBIX
KPUTEPHEB CUCTEMBI HKCIUTyaTall|H JKeJIC3HOMOPOKHOTO TPAHCIIOPTa, pas-
paboTka M peanmsalys rocyIapcTBEHHOM MOJMWTUKK B 00jiacTH Oe3omac-
HOCTH JIBWKEHWS ¢ OKCIUIyaTaly >KeJIe3HOIOPOKHOTO TPaHCIIOpTa,
TPAHCTIOPTHBIX M MHBIX CBSA3aHHBIX C NEPEBO30YHBIM MPOLECCOM TEXHHY e-
CKHX CpEJICTB BO3JIokeHO Ha Munrpanc Poccun. UmenHo atot denepans-
HBI OpraH WCTIOJHUTEJILHOW BIIACTH B OOJIACTH IKEJIC3HOIOPOMKHOTO
TPAHCTIOPTa YNOJHOMOYEH YTBEP)KAATh MPaBWiIa TEXHAYECKOH SKCIUTyaTa-
MM >KeJIe3HbIX aopor Poccuiickoit @enepalwy, mpaBwia MEPeBO30K Ipy-
30B ¥ IACCAXKUPOB U T.[I.

B Poccuiickoit denepaiyyi OCHOBOMNONATAIONIMM  3aKOHOJATEIbHBIM
aKTOM TI0 BOMpocaM oOecrieueHuss Oe30macHoOCTH sBisieTcss KoHcTuryims
P®. B coorBerctBun co c¢t. 71 Koncrurymm P® Bonpock! obecniedueHust
0e30macHOCTH HAXOIATCS B BEJCHMM rocyigapcTBa. B ciydae cozmanust
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YIpo3bl KU3HU M 3/I0POBBIO JIFOJEH, OKpYXKAIoLe cpejae, 00OpoHOCTIO-
COOHOCTH TOCYJapCTBa, BO3HUKHOBCHHUIO UPE3BBIYANMHBIX CUTYAIMA W3-3a
HapyleHuss OE30MacHOCTH HA KEJIE3HOAOPOXKHOM TPAHCIIOPTE MOTYT BBO-
JIUTHCSl PEXKUMBI 3aKPBITUS U OrPaHMYEHUs CBOOOJHOTO ABWKEHHSI. B
aToM ciy4dae 4. 2 cT. 74 Koncturymm P® ycTaHnaBmmBaet skecTkoe Tpebo-
BaHWE — TaKW€ 3aKPbITHS U OrPAaHUYEHUS MOTYT BBOAMTHCS TOJIBKO HA
OCHOBAaHHH COOTBETCTBYIOIIETO (he1epalibHOroO 3aKOHa.

OcHOBHBIM  (he/IepalibHBIM 3aKOHOM, KOTOPBIA PETYIHPYET BOIPOCHI
obecneueHnst 0€30MaCHOCTH Ha JKEJIE3HOIOPOYKHOM TPAHCIIOPTE, SBISIETCS
Oenepanpupiii 3akoH 0T 10.01.2003 Ne 17-®3 «O kese3HOIOPOKHOM
TpaHcriopte B Poccuiickoii ®epepammm». B coorBeTcTBHM co CT. 2 yKa-
3aHHOr0 3aKoHa Oe30MacHOCTh JABIDKEHMS M SKCIUTyaTallMM >KEeJIE3HOM O-
POXKHOIO TpaHCTIOpTa ONpeJesseTcsl KaK «COCTOSHUE 3allMIIEHHOCTH
NpoLiecca ABIKEHUS KEJIE3HOAOPOKHOTO TIOJBWKHOIO COCTaBa U CaMOro
JKEJIE3HOOPOKHOTO TIOJIBIKHOTO COCTaBa, MPU KOTOPOM OTCYTCTBYET He-
JIOTyCTUMBIN PUCK BO3HHKHOBEHHS! TPAHCIIOPTHBIX TMPOUCIIECTBUHA M UX
TIOCJIE/ICTBUID).

B coorBeTcTBHM ¢ 1. 2 cT. 6 DenepanpHoro 3akoHa ot 27.02.2003 Ne
29-®3 «O06 0OCOOCHHOCTSX YIPABJICHUS W PACTIOPSDKEHUS HWMYIIIECTBOM
JKEJIE3HOAOPOKHOTO TPAHCIIOPTa» OAHUM K3 OCHOBHBIX NPHHIMIIOB OCY-
HIECTBIICHUS AESTEIHHOCTH Ha >KEJIE3HOAOPOKHOM TPAHCTIOPTE SIBIAETCS
obecrnieueHre cTabWILHONW pabOThI, 6€30MACHOCTH JABWKCHHS U DKCILTya-
TalMM >KEJIe3HOIOPOYKHOTO TPAHCHIOPTA, BKIIKOYAS! HKEJIE3HOOPOKHBIE TIe-
PEBO3KH B YCJIOBUSIX BOEHHOTO Y YPE3BBIYANHOIO MOJIOKECHUI.

Hanexxnas u crnaxenHass pabora BceX 3BEHBEB KEJIE3HOIOPOKHOTO
TpaHCTIOPTa BO MHOTOM 0Oa3MpyeTCs Ha COOIOICHHM 00sI3aTEIbHBIX TPe-
OOBaHMI K TEXHMYECKHM YCTPOWCTBaM, OOOpPYJOBAaHHIO, COOPYKECHHSIM,
MHBIM >K€JIE3HOIOPO’KHBIM OOBEKTaM, MpoLeccaM HX MPOM3BOJCTBA, DKC-
IWIyaTalyy, Tpy30- M Hacca)xupornepeBo3kaM. OCHOBHBIM HOPMAaTHBHBIM
MPABOBBIM aKTOM 3JIech sBIsieTcs DenepaibHblii 3akoH oT 27.12.2002 Ne
184-®3 «O TexHnueckoM perymupoBaHum». COracHO OIpe/eICHHIO,
NPUBEICHHOMY B CT. 2 3aKOHA, «TE€XHUYECKHH PETIAMEHT — 3TO JIOKY-
MEHT, YTBEp)KAAIONMKA 00s3aTeNbHbIe ISl MPUMEHEeHUs TpeOOBaHUS K
00bEKTaM TEXHHMYECKOTO PEryaMpoBaHMs». OTOT K€ 3aKOH YCTaHOBWI
NPAaBOBbIE TOJIOKEHUA O CEPTHPUKAIMM M CTaHAApTH3alWU. Tak, cepTu-
(uKammst OCYIIECTBISIETCS C IEJIBI0 YAOCTOBEPEHUS COOTBETCTBHS TEXHH-
YECKHX YCTPOWCTB, 0OOpYIOBaHMS, COOPYKEHHMH, IMPOIECCOB TPOM3BOI-
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CTBa JKEJIE3HOJOPOKHBIX OOBEKTOB, IKCIUTyaTalWH, NEPeBO3KU TpeOoBa-
HUSIM TEXHUYECKUX PErJIaMEHTOB, CTAHIAPTaM, YCJIOBMSIM JI€HCTBYIOLIMX
JIOTOBOPOB, a CTaHAAPTH3ALMA COBEPIIAETCS C LIEBIO TIOBBIIIICHHUS YPOBHS
0e30macHOCTH OOBEKTOB C YUETOM PHCKAa BO3HMKHOBEHHUS YPE3BBIYANHBIX
CHUTYyalMii IIPUPOJIHOTO WIM TEXHOI'€HHOrO Xapakrepa. bonee toro, ene-
panbHpIM 3aKOHOM «O JKeNe3HOAOPOXKHOM TpaHcmopTe B Poccuiickoit De-
Jepalym» YCTAHOBJIEHa 00s3aTeNbHasl CepTU(UKAIMS TIOABIDKHOIO COCTa-
Ba, KOHTEHHEPOB, CIELMAIM3UPOBAHHOTO O0OPYIOBAaHMS, JIEMEHTOB HWH-
(bpacTpyKTyphl, ClIeIMATbHBIX IPOrPAMMHBIX CPEACTB, UCTIONB3YEMBbIX J1JIS
OpraHu3aly IPOLECCa KEJIE3HOJOPOKHBIX NIEPEBO30K, YCIIYT, OKa3bIBac-
MBIX TIpH IIEpEBO3KaX IPy30B U MACCAXKUPOB, a TAKKE OpraHU3alMsl CTaH-
JapTU3ali U o0ecreyeHns eIMHCTBA M3MEPEHU Ha KEeJIe3HOIOPOKHOM
TpaHcTiopTe. B kauecTBe 00BEKTOB JOOPOBOJILHON CEPTUHHKAIIN MOTYT
BBICTYNATh TEXHHYECKHE CPEJICTBA KEJIE3HOJOPOKHOIO TPAHCTIOPTA, CIIe-
[MATM3UPOBAHHBIE TPOrPAMMHBIE CPEJICTBA, CUCTEMBI YIPABIEHUS, IMEP-
COHAJI JKEJIE3HOJOPOKHOIO TPAHCIIOPTA, MPOLECCHI TIPEJOCTABICHUS YCIYT
Ha JKEJIC3HOAOPOXKHOM TPAHCIOPTE IIPU I'Py30- U [1aCCaKUPOIIEPEBO3KAX.

®denepanbHeiM 3ak0HOM 0T 10.03.2003 Ne 18-D3 «YcTaB xene3Ho0poK-
Horo TpaHcnopTa Poccuiickoit e e parmms nperycMaTpuBaeTest 00s13aTeb-
HOE COOJTIO/ICHNE YCTAaHOBJICHHBIX TPeOOBaHHI TEXHUYECKIX 1 TEXHOIOTHY €-
CKHX CTaHIapTOB (rOCYIapCTBEHHBIX CTAHAAPTOB, CAHUTAPHBIX HOPM M TIpa-
BWI, CTPOUTEJIbHBIX HOPM U MPaBII, CEPTUDHKALMOHHBIX TPeOOBaHHi, HOpM
6€30IM1aCHOCTH) BCEMH JIMLIAM U, KOTOpPbIE MIPHUACTHBI K NIEPEBO30YHOMY IPO-
LIecCy Ha JKeJIe3HOA0poKHOM TpaHcniopre. K Tomy e B 3akoHe npeycMoT-
pEHa OTBETCTBEHHOCTH YYAaCTHHKOB IPOIIECCa MEPEBO30K:

e 33 HEWCIOJHCHHE WIM HEHAJIC)KAIlee MCIONHEHUE OTAEJIbHBIX
TpeOoBaHuii B cepe IKCIUTyaTalK KeJIE3HOJOPOKHOIO TPAHCIIOPTa;

® 33 HCKa)XCHUE B TPAHCIOPTHOM KEJIE3HOLOPOKHOM HAKIIAIHOU
HAaUMEHOBAHHI TPy30B, OCOOBIX OTMETOK, CBEJICHUI O Ipy3ax, 00 UX CBOIi-
CTBax, B PE3YyJbTATE YETO CHIKAETCS CTOMMOCTH MEPEBO30K WIH BO3MOXK-
HO BO3HWMKHOBEHHE OOCTOSITEIbCTB, HETATHUBHO OTpPa)KalONIMXCs Ha Oe3-
OIIACHOCTH JBIDKEHUS U OKCIUIyaTAlMU KEJIE3HOMLOPOKHOIO TPAHCIIOPTa;

e 3a oTmpaBiieHHe Oara)XoM IWIM Ipy300ara)xoM NpeaMeToB, Tepe-
BO3Ka KOTOPBIX JJAHHBIM BHIIOM OTIPAaBOK HE MpellycMaTpHUBaceTCs; 3a Ipe-
BBIIICHUE TPy30II0TbEMHOCTH BAaroHa;

e  3a Bpell, NPUUMHEHHBINA KU3HA WIM 370POBbI0 MACCAXKUPA XKEJIE3-
HOJIOPO’)KHOTO TPaHCIOPTaA.
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ITpumepoM MOA3aKOHHBIX HOPMATHBHBIX AKTOB, BXOJSIIMX B CHCTEMY
TPAHCTIOPTHOTO TPaBa M PETYIMPYIOLIMX BOMPOCHI OE30MACHOCTH HA XKe-
JIE3HOJTOPO’KHOM TPAHCIIOPTE, SIBJSIFOTCS, B YACTHOCTH, Y Ka3bl [Ipe3unen-
ta P® or 31.03.2010 Ne 403 «O co3maHnM KOMITDICKCHOH CHCTEMBI 00ec-
neueHns: 0€30MacHOCTH HacelieHuss Ha TpaHcmopTe» u oT 16.03.2010 Ne
321 «O Mepax Mo OpraHm3aiiy JBIWKEHHS BHICOKOCKOPOCTHOIO KEJIEe3HO-
JlopoxkHoro TpaHcropta B Poccmiickoit @enepammy. OTcroma ciemyer,
YTO 3aKOHO/IATEINILHOE 0OecTieyeHne 0e30MacHOCTH OBUIO M OCTAETCs Kpae-
YroJbHBIM KaMHEM B TOCYAapCTBEHHOM ympaBieHnd. OTcroa ke BhITeKa-
eT 00513aHHOCTh I'OCY1apCTBa CO3aTh 3aKOHOAATENBHYIO 0a3y, CLIOCOOHYIO
YeTKO COpPHEHTHPOBATh YEJOBEKa Ha OMpPEIEJICHHOE 3aKOHONOCIYILHOE
TIOBEJICHUE, a Takxke oOecrnednTh dPdekTHBHOE (DYHKIMOHHUPOBAHKE M e-
XaHM3Ma TIpeIyNpesKACHIS MpaBoHapyIieHnid. OTIeabHbIe BOPOCH o0ec-
nedeHus1 0€30NaCHOCTH Ha JKEJIC3HOOPOYKHOM TPAHCTIOPTE pa3padaThiBa-
torcst [IpaBurensctBoM P® 1 peamByroTcst B MO3aKOHHBIX HOPMATHUBHBIX
npaBoBBIX akTax. Cpenu HUX npuka3bl MuntpaHca Poccum:

e or 11.02.2010 Ne 34 «O6 yrBepxnenvu llopsaka pa3paboTku
IUIAHOB OO€CTIeueHMs] TPAHCIIOPTHOM 0€30MacHOCTH 00BEKTOB TPaHCIIOPT-
HOW WMH(PPACTPYKTYphl W TPAHCTIOPTHBIX CPEACTBY». Peammsamms TaHHOTO
NpHKa3a MoApa3yMeBaeT LEJbIA Psii MEPONPUATHA OPraHM3alFOHHOTO H
TEXHUIECKOT0 XapakTepa, MPeANPHHAMAEMBIX C TIeJbI0 3alIMTH 00bEKTOB
JKEJIEe3HOOPOXKHOW HMH(PaCTPyKTypbl OT MOTEHLMAIbHBIX W HENocpe-
CTBEHHBIX yI'pO3 COBEPIICHUI aKTOB HE3aKOHHOI'O BMEIIATENILCTBA, & TaK-
K€ TIpY NOATOTOBKE U MPOBEACHUN KOHTPTEPPOPUCTHUIECKUX OIepalLii;

e or 06.09.2010 Ne 194 «O TIlopsimke moMydeHHS CYOBEKTaMHU
TPaHCTIOPTHON HMH(PACTPYKTYphl W TEPeBO3UMKAMH HHGOpMAIMH TI0 BO-
npocam obecriedeHrsi TPaHCTIOPTHOW Oe3omacHocTwy. JlaHHBINA TIpHKa3
YCTaHABIMBACT TMPOLENYPY HOTydeHUs CYOBEKTaMH TPAaHCIIOPTHOM WH-
(bpacTpyKTypsl OT YIOIHOMOYEHHBIX (peepabHbIX OPraHOB WCTIOIMHH-
TEJILHOW BJIACTH MHPOPMALMK TI0 BOMpocaM O0EeCTieueHus] TPaHCIOPTHON
0e30macHOCTH, B 4aCTHOCTH, 110 BONPOCcaM oOecrieueHus: 0e30MacHOCTH Ha
KEJIE3HOIOPOKHOM TPAHCIIOPTE;

e or 29.12.2010 Ne 307 «O co3nanmu CoBeTa 1o peanmaimm Kom-
IUIEKCHOW TporpaMMbl o0ecrieuyeHns 0e30NacHOCTH HACEJICHUs Ha TPaHC-
nopre», yrBepxkparommii monoxenne o Cosere mo peampami Kom-
IJIEKCHON MporpaMMBbl o0ecriedeHuss 0e30MacHOCTH HACENCHUsT Ha TpaHC-
HOpTEe, B TOM YHCJIE JKEJIE3HOJOPOXKHOM, €0 OCHOBHbIE 3aJ]auM, COCTAB,
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CTPYKTYpPY U OpPraHM3alMIO JEATEIbHOCTH U AP. YTOJOBHBIM KOAEKCOM
Poccuitckoit deneparmm (ct. 263, 266), Konexcom Poccuiickoit denepa-
MM 00 aJMHHHCTPAaTUBHBIX MPaBOHAPYIICHHSAX, [loNokKeHHEM O TUCIIH-
IUIMHE PaOOTHHKOB KEJIE3HOAOPOKHOIO TPAHCIIOPTa (YTBEP)KICHO TOCTa-
HoBrieHueM llpaBurensctBa P® ot 25.08.1992 Ne 621) mpeaycMoTpeHa
OTBETCTBEHHOCTh 3a HapylleHHe TpeOOBaHHMI TPaHCHOPTHOW Oe30macHo-
CTH Ha YKEJIE3HOIOPOKHOM TpPaHCTIOPTE.

Takum 00pa3oM, MPaBOBOE PETYIMPOBAHWE BOMPOCOB KOHTPOJS CO-
Omozenus u odectiedeHust 0€30MacHOCTH TIePEeBO30YHOTO Tporiecca B JKe-
JI3HOIOPOYKHON OTPACIH SIBISIETCS] JOBOJILHO CJIOXHOW CUCTEMOM, B KO-
TOPOH TPOCJIC)KUBAETCSA B3aMMHAsl CBA3b MEXJy HOPMATHUBHBIMH HpaBoO-
BBIMH aKTaMH 3aKOHOJATEJILHOTO U MO/I3aKOHHOTO YPOBHEM.

Ha coBpemenHom srane Munrpanc Poccum HaXoauT OJHOWM M3 IJaB-
HBIX 3aJlay TIPUHATHE BEIOMCTBEHHBIX HOPMATHBHBIX IPABOBBIX aKTOB,
HeOOXOAMMBIX U1 peai3aimy ¢elepaibHbIX 3aKOHOB B 001acTu obecte-
YeHUSI TOCYIIapCTBEHHOM TpaHCTIOPTHOW 0e30macHOCTH. B TpaHCTOpTHOM
3aKOHO/IaTEJIbCTBE HAKOIUIEHA I0CTaTOUHAsl OTpaciieo0pa3yromas «Kpur u-
yeckash Macca» HOPMaTHBHOrO Matepuaina. C moMoIbio pa3paboTKH HO-
BBIX M TEPECMOTpa JEHUCTBYIONMX 3aKOHOMATENHHBIX M HOPMAaTHBHBIX
NpaBOBBIX akToB P® mmaHupyeTcss yCOBEpIIEHCTBOBATH HOPMATHBHO-
MPaBOBYIO 0a3y KOHTPOJSI COOMONCHUS W OOECIedeHUsT Oe30MacHOCTH
(yHKLMOHMPOBaHUS  JKEJIC3HOJOPOXKHOro TpaHcropra. IlommMo 3roro,
NPOBEJICHHBbI aHAJIM3 COBPEMEHHON CHCTEMBbl YNpaBjeHus Oe30HacHo-
CTBIO Ha TPAHCTIOPTE MO3BOJISIET TOBOPUTH O TOM, YTO BONPOCH! TIOATOTOB-
KM CTICIMAJIMCTOB, KaK YIPaBIHIONIMX TPAaHCTIOPTHEIMH CPEJICTBAMM, TaK
OTBEYAIOIIUX 32 obecrneueHre 0e30MacHOCTH JBWKEHUS, CTAHOBSITCS MPH-
OPUTETHBIMH IS JJAJIbHEHIIEr0 MPOrPECCUBHOIO Pa3BUTHS TPAHCIIOPTA.
VkazaHHbIe Mepbl JTOJDKHBI CTIIOCOOCTBOBATH 3HAYUTEIILHOMY MOBBIILIEHHIO
0e30omnacHOCTH JIBIKEHMsI, obecTiedeHnro dpdeKkTHBHON paOOTHI aBapHiiHO-
criacaTesbHBIX CIYKO0, JJOCTIKEHUIO 0€30MacHOro ypoBHS (DYHKIIMOHHPO-
BaHUSA MHPPACTPYKTYPHBIX OOBEKTOB M TPAHCTIOPTHBIX CPEACTB JKEJIE3HO-
JIOPOYKHOTO TPAHCIIOPTA.
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XapukoB Muxann BayecnasoBsuy,
LOKTOP 3KOHOMWUYECKUX HaYK, [JOLeHT, npoeccop AenapTameHTa MUPOBbIX (u-
HaHCOB ®uHAHCOBOrO YHMBepcuTeTa Npu Mpasutensctee PO

Oco06eHHOCTH perynmpoBaHua MMYLLECTBEHHbIX OTHOLLEHWUN
B pamMKax HEKOHBEPTUPYEMbIX TOKEHOB

AHHomauus. XypHan The Economist npoBesn ayKuMoH HEKOHBEPTUPYEMOTO
TOKEHa, KOTOPbIA NOKa3an BO3MOXHOCTU leLieHTpann3oBaHHbIX (OMHAHCOB, a Tak-
xe bonblume npobnemsl. [omMUMo BCEro Npoyero, 3T0T ayKL MOH MMEeN NpuBreka-
TenbHbIN Xapaktep. OH cTapToBan B noHedenbHuk 25 oktabps 2021 r., korga
XXYPHaI 1 ero NpeAcTaBUTeNi BbIABUHYIIN NPEAIOKEHNe — BbICTABUTbL Ha Npo-
[aXy HEKOHBEPTUPYEMBIN TOKEH rpadpnyeckoro n3obpaxeHns 06roxkn 0gHOro 13
OKTSOPLCKUX  BbIMYCKOB, MOCBSLLEHHOMO AELEHTPanM30BaHHbIM (PUHAHCaM.
HekoHBepTMpyeMble TOKEHbI NPEACTaBNsAT coboi UndpoBy COBCTBEHHOCT,
HEKYI0 Kynuyto Ha 06bekT LhpoBOM COBCTBEHHOCTU, KOTOpasi UMEET obpalleHre
B 6NOKYeiH 1 LMdPOBbIX (IMHAHCOBBIX NaTPopPMax C MOMOLLBIO U NpK Nocpe a-
CTBe UMPOBLIX BAMKOT.

Knroyessle cnosa: aeLeHTpan3oBaHHble PUHAHCHI; LpoBM3aLms; Ludpo-
Basi COBCTBEHHOCTb; LMHpOBOE NPOCTPaHCTBO; LnchpoBast bupxa; LdpoBoi ayk-
LIMOH; KanuTanmu3aums LM poBbIX aKTMBOB.

Mikhail V. Zharikov,
World Finance Department, Financial University under the Government
of the Russian Federation

Specifics of regulating property rights involved
in non-fungible tokens

Abstract. The Economistmagazine held an auction of a non-convertible token,
which showed the possibilities of decentralized finance, as well as big problems.
Among other things, this auction had an attractive character. It started on Monday;,
October 25, 2021, when the magazne and its representatives put forward a pro-
posal — to put up for sale a non-convertible token of a graphic image of the cover
of one of the October issues dedicated to decentralized finance. Non-convertible
tokens are digital property, a kind of bill of sale for an object of digital property,
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which has circulation in the blockchain and digital financial platforms with and
through digital currencies.

Keywords: decentralized finance; digitization; digital property; digital space; dig-
ital exchange; digital auction; digital assets’ capitalization.

C OnmHOM CTOpOHBI, Tpymma OYAYIIUX MapTHEPOB, KOTOPbIC OYyIyT
NPEIBSIBISITH CTPOC HA ATH (PUHAHCOBBIE TIPOAYKTHI, CO3/1ajIa JEHEHTpaJIH-
30BaHHYI0 aBTOHOMHYIO OpraHm3aliio rnoj HasBanvem Rabbit Hole Dow,
JUIA TOrO YTOOBI C NMPUMEHEHHEM KpayJCOPCHHIa HAKOIUTH JOCTATOYHOE
KOJIMYECTBO CPEICTB WM (POHAOB, KOTOpHIE MO3BOJAT NMPHOOPECTH TOKEH
KypHana. B pesynprate cOopa cTaBoK mobenureneM OKa3ajcs YeIOBEK C
aBaTapoMm X, TpeajoxuBImMi 3a TokeH 99,9 Ether, wm okomno 420 Thic.
nomwt. Jloxon, urcTasi CyMMa 3a BBIY€TOM KOMHCCHOHHOTO cOopa, Hajiora u
TPaHCAKIMOHHBIX M3ICPKEK TIEPESUYUCIICHbI PEJaKIMell KypHalla B BHUIE
NOKEPTBOBaHMsI B 0Opa3oBaTebHbIN GoHn The Economist, HezaBucumyro
6J1arOTBOPUTENILHYIO OPraHM3ALMIO, BXOJSIIYIO B 3TY MeHa-TPyIly.

MHOXECTBO JPYTHX MTPOKOB TOXKE Y4ACTBYIOT B MOJOOHBIX MEPOTIPHS-
Trax. HexoHBepTHpyeMble TOKEHBI, FITH TIOKEMOHBI, CO3AI0TCS] HA OCHOBE
JESITENbHOCTH YETBEPTH MWUIMOHA TOJIB30BATENIEH OJHOM BHICOMIPHI
Actilnfinity. MHOroumuc e HHbIe JTIOOUTEIN UCKYCCTBA TOPIYIOT 00bEKTaMHU
1M(pOBOIl COOCTBEHHOCTH KOJUIEKIMOHHOTO Ha3HaueHus. HexoHBepTupy-
eMbIe TOKEHbI, paboraroiue Ha OyiokueiH Ethereum, B HacTosee Bpems
nMeroT Karmrammamo B 14 mupa gosn. B 2020 r. ata cymma cocTasisiia
Bcero 340 mum gowt. MuBecTmmonnsiii Oank Jeffries momaraer, uTo coBo-
KynHbI 00beM TokeHOB K 2025 r. mocturaeT 80 mupa gost. [1]

Tyt, HaBepHOE, MOKHO OBIJIO OBI IOCOMHEBATHCS, YTO HA CAMOM JIeJIe CO-
31aeTcs B c(hepe HEKOHBEPTUPYEMbIX TOKEHOB. Jlyummii croco0 noiay4urhb
JUTs1 ce0s1 OTBET Ha 3TOT BONPOC 3aKIIFOYAETCS B TOM, UTO HEKOHBE PTHUPYEMbIe
TOKEHBI SIBJIIIOTCS OHUM U3 CTIOCOOOB PACKPBITHS TPaB COOCTBEHHOCTH, T.€.
YTOOBI BOCTIONH30BATHCS CBOMMH IpaBaMH COOCTBEHHOCTH. Ecim cymiecTBy-
10T JKEJIAIOIHe TIOMyYUTh FOPUIMYECKHH (MMEIONIMI IOPUIHIECKYIO CHTY)
TUTYJ HAa HETPAWIMOHHBIHM, HECTAHIAPTHBIA aKTHB, TO OHM UMEIOT CTaH-
JlapTHBIA HAOOp BapuaHTOB BhIOOpa /ISl BRITOAONpHoOpeTaTesi. B coydae
JKIIOTO JIOMa, aBTOM OO WIS, aKIMA KOPIIOPATIHI FOPUIAY €CKHI THUTYIT HOCUT
B ce0e T0Ka3aTEeNbCTBO COOCTBEHHOCTH, TPAB HA MCKITIOYHUTEIIBHOE HCTIONB30-
BaHHUE, CTIOCOOHOCTH B3UMATh 3 €T'0 UCTIONb30BaHUE TUIATY C APYTUX JIUIl —
TIOJIb30BATEJICH, U TPaBO MOMy4aTh JOXOIAbI OT HpoJaxH [2].
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B cdepe ¢puHaHCOB pacnpocTpaHEeHBI JOPOrOCTOSIIME YCIYTH aJBOKa-
TOB 3a MOJYYEHHE JTHX TpaB, WX IpOOJICHWE, HANpUMEp HAa OCHOBE JIepH-
BAaTHBHOTO KOHTpakTa. Takoro poaa ruOKOCTb, OTHAKO, CII0MKHO MOYYHTh.
[TorpebyroTcst HeManble cpeicTBa. Takue YCITyrd HeloCSAraeMbl Il MHO-
rux (prBMYEecKUX JIMI 10 MPHYUHE JOpOroBM3HBL. HekoHBepTHpyeMble TO-
KeHbl 00JIAJJAI0T MOTCHIMAJIOM — M3MEHHMTh CHTyalmio. B pamkax orm-
CaHHOI'0 ayKIMOHA >KypHAJI OMNpEeAeNl TpaBa COOCTBEHHOCTH COITIACHO
MOJIEJU TI0 YMOTYAHHUIO, TIPHHATON Ha IM(POBOH IWaThopMe, Ha KOTOPOI
MPOBOAWICS caM ayKUyoH. HoBbIil cOOCTBEHHHK HEKOHBEPTHPYEMOI'O TO-
KeHa MMEET IpaBa, aHAJOIMYHbIC N0 CBOMM CBOHCTBAM JIMLEH3UOHHOMY
corameHio. Takoe cornameHue OTpa)kaeT CIEIMpUKAIMIO OTOOpaxke-
HUS 1M(POBOTrO aKTHBA, OJHAKO HE JAeT MOJHOMOYMI Ha KOMMeEpLMaJIH-
3aIHI0, HATIPEMED B Pe3yJIbTaTe Mpoaaku (GyTOONOK ¢ M300paskeHHEM TO-
KeHa. biarorBopurenpHasi OpraHM3alysi, 0 KOTOpPOW Iia pedb, MOXKET T0-
Jy4duTh OT OyAylien npogaku TokeHa ckunky B 10% [3].

Teoperraecku mpojaka HEKOHBEPTHPYEMOIO TOKEHA MOXKET HECTH B
cebe coueTaHue MpaB COOCTBEHHOCTH, NPE/IbsIBJICHHbIE NpoaaBLoM. Mme-
I0TCSI ¥ vHbIe TpenMyiecTBa. [TyOiamuHbii, 0€30T3BIBHBIN aKT COBEpIIIe-
HUSL CIEJIKU CYIIECTBYEeT B OJIOKYEHH M paboTaeT Ha APyrux IM(PPOBBIX
mwiaTdopmax. Bce ke HeCMOTpsS Ha TIEPCTIEKTHBBI KOHLETITYaJILHOTO pa3-
BUTHS B OyIyIeM, HEKOHBEPTHPYEMbIe TOKEHBI COJEPKaT B ce0e TOHKO-
CTH NPaKTUYECKHUX HEJIOCTATKOB, KaK MOKa3aJl SKCIIEpUMEHT >KypHasa. He-
CMOTpsl Ha yno00cTBO mHTep(deiica 1uppoBol mIaThOPMBI Il TOPrOBIN
HEKOHBEPTHPYEMBIMH TOKCHAMH, BECh IPOLIECC TPEICTABISIET COOOM He-
KU KOIMAapHBIA COH. DTOT TpOIeCcC MperoyiaraeT co3aanue 1udpoBoro
KOIIeJbKa, ero ()MHAHCHUpOBAaHWE Yepe3 OIUIaTy JIOOBIX KOMHUCCHOHHBIX
cOOpOB, CBSI3aHHBIX C CO3/IaHHEM HEKOHBEPTHUPYEMBIX TOKECHOB, CO3/aHHE
caMoOro TOKEHa, BBIOOp croco0a KOMMeEpLMaIM3ald JOXOIO0B B BHIE
OOBIYHBIX JCHET Ha OaHKOBCKMUIA cUeT [4].

Jlnst GONBIIMHCTBA FOPHCT-KOHCYJIOB IO BOTPOCAM HAJIOTOB U COOPOB
BCE 3TO — TEPPUTOpUs HEM3BECTHOCTH, Apemyumii jec. CaM mporecc
oueHp noporoi. JXypHas 3ammaTii HEKMM Tra3oM, TOBApPOM B OIUIATY KO-
MHCCHOHHOTO cOOpa M Jpyrux HajoroB. UToOBI BCsS cHCTeMa BBINUIA HA
waTPopMy MEHHCTPUMA B CUCTEME JICLICHTPAIM30BAHHBIX (PMHAHCOB, OHA
JIOJDKHAa paboTaTh, Kak IMporpaMmHoe odecrieueHre Ha iPhone, ona ropas-
JI0 JIeMIeBJIe 10 CTOMMOCTH OOCIY)KMBAaHUS B OTJIMYHE OT CIEJIOK C yda-
cTHeM OOBIYHOTrO MOCpeaHHKa. Bropas mpobiieMa HOCUT 3HEpreTHd ecKHil
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xapakrep. CKpOMHBII SKCTIEPUM EHT JKypHajia TIpUBEJ K BEIOPOCAM TaKoro
xe xommaecTBa CO2, Kak KOIMYIECTBO BHIOPOCOB B pacyeTe HA OHO MECTO
B PEaKTHBHOM camojieTe. bonbIMHCTBO 1M(POBBIX MIATGHOPM HIIYT MyTH
COKpaIIeHUs 3aTpaT Ha AIEKTPOIHEPTHIO [5].

Eci HeKoHBepTHpyeMble TOKEHbI OYAYT MpeJICTaBIATh COOOM HOBYIO,
HABOPOYECHHYIO BEIMIly, TO OHHM JOJDKHBI IyTE€M HMHHOBAIMii paboTaTh Ha
Tol TwiaThopme, KoTopasi He Oy/AeT BPeauTh OKpYKalolel cpeae B BUIE
BBIOPOCOB  YIJIEKUCJIOTO WIM TAPHUKOBOIO Ta3a W B KOHEYHOM CYETE
JIOJDKHA OyJIeT CBECTH BRIOPOCH! Ha HEeT. TpeThs npobieMa 3aKmovyaeTcs B
WCTIOJIHEHHUH YCJIOBHIA KOHTpakTa. JKypHas HaJieeTcs Ha TO, YTO B CJIydae C
€ro TOKEHOM Takas NpoOjieMa Ha BO3HUKHET, IOTOMY YTO CaM aKTHB Kak
YHUKaJIbHBIN 1(pPOBOI OTIIEYaTOK KAPTHHKH Ha O0JIOXKKE YK€ HAXOIHUTCS
B THpa)Ke XypHaja, TOJBKO Tereph OHA OyAeT oOpamartbes B cdepe ne-
ICHTPAIM30BAHABIX (DHHAHCOB [6].

[Tpu 5TOM HE CymIECTBYET CTUMYJIOB C Ubeii OBl TO HU OBLIIO CTOPOHBI K
moOoro pona 3noyrnorpedyenusiM. TeM He MeHee, B Cilydae ¢ HEKOHBEPT -
PyeMBIMU TOKEHAMH 3Ta CUTYyalWs paclpoCTpaHseTCs Ha aKTHBBI, HAXO-
JIIMecs 3a TpejiellaMi MHpa JIELEeHTPAJM30BAHHbIX (PUHAHCOB, CyIie-
CTBYIOIIMX caMU B ce0e, BKIII0Yask MAaTeHTHI WM aKTHBBI B BUIE 3aHUAN U
COOPYXKCHHI, T.€. TpaBa COOCTBEHHOCTH, PACTIPOCTPAHSAIONIMECS HA WC-
TI0JTb30BaHIE HEKOHBEPTUPYEMBIX TOKEHOB, MOTYT BCTYINATh B KOH(IIMKT C
JPYIrMMH KOHTpakTaMy, TaK YTO CYIbl IO pa3pelIeHHI0 KOMMEpPYEeCKHX
CropoB He OynyT mnpu3HaBaTh LH(poBoi noroBop. KoneuHo, curyarms
MOXeT mMeHuThcs. Hampumep, ogHa kBaprupa B ofHOM oMe B Kuese B
2021 r. moMmeHsNa XO3s5IMHA, MOCJIE TOr0 KaK HEKOHBEPTHUPYEMBIH TOKEH,
NpEeJICTABISBIIMKA 3Ty KBapTHPY, OBUT MPONAH COIVIACHO CHACINIKE KYIUIU-
TPOJIaKH, TIPU3HAHHOW YKPAaWHCKHUM 3aKOHOIATEIILCTBOM.

Bce paBHO neneHTpa3oBaHHbIE (DMHAHCHI JTODKHBI OyIOyT MpONTH
OYeHb JOITUH IMyTh, TPEXKIE YEM OHU HMHTETPUPYIOTCS B 3aKOHHYIO CH-
cremy. KommectBo sranoB s 3toro BecbMa Oombiioe. Ho ecim atu
npoOJIEMbI PEIIUTh, TO HEKOTOPbIE HEKOHBEPTHPYEMBbIE TOKEHBI €Ie MO-
TYT CTaTh Y€M-TO OOJBIINM, Y€M caM TOKEH [7].

HekonBepTupyemble TOKeHbI 00J1aJal0T U JPYTMMH NMOTEHIMAIBHO 110-
JIe3HBIMU XapakTepucTukaMu. [10CKOIbKy OHU CYIIECTBYIOT B paMKax OT-
KPBITOH CUCTEMBbI OJIOKUEHH, HCTOPUSI CAEJIOK C MX Y4aCTHEM MO3BOJISIET
paccMaTpuBaTh UX cooOmiecTBoM soaeil. IloaroMmy MOXKHO KOIMpOBaThH
OTpe/IeJICHHbIE YEePThI, MPeoOpPa3oBhIBATh MX B KOHTPAKTHI, PETYJIHPYIO-
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IIMX TIOKYNKY M TPOAaKy 3THUX TOKEHOB. XyIOKHHUKH-IM(PPOBUKH (1md-
POBHCTBI) CTPEMATCS COXPAHUTH OINPENEJICHHYIO OO CBOMX MpaB Ha
NPOM3BE/ICHAE WCKYCCTBA, YTO 00ECTICYMBACT I HUX HEKOTOPYIO JIOJIO
J0X0JIa B CIIydae, €CJM IH(PPOBOI OPUIMHAI TIOCTYMAET B MPOAaxXy. ITO
€CTh TO, YeTO MHOTHE XYIOKHHKH THITAFOTCSI JOOUTHCSI C HCTIONB30BaHHEM
TPaJWIMOHHBIX CPENCTB. TeopeTHdeCKN HEKOHBEPTUPYEMBIN TOKEH MOXK-
HO TMpHBSI3aTh K TEKCTY, HAIpUMeEp, MpaBOBOrO JOrOBOpa, KOHTpAaKTa,
TPE/ITNIONATAOIIET0 HAJIMYKE YCTAHOBJICHHOrO HaOopa mpaB M 00s3aHHO-
CTEH B OTHOIIICHAM TOTO WM MHOTO MMYIlecTBa [§].

Ha mnpaktuke, oqHako, B HEro HuU4ero He Bkroudaercs. [IpaBa co0-
CTBEHHOCTH Ha TPOU3BEJIEHNE HCKYCCTBA, PE/ICTABICHHOIO TOKEHOM, KaK
NpaBWIO, YCTaHABJIMBAIOTCA Ha OCHOBE 0COOOM IIaT(OpMBbI, HA KOTOPOIi
OHU MMEIOT XOKIeHHe. HekoTopsle criermaancThl NOSICHIIOT, 4YTO SMUTE H-
Thl HEKOHBEPTHUPYEMBIX TOKEHOB JOJDKHBI COXpaHATH 3a COOOM KommpaiTt
Ha TPOM3BEACHHE HCKYCCTBA, HOCHUTENEM KOTOPOTO OHM U SIBIISIIOTCS.
VYcnoBus GrarorBopuTebHOrO GoHaa u 1wmdpoBoit mwiaTdopmel 1 00-
palieHus TOKeHa JKypHaiia The ECOnomist ykas3bIBaroT Ha TO, 4TO TIOKYTIa-
TeJb HEKOHBEPTHUPYEMOTO TOKEHA HMMEET TpPaBO, AHAJIOTUIHOE JIMLICH3WH,
TIO3BOJISIONICH WCTIONBh30BAaTh KAKOW-HHOYIb TpPEJAMET, ero o0pa3Hoe
NpeJICTaBJICHAEC B YCTAHOBJICHHBIX paMKaX, HAapuMep, 00€ OpraHM3aIin
MOTYT IyOJMYHO JI€MOHCTPUPOBATH €T0, KOIMMPOBATH TOKEH B JIMIHBIX IIe-
JAX W WCXOMASl M3 JIMIHBIX TMOOYXIEHWH, HO OHM HE MOTYT HCIIOIb30BaTh
€ro B KOMMepYecKux IeisiX. Kyms-nponaka HEKOHBEPTHPYEMBIX TOKE-
HOB Ha CICIMAJIbHBIX IUIaT(opMax, MpeIHa3HAYCHHBIX JIJISI TOPrOBIIH MPO-
m3BeleHUsIMH HcKyccTBa, Brimrodas Melinda & Bill Gates Foundation,
npusiekna 205 M nomwn. B mapre 2021 r. mocie mpoaaku oopasa, co-
31aHHOro buriom, Bcs 3Ta JMXopajka JOCTHIJIa HEKOTOPOHM Ky/lIbMHHA-
. C TexX Mop MHBECTOPbI HECKOJIBKO OXJIAJENU K TaKOMY BHAY HUCKYyC-
ctBa. OJHAKO BECh PHIHOK HEKOHBEPTHPYEMBIX TOKEHOB IPOIOJIKAET
HETNPEPhIBHO pa3BMBaThCs. Maes co3maHus OpUTrHHAIBHOTO IM(POBOrO
TOKEHa, KOTOpPBIA CONEPXUT HHPOpPMAIWMIO, JIOKa3bIBAIOIIYIO HaJIMYue
NPU3HAKOB COOCTBEHHOCTH, TpaB COOCTBEHHOCTH, BKIIFOUAET HETOCpPe]-
CTBEHHO CaMHM MpaBa COOCTBEHHOCTH, TOJYYMWIa PACTPOCTpaHEHHWE U B
Ipyrux cepax AesITeIbHOCTH AJIS HCTIONb30BAHMS.
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PomawkunHa Hatanbsa lOpbeBHa,
acnupaHT MHCcTUTyTa 3aKoHO4AaTENbCTBA U CPaBHUTESTBHOTO NPaBOBEAEHNS NpK
MpasuTensctBe Poccuiickoin Peaepaumm

OTaenbHble acnekTbl OpraHu3aLnmn cucTeMbl KUbep3awnThbl
B ()MHAHCOBO-KPeAUTHOM CEKTOPe IKOHOMUKM

AHHomayus. PrHaHCOBO-KpeauTHble OTHOLWEHNS B Poccuinckon degepalimm
HECKOIbKO NeT Hasag BOLWM B NPOLECC LndpoBMU3aLMM, 1 CETOLHS MHOXECTBO
YHaCTHUKOB (PMHAHCOBOTO PbIHKA MPOLOIIKAKOT 3Ty TeHAEHLUM0. BHeapeHue MHo-
KECTBA HOBEWLLMX (DYHKLMI B AeATENbHOCTb HaHKOBCKUX OpraHu3aLuii cnoco b-
CTBYET YMEHBLLEHWIO U3AEPXKEK U YNPOLLAET NONYHEHNE KIIMEHTOM HEOBX0aNMbIX
yenyr. [loctaTouHOo Bonbluoe KONMYeCTBO UCCIIeA0BaHMI NOATBEPXKAAET, YTO NP O-
LiecChl LMpoBM3aLMM UMEIOT MHOXECTBO NPEUMYLLECTB, OAHAKO Ha (hOHe Noso-
KUTEMBbHBIX MOMEHTOB CYLLECTBYIOT 1 Npobnemsbl. CTaHOBUTCSA NOHSATHO, YTO M0-
MUMO BFIOXEHWA B TEXHOMOMMYECKMe ymMlweHus, GaHkam cregyeT yoenutb
BorblUOe BHUMaHWE CO3AaHMI0 U NOAAEPXaHUIO CTabUMbHO (hYHKUMOHNPYIOLLEN
cucTembl 6e30MacHOCTM, NOCKOMbKY NapannensHo 6aHkaMm pa3suBaoTCcs W 3no-
YMbILLIEHHWKM, NOACTPaMBAsACH NOA HOBbIE TEXHOMOTUM 1 YCIIYTU.
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Some aspects of the organization of the cyber defense system
in the financial and credit sector of the economy

Abstract. Financial and credit relations in the Russian Federation entered the
process of digitalization several years ago, and today many financial marketpartic-
ipants continue this trend. T he introduction of many new functions in the activities
of banking organizations helps to reduce costs and simplifies the client's receipt of
the necessary senvices. A fairly large number of studies confirm that digitalization
processes have many advantages, but there are also problems against the back-
ground of positive aspects. It becomes clearthatin addition to investing in techno-
logical improvements, banks should pay great attention to the creation and
maintenance of a stably functioning security system, since in parallel with banks,
attackers are also developing, adapting to new technologies and services.

Keywords: cybersecurity; financial and credit system; bank; cyber defense; in-
formation technology.

Ucnons3oBanne MHMDOPMAIMOHHBIX TEXHOJOTWMHA M OCHOBAHHBIX HAa HUX
OM3HeC-peIIeHNI SBISETCS OAHUM M3 OCHOBHBIX MHCTPYMEHTOB CHIDKCHUS
BJICPKEK Pa3IMIHBIMHA OPraHM3AIMSIMU U TIPEINPUITHSIME B LIEJISIX CHU-
JKSHHSI PaCcXOJI0B, PACIIMPEHNST KIMEHTCKOM 0a3bl, T.€. JJISI TIOBBIIICHHS MX
KOHKYPEHTOCTIOCOOHOCTH. Y CKOPEHHBIMH TEMIIAMH Pa3BHBACTCS BHEIpE-
HUE pa3JIMUHbIX MHPOPMAIMOHHBIX TEXHOJOTMH M B  KPEJUTHO-
¢unaHCOBOH cdepe. OHH, B 4aCTHOCTH, 00ECTICYMBAIOT OBICTPHIN 1 Oectie-
PpeOOMHBIN JOCTYIT TIOJB30BATEINSIM (PUHAHCOBBIX YCIYT K MPOAYKTaM (u-
HAHCOBO-KPEJIUTHBIX OpraHM3alli, ¢ OTHOBPEMEHHOH TapaHTHeW KOH(U-
JICHIMAJIBHOCTH, 0€30MacHOCTH M ONePATUBHOCTH.

HeobGxomumocTs 1 000CHOBAHHOCTE BBEJICHUS B ICATENIHFHOCTh KPEIUTHBIX
OpraHM3aIMii HOBEMIIIMX TEXHOIOI'Mi 00OCHOBBIBAETCSI MHOTUM U HCCIIE10BA-
HusIMU. Tak, 1o mojcyeTaM OHOM M3 KPYITHEHIINX MeKTyHAPOIHBIX KOMTIa-
HUi B 00s1acTi OKazanHus (puHaHCOBBIX yeryr Citi Group, BHeApeHne B OaHKOB-
CKYIO JIESATeITHHOCTh HH(POPM AIlIOHHBIX TEXHOJIOTMi IOMOTaeT yMEHBIIINTH Ha
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50% moBcetHeBHBIE 3aTpaThl OaHKA HA BEJICHUE CBOEH J1EATEIbHOCTH, M OKa3a-
mps yeoyr'. Kommarms A ccenture, sBIISOIIAACS OHAM H3 JIHIEPOB MHUPOBOTO
PBIHKA TIPO()eCCHOHABHBIX YCITYT M IM(PPOBBIX TEXHOJIOTHIA, TAKKE OMyOJTH-
KOBaJja McCieoBanne, npopoammoe B 2019 T., KOTOpoe TOKa3hIBaeT, YTO
HauOosee MpoJIBUHYTHIE B IUIaHe LM(PPOBU3ALIMK OAHKH YBEINYMBAIOT PEHTa-
OesbHOCTh KarmTaia B cpeiHeM Ha 0,9%, TO ecTh BHeIpeHHe TEXHOJIOT Ui 103~
BOJIICT YBEIMUMBATH NPHO bIITh, 3aHIKAS TIPH STOM M3JIEPKKU. JTO KE Hcclie-
JTIOBaHHUE TIOKA3aJI0, 9TO OAHKH, HE MICTIONB3YIONHE aBTOMAaTH3ALMI0 OM3HEC -
TIPOLICCCOB, CHU3IITH ATOT JKE MOKa3aTeNb B cpeiHeM Ha 1,1%, T.e. ObUTH BHI-
HyK/I€HbI 3aTPauKBaTh OOJIBLIE PECYPCOB IIs MO/ I€P/KAHKS KOHKYPEHTOCIIO-
COGHOCTH Ha PhIHKE (PMHAHCOBBIX YCIYT .

Ha nHeoOXonmMMOCTH BHEIpEHHS TEXHOJOIMH CKa3allach M BHE3aIHO
Bosnukias nanaemus COVID-19. Tlo oryety Deloitte, mexmyHapomHoi
CETH KOMIIaHWH, OKa3bIBAIOIINX YCIYTH B 00JaCTH KOHCAJITHHTA M ay/IHTa,
BXOJSIIIIMX B «OOJBIIYI0 YETBEPKY» ayJUTOPCKUAX KOMIIAHHH, OITyOJIMKO-
BanHoMy mo uroram 2019 r., okono 60% O0aHKOB 1O BceMy MHUPY JIMOO
TIOJTHOCTHIO TIEPELUTH Ha YyAaJeHHBIH QopMaT OKa3aHus YCIYT, MO0 MakK-
CHUMaJIbHO COKpaTWIM pabodee BpeMsi B oducax, YTO CHPOBOLMPOBAJIO
HEOOXOAMMOCTh B OKAa3aHMM MHOTHX YCJIyr B OHJIaiH-(opMaTte, BKIFOUYas
CJIOXHBIE: OTKPBITHE CYETa, TUCTAHIFOHHYIO BEpU(UKAIMIO KIMEHTa, pe-
IICHNE HETHIOBBIX BOIPOCOB®.

Jletom 2021 r. uccienoBaTeny BeAYIIETO SKCIIEPTHOTO LIEHTPa MO aB-
TOMaTH3aIMK rocyaapceTa u6msHeca B Poccum TAdviser nposesu 6ece bl
C TOM-MEHeKepaMU POCCUHCKUX OAHKOB, YTOOBI y3HATH O pe3y/bTaTax U
TEHICHIMAX B IM(PpOBM3AIMN OAaHKOBCKOM OTPACiH, W TIONYYWIH TPH-
MEPHO OJTMHAKOBBIC OTBETHI.

[{udpoBmsaims BO MHOTMX OaHKaX y)Ke KOTOPBI IO/l OCTAEeTCS OHUM
U3 TIPUOPUTETHBIX HampaBlieHMH. BaHKM NpogomkaroT pas3BUTHE HH(pa-
CTPYKTYpbI, YBEJIMUMUBAIOT IITAT COTPYAHUKOB [T-0TAemnoB, BHEAPSIOT U
COBEPIIICHCTBYIOT IM(PPOBH3AIMIO OWM3HEC-TIPOIECCOB.

OpHako TpH ATOM TPOIECC BHEAPECHHS HOBBIX TEXHOJOTHHA MOMHMO
TIOJIOXKHUTEIIHHBIX MOMEHTOB BJICYET M HETaTHBHBIE — TOSIBIICHHE yIpO3,

L URL: https:/fonline.citi.com/US/JRS/pands/detail.do?ID=market-insights&section= glob-
al-perspective-and-solutions (mara o6pamenust 20.12.2021).

2 URL: https:/fwww.accenture.com/_acnmedia/PDF-102/Accenture-Banking-Does-Digital-
Leadership-Matter.pdf (mara o6pamenus 20.12.2021).

% URL: https://disk.yandex.ru/d/sa2]JNgg4h6mudg (mara o6pamenus 20.12.2021).
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UMEHyeMbIX KuOeppuckamu. B kauecTBe MUPOBOrO TpeHIa OTMeE4aeTcs
yBeIM4eHe (PMHAHCOBBIX TOTEPh OT KHOEpaTak, HAPYIICHHE LEJTOCTHOCTH
Y HETPEPHIBHOCTH (DYHKIFOHMPOBAHMS B TOM YHCJIEe (PMHAHCOBOTO PHIHKA
(17% Bcero obbema KuOEpaTaK MPUXOAUTCS HAa (PUHAHCOBBIM CEKTOP).
N30mpeHHOCTh METO/I0B, CIIOCOOOB M CPEJCTB COBEPILICHUSI KHOepaTak
TpeOyeT OT peryisiTopoB IMOKOCTH, ONEPAaTHUBHOCTH, MCTIONb30BAHMS WH-
HOBAIWOHHBIX IW(POBBIX TEXHOJOTHH ¥ METONOB PaGOTHI .

B Poccum 3a omunHamiate mecsieB 2021 r. ObIIO 3apeTHCTpUPOBAHO
no4dTH 32 THIC. TPECTYIUICHWH, CBS3aHHBIX C (PMHAHCOBO-KPEIUTHOH CH-
CTEeMOMH (a MOYTH BCE M3 HUX COBEPIIAIOTCS MyTEM KHOEpaTaKH), TOT/Ia Kak
B 2018 r. (T.e. 10 manmemMuu), 3ta mudpa gocTurama 29 Thic.” DTO CBA3AHO
¢ mpoOenaMM B CHCTeMax KhOep3anuThl 0aHKOB, BRIPAKAIONIHXCS B pa3-
JMYIHBIX actiekTaX. HekoTopble W3 HUX BBISBIIM aHAJIUTUKU Varonis, ame-
PHMKaHCKOM KOMIAHWHM, pa3padoTaBileil MpOrpaMMHYO IaTgopMy MO Ku-
Oepbe3onacHOCTH (HAa CETOHAIIHWNA JE€Hb, 10 OICHKE pa3JIMIHBIX aHAJIW-
THKOB, Varonis 3anmmaet 6onee 70% MHPOBOrO phIHKA B 9TOM 00JACTH).
Onu npoanamupoBain 4 MwuiMapaa (ainoB B 56 (uHaHCOBBIX OpraHu-
3aIMsAX TI0 BceMy MHUpY (0aHKHM, CTpaxOBaHWE, MHBECTHIIMM) Ha 0ase ciy-
JaiiHoi BBIOOpKM pe3ynpTaToB ayaura kuOeppuckoB (Data Risk
Assessment). TTo mamspiM otyeta Varonis «2021 Financial Data Risk
Reporty, «B cpetHeM COTPYIHHK (PMHAHCOBBIX CITY’KO MMEET JOCTYII K T10-
gty 11 MaH QaiinoB B qeHb. sl KPyNHBIX OpraHu3alyid KOIMIECTBO yBe-
mruuBaeTcs BiaBoe: 20 MIH (aiioB OTKPBHITHI Ui BCEX COTPYIHUKOBY.
[Tpu 3TOM, ydEeTHBIE 3aIUCH ATHX COTPYIHUKOB TAKKE HE OTBEYAIOT BCEM
TpeOOBaHMIM 3aIUTHI, ¥ TI0 TEM K€ JaHHBIM, B Ooree yeM 60% QuHaHcO-
BBIX OpraHM3al|ii 3KCrepThl Varonis ooHapyxwi MuarMyMm 500 naposeit
0e3 MCTeUCHMs] CPOKa JIEUCTBHS, T.€. OJUH M TOT XK€ TApOib MOXET UC-
HOJIb30BaThCs JecATwIeTHIMHU. B HeOonmbumx GaHKax ypoBeHb KuOep3a-
IIATHI EIIe HIDKE .

Henocrarouno s3dekTrBHBIE CHCTEMBI KHOEP3aIUThI OAaHKOB TPHBOJISIT
K TOMY, 9TO ymep0 Moay4aroT He TOIBKO CaMM OaHKH, HO M MX KJIMEeHTHL. B
oruere OuHLIEPTa banka Poccun (LlenTpa MoHUTOpHHTA 1 pearupoBaHUs

1 URL: https:/icbr.ru/Content/Document/File/83253/onrib_2021.pdf (mata o06pamenus
13.01.2022).

2 URL: https:/Avww.izh.kp.rufonline/news/4275712/ (nara obpamenus 19.12.2021).

® URL: https:/Aww.varonis.com/blog/2021-financial-data-risk-report/ (mara o6parerms
26.12.2021).
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HAa KOMIIIOTEpPHBbIE aTaKUd B KpEIHUTHO-(PMHAHCOBOW cdepe, crerpanbHoe
CTpyKTypHOe nopa3aenenie banka Poccun) ykasassl ciieyromnme JaHHbIe:
B 2020 T. MOIIICHHMKaMU MOXHMINICHO C KapT Jkuresen Poccrm nmprmepHo 9,8
MJIpZ py6., uTO B cpaBHeHnr ¢ 2018 T. B ceMb pa3 Gombire .
[IpoGemst B cucTeMax KuOep3almMrThl OpraHm3alyii  (UHAHCOBO-
KPEJUTHON CHCTEMBI IBITAIOTCS YPETYIMPOBaTh HA HOPMATHBHOM YPOBHE.
Tax B 2019 r. 6610 npussito [Tonoxxenne banka Poccum ot 17.04.2019
Ne 683-I1 «O6 ycTaHOBIEHHH OOS3aTENBHBIX IS KPEAWTHBIX OpraHM3a-
1y TpeOoBaHMi K 00€CTICUCHHUIO 3aIMThI MHQOPMAIIMK TIPY OCYIISCTRIIC-
HAM OaHKOBCKOM JeATENHbHOCTH B LIEJISIX MPOTHUBONIEWCTBUS OCYIIECTBIIE-
HUIO TIEPEBO/IOB JEHEKHBIX CPEACTB 0€3 cornacus KINEHTa», yCTaHABIIH-
Baolee 00s13aTeNbHbIC TS KPeAUTHBIX OpraHm3aimii TpeOoBaHus K o0ec-
TICUCHHUIO 3allUThl MHPOPMAIMHA TIPU OCYIIECTBICHAM OAHKOBCKOW Jesi-
TEIBHOCTH B LEJSAX TMPOTHBONCUCTBHS OCYIICCTBICHHIO TIEPEBOIOB Jle-
HEKHBIX CPelCTB 0e3 coriacus KimeHra. JlanHoe MoNoKEeHHe pealn3yeTcs
HA CCTONHSIIHMA JICHh BCEMHU KPEIUTHBIMH OPraHM3aIMsIMU, YTO MPOBE-
paeTcst 00s3aTeNbHOM MPOBEPKON OLEHKH YPOBHS COOTBETCTBHS HH(OP-
MAaIMOHHOW 3al|Thl ycTaHOBIeHHbIM [locTaHoBneHMEM TpeOoBaHusM. B
Cilydae HEBBITIOJIHEHWSI OaHKaMM yKa3aHHBIX TpeOoBanmii, bank Poccum
AMEET TPaBO B MOPAJIKE HAA30pa NMPUMEHATH K TAKOW KPEJWUTHON OpraHu-
3almu Mepsl, yctaHoBieHHble DenepanbubiM 3aKoHOM OT 02.12.1990 Ne
395-1 «O Uenrpansaom O6anke Poccwuiickoii @eneparmm (banke Poccum)».
Ha pomrocpounyto nepcrnexktuBy IIpaBurensctBom P®, Hanpumep,
BHOCATCS TPOCKTHl HOPMATHMBHBIX AKTOB U TPEIJIOKECHHS IO COBEpPLICH-
CTBOBAaHHIO CHUCTEMBI Oe30macHOM IM(pPOBHM3AIMN JEATEIHHOCTH (PpUHAH-
COBO-KPEIUTHOTO CEKTOpa SKOHOMUKHU. Tak, B paMKax mpoekra «Crtpare-
'Mi pa3BUTHs (UHAHCOBOrO pbIHKa Poccuiickoit Penepamm 1o 2030 ro-
J1a» B Ka4eCTBE OJHOTO U3 JOJTOCPOYHBIX MPUOPUTETOB PAa3BUTHS (pUHA H-
COBOI'O PBIHKA BBIJBUHYTO COZEICTBHE IM(PPOBU3AIMH IUIATEKHBIX CEPBU-
coB. s 3TOrO mMpeamnonaraeTcsl MOCIEAOBATEIFHOE U TMOIKOHTPOJIHHOE
BHEJIPEHHE TEXHOJIOTHH, CTIOCOOCTBYIOIIMX TOBBIICHHIO 3(PPEKTHBHOCTH
KOHTPOJISA ¥ HAZ[30pa CO CTOPOHBI PETYIATOPOB, & TAKXKE BBITIOIHEHHUIO pe-
TYJISTOPHBIX TpeOOBaHMii, yKa3aHHBIX B CTpaTeryy, y4acTHUKAMU PhIHKA.
Taxoke, B 2020 r. Ha exxeroaHol BcTpeue Accormaimm 0aHkoB Poccumn
¢ mnaBoii banka Poccum OnbBupoit HaOuyinmHOW, ObLIO BBIIBHHYTO

L URL: https:/itass.rufinterviews/13246307 (nata obparmerms 13.01.2022).
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NpeJJI0KEHHE CO3JaTh ayTCOPCHHIOBYIO KOMIIAHMIO T0J] KOHTposeM ban-
ka Poccum, koTopast OyaeT OCyIecTBISTh Kuoep3anmry HeOonbImx 6aH-
koB. JlaHHOE TIpe/JIOKEHHE CerofHs Oojiee, YeM aKTyalbHO, MOCKOIBKY
BBICOKAs ySI3BUMOCTH HEOONBIIX OaHKOB — TPO0OJIeMa BCETO (PMHAHCOBO-
r0 CEKTOpa, NOTOMY YTO 4epe3 MeJIKHe OaHKU 3JI0yMBIIUICHHUKH MOTYT
TNPOHHKHYTH B CETH KPYIHBIX Y4aCTHHKOB (DMHAHCOBOTO PHIHKA'.

banky, Hapsy ¢ 3aKOHONATENSIMH, TAKXKE aHAMMBHUPYIOT HEJIOCTATKH
CHCTEM KHOEep3alMTbl ¥ MOJASPHMBHPYIOT MX. B dacTHocTH, co3maHa u
(YHKIMOHHPYET JOCTATOYHO yCTOumMBas W d(PQEKTHBHAS CUCTEMa WH-
(opMaIMOHHON 3aIUThl M WCTIONB3YIOTCSI KOMIUICKCHBIE aHTH(PPOIT-
cuctemsl (or aHri. anti-fraud «0opbp0a ¢ MOIIEHHMIECTBOMY). AHTUDPOI-
CUCTEMBI TNPUMEHSAIOTCS KPeAUTHBIMU OpraHM3alMsIMH JJIST 3aIUTHI Jie-
HE)KHBIX OTICPAIi, B TOM YFCJIC TIPU OKa3aHWU yCJIYT B OHJIAWH-(popMarte,
Y MCTIONB3YIOTCS TAKXKe KPYIHBIMH Mara3iHaMU U INIATEKHBIMHU CUCTEM a-
mu (Visa, MasterCard, PayPal).

Taxoke, B KauecTBe pUMeEpa HEKOTOPHIX IEMEHTOB CHCTEMBbI KHOep3a-
IIMTHl BHYTPH KOHKpeTHOro Oanka paccMorpuM [TAO «Coepbank», mo-
CKOJIbKY 3TOT OaHK JI€MOHCTPUPYET OAHY U3 JIyHIIHMX CaMOCTOSTENbHBIX
paboT Mo opraHM3aIMy KHOEP3aluThl M3 OT€YeCTBEHHBIX 0aHKOB. CoTpy -
HUKaMH pa3paborana cuctema 3ammrsl CORE-crucTeM — KIFOU€BBIX, KOp-
HEBBIX CHUCTEM, B KOTOPBIX XPaHUTCS BCs MHPOPMAIMS O CYETaX U KW H-
Tax, METOJIOM BHEJPEHUs1 CaMbIX COBPEMEHHBIX TEXHOJIOIMH U MPOLECCOB
ynpaBieHns 0e30MacHOCThI0. D(PHEeKTUBHOCTH TIeHTpa (GPOJI-MOHUTOPUHTa
I[TAO «CoepbaHKk» UMeeT OJUH U3 JTy4IIUX MoKa3aTeNe B MUpe — OKOJIO
97% MOIIEHHNYECKHX ONepalyii XeIKUPYIoTca U mpecekatorca. B [TAO
«Coepbank» co3nan u 3P(HEKTUBHO (YHKIMOHUPYET OTCPAIMOHHBIN IICHTP
kuoepbesomacHocTH (Security Operation Center), KOTOpbIii B KpYTJIOCYTOY-
HOM pEXMME€ MOHUTOPUT Bce KHOEepyrpo3bl BOKpYr cucteM Oanka. [TAO
«COepbaHKoM» co3/1aHa JouepHsis komnanuu Bi.Zone, corpynauyatomas ¢
WureprionoM, koTopasi o0pazoBaHa Ul CO3JaHKSA NMPOAYKTOB B 00JIACTH
KrOepOe30MacHOCTH, TPOBEACHHUS SKCTIEPTH3bI U PACCIICIOBAHMS, TECTHPO-
BaHUA CHUCTEM OaHKa Ha TPEIMET BBISBICHUS VSI3BHMOCTEH, pa3padOTKH
PEKOMEHJIAIIHIA TIO X&IKUPOBAHUIO KHOEP-PUCKOB.

Taxum 06pazoM, 6aHK CaMOCTOATENIHHO OPraHM30Bajl JOCTATOYHO (-
(DEKTUBHYIO CUCTEMY KHOEp3alIUThl, YTO TOATBEPKIACTCS JAaHHBIMU 00

L URL: https:/iwww.kommersant.ru/doc/3888889?tg (nara obpamenmst 19.12.2021).
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OTpa)kKeHHBIX aTaKax, NPEJICTABICHHBIMY Ha caiiTe OaHKa, 3aHUMAaeTCs pa-
00TOl MO OOYYEHHIO W TIOBBIMICHHIO KBAJM(PHKAIMK COTPYIHUKOB U TIO-
CTOSIHHO BBINYCKAET TPOAYKTHI, TIOTIOJHSIIONIAE SJIEMEHThl CHCTEMBI KH-
0epOe30nacHOCTH.

AHammBupys BBIICH3IOKEHHOE, MOXHO CIeNaTh BBIBOJ, YTO CETOMHS
OpraHM3alIysi CUCTEM KHOEpP3alliThl OAaHKOB CTaHOBUTCS Bce Ooliee akTy-
anpHO. Ilpu oTOM Takas 3ammra B (PMHAHCOBO-KPEJIUTHOM CEKTOPE HKOHO-
MUKH OCYIIECTBIIIETCS TOJIBKO B BHJIE CHCTEM KHOEpOE30MacHOCTH OT-
JIeTbHBIX 0AHKOB, KOTOPBIE CaMOCTOSTEIBHO pa3pabaThIBalOT U 00ecIey u-
BalOT ux OecnepeOoiiHyo paboTy. B ¢BsI3M ¢ 3TUM HEOOXOTUMO peatis o-
BaTh KOMIUIEKCHBIE M Oosiee eTMHO00pa3Hble MEpHI 0 3aIIUTe OT KHOepy-
P03 BO BCEi (PMHAHCOBO-KPEIUTHOH CUCTEME.

Kpacukos MBaH [leHncoBuy,
cTyaeHT FOpuanyeckoro nHCTUTYTa POCCHMIACKOrO YHUBEPCUTETA TPAHCNOpTa
(MWWNT)

LincdppoBunsaumsa, npaBo n BO3AYIWHLIA TPAHCNOPT
Hay4HbIi pykoBOAMUTENb — KaHAMAAT IOPUANYECKUX HaYK, AoueHT B. U. MeakuH

AHHomayus. OcBeLLaoTCA OCHOBHbIE HanpaBneHus LdpoBM3aLmum aBuaLy-
OHHOW OTpacn, TeXHoNorM 6eCcnNOTHOM KOHTPONS TPAHCMOPTHOMO CPEACTBA,
Pa3BMTVS ANEKTPOHHOTO JOKyMEHTO0b0pOTa, peanu3sauum TexHonoruit Big Data n
NCKYCCTBEHHOTO UHTENMEKTa.

Kntodesble criosa: BO3OyLLHbIN TPAHCNOPT; LndpoBu3aLns; 6e3onacHoOCTb; UC-
KYCCTBEHHbIN MHTENNEKT; MaLMHHOE 0By4eHue.

Krasikov Ivan D.
student of the Law Institute of the Russian University of T ransport

Digitalization, law and air transport

Abstract. The main directions of digitalization of the aviation industry, the tech-
nology of unmanned vehicle control, the development of electronic document
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management, the implementation of Big Data technologies and artificial intelli-
gence are highlighted.

Keywords: air transport; digitalization; security; artificial intelligence; machine
learning.

[upposas sBoMmONMS, KaK OTAEIHHOE TMOHATHE, yKe He 00iagaeT HO-
BH3HOM, HO HE CMOTPSI Ha 9TO SIBJIIETCS JOCTATOYHO aKTyaJbHOW TEMOM Ha
CEeTOAHAIIHNNA JIeHb. DTO MyTh K Pa3BUTHIO MHPOPMALMOHHOW M OpraHU-
3aIMOHHOM TPYIIIbI TEXHOJOTWH, Ha4aJlo KOTOPOro OBLJIO OMNpEeJesIeHO He-
CKOJIbKO JIECSATKOB JIET Ha3a/, IPOAOIDKAsi CBOE CTAHOBJIEHHE B HACTOSIILEE
BpeMs. PaccmaTprBaeMblii HHCTUTYT BHOCHT 3HAUMMBbIe KOPPEKTHBBHI HE
TOJIBKO B JICSITENILHOCTh OM3HEC-CPEIbl, HO U B X KYJIbTYPHYIO COCTaBIIS-
fouryro. He octanaBmuBaercst updpoBast napopMalys U B pa3indHbIX OT-
pacisix aBualpu. PerynmpoBaHue INMOTOKAa MNACCa)XXHMpOB, OyXralTepCKuil
y4eT, MEHE)KMEHT, J0roBOpooOOpOT, a Takxke paboTa ¢ MepcoHAIOM, 3a-
KyNo4YHasi J1eATeNbHOCTh, JIM3UHI W Apyrue mnpouecchl. B orMeueHHOM
BUIHO, C KaKMMHU 00JacTIMH (TIporieccaMu) B3aMMOACHCTBYET IM(pPOBH-
3amps. Pa3nmudHblil XapakTep U IJ00aJIbHOCTh MPOEKTOB HA PHIHKE aBUA-
LMY TPaXKIaHCKOM YaCTHU MPECTABICHO J0Ka3aTeILCTBOM TOrO, UTO B Ya-
CTHU JIaHHOW JESTEJIbHOCTH aKTHBHO 3aHUMAaeT MECTO CUCTEMa OpraHu3a-
i 1MdpoBmaimy. OOpamias BHUIMaHHE HA TMOJOKUTENbHBIH (akT B JH-
IIe y4acTHs OT€YECTBEHHbBIX NPOM3BOUTENIEH, CIIelyeT OTMETHUTh, YTO OHH
JepXKaT IUIAHKy HapaBHE C MHOCTPAaHHBIMU KOJUIETaMH 110 Ka4eCTBY U y4da-
CTHIO B IM(PPOBOI TpaHCHOpMATIL

OIHOBPEMEHHO € 3THM OTpacib aBHATEXHOJIOIMH 3aHMMAeT MECTO B
CTPOKE BEAYLMX UI'POKOB IO NMPOM3BOJCTBY M HAKOIUICHMIO JJAHHBIX IM(-
poBoii mHbopMmamp. OObeM Takod HMHbOpMAIMKM TMpPEACTABISIET COOOM
KOJIOCCAJIbHBIM MacCHB, COEPXKaIii B ce0e JaHHbIE TT0 COCTOSHUIO CY/I0B
BO3IYIIHOW OTpPAacCiy, 3aTPaT TOIUIMBHOW SHEPTHH, KIMEHTCKYIO MHpopMa-
o u ap. VX moTeHmmanpHple BO3SMOKHOCTH BHYIIUTEIIBHBI B IIEJISIX OII-
THUMUBHPOBAHMSI TEXHUYECKOTO KOHTPOJIS W TOAJEpP)KaHUS pPe3ybTaTHB-
HOCTH, peajm3alyu TpeOyeMoH SKcIUTyaTallMi TOIUIMBHOM SHEpruu, co-
31aHUs MHAVBUIYAIM3UPOBAHHBIX TPEIJIOKEHUIA MaccakupaMm u T.1. Pac-
KpBITHE IMOTCHLMAJa B MOJHOM Mepe AJd JAaHHOM NpPOrpecCHpYyrOICH
HAaIpPaBJICHHOCTH €Il OXKHUIACTCS.

Burammit CaBenbeB, KOTOpBIi sBJIsIeTCS TaBoii MunTpanca Poccnn, 3
monst 2021 1., yuacTBysl B KoH(pepeHmH « paHCTIOPTHBIM KapKac 3KOHO-
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MUKW», TPOXOASAIIEro Ha Iwiom@anke [leTepOyprckoro MexIyHapoIHOTO
skoHoMmaeckoro (opyma (IIMO®) oTrMeTw! CTOAIIyIO Tepes]] BEIOM-
CTBOM 3aJ1auy, KOTOpas MPeJICTaBIsIeT COOO0H He TOJBKO OIU(PPOBKY YeTO-
TO KOHKPETHOTO BHYTPU BEJIOMCTBA, a HCOOXOAUMYIO OIM(POBKY TIOIHO-
IICHHOI'O TPAHCIIOPTHOrO KOMIUIEKca. Ha OCHOBE OTMEUEHHOro CieayeT
cenaTh BBIBOA, YTO 00BEM 3aJ€iICTBOBAHHBIX JIaHHBIX BBIHY)KICH IOKa-
3BIBaTh TOJIBKO pocT. JIaHHOE CyXIIEHHE pacriojaraeT K COrJIACHIO C JKC-
MepTaMy B YaCTHBIX O0JIACTSAX TPAHCIOPTA, KOTOPBIE CUMUTAIOT, YTO TJIa-
BEHCTBYIONIHE JOCTWKCHUSA IM(PPOBOH SBOMIOIMKA B aBHAIMOHHOW OTpac-
7 enie okuaaroTcs. HecoMHeHHO, HEMaJIOBayKHBIM OyJI€T OTMETHUTh, YTO
3TO KpyNHAsl HUIIA HE TOJBKO Il Pa3BUTHs HOBBIX TEXHOJIOTHH (TEXHO-
Joruidi OyayIiero), HampuMep, UCKYCCTBEHHOTO HMHTEIUICKTa, MAIIMHHOTO
obyuenust (ML — machine learning), Ho Taxxxe U AJist pa3BUTHS KJIACCHY €-
ckux Bl-pemenuii, mpakTuka peann3alMi METOAOB U PECypcoB OM3HecC-
AHAJINTHKH.

[{udpoBmsalims aBHAOTpacIM TECHO CBS3aHA C MPOM3BOACTBOM aBHa-
TEXHUKA M TPAHCTIOPTUPOBKAMHU (MACCAKUPCKUMHM, TPy30BBIMHU). Bo BTO-
pPOM clilydae TIEPCOHALHOTO BHUMAaHHS TpeOyeT pabdoTa aBHAIMOHHBIX
KOMIIaHHH, a’pONOpPTOB, B3aUMOJEHCTBHE C TACCAXKHPAMH, 3aKa3dhKaMu
TPY30BOH TPaHCTIOPTUPOBKK (TIEPEBO3KHM), TPUMEHEHWE M JEHUCTBUE CU-
CTEMBI OpraHM3allid BO3AYIIHOTO TIepe[BWKeHuWs. B Tom uwmcie o0s3a-
TEJIbHBIM U OJHOBPEMEHHO YCIJIOBHBIM TpPeOOBaHHMEM SIBIISICTCS NMOMHHUTH
PO KOHTPOJIMPYIOLIME OpraHbl M 00ydeHue KaJpoB B JaHHOM OTPaCiH.

B oTHomeHnn opraHmzalyy aBHAIMOHHOTO JBIDKCHUS, HA HAII B3TJISI,
sBisieTcs:  paspaborka ADS-B  (Automatic Dependent Surveillance
Broadcast) / ABH-B (aBTOHOMHOE 3aBHCHMOE HaOJIIOICHHUE-BEIIAHNE).
Paspaborka, sKcIuryaTupyeMasi Ha CETOHSIIHUI JIeHb, He TOJBKO B Poc-
cuH, IPeJIOCTaBJIAET BO3MOKHOCTh IIOTaM B KaOMHE caMoJIeTa, a TaKkkKe
aBHaJUCIIeTYEpaM Ha KOOPAMHHMPYIOIEM IyHKTE KOHTPOJIMPOBAThH Iepe-
JBIDKEHHE CaMOJIETOB C JIy4Ileil TOUHOCTHIO, YeM OBUIO BO3MOXKHO PaHb-
IIe, U BIAJETh BO3AYIIHHIMU HABHTAIMOHHBIMH U TOTOXHBIMU JTaHHBIMMU.
B ckopom Bpemenu pa3paboTka OyaeT crocoOHa OpraHU30BLIBATH ABTOM a-
THYECKOS YIpaBJICHUE BO3AYIIHBIM TMEPEIBWKCHHEM C MHUHUMM3AIMCH
BO3JIEHCTBHS Y€JI0BEUECKOro (paKkTopa.

BonbmMHCTBO  aKTyalbHBIX HAINpaBJICHHWH I1M(POBM3AIMA B JIPYTUX
WIOCTACAX ABHAIMOHHOM OTpACiH, TI0 HAIIEeMy MHEHHIO, aJalTHPOBAHBI
OoJple HAa CBsI3b C KIMEHTYpol. B 1r000M citydae, TaHHBbIA BapHaTHUBHBIN
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B3I/ SIBISIETCS (DyHZAMEHTOM B TJIABEHCTBYIOIEM OTPACIEBOM JOKY-
Menre — TpancriopTHoil cTpaterun Poccmiickoit deneparpm 1o 2030 ro-
Ja, ¢ mporHo3oM Ha mepuon Ao 2035 rox, yrBepikaeHHoi [IpaBurens-
cTBOM PO, rinaBHast uiesi KOTOPOM, OCHOBBIBASICH HA CJIOBA TMEPBOTO 3aM €-
crurens [Ipeacenarens [IpasurensctBa PO Aunpes benoycosa, 3akmoua-
€TCS B TOM, YTOOBI «PEKOHCTPYHUPOBATH)» TPAHCIIOPT B «EIAMHYIO, CBSI3aH-
HYIO, KJIMCHTOLUCHTPUYHYIO CHUCTEMY C OINOPOM HA HOBEMIIKE TEXHOJIO-
THW», TI€ OIpe/IeNICHNE KIIMEHTa — «3TO MACCAXHP U TPY300TIIPABUTEIIbY.

B miaHOBOI 3a/1a9€e (CTpaTeryi) NEPBOCTETICHHON [IEJTHI0 CTOUT TIPS Y-
CMOTPEHHBIN «MO3TaNHBINA 1M(POBON TIEPeXo1» TPAHCTIOPTHOM OTpaciy, B
TOM YHCJIe:

— JUJI1 OpraHM3alli OCHOBBI OECIIOTHOTO KOHTPOJIS TpaHCIOPTHOTO
CpelCTBa;

— OpraHM3alyM TNePeBOIYECKON AEATENHHOCTH TPAHCTIOPTHOW JTOKY-
MEHTAIMH B JIEKTPOHHBIA BUIT;

— mepexoia K 3(pheKTUBHOMY MOJEIMPOBAHUIO TPAHCTIOPTHBIX MyTEH
B HACTOSIIIEM BPEMEHH (pealbHOM BPEMEHH);

— peanmmsaimu TexHojorui Big Data u HCKycCTBEHHOTO MHTEJUICKTa, B
O0COOCHHOCTH TPH YCIIOBHM pacCIIMpeHUs HHPPACTPYKTYpsl B cdepe
TpaHCIOPTa;

— WCTIONIb30BaHMs Pa3paOOTKH MPOrHO3HOM (IPEeIMKTUBHOM) aHAJINT U-
KU OTKa3HbIX COCTOSHHIL

VYka3aHHble BBIIIE HANPABICHHOCTH TECHO CBSI3aHbI M C aBHMALMOHHON
orpacnbio. K npuMepy, HICKyCCTBEHHBIA HHTEIUIEKT aKTUBHO 3aJ[€UCTBYET-
cs Kak Ha OOpTy, Tak W B 00ECMEYMBAIOIIMX 3a7a4aX MPH MPOU3BOICTBE
TEXHUKU.

Bo Bcex orpacisix Bo Bce BpeMeHa «0opb0ay 1uia v OyeT WiITH JIH0O
3a CHIDKEHUE M3epKeK (BHYTPECHHsSI ONTHMU3ALWS), JIMOO 3a MOBBIIICHHE
JoxonoB (pacimpenre npopax). CremyeT IOMNONHUTH, YTO B aBHAIMOH-
HOM OTpaciM Takke Ba)kHAa COCTaBJIIONIAs Oe3onacHoCTH noneToB. Lud-
pOBM3AIMs CTIOCOOCTBYET M NIEPBOMY, U BTOPOMY, M TpeTheMy. Bo Bpeme-
Ha KPWU3HUCOB, B TOM 4HcIie BO Bpems naHnemun COVID-19, korna aBraor-
pacib oOKaszajach B TIpymne HauOonee MocTpajaBIlMX, 00pb0a TOIBKO
obocTpseTcsa. B cBA3u ¢ 3TMM BHMMaHME K IM(POBOH TpaHchopmalmy B
ABMAOTPACIH CETOMHS KaK HUKOI/Ia BBICOKO, OCOOCHHO B KOHTEKCTE IO-
BBIIICHW KOM(pOpTa u 0€30MaCHOCTH YCIYT aBHATCPEeBO3YHKA, ad3poriop-
TOB ¥ CHWKCHUS LICH.
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TpaHcopT ocTaeTcsl OTPacibio, MPOM3BOJISIIECH KOIOCCAIBHBIH 00beM
JIaHHBIX, JIMIIb MaJlas 4acTh KOTOPOI'o I€HCTBUTEIILHO 3a€HCTBYETCS. JTO
OIPOMHBIN MOTEHIMAN 11 pasBurusd. M ero peammsammsd, BKIOYas ykKa-
3aHHOE BBIIIE, CETOMHA OCYIIECTBISIETCS CaMbIM aKTHUBHBIM 00Pa30oM.
BaxHo, 4TO 3TO IPOUCXOAUT CHUCTEMHO, HA OCHOBE Pa3HbIX KOHLICTIMIA
Hamprmep, B COOTBETCTBUM ¢ KOHICTIMEN TIEPCTICKTUBHOM TpaHChopMa-
M OmsHec-mporieccoB  Ha ocHoBe I1mdpoBmammu  NEXTT  (New
Experience in Travel and Technologies), pa3paborannoii eme B 2017 .
MexayHapoaHo# accormarmeit Bo3aymmHoro Tpancnopra (IATA) m Mex-
JyHapoIHbIM coBeToM asporiopToB (ACI).

MHanw6a MunaHa Po6epToBHa,

cTyaeHT KOpnanyeckoro MHCTUTYTa POCCUIICKOMO yHMBEPCUTETA TPpaHCNopTa
(MWWNT)

CpaBHMTeNbHO-NPABOBOM aHaNU3 TPAHCNOPTHOIO Hanora
B Poccuu 1 3apybexHbix cTpaHax

AHHOMayus. Hanory urpatoT BaxH0 porib B NOMNOSHEHUU [OXOAHOM YacTu
B10IKETOB Pa3fINYHbIX YPOBHEN, @ Takke BO3MOXHOCTI BO3LENCTBOBATL HA HaL|u-
OHarbHYI0 3KOHOMMKY B LIENIOM M Ha OTAESbHbIE €€ YacTu, B YaCTHOCTU 3TO OTHO-
CUTCSA K TPAHCMOPTHOMY Hanory, KOTOPOMY NOCBSLLEHa HacTosLas cTatbs. B cTa-
Tb€ NPOBOAMTCS CPABHUTENBHO-MPABOBOI aHanu3 TpaHCMOPTHOrO Hasora B Poc-
cun 1 3apybexHbIX CTpaHax, No3BONMBLLNN BbISIBUTb OCHOBHbIE NPOBnemb! TpaH c-
nopTHoOro Hanoroobnoxexuss B Poccuiickoir depepaunn n copmmpoBaTh
HanpaBiEHUs UX PELLEHNS.

Knroyesble crnosa: TpaHCNOPTHBIA Hanor, 06beKT HanoroobroxeHUs; Hanoro-
Bble CTaBKM; 3apyOeXHbIN OMbIT, KOHLENUUsS pedhopMUpOBaHUS TPAHCMOPTHOTO
Hanoroo6noxeHNs.

Inapshba R. Milana,
student of the Law Institute Russian University of transport

Comparative legal analysis of the transport tax
in Russia and foreign countries
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Abstract. Taxes play an important role in replenishing the revenue side of
budgets of various levels, as well as the ability to influence the national economy
as a whole and its individual parts. This article is devoted to the transport tax. In
particular, the article provides a comparative legal analysis of the transport tax in
Russia and foreign countries. In the course of the study of this topic, the main
problems of transport taxation in the Russian Federation have been identified.

Keywords: transport tax; object of taxation; tax rates; foreign experience, the
concept of reforming transport taxation.

TpancnioptHslil Hanor B Poccuiickoit denepaimu BBEJEH B JEMCTBYE C
31 aBrycra 2002 r. ¢ npunsatueM PenepanpHoro 3akoHa ot 24.07.2002 Ne
110-®3 «O BHeceHHM M3MEHCHHUH W JIOTIONIHEHWH B 4acTh BTOpyro Haio-
roBoro koxekca Poccwuiickoii deaepay 1 HEKOTOPBIE NPYrHe akThHI 3a-
KoHozmaTenbcTBa Poccuiickoit @eneparmmy. Ha ocHoBanmu gaHHOTO 3aK0-
Ha, T71. 28 HanoroBoro kogekca Poccuiickoit ®enepaym (manee — HK
P®) Obia BKIFOUEHA BO BTOpYIO 4acTh Kopekca. TpaHCHOPTHBIN HATOT,
BBEJICHHBI B HAJIONOBOE 3aKOHOJATENLCTBO PD, 3aMEHWI Takue paHHEE
JIeiCTBOBABILKE HAJIOIH, KAK HAJIOT C BJIa/IEJIbLIEB TPAHCIIOPTHBIX CPENICTB,
HaJlor Ha MMYLIECTBO (IBMUECKUX JIMI B YacTH aBTOTPAHCIOPTHBIX
CPEIICTB, a TAKKE HAJIOT Ha TOJIb30BaTeNel aBTOIOPOT.

TpaHCTIOPTHBIN HAJOT SIBISIETCS PETHOHANBHBIM, TOPSOK WCYHUCIICHHS
u B3uManus yctanapmBaeTcst HK P® u 3akonamu cyonekroB P®D o nano-
re. OH 00s3aTeNieH K yIiaTe HaJOromiaTebIMKaMy Ha TEPPUT OPHH CO-
OTBETCTBYIOMIETO cyOhekTa PD. [lnaTenpupkaMu JaHHOTO HAjora SBIIS-
I0TCSI KAK OpraHM3alyy, TaK U (pu3MuecKue Jiuiia, B TOM YHCIie HHIUBUI Y-
aJbHbIC TPEATPUHAMATENH, HA KOTOPHIX B COOTBETCTBHH C POCCHUHACKHM
3aKOHOAATENILCTBOM 3aPETUCTPUPOBAHBI TPAHCTIOPTHBIE CPEJICTBA.

OO0BEKTOM HAJIOTOO0JIOKEHHSI B COOTBETCTBUM C TIONOKESHUSIMHE CT.358
HK P® npwsnatoTcss aBTOMOOWIH, MOTOPOJUIEPhI, MOTOLMKIILI, CAMOJIECTHI,
BEPTOJIETHI, @ TAKXKE LENbIA PSII APYrHX TPAHCIIOPTHBIX CPEACTB, 3apery-
CTPHPOBAHHBIX B YCTAHOBJICHHOM TIOpSJIKE B COOTBETCTBHHM C 3aKOHO[a-
TEIHCTBOM PO,

Hamnoroseie cTtaBku B coorBeTcTBHM cO cT. 361 HK P® ycTanaBnuBa-
10TCsl 3aKkoHaMU cyObekToB P®. CraBka Hajora 3aBUCHT OT MOIIHOCTH
JBUTaTEJsl, TATM PEAKTUBHOTO [BHUIATElsl WIM BaJOBOM BMECTHMOCTHU
TPAHCTIOPTHOI'O CPEJICTBA B pacdeTe Ha OJIHY JIOIIAJUHYIO CIITY MOIIHOCTH
JIBUTaTEJIsl TPAHCTIOPTHOTO CPECTBA, OJWUH KWIOTPAaMM CHIIBI TSTH peak-
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THUBHOTO JIBUTaTeNs, OAHY PETHUCTPOBYIO TOHHY, OJIHY €/IMHHMILy BaJIOBOM
BMECTHUMOCTH TPAHCIIOPTHOIO CPEACTBA WIHM OJHY €IUHHI]Y TPaHCIIOPTHO-
ro cpeactaa (1. 1 ct. 361 HK P®).

CyObextsl PO BrpaBe yBeanuuBaTh (YMEHBIIATH) HAJIOTOBBIE CTABKH,
HO He Oonee yeM B JecsATh pa3. Kpome Toro, 3akoH 10MycKkaeT yCcTaHOBIIE-
Hue r(depeHIMpOBaHHBIX HAJIOTOBBIX CTAaBOK B OTHOIICHUM KaXKIOH Ka-
TErOpUM TPAHCIIOPTHBIX CPEACTB, @ TAKKE C Y4E€TOM KOJIMYEeCTBa JIET,
NPOILEAIINX C TO1a BBIIYCKAa TPAHCIOPTHBIX CPEACTB, U (WIM) UX 3KOJIO-
ruaeckoro knacea (1. 3 ct. 361 HK PO).

Jns mpennpusiTHii OTMEHEHa clada JeKiIapald 10 TPAaHCTIOPTHOMY
Hasory. C 2020 r. cyMMBl HAJOTrOB HAJIOTOBBIMH OpraHAMH PacCUMThHIBA-
IOTCSI CAMOCTOSITEJILHO HA OCHOBAHMH TIpEIbITYIIHX PaCYETOB | orwiaT [4].

TpancTiopTHOE HAJIOr000IOKEHHE B 3apyOEKHBIX CTPaHAX CYIIECTBEH-
HO OTJIMYaeTcsl OT OTEUYECTBEHHOro Hayioroobyoxenusi. PaccMorpum mo-
nosipoOHee OCOOCHHOCTH TPUMEHEHMS] TPAHCIIOPTHOTO HAJIOTa B HEKOTO-
PBIX CTpaHax.

Bo ®panmmm gedcTByeT JBYXYpOBHEBAsl CHCTEMa HAJIOTOOOJIOKECHUS.
Tax, mpy MOCTaHOBKE Ha y4eT Biajeliel] TPAaHCHIOPTHOIO CPe/ICTBA IUIATHT
€IMHOBPEMEHHBII HAJIOT B 3aBUCUMOCTH OT 00b€Ma M MOIIHOCTH JABHTaTe-
ns1. BTOpoit ypoBEHb — €3KETOJTHBIN HAJIOT, KOTOPBII UCUUCIIIETCS B 3aBU-
CHMOCTH OT 00bEMa YIIIEKUCIIOrO Ta3a, BEIOPachiBaeMOro aBTOTPaHCTIOP-
ToM B aTMocdepy Ha kaxnabie 100 kM npobera. PacueT npomsBogurcs co-
IJIACHO JJaHHBIM MpomsBoauTessi. He o6nararorcst HaJIoroM TPaHCIOPTHbIE
cpeacTBa, Beinemsiomue Menee 130 r yraexucinoro raza Ha 1 kM. Jlenex-
HbIC TIOCTYIUICHUS OT JAHHOTO Hajiora Bo PpaHIMK HANPABIAIOTCS HA QU-
HAHCUPOBAHHUE MPOTPaMM IO OXpAaHE OKpYKAroleh cpenibl. [elcTByromas
Bo @paHIMM JBYXYpOBHEBasl CHCTEMa HAJIOTOOOJIOKEHUS SIBJIAETCS CIpa-
BeyBOM U 3¢dexTuBHON. Tak, npu pacyeTe Hajora 3/1€ch YUUTHIBAIOTCS
00BEMBI BEIOPOCOB YTTIEKHUCIIOTO Ta3a B aTrMocdepy, OT 4ero HanpsMyro
3aBHCHT pa3Mep Bpesia OT aBTOMOOWI.

B ‘InoHny TpaHCTIOPTHBINA HAJOT NEJUTCS HA TPW BUa. Tak, IpH IO-
KyTIKe aBTOMOOWISI HEOOXOAMMO YIUIATUTh HAJIOT B pa3Mepe 5% OT Imo-
KYIHOM cToMMocTH aBToMoowts [2]. [Janee, HeoOXoAMMO yIIIaTUTh HAJIOT
IpY NOCTaHOBKE aBTOMOOWIA Ha yueT. Hanorosas craBka 3aBUCHT OT Mac-
Chl M 00beMa JABHraTesisi aBTOMOOWIS. Takke BiajielbliaM aBTOTpPaHC-
MOPTHBIX CPEACTB HEOOXOAMMO YIUVIATUTH €XKETOAHbIM TPaHCHOPTHBIN
Hajior. HamoroBasi cTaBka 3aBUCHUT OT MacChl U 00beMa JBUraTesl aBTO-
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MoOwst. CpeacTBa OT TPAHCTIOPTHOTO HAJIOTa HATIPABIISIFOTCS HA Pa3BUTHE
aBTOMOOWIBHOM TPOMBINUICHHOCTH. TakuMm 00pa3oM, JeHcTBYyOmAs CH-
cTeMa TPAHCTIOPTHOIO HAJIOroo0JIoKeHus B SnoHnn siBnsieTcst Bechbma 3 (-
(heKTHBHOM.

TpancnoprHsiit Hanor B BenmkoOGpuranny 3aBUCHT OT CJIEAYIOIMX I1O-
KazaTeseil: oObema JBHTaTelNs, JAaThl PETHCTPAIMK aBTOMOOWIS, THIA
TommBa 1 00bema BeIOpocoB aBTomoOmwieM CO2 B atmocdepy. Brnanemns-
IBI DJIEKTPOMOOMIEH, a TaKKe THOPHUIHBIX aBTOMOOMIEH OCBOOOKIAIOTCS
OT YIUIaThI TPAHCTIOPTHOrO Hajiora. OTIMIUTEIHHON 0COOEHHOCTRIO yIIa-
THl TPAHCTIOPTHOrO Hajora B BenmkoOpuraHuy, sIBIsSETCS BO3MOXKHOCTD
BHOCHUTH exeMecsuHble maTexu. Okono 80% cpeAcTB OT JaHHOTO Hajiora
HAMpaBJAIOTCS Ha TOAJEP)KaHHEe JJOPOXKHOW OTpPaciy, OCTaBIIMECS Cpe-
CTBa — HAa (PMHAHCUPOBAHHE OSKOJOTMYECKHMX mporpamm [2]. JlaHHBIHA
TOJIXOJ1 CJIEAYET CUUTATH CTIPaBEJIMBBIM, IIOCKOJIBKY CTaphle aBT OMOOWIIH,
aBTOMOOWIN C BpeAHBIMH BHIIaMH TOIUIMBA OKA3bIBAIOT HETATHMBHOE BO3-
JICCTBUE HAa DKOJIOTHIO, TO M TPAHCTIOPTHBIN HAJOT Oy/IeT YIauynuBaThCs B
OoJbIieM pazmepe.

B M3pawie cymMMa TpaHCIOPTHOTO HAJIOTA 3aBUCUT OT YPOBHS 3arps3-
HEeHUs1 OKpykarorieit cpeasl. [1lo ganHomy mokazatemo B 2009 r. Bce aB-
TOMOOWI OBUTH YCIIOBHO pa3lelieHpl Ha 15 skomormyeckux rpymn. Tak,
7 BIAJENbIEB 3JIEKTPOMOOWIEH yCTaHOBIEHAa MUHMMAaJbHAas CTaBKa
Haniora — 10% oT cTomMOCTH TpaHCTIOPTHOTO cpeactra. Jis aBToMo0 u-
Jel, CWIbHO 3arps3HAIOIMX OKPYXAIOLIyl0 Cpelly, YCTaHOBJIEHa MaKCH-
MallbHas cTaBka Hasora — 92% OT CTOMMOCTH TPaHCIIOPTHOTO CPEJICTBA.
B cpennem ke HaJoroBasi Harpy3Ka cocTtaBisieT okoino 70% oT cTouMOoCTH
aBToMoOmIs1. Takum 00pa3oM, MOXKHO CJeJaTh BBIBOA O TOM, YTO Jeii-
cTBytomas B M3pawie cuctema TPaHCTIOPTHOIO HAJIOTOOOJIOKEHUS SIBIISI-
eTCsl CTpaBeIIMBOM, TaK Kak JaHHas Mepa OyneT MOTHBHPOBATh JIIOZEH Ha
TIOKYTIKY 9KOJIOTHMIECKH YHUCTOrO BHIa TPAHCIIOPTA, YTO MO3BOJUT CHU3HTH
00BEMBI BEIOPOCOB BPETHBIX BEIIECTB B aTMOCdepy.

TpaHcTIOPTHBINM HaJIOr B [laHnM SIBIAETCA OIHMM W3 CaMbIX BBICOKHX B
mupe. Hasor yraunBaeTcst mpH NOKyIKe aBTOMOOWIS, a TAKKe B MPOLIEC-
Ce ero JKcIulyaTampH (T.K. HAJIOT BKJIIOUYEH B CTOMMOCTH TomumBa). [lpu
perucTpaluy aBTOMOOWIST HaJoroBasi cTaBka coctaisier 105% ot ctou-
MOCTH aBTOMOOWISI. EcIti ke cTOMMOCTE aBTOMOOMIISI 6oniee 34 ThIC. KPOH,
TO HajoroBasi craBka coctaBur 180% or ctommoctu aBroMmoOwt. Hamo-
roBasi CTaBKa MPH TOKYIKE aBTOMOOWISI, CWIBHO 3arps3HSIOIIEIO OKPY-
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JKAIONIYI0 Cpely, MOKET COCTaBUTH 0 175% OT TOKYNHON CTOMMOCTH
aBTromMo0wis. Biactu [lanum, Takum 00pa3oM, CTUMYITHPYIOT TOKyTIATeIeH
Ha NpUOOPETEHHE SKOIOIMYECKH YHMCTOrO TPAHCIOPTHOrO cpeacTsa. Jle-
HE)KHbIE CPEJICTBAa OT HAJIOTOB HATIPABISIIOTCS HA (PMHAHCUPOBAHKE COLM-
alpHOU cepbl — 3/ApaBOOXpaHeHMs, oOpa3oBaHus. Takum o0pa3oM, B
Jlann nefCTBYIOT caMble BBICOKHME HAJIOTOBBIE CTaBKU HA TPAHCTIOPTHBIN
HAJIOT, 3TO OOYCIJIOBJIEHO T€M, 4TO B JlaHMM pOrpaMMBbl COXpaHEHUs KO-
JIOTHH HATIPAMYIO 3aBHCST OT TPAHCTIOPTHOTO HAJIOTA.

TpaHcTIOPTHBIN Hasor B ['epMaHuy, BeJIMUHHA KOTOPOTO B 3TOH CTpaHe
3aBUCHUT OT 00beMa JABUraTelsi aBToMOOWIs 1 0T o0beMa Beiopoca CO2 B
atmocdepy. Tax, 1y aBTOM0OOWIEH ¢ OEH3UHOBBIM JIBUTATEJIEM HAJIOTOBast
CTaBKa COCTaBJIsICT JBa eBpo 3a Kaxble 100 KyM. cM, a st aBTOMOOWIeH
C IM3eNIbHBIM JBHTraTeleM — JAEBATH eBpo 3a Kaxnablie 100 ky6. cm. Uto
kacaeTcs BbIOpocoB CO2 B aTtMocdepy, €ciii aBTOMOOWIb BBIICISCT
6onpme 120 r CO2 Ha 1 kM mpobera, TO Biajenblly HeOOXoaUMO OyaeT
VIUIATHTH JIBA €BPO 33 KaXKIbIA rpaMM, MPEBBIIIAIONINN YCTaHOBJICHHYIO
HopMmy [3]. Bramenbipl 3neKTpoMoOmIEl OCBOOOXKTAIOTCS OT YIUIATHI
TPAHCTIOPTHOTO HAJIOra B TEYEHHE AECSATH JIeT C MOMEHTa NEepBOU peru-
crpammu. Tarke, 3a TOKYIKY JIEKTPOMOOWIS NMPaBUTENHCTBO [ epmMaHin
BbllUIaumBaeT mnpemun B pasmepe 9000 espo. [eiicTByromas cucrema
TPAHCTIOPTHOTO HAJIOrooOsiokeHns B ['epmanuu siBisieTcst BecbhbMa ddek-
THBHOM, TaK KaK 3acCTaBiAeT 3aAyMBbIBaThCs TPaXIaH O MOKYIKE 3KOJIO-
T'MYHBIX aBTOMOOWIEH, 4TO B CBOIO OU€pe/lb OKa3bIBA€T IMO3UTUBHOE BO3-
JIEHCTBUE HAa OKPY’KAIOILYIO CPENy.

3akoHOMaTeNbCTBO lMcmanmm mpeaycMaTpuBaeT HECKOJIBKO BHIOB
HAJIOrOB JUIS BlaJeibleB aBToMoOWIel. Tak, mpy INOKyIKe HOBOrO aBTO-
MOOWI1 HEOOXOAMMO YIUIATUTh HAJIOT Ha 100aBJIEHHYIO CTOMMOCTH B pa3-
mepe 21%. Jlanee 3aKOH yCTaHaBIMBAET 0053aHHOCTD YIUIATHTh pPeTUCTpa-
oAb Hastor (Impuesto de Matriculacion), BenmduHa KOTOPOro 3aBU-
cut oT ypoBHsI BbIOpocoB aBToMoOmwieM CO2 B atmocdepy. Ecim aBTomo-
Owrs BeIOpachiBaeT B atMocdepy Menee 120 r yriekuciaoro raza Ha OJUH
KWIOMETp mnpodera, TO COOCTBEHHHMK JaHHOTO TPAHCTIOPTHOIO CPEACTBa
0CBOOOXKJAeTCs OT yIUIaThl Hajora. MakcumalsbHasi cTaBKa Hajora JJist
aBTOMOOWIEH, CWIBLHO 3arpsi3HAIOLIMX OKPYKAIOILYI Cpely, COCTaBIISIET
14,75% ot nokymHoii ctoumocty [1]. OT ymmaTel TaHHOTO Hajora OCBO-
OoxmaroTcst (prBMYecKue NHIA ¢ OrpaHMdEHHBIMH BOSMOXKHOCTSAMH. Taxk-
e, TOCYIapCTBO MPEIOCTABISIET MHOTOJIETHBIM CEMbSIM CKHIIKY B pazMepe
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50% mnpu ymiate perucTpalioHHOro Hajora. IloMumo Bblll€Ha3BaHHBIX
HaJIOrOB, aBTOBJA/IEIbIIbI €KETOHO YITIAYHBAIOT HAJIOI HA MEXaHUYECKHE
TpaHcnioptHele cpenctBa (Impuesto Sobre Vehiculos de Traccion
Mecadnica). JJlansblil HaJIoT SIBJsE€TCS MECTHBIM. Pasmep Hajiora 3aBUCHT OT
00bEMOB MOTPEeOJICHHS TOIUIMBA U HKOJIOTMYeCKOi 0€30MacHOCTH aBTOM O-
6wri. Heo0xoqumMo OTMETHUTH, YTO MYHHIMIIAJIMTETHI CaMOCTOSTEIHHO
YCTaHABIMBAIOT CTABKU HAJIOTOB. ECi cTOMMOCTH aBTOMOO WIS MPEBHIIIa-
et 700 ThIC. €BpO, TO BiaJeJiel] aBTOMOOWIS YIUIAYMBAET €Il M HAJIOT Ha
«pockoiby (Impuesto sobre el Patrimonio). [eficTBytomias B Mcrnanmm
cHcTeMa TPAHCIOPTHOrO HAJIOrOOOJIOKEHHS MMEeT MpeuMyliecTBa U He-
JocTaTku. Tak, NMpeuMyIIecTBOM SIBISIETCS TO, YTO TNPH HCUUCIICHUU
TPAHCTIOPTHOTO HAJIOra YYWTHIBAIOTCS KOJIMYECTBO 00eMOB BhiOpoca CO2
B armocdepy. K HemocTaTkaMm TpaHCHOPTHOrO Hajora B Mcmanum oTHO-
CATCS CYIIECTBEHHbIE Pa3ininsi B CTABKaX.

B Coenunennsix mratax AMEpUKH TPAHCTIOPTHBIA HAJIOT BKIIOUCH B
CTOMMOCTH TOIMBa (0KoNo 15% OT meHsl ¢ ramioHa 6ensuna). Cpennsis
CTaBKa JIaHHOT'0 HAJIora, BKIto4as (eiepaibHble U MECTHbIE COOpBI, COCTAB-
nsieT 45 nenros. JlaHHasi cucTeMa MOCTPOSHA B MONb3Y AKOJIOTHA — KTO
OoubIIe e31UT, TOT OOJbINe TIATUT. TakuM 00pa3oM, 4eM YaIle SKCIUTyaTH-
pyeTcst aBTOMOOWTH, TeM OOJIbIIIe TOIUIMBA OH PACXOIYeT, CIIeI0BATEIbHO,
OoJIbIIIe BPETHBIX BEIICCTB BEIOpAchIBAET B aTMOC(epy, TEM OOJIbIIIe Hajiora
3aIUIaTUT BiAJieNel] TPaHCIIOPTHOrO cpecTBa. JlaHHbIH MOAX0 SIBISETCS
CHpaBe/UIMBBIM, TAK KaK aKTUBHOE UCIIONIb30BaHUE aBTOMOOWIEH OKa3bIBaeT
HETAaTHUBHOE BO3JICHCTBHE HA COCTOSIHAE OKPYKAIOLIEH CPEIbL.

Taxum 00pa3om, pacCMOTpEeB OCOOCHHOCTH MCUHCIICHHS TPaHCTIOPTHO-
TO Hajiora B 3apyO€KHBIX CTpaHaX, MOKHO OTMETHUTH, YTO TPAHCTIOPTHBIN
HaJIOT 3aBHCHUT HE TOJBKO OT TEXHUYECKHX XaPAKTEPUCTHK TPAHCTIOPTHOTO
CpeJCTBa, HO M OT 00BEMOB BHIOPOCOB aBTOMOOWIEM YIJIEKHCIIOTO ra3a B
atMmocdepy.

Ha ceromnsimmumii 1eHp TPaHCTIOPTHBIA HAJOL SIBISIETCA OIHUM W3 Ca-
MBIX 00CYXJaeMbIX B CHCTEME UMYIIECTBEHHOT0 Hajoroobioxkenus Poc-
cuiickoii denmepaimy. DTO BBI3BAHO, MPEXKIE BCETO, HECOBEPIICHCTBOM
3aKOHOJIATEIILCTRA.

OCHOBHBIMH IIpOOJIEMaMHU MCUMCIIEHUS TPAHCIIOPTHOro Hajora B Poc-
cuiickoid denepalyu SIBIAOTCS:

— BO-TIEPBBIX, JCHCTBYIOMIAs MPOrPECCUBHAS ILIKaNA CTABOK HE SIBJIS-
ercsi cmpaBemmBoM. CyIlecTByOmas HA CETONHAIIHUNA JCHb Tpaaalis
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CTaBOK Hy)XXJaeTcs B pe(hOpMHUPOBAHHM, TAK KaK M3-3a PAa3HHIIBI MOIIHOCTH
JIBUTAaTeNs HA €IWHMWIl JIOIIaJVHOW CWIbl (majee — J.C.), HaJlororvia-
TEJIbIIMK MOXKET 3aIUIaTUTh B HECKOJIBKO pa3 Oonbuie. B coorBeTcTBMM C
nostoxxeHnsiMu ¢T. 361 HK P®, aBTromo0mts ¢ MomaocThi0 101 J1.C. TIepe-
xonut B Kateropuio «cBbiie 100 mo 150 m.c.». Takum oOpa3om, Hasoro-
Bas cTaBka OyJieT yBesqmdeHa ¢ 2,5 py0./n.c. Ha 3,5 py0./n.c.

CyOobexTsl PO BnpaBe CaMOCTOSTENHHO YCTaHABIMBATH HAJIOTOBBHIC
craBku. Ecim o6paTturscs k 3akony ropoga Mockssr ot (09.07.2008 Ne 33
«O TpaHCHOPTHOM HaJIOre», TO HAJIOroBasl CTaBKa JJI1 aBTOMOOWIEH ¢
MoIHOCThIO ABMraterst 10 100 j.c. coctasur 12 py0./ 11.c., a 111 aBTOM O-
Oweii ¢ MmorHocThIO ABuraresns cBoime 100 m.c. — 25 py6./1.c. Tak, Bna-
JleTiel] aBTOMOOWISI C MOIMHOCThIO JBuratTens 100 J.c. ymiaTur Haior B
cymme 1200 py0., a BOT Biajelsiel] aBTOMOOWISI C MOITHOCTBIO JIBUTATEIIS
101 ji.c. 3amatur yxe B pasmepe 2525 py0.

CrnenoBaTenbHO, pa3HALIA MOIIHOCTH JABUIATENM HA OJIHY JIOIIAJIHHYIO
CHWIy TIPUBOAWT K YBEJIMYEHHIO CYMMBI YyIDIauMBaemoro Hanora Ha 1325
py6. ITosToMy HEOOXOIMMO NMEPECMOTPETH IIKATY HAJOTOBBIX CTABOK;

— BO-BTOpBIX, JKonormdeckas mpobnema. CTaBKa TPaHCTIOPTHOTO
HAJIOra 3aBHCHT OT MOIIHOCTH JBUIraTelsl, KOTOpas HATPSMYIO HE CBS3aHA
¢ o0ObemMaMu BBHIOPOCOB TPAHCTIOPTHBIM CPEJICTBOM YTJIEKHCIIOTO Ta3a B
atMocdepy. 3a4acTyr0 UIMEHHO CTapble aBTOMOOWIH B OOJIBITICH CTETICHH
3arpsi3HAIOT OKPYKAIOIIYI0 Cpely, Tak Kak pa0oTaroT He Ha 3KOJIOrMYe-
CKOM 4HCTOM ToIumBe. Kak ObIIO OTMEUEHO paHee, MHOTHE 3apyOeKHbIe
CTpaHbl CTaBST B 3aBHCHMOCTBH BEJIMUMHY Hajora oT o0beMa BBHIOPOCOB
TPAHCTIOPTHBIM CPEJICTBOM YIJICKUCIIOro ra3a B armocdepy. [losromy
HEOOXOAMMO YUWTBHIBATH NPU MCUKCIICHWH TPAHCTIOPTHOTO HAJOTAa TaKKe
00BEMBI BEIOPOCOB TPAHCTIOPTHBIM CPEACTBOM BpPEIHBIX BEIIECTB B aTMO-
ctepy.

B HayuHOIi muTepatype pa3IMyHBIMH aBTOpaMU NpeJJIaraloTcst BapuaH-
THI peOPMHUPOBAHKS TPaHCIIOPTHOTO Hajora. [lepBbiM criocobom pedop-
MUPOBAHMS TPAHCTIOPTHOTO HAJIOTa SIBJSIETCS BKIIFOUEHHE TPAHCIIOPTHOTO
HaJiora B CTOMMOCTH TOIUIMBA. 3[1€Ch HEOOXOAMMO BBIIEIUTH TPEUM yIlle-
CTBa W HEJIOCTATKHU IAHHOTO TIOAX0/1a. Tak, K YUCITy MPEeUMYIIECTB BKIIIOY €-
HUsl TPAHCHOPTHOIO HAJIOTa B CTOMMOCTD TOIUIMBA CJIEAYET OTHECTH:

— TIOBBILIEHHE YPOBHS COOMPAEMOCTH HAJlora — TPAHCTIOPTHBIN HAJIOT
OIUIAYMBAETCS OJTHOBPEMEHHO CO CTOMMOCTBIO TOIUIMBA, COOTBETCTBEHHO,
HEBO3MOXKHO OYZAET 3ampaBUTHCS, HE YIUIATUB HAJIOT;
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— colMallbHAsl CIPaBEIJIMBOCTh — OOJbIIE IWIATHT TOT, KTO 0OJIbIIe
€3/TUT;

— VIPOIICHHE HAJIOrOO0JIOKEHHSI — HAJIOTOBBIM OpraHaM He HY)KHO
Oy/leT HamnpaBiATh (QU3MHECKHM JIMIIAM YBEJOMJICHUS ISl YIUIAThI HAJIO-
TOB.

B T0 e BpeMsI JaHHOE MpeJIOKEeHIE UMEeT CYIIeCTBEHHbIC HEJ0CTAT-
k. K mx 4uciy, rmaBHEIM 00pa3oM, OTHOCUTCS YBEJIMMEHHE CTOUMOCTH
TOITIMBA W COKpAICHHE JIOXOI0B PETHOHAJBHBIX OOMXKeTOoB. Tak Kak
TPAHCTIOPTHBIN HAJIOT SIBJISIETCSI PETHOHAJIBHBIM HAJIOTOM M YCTaHABJIMBa-
eTrcst 3akoHaMu cyObekToB PD, a akims, siBisieTcs pegepaabHbIM HAJIOTOM,
TO paccMaTprBaEMOE HOBOBBEJICHHE MPUBENIET K YMEHBIIICHHIO aBTOHOM-
HOCTH cyObeKTOB P®D, B 4aCTHOCTH HAJIOTOBBIE CTAaBKU HE OYIyT 3aBUCETH
OT PETHOHAIILHON CTICTM(HKHY.

CrenyromyM BapuaHTOM pehOpMHUPOBAHUS TPAHCTIOPTHOTO HAJIOTA SIB-
JSETCS YCTAHOBJICHHE HAJIOTOBBIX CTABOK MCXOS M3 DKOJIOTMIECKOTO KpH-
Tepusi. Ha ceronpsimmmii 1eHs npoGiieMa 3arpsi3HeHHs] OKPYXKaroleH cpe-
JIbI ABISIETCSA HanOolee aKTyalbHOU MpobiemMol coBpeMeHHOCTH. Kak m3-
BECTHO, OCHOBHBIM WCTOYHHKOM 3arpsi3HCHHSI BO3/yXa SIBIISIETCS aBTOM O-
OWIBHBIN TPAHCTIOPT, BBIXJIONHBIE Ta3bl KOTOPOrO OKa3bIBAIOT HETaTHBHOE
BO3JICHICTBAE HA OKPYXKaromlyro cpexy. Ceromns MHOTHE 3apyOeKHBIC
crpanbl (Mcmanws, ®panms, BemukoOpuranus) CTaBsIT B 3aBHCHMOCTH
BEIIMUMHY Hajora or o0beMa BBIOPOCOB TPAHCTIOPTHBIM CPEJICTBOM yIJie-
KHCIIoro raza B arMmocgepy. JlaHHas Mepa CTUMYIMpYeT MOKynaTelneil Ha
MPHOOPETEHNE JKOJIOTUIHBIX TPAHCIIOPTHBIX CPEJCTB, YTO B CBOIO OYe-
pelb OKa3bIBaeT TIO3UTHUBHOE BO3/ICHCTBIEC HA OKPYKAIOIIYIO CPEY.

BBeaenue xe manHOW cucTeMbl HajorooOoxeHus B Poccuiickoit de-
JIepali HECKOJIBLKO OCJIOKHSACTCS, TaK KaK YPOBCHb JKM3HU OOJIBIIMHCTBA
rpakJiaH He TIO3BOJISIET 3aMEHHUTH CTaphle TPAHCTIOPTHBIE CPEJICTBA HA HO-
BEIC.

3apyOeskHbIH ONBIT MpeyCMaTPUBAET €IIe OAMH BapHaHT pedopMHUpo-
BaHUS TPAHCTIOPTHOTO HAJIOra — WCUYMUCJICHHE HAJIoTa MCXOAs M3 (haKTHye-
CKOro npo0Oera aBTOMOOWIA.

Ha ceromgusaummii eHh 3aKOHOAATEIBLCTBO ONPEICISET WCUHCIICHUS
HaJiora MCXojs M3 (paKTHHMECKOro HalMMKsl TPaHCTIOPTHOTO cpefcTBa. To
€CTh HE3aBHCHUMO OT TOTO HCTONBb3YET JIM BIaJieliel] aBTOMOOWIbh €Xe-
JHEBHO WIM pa3 B TOJ, €My B JIOOOM cllydae HEOOXOIMMO YIUIATHTh
HaJjior. B maHHOM ciydae, MoxHO ObUTO OBl 00paTUThCS K onbITy Humep-
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JIAHIOB, e ObUT pa3paboTaH MPOEKT MO OCHANICHHIO BCEX aBTOMOOWIEH
cuctemoit GPS (cryTHHKOBas cricTeMa HaBUralyy, 00eCIeUnBaIONas 13-
MEpEHHE pACCTOSHHS, BPEMEHH M ONPEJEIIIONAs MECTONOIOKEHNE).
Coopom wmHpOpMAIMK 00 SKCIUTyaTalMd TPAaHCTIOPTHOTO CPEJCTBA 3aHU-
MaeTcCs [IEHTP B3UMAaHUS IUIATHI.

OnHako, peanm3oBaTh IaHHbIM POEKT B Poccru He mpeicTaBisieTcs BO3-
MOXHBIM. [ [pr4rH 17151 3TOr0 HECKONBKO. BO-TIepBbIX, HEJOCTATOUYHAS TEXHU-
yeckas ocHameHHocTh. K Tomy ke, Teppuropust PD B HeckonbKo pa3 mpe-
BBIIIIACT TEPPUTOPHIO HuepanaoB, COOTBETCTBEHHO, IOCTATOYHO MPpodJIe-
MaTHYHO OTCJICIUTH BCE MIEPENIBIDKEHUS TPAHCTIOPTHBIX CPEICTB. Bo-BrophIX,
yctaHoBKa cucteMbl GPS. Eciu nanHast yctanoBka OyieT OCyIecTRISITECS 32
CUET BJIAJICIIBIEB TPAHCTIOPTHOT'O CPEJICTBA, TO 3TO BHIBOBET HETATHUBHYIO pe-
AKIMIO CO CTOPOHBI 001IeCTBA. B TO e Bpemst OCyIIeCTBUTH TaKytO YCTaHOB-
Ky 33 CUET CPEICTB OI0/PKETOB OYACT CTOUTH OOJBINNX JICHET, U B TAKOM CITy-
qae 1e1eco00pa3HoCTh €€ BHEIPSHHS CTABUTCS TI0J] BOIPOC.

Taxkum 00pa3oM, MBIIOKEHHOE CBHIACTEIILCTBYET O TOM, UTO JICHCTBYIO-
mas CUCTeMa pacueTa TPaHCIOPTHOTO HAJIOra HyXJIaeTCs B COBEpIIE H-
CcTBOBaHMU. MeTojiMKa pacuera TPaHCTIOPTHOTO HAJIOra ycTapena v He COo-
OTBETCTBYET COBPEMEHHBIM YCIIOBHSIM.

PaccmoTpeB 0COOCHHOCTH MICUHCIICHHS] TPAHCTIOPTHOTO HAJIOra B 3apy-
0EXKHBIX CTpaHaX HEOOXOIHMMO TIOCJIEIOBATh 1O TyTH EBpOreicKiX cTpaH.
B gacTHOCTH, TIpH pacueTe TPAHCTIOPTHOTO HAJIOTa YYUTHIBATH TaKXke 00b-
eMbl BEIOpocoB aBToMobmieM CO2 B aTMocdepy, Tak KaK IMEHHO OT JlaH-
HOTO TIOKa3aTens 3aBHCHT pa3Mep Bpeja, NMPUMHHEHHOTO aBTOMOOWIIEM.
OmHaKo 3TO JTOBOJBHO HE MPOCTOM MyTh W JJISL €r0 peaiBaryy norpedy-
€TCsI CO3JIaHNe OTPEIEIICHHON HHPPACTPYKTYPBHI.
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Kouto6a BepoHuka [leHucoBHa,
cTyaeHT Poccuiickoro yHuBepcuteTa TpaHcnopta (MUANT)

WUcnonb3oBaHne cMapT-KOHTPaKTOB
NP1 oka3aHMK PUHAHCOBLIX yCnyr

AHHOMayus. ABTOp B CBOEMN CTaTbe PACKPbIBAET HACYLLH YK TEMY COBPEMEH-
HOro LMCPOBOro NpaBa — WUCMONb30BaHWE CMApT-KOHTPAKTOB B HOPUANYECKOA
AeaTensHOCTU. T exHONorms cMapT-kOHTPAKTOB MEHSIET TPaAMLMOHHbIE OTpache-
Bble 1 BuaHec-npouecchl. byayun BCTPOEHHbIMW B BrIOKYEIHbI, CMapT-KOHTPAKTbI
NO3BONSAKT aBTOMATUYECKN BbINOMHATL JOTOBOPHbIE YCMOBUS cornalleHms 6e3
BMeLLaTeNbCTBA JOBEPEHHON TPETbE CTOPOHbI. ABTOP aHanM3npyeT BO3MOXH O-
CTV ero NpUMEHeHNs B 0TEYECTBEHHOM OTOBOPHOM NpaBe. Ha npumepax noka-
3blBAET BHeAPEHNE CMapT-KOHTPAKTOB, a Takke NpobnemMbl UX UCNONb30BAHMS.

Knrouesble crosa: cMapT-KOHTPAKT, GMOKYENH; KpUNTOBArOTa; AOrOBOPHOE
npaBo; PUHAHCHI; AeLeHTpann3aums; uuhposmusaums.

Kotsiuba D. Veronika,
student of the Law Institute Russian University of transport

The use of smart contracts in the provision of financial services

Abstract. The author in his article reveals the pressing topic of modern digital
law — the use of smart contracts in legal activity. Smart contract technology is
changing traditional industry and business processes. Being embedded in the
blockchain, smart contracts allow you to automatically fulfill the contractual terms
of the agreement without the intervention of a trusted third party. The author ana-
lyzes the possibilities of its application in domestic contract law. Examples show
the implementation of smart contracts, as well as the problems of their use.

Keywords: smart contract; blockchain; cryptocurrency; contract law; finance;
decentralization; digitalization.
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CMapT-KOHTPAaKTBl MOXHO paccMaTpuBaTh Kak OOJNBINOH mporpecc B
TexHonoruu O0ok4deiiH. B 1990-X rr. cMapT-KOHTpakT OBLT MpeaJiokeH B
KauyecTBE KOMIIBIOTEPHOIO MPOTOKOJIA TPAaH3AKLMKA, KOTOPBIA BBITIONHIET
JIOTOBOPHBIE YCIIOBMSI COMVIAIleHHs. [IOrOBOpHBIE MONOXKEHUSI, BCTPOCHHBIE
B CMapT-KOHTPAKThl, OyyT MCTIONHATHCS aBTOMATHUYECKH IPU BBIMOJIHE-
HUM OIPENICJICHHOTO0 YCIJIOBHS (HAampuMep, OJlHa CTOPOHA, HapyIIMBIIAS
KOHTPAaKT, OyJIeT aBTOMAaTHIECKH HAKa3aHa).

brokuyeliHpl MO3BOMSIIOT  CO37aBaTh CMapT-KOHTpakThl. CMmapr-
KOHTPAKThI, TI0 CYTH, peamByIOTCsl moBepx OsiokdyeiHoB. [lonTBepxnen-
HbI€ JIOrOBOPHBIE MOJOXKEHMS IPeoOpa3yloTCs B HCIONHAEMbIE KOMIIbIO-
TepHbIe MporpaMMbl. Jlorudeckue CBSA3M MEXIY JIOTOBOPHBIMU TOJIOKEHHU-
MM TaKKe OBLINM COXpaHEHbI B BHJE JIOTMIECKUX TIOTOKOB B MPOrpamMMax.
BelinosHeHNE Ka)KA0ro 3asBJIEHUS O KOHTPAKTE 3alllChIBAETCS KaK HEW3-
MeHsgeMas TpaH3aKIWsl, Xpausamascs B OjokyeliHe. CMapT-KOHTPAKTHI ra-
PAHTUPYIOT HaJJIeKalMid KOHTPOJIb OCTYINA M COOJIIOACHHUE KOHTPAKTOB.
B gactHOCTH, pa3pabOTYNKU MOTYT HA3HAUNTH Pa3peILCHUE HA JOCTYI I
Kax 0l (yHKIMM B KOHTpakTe. Kak Tonpko kakoe-1mbo yciaoBUe B CMapT-
KOHTpakTe OyJeT BBINOJIHEHO, 3allylEHHbII ONepaTop aBTOMAaTHYECKH
BBINOJIHUT ~COOTBETCTBYIOLIYIO (DYHKIMIO IpeJCKa3yeMbIM 00pa3oM.
Hampumep, nocTaBIIMK M MOKYyNaTeNb J1OMOBapUBAIOTCS O HAaKa3aHWUU 3a
HapyllleHWe KOHTpakTa. EciM MoCTaBLMK HAPYLIMT KOHTPAaKT, COOTBET-
cTByroumi mrpad (Kak ykazaHO B KOHTPAKTE) OyAeT aBTOMATHICCKH BbI-
wiadeH (BeIuTeH) 13 Aenosura [locrapumka.

B ormimue oT cMapT-KOHTPAKTOB, OOBIYHbIE KOHTPAKTHI BBHITIONHSIIOTCS
JIOBEPEHHON TPEThEil CTOPOHON LEHTPAIM30BAHHO, YTO NMPHBOAMT K M-
TEJIbHOMY CPOKY BBINOJIHEHUS U JOTOJHUTENbHBIM 3aTpaTaM. MHrerpamys
TEXHOJIOTHM OJIOKYEHH ¢ cMapT-KOHTPAKTaMH BOIUIOTUT MEYTY O “OJIHO-
panroBoM peiHke” (peer-to-peer market) B pealbHOCTb.

CMapT-KOHTpaKThl 00JaJar0T CJCAYIOLMMHU TPEUMYIIECTBAMH IO
CPaBHEHHUIO C OOBIYHBIMU KOHTPAKTAMMU:

— CHWKeHUe pUcKoB. M3-3a HeMsMeHHOCTH OJIOKYEHHOB cMapr-
KOHTPAKThl HE MOIYT OBITh NPOW3BOJILHO M3MEHEHBI MOCJIE WX BBIMYCKA.
Bbonee Toro, Bce TpaH3aKIMK, KOTOPbIE XpaHATCS M AyOJIMPYIOTCS 1O BCE
pacnpeeneHHoN OJIOKIEHH-CUCTEME, OTCIICKHBAIOTCS 1 TIpoBepsitoTcs. B
pe3ylbTaTe 3JI0HAMEPEHHOE TOBE/ICHHE, TaKoe KaK ()MHAHCOBBIC MaXWHa-
MM, MOXKET OBITh 3HAYMTEIILHO YIPa3IHEHO;

— MOKpalIeHHe aJMHUHUCTPATUBHBIX U CEPBUCHBIX pacxonoB. Cmaprt-
KOHTPaKThI, XpaHAIpecss B OJIOKYEHWHaX, MOTYT aBTOMAaTHUECKHU 3aIyc-
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KaTbCs JELEHTPAIM30BaHHBIM criocoooM. CreoBaTesbHO, aJMHUHUCTpa-
THBHBIE PACXOIBI M PACXOIBI HA YCIYT'H, CBS3aHHBIE C BMEIIATEIHLCTBOM
TPEThEH CTOPOHBI, MOTYT OBITh 3HAYUTEIHHO COKOHOMJICHEI,

— TOBBIICHUE Y PESKTUBHOCTH OWM3ZHEC-TIPOICCCOB. Y CTPaHCHUE 3aBU-
CHUMOCTH OT IOCPEIHHKA MOXET 3HAYUTEJIBLHO NOBBICUTH A(PHEKTUBHOCTH
O6mHec-nporecca. OUHAHCOBBIN pacdyeT OyaeT aBTOMATHYECKU 3aBEpIICH
OITHOPAHIOBBIM CIIOCOOOM, KaK TOJIBKO OyZeT BBHINOJHEHO 3apaHee orpe-
JIEJIEHHOE YCJIOBUE (HATIPHMED, TIOKYNATE b TIOATBEPAHT MOMy4EHHE TOBA-
poB). B pe3ynpraTe BpeMs BBINOIHEHUS paOOT MOXET OBITH 3HAUUTEIILHO
COKpaIIEHO.

UYto kacaeTcs HeI0CTaTKOB CMAPT-KOHTPaKTOB, TO OHU MOPOXKIAIOT €ro
npoOsieMbl IPUMEHEHKsI, YTO CTAaBUT TIOJ BOIPOC HX JajbHEMWIee pa3Bu-
THE Ha OT€YECTBEHHOM PBIHKE.

K HemocTaTkamM MOXHO OTHECTH:

— HEJJOCTATOYHAsI THOKOCTH (DYHKIMOHAJILHOCTH YMHBIX KOHTPAKTOB.
Ecni Ha OyMaKHOM JTOTOBOpE BCETa €CTh BO3MOXKHOCTb B JTFO00I MOMEHT
JIOTOBOPUTHCSI M MBMEHHUTH YCJIOBUS, TO B CMapT-KOHTpaKTe Takue jaeil-
CTBUS BO BpeMs €r0 MCTIONHEHUs COBEPLIMTH 3aTpyaHuTebHO. K mpume-
Py, €CJM TIOCTABJIEHHOTO TOBAapa OKa3aJloCh MEHBINE, YeM YKa3aHO B KOH-
TpPaKTe, TO TPEKEPBI, OTCIIEKMBAIONME COOTBETCTBYIOIIHME IMApAMETPBI
He3aMeIJITENILHO TIepeaayT MHPOPMAIMI0O B CMapT-KOHTPAKT, KOTOPBIH
B CBOIO OYe€pe]b NPOM3BENET PacdeT ¢ KOPPEKTHUPYIOIIMM Kod(duime H-
TOM;

— OTCYTCTBHE B MHpPOBOW 3aKOHOIATEIILHON MPAKTHKH MPABOBOE 3a-
KpeIUICHHE CTaTyca CMapT-KOHTPAKTa, YTO MOPOXKIAeT MpodIeMy B HX pe-
TYJIMPOBaHUM, TIPU BO3HUKHOBEHHH CTIOPHBIX BOINPOCOB, BO3HHMKAIONIMX W3
HApYyIICHUS KOHTPAKTHBIX YCJIOBHIA,

— HEKOPPEKTHOCTh (DYHKIMOHHPOBaHMSA KoAa IPH CO3JaHMM CMapT-
KOHTpakTa. Takoe MOXET MNpPHUBECTH K HEHAJJIekKAIleMy MHCTIONHEHHIO
YCJIOBHI JTOTOBOpa WIM BO3MOXXHOCTH TPOBEICHUS MOILICHHIYECKHX OIle-
paruii;

— TPYJHOCTH OIKCATENFHON YaCTH TIOCTaBISIEMBIX TOBAPOB WIN BbI-
MONHSIEMBIX YCIIyT (pabor);

— HEJI0OCTAaTOYHOE HAaIMuMe KBaJIU(HULIMPOBAHHBIX paOOTHHKOB B JlaH-
HOH cdepe. ['pamoTHOE cocTaBlieHE CMapT-KOHTPAKTa 3aBUCHUT OT KOMIIE-
TEHTHOCTH CIICIMAJIMCTA, YTO B CBOIO OYepe/ib TpeOyeT IiTyOOKue Mo3Ha-
HUS B TIPOTPAaMMUPOBAHUM W IOPUCTIPYICHIMY, 3HAHMSI MEXaHMm3Ma paOoThI
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BCEX JTAllOB HCIIONHEHMS] YMHOTO JOrOBOpa, BIAJCHHUS OMNPECICHHBIMH
nporpaMMaMy, —TO3BOJSIIONIMMHU  PEajM30BaTh  WCIIOJHEHWS]  CMapT-
KOHTPAKTa.

Kakumu Obl He OBUTM YMHBIC KOHTPAKThI HA/IC)KHBIMH, TP 3TOM €CTh
cepbe3Hble MpoOJieMbl 0€30MaCHOCTH MX (PYyHKIMOHMpOBaHMS. B Hauase
2018 r. 6611 mpoBeeH aHam3 970 898 cMapT-KOHTPaKTOB Ha maThopMe
Ethereum, nokaszapumii, 4To 34 200 KOHTPAaKTOB TOABEPIKECHBI YSI3BHM O-
CTSIM, KOTOpPBIE TIO3BOJITIOT 3JIOYMBIIUICHHUKAM YKpPAaCTh, 3aMOPO3HUTH HITH
yIAJIUTh aKTHBBI, KOTOpBIE 3a(pUKCHPOBAHBI B CMAPT-KOHTPaKTaX.

Ceituac MBI PaCCMOTPUM HCTIONIb30BAHUE CMapPT-KOHTPAKTOB TIPH OKa-
3aHMM (MHAHCOBBIX YCIIYT, Ha IpPUMeEpEe TOProBOro (UHAHCHPOBAHUSA U
JIOTOoBOpa (PaKTOpHHTA.

Jnst pMHAHCOBBIX YCIIYT CMapT-KOHTPAKTHI JAIOT BO3SMOKHOCTh OaHKaM
COKpPaTHTh PacXO/Ibl, B IEPBYIO OUEPEab 3a CUET aBTOMATH3ALMU NpoLecca
3aKTIOYCHHMS M MWCTIOJHEHMS KOHTPAaKTa; OTCIIEKMBAHWS IEPE/BIDKCHIA
aKTHBOB. biaromapsi cMapT-KOHTPaKTy INIATEXKH IO JJOTOBOPY CTAHOBSITCS
ABTOMATHM3UPOBAHHBIMH, UTO TAKUM 00pa30M MO3BOJISIET CHU3UTH KPEIUT-
HbIE PUCKHM M HEOompeaeiaeHHOCTh. Cie0BaTeIbHO, CKITIOUEHHE YesioBe-
YecKoro (akropa IpH JOKYMEHTOOOOPOTE, YTO BJICUET COKpAIICHHE U3-
T PKEK.

TpanymonHoe TOproBoe (MHAHCHPOBAHME COCTOUT M3 YCTOSBILIMXCS
3TAroB:

1) xommanmst A u b uepe3 nocpeHrKa 3aKIIFOYA0T KOHTPAKT TOProBO-
ro (MHAHCHpOBaHWA. B KavecTBe MOCPEHUKA BBHICTYMACT OAHK;

2) OTKpPBITHE aKKPEIUTHUBA,;

3) xommanust b ocyIecTBIET MOCTaBKy TOBAPOB KOMIAHMM A Ha OC-
HOBaHMM 3aKJIFOYEHHOTO JIOrOBOpA C COCTABIICHUEM HAKJIATHOM,

4) xorjia KOMIaHus A ToJTydaeT TOBap, OHA OMOBEH[aeT 00 ITOM KOM-
naHno b yepes nocpenHuka, rnocie yero copepiuaeT oraTy TOBapoOB.

Kak BunuM, TpaauiMoOHHOE TOProBoe (PMHAHCHPOBAHME HOCHT JIOJIO-
CPOYHBIM M 3aTPaTHBIM XapaKTep, MOCKOJIBKY IMPHUCYTCTBYET IOCPEIHHK,
3aKJTIOYEHHE KOHTPAKTa MPOXOAWT Ha OymakHoM (opmate. Taxoke MOryT
NPUCYTCTBOBATH TPYAHOCTH OTCJICKUBAHMS TIOCTABIISIFOLIMXCS] TOBAPOB.

Toprosoe (¢uHaHCHpOBaHHME Ha OCHOBE CMapT-KOHTpakTa OyaeT Impo-
XOIUTh B CHCTEME paclpe/IeNIUTeNIbHOrO peecTpa — OJIOKYEHH, I/1e JBe
KOMITaHMA A ¥ b, 3aKIIFO9ar0T cMapT-KOHTPAKT, MPOIHCHIBAS BCE YCIIOBUS,
a TalKe CaHKIMM 32 HeHaJUIeXalllee MCTIOJIHEeHHe Aorosopa. B coctas no-
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KyMEHTOB, TIOATBEP)KIAIOIINX HCTIOJHEHUE YCJIOBUI aKKpEeJIWTHBA, MOTYT
BXOJIUTH JJICKTPOHHBIE JTOKYMEHTBI: CEPTHUPHKAT MPOUCXOXKICHHS TOBapa,
CTpPaxoBOH cepTuuKat, C4eT, TOBAPHO-TPAHCIIOPTHAs HaKIa Has. [lasee B
CMapT-KOHTPAaKTEe KOMIIAHMI A TIOJATBEPXKIACT MOTyYeHUE TOBapa U Oruia-
yuBaeT ero. TpaH3akiys MOXeT ObITh MPOU3BEAECHA C MOMOIIBIO (PUATHBIX
nener. JlanHast onepaiysi MOKET 3aHATh BCETO HECKOJIBKO YacoB.

Vcnonb30BaHie TEXHOJIOTMHM pACTpe/ICNICHHBIX PEeCTpOB M CMapT-
KOHTPAKTOB IS OCYILECTBIICHUS CIEJKH YMEHBIIAET PUCK MOIICHHIYE-
CTBA M CYLIECTBEHHO CHIKAET BPEMEHHBIC M3IICPIKKH.

JloroBop (hakTopuHra Ui OT€YeCTBEHHOrO IPa)KJaHCKOTO 3aKOHOZ a-
TEJbCTBA SBJAETCSI OTHOCUTENILHO HOBBIM COIJIAIIEHHEM, KOTOpPbIii TI03BO-
J€T KpeAUTOpY MOJIYYUTh OT TPETHETO JIMAa CyMMY B CU€T 0053aTeJIbCTB
nomxarka (cT. 824 'K P®). dakTopuHr — KOMIUIEKC (PMHAHCOBBIX YCIIYT,
OKa3bIBaeMBIX (JaKTOPHHIOBOW KOMIIaHHEH ((paKTOPOM) CBOEMY KIIHCHTY B
O00OMEH Ha yCTYIKY 1eOUTOPCKOH 3a10DKEHHOCTH.

DTamnsl KIaCCHIECKOro (hakTOpPUHIa 3aKII0YaloTCs B CIIEAYIOLIEM.

1. IocTaBuwk (KpeauTop) U MOKynaTenb (1eOuTop) 3aKIodaroT J0ro-
BOp KYIUTU-TIPOJIa>KK ToBapa (padot, yciyr).

2. Kpenurop 3akmrodaeT IOroBop C (haKTOPHHIOBOW KOMIIAHHEH WIN
0aHKOM (pakTOpOM).

3. Kpenurop BeImomHaeT paboTHI WM NPEOCTABISIET 1eOUTOPY TOBApbI
U YCJIYTU C OTCPOYKOH IUIaTexka.

4. Kpeaurop nepenaet (akTopy HOKYMEHTBI, HOATBEPXKIAIOMIIE (aKT
TMOSIBJICHKST 1€0UTOPCKOM 33 10/DKEHHOCTH.

5. ®akTop MOKPHIBACT OOJBIIYIO YaCTh ATOU 38 10/DKEHHOCTH (75-95%).

6. leOurop npoBoaHT OIUIaTy 3a ToBap (padoThl, yCIyrH).

7. Kpenurop u gakTop mpoBoasT Mexay co00i OKOHUATENIbHBIE pacye-
ThI: (pakTOp MosTydaeT oOpaTHO CBOM JI€HBIH C JIONOJIHUTEJIbHOM KOMUCC U-
el 3a OKa3aHHbIE YCIIYTH, KPEIWUTOp IMOJy4aeT OCTATOK MOJararoIHXCs
eMy JIeHeXHbIX cpencTB (5—25%).

OmamM w3 myTedl aBTOMaT3almy (PAaKTOpPUHra CTajlo TPUMEHEHHE
OJIOKUEHHA: COOTBETCTBYIOIME TEXHOJIOTHH B YCJIOBHSIX MPUBATHOTO TPO-
€KTa OTHOCHMTEJbHO 0e30macHbl M MpO3padHbl Ul BCEX Y4aCTHUKOB. B
Ka)/blif MOMEHT BPEMEHH Y Ka)KI0r0 y4acTHUKA UMEETCs JIOKajbHas 0a3a
BCEX ONEpalmii: y MOCTaBIIMKOB — HOMEHKJIATYpa OTTPY3KH, Y peTeiinepa
— TIPUHATOTO TOBapa, y OaHKOB — CBeACHHS O pacyeTax. lpu Hammamm
HaJIe)KHOTO MH(MOPMAIMOHHOTO 00MEHa MEXIY pPeecTpaMH BCeX CyOBek-
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TOB (paKTOpPUHTa CUCTEeMa JIOJDKHA paboraTh 0e3 cOoeB 1 yTeuek. 3arpyxa-
€MbI€ B CETh CMapT-KOHTPAKTHI MOJy4aloT HAa BXOJE OyXTraJTepcKue JT0KYy-
MeHTBl B Bune EXxcel-daiiioB yHupHMImMpOBaHHOH CTPYKTYphl — BcCe
YJaCTHUKN ()aKTOpWHTa TPUMEHSIOT ¢AWHBIN (hopMaT oOMEHa CBEICHHSI-
mu. ITo xaxmoil moctaBke TOBapa Ha OCHOBE KIIFOUEBBIX MOJEH ¢ TOMO-
mipio anropurmMa SHA-3 (byHkmmst 1t co3anus 1dpPOBBIX OTTICYaTKOB
BBIOpaHHOW JUIMHBI U3 BXOJIHBIX JIAHHBIX JIFOOOTO paszMepa) GopMupyeTcs
Xell, a B CMapT-KOHTPAKTE 3alliChIBAETCS XEIl MOCTABKH, & TAKKE BCE
CYMMBI B BaJIOTE JOKYMEHTA IS JJAHHOTO XEIlIa U AaThl IPOBOIKH, COOT-
BETCTBYIOIIME cyMMaM. Ecim ydacTHHKHM (DaKTOpHHIa C MOMOIIBIO Xelll-
¢byHKIMM 00paboTaty OMH U TOT K€ TOKYMEHT U IPU 3TOM XEIH COBIa-
JIH, TO 3TO CITYXKHUT TOATBEP)KICHUAEM YCTICIITHOM MOCTABKK TOBapa. ¥ OaH-
Ka TOABISIETCS 3alMCh O TIOATBEPXKICHUU (PaKTa MOCTABKH, U OH MOXKET
YBEPEHHO TIePEUUCIIUTH MOCTABIIHMKY HEOOXOIUMYIO CyMMY.

TexHonorum ONOK4YeiHA TO3BOIAT B OyAyIIieM BooOIe m30aBUTHCS OT
HEJIOCTATKOB TPAJUIMOHHONW CXeMbl (pakTopuHra. B mepcriektuBe Bcem
y4acTHUKAM CETU He TOTpeOyeTCs co3/7aBaTh WIM J0padaThiBaTh CBOU
KOPIIOPaTHUBHBIE CHUCTEMBI IS MOJIJEPKKH OOMEHa JaHHBIMH C peTeiiie-
pOM, a MOXHO OyZeT BOCTIONB30BATHCS YK€ TOTOBBIMH MHCTPYMEHTAMHU
JUT1 OBICTPOTO CO3/IaHKS B OpraHM3alM y3ja-MaiHepa W ero TOAKIoYe-
HUSL K CBOEH MH(OpMAaIMOHHON CcHCTEME.

B 0003prmom OyayiiemM cMapT-KOHTPaKThl CTaHYT JTOBOJBHO Y100HBIM
MHCTPYMEHTOM TMOSIBJICHUS, U3MEHEHUs U TPEKpaIleHHUs OIpe1eICHHbIX
npaB M 00s3aHHOCTEH CTOpPOH. OHM MO3BOJAT B TEUEHUM HECKOJIBKUX Ya-
COB 3aKJIIOYATH CJICIIKY, 00€CTIeYBasi €€ MPO3PavHOCTh M HaJIeKHOCTH. Ho
TaK JIM BCE XOpoImIo 1 6e3omacHo? M3 puMeHUTehHOM NPaKTUKA JaHHO-
TO JIOTOBOpA CJICIYeT, YTO OHH YS3BHMBI TIepe]l KOMIbIOTCPHBIMU aTaKa-
MU, 4TO BJ€YET 3a COOOM, KaK MUHUMYM, YT€UKY KOH(HICHIMAILHON HH-
dopmary, a Kak MaKCUMYM, 3aMOpaKMBaHHE aKTUBOB. MHPOBOE 3aKOHO-
JATeIbCTBO JODKHO TPUHTH K BBIBOAY, YTO YMHBIE KOHTPAKThl — HE TIpOo-
CTOE SIBJIICHUE, TPeOYIOIee NMPUMEHSHUS «MSTKOTO MPaBay U 3aKPETUICHHS
B HOPMATHUBHO-TIPAaBOBBIX akTaxX. OTCYTCTBHE CyAeOHOH MPaKTUKU pellie-
HUS CTIOPOB, BBITCKAIONIMX W3 CMapT-KOHTPAKTOB, OTTAJKHUBAC€T KOHTP-
areHTOB 3aKJIOYaTh MX, TaK Kak MPH BO3HUKHOBEHUU BOIPOCOB MpHMEHE-
HUS TaKMX JIOTOBOPOB, WX HEKOPPEKTHOM MCTIONHEHMH WIM OIIMOOK, CTO-
POHBI HE CMOTYT TIOAATh MCK B 3AIIUTYy CBOMX HAPYIICHHBIX TPaB.
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NonaTtnHa Butanus BagumoBHa,
cTyaeHT FOpnanyeckoro nHCTUTYTa POCCHMICKOrO YHUBEPCUTETA TPAHCNOpTa
(MWWT)

CpaBHUTeNbHaA XapakTepucTMKa Hanora Ha 4oxoAbl
¢usmnyecknx nuy B Poccunckon degepaumm u B Apyrux ctpaHax

AHHOmauus. B ctatbe NPUBOAUTCS CpaBHUTENbHAA XapaKTepucTka Hanora
Ha foxoabl gusndeckux nuy B Poccuiickoin ®egepauum n B Pecnybnuku benapy-
CU, KpOMe TOTo pacCMaTpUBAIOTCS HEKOTOPbIE acneKTbl HANOro0BNoXeHNS 3TUM
HasoroM B ApymiX CTpaHax C LieNbio Bbibopa onTuMasnsHOro BapuaHTa Hanoroo 6-
NOXEHWS 3TUM Hanorom. T akke, C Y4ETOM OfbITa HEKOTOPbIX CTPaH B CTaTbe aHa-
NM3MPYIOTCA Pa3fnnyHble BapuaHTbl, MPUMEHUMbIE K STOMY HAsOrY: OT YMEHbLLe-
HUS uv yBenuyeHust ctasok HO®I, BNioTb 4O OTMEHbI 3TOMO Hanora Ha Tepp u-
Topun PO 1 aHanmampyeTcs LenecoobpasHOCTb TaKoro PELLeHNS.

Knroyesbie cnosa: HO®I; Poccuinckas depepaums; Pecnybnuka benapyce;
3apybexHble CTpaHbl; NOAOXOAHbI HANOT; NPSIMON HAMoT.

Lopatina V. Vitalia,
student of the Law Institute Russian University of transport

Comparative characteristics of personal income tax
in the Russian Federation and in other countries

Abstract. The article compares the personal income tax of Russia with other
countries such as Slovenia, Saudi Arabia, Somalia, including a detailed compari-
son of the income tax of the Republic of Belarus and the Russian Federation. It
tells about countries with the highest personal income tax in the world and about
countries where itis completely absent. The author discusses whether itis possi-
ble to abolish this tax in Russia and whether itis advisable.

Keywords: Personal income tax; Russian Federation; Republic of Belarus; for-
eign countries; income tax; direct tax.

Hasor Ha moxonsr dmsrmaeckux i (HADJI) sBnsercs oquuM u3 ca-
MBIX Ba)KHBIX WHCTPYMEHTOB ()OPMHUPOBAHUS JOXOHOW YACTH OIO/[KETOB
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JUIsT OONBINMHCTBA CTPaH Mupa. Beimonuss QyHKIMIO nepepacipeiesie Hust
HanpoHaJbHOrO noxona, HJAMJI Ttakke SBISETCS LEHTPAJIbHBIM HHCTPY-
MEHTOM 3KOHOMHMYECKON M COLMAJIBbHOW MOJMUTHKHM rocyaapcTsa. J{aHHBIN
HaJior o0ynagaer OONBIIMMU BO3MOXKHOCTSIMH BO3JCICTBUSI HA YPOBEHb
peaybHBIX T0XOJ0B HaceseHus 1 odecreynBaeT cTaOWIbHOCTh MOCTYIUIe-
HUl B OIOJKET 33 CUET POCTa JJOXOJOB IPAXKIaH.

Hanor wa moxonwer ¢usrmaeckux s (HJ®DJI) — ocHoBHOI Bup mpsi-
MBIX HAJIOTOB, KOTOPBIN UCYHUCIIAETCS B MPOLEHTaX OT COBOKYITHOTO J0XO-
na (pyBMYecKuX JIHI 32 BRIYETOM JOKYMEHTAJbHO TIOJATBEPKISHHBIX pac-
XOJ10B, B COOTBETCTBHH C JIEUCTBYIONIMM 3aKoHOJaTebCTBOM (Ti1. 23.HK).
[TnaTenpumKaMK Hajora Ha JOXOABI (PM3MUECKUX JIUI SBIISIOTCS (pu3nd e-
CKHe M, JUIA Iiesieil HaJIorooOI0Ke s, MopasiesieMble Ha 1BE TPyTi-
TIbL:

— JIMIIA, SBJBIIONIMECS HAJOrOBbIMHU pesuaeHramu Poccuiickoit @ene-
paiyu (Te, KTO XMBeT B Poccuy, MOCTOSHHO M MPOBOJUT HA €€ TEPPUTO-
pvn He MmeHee 183 nueil B Teuenne 12 mecsineB, UIYIMX TOAPSN);

— JINIA, He SIBJISIIONIMECS HAJIOTOBBIMU pe3uaeHTraMu Poccuiickoit de-
Jlepaliy, B Cilydae ModydeHus joxofa Ha Teppuropun Poccum (ct. 207
HK) (uenoBex, Haxomsumiicst Ha Teppuropu P® menee 183 kaneHnap-
HBIX JHEH).

Craryc HanoromaTelblMKa He 3aBUCUT OT TPaKIaHCTBA — Tpakaa-
HuH P® moxeT ObITh HepesunenroM P®, a nHocTpaHel — Pe3wIeHTOM.

JInst Hepe3uIeHTOB OIpeIesIeHbl 1Be CTaBKU —15% (1711 TUBUIEHIOB)
u 30% (i1 BceX ocTajIbHBIX HCTOYHUKOB). Hajiorom objararoTcs 10X0IbI
HEpE3UIEHTOB, TIOTyYEHHbIE MU OT UCTOYHUKOB B Poccum.

JIy1s1 pe3uIeHTOR OMpeJIC/ICHbI CIICIYIOIIHE HANOroBbie cTaBku — 9%,
13%,15% 35%. O0araroTcs Kak TOXObl OT HCTOYHUKOB B Poccun, Tak u
OT MCTOYHHKOB 3a ee npeneiaMu. K qoxomam rpaxaaH, KoTopble o0jara-
IOTCSl HAJIOTOM Ha JI0XO/bI (PM3MYECKUX JIMIL JOXOABI OT TPOAaku UMYIIe-
CTBa, HAXO/IMBILIETOCS B COOCTBEHHOCTH MEHEE TPEX JIET; AOXOABI OT CaUN
AMYILECTBA B apeHIy; AJOXOAbl OT HCTOYHHUKOB 3a IpeaenaMu Poccuiickoi
®Denepaiyy; JOXOABI B BUIE PA3HOTO POia BBIUTPHILLIEH; M MHBIEC JOXOJBI.

B coorerctBuu co ct. 217 HK P® k noxomam (hm3HdeCcKuX JvIl, KOTO-
pble He 00JIararOTCs HAJOTOM Ha JIOXOAbl (PM3MUECKHUX JIML, OTHOCSTCS:
JIOXOJIBI OT TPOJIAXKH UMYIIIECTBA, HAXOAMBIIETOCS B COOCTBEHHOCTH OoJee
TpeX JIET; HOXOAbI, OMy4YCHHBIE B MOPSAKE HACJIEAOBAHMS; TOXOIbI, MOIY-
YEHHBIC IO JIOTOBOPY JAapeHus OT WieHA CeMbH W (WIiH) OJM3KOro poj-
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CTBEHHHKA B cooTBeTCTBHU ¢ CeMelHbIM KojiekcoM Poccuiickoii denepa-
1mn (OT CYTpyTa, POJUTENICH U IETEH, B TOM YHCJIE YCHIHOBUTEJIEH U YC bI-
HOBJICHHBIX, JI€IYIIKH, 0aOyIIKd W BHYKOB, MOJHOPOAHBIX M HE TMOJHO-
pPOAHBIX (MMEIONWX OOIIMX OTIA WIA MaTh) OpaTheB W CECTEp) U HHBIC
JTOXOJIBI.

Jlo 2020 T. BKJIIOYMTENLHO JOXOABI (PMBMMECKUX JIMI[ 00Jaraliuch
HIA®JI mo craBke 13%. C 2021 r. Te, kTo 3apabarbiBaeT Oomblie 5 MIH
pyO. B roj, IWIATAT NPU ONPEICIICHHBIX YCIOBUAX HAJIOT HAa JOXOABI (PH3H-
YECKMX JiHIl Mo cTaBke 15%. MuH(HH yTOYHWI TEpeUYeHb J0XO/0B, MO~
najgaonmx non obnoxenne HIDJI B 15%, uckimounB U3 HETo pa3oBbie
WIN HepeTyJspHble A0X0Abl. OCHOBHBIM HPUHIMIIOM JaHHOTO 3aKOHOIPO-
€KTa CTaJlo IpuMeHeHue noBbimeHHo cTaBku HADJI k nepuoguueckum u
AKTUBHBIM J[OXOZaM CBBIIE 5 MJH pyO., CBSI3aHHBIM HETOCPEICTBEHHO C
TPYIOBOW NEATEIBHOCTHIO TpaxaaH. [Ipu aTomM sKkoHOMUYECKHi dPderT
OT HOBBIX HaJIOTOBBIX MEp HE 3HAYMTEIbHBbIA. MUHDHH KOHCTATHPOBAIL,
YTO JIOTMOJHUTENIbHbIE JO0XOMbl OI0JKeTa OT BBEJCHUS HOBOW CTaBKH
HA®DJI coctaBuwmm 60 mapn py6. B 2021 r., a B 2022 1. npeanonaraeTcs,
4TO OHM cocTaBAT 64 mupx pyo., B 2023 r. — 68,5 mupa pyo.

Usmenenne ctaBku ¢ 13% 10 15% KocHynMCh He 3HAUHUTEJIBHOM YacTu
HACeJIeHUs, [T OOJBIIMHCTBA HACEJICHNS CTPAHBI CTaBKa HAJIOra Ha JJOXO-
bl Qu3mueckux Jmi octajach mpexneil — 13%. Ilogoxomserii Hajor
OCTaeTCs OJHUM M3 caMbIX HI3KMX B EBpore.

Hamnorosass cucrema Poccuifckoit ®@enepaliil MOCTOSTHHO COBEPIIIEH-
CTBYETCS, & BMECTE C Hell COBEPIICHCTBYIOTCSI MEXaHM3MbI HCUHUCIICHHS U
B3WMAaHUI HAJOra Ha J0XOoabl (usmueckux iwl HecMmoTps Ha TO, 4TO
HAJIOT HAa JIOXOMABl (PM3MUECKHX JIMI] JaBHO CYHIECTBYET W MPETEpreBacT
0oJbIIIOE KOIMYECTBO WM3MEHEHHH MpoOJIeM JIOCTaTOYHO MHOIO, Kak M
JUCKYCCHI 10 YBEJIMYEHUIO M YMEHBILICHHIO CTaBOK 3TOr0 HAJIOra, folTo-
MYy HEOOXOJUMOCThL €ro peOopMHUpPOBaHUS Bceraa OyNeT BBIXOAWTH Ha
MePBBIA TUIAH, YTO MOXET 3P(EKTUBHO OTPa3UThCS HA BCEH cUCTeMe
HAJIOr000JIOKESHISL.

B cBere pa3roBopoB 00 0OBeIMHEHWH HAJIOTOBBIX cHcTeM Poccum u
Pecnybmku Benapych M co3jaHum €IMHOTO HAJIOrOBOrO KOZIEKCA 3THX
JIByX CTpaH NpOBeAEeM MOAPOOHbIH aHAIN3 U CPaBHEHHE TAHHOTO HAJIOra B
Poccun u Pecniybmike benapych.

B Pecny6iuke benapych MpuMeHSIOTCS pa3HbIe CTABKU TIOAOXOTHOTO
HaJIora, OJJHaKO OHH 3aBHUCSIT HE OT BEJIMYHMHBI JI0X0/1a, @ OT €ro UCTOYHHUKA
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u Ipyrux o0crosrenscTB. Kpome Toro, mo KakioMmy U3 BHIOB JOXOAOB
CTaBKH NIOJJOXO/IHOTO Hajora yctaHosieHsl B cT. 214 HK PB.

ITo nanHpIM calita MUHHCTEpCTBA IO HajloraM U coopam B PecnyOmke
Bbenapycs ¢ nauana 2021 r. 1elcTBYIOT CTaBKH MOJIOXOAHOTIO HAJIOTA:

— 16% mnogoX0AHOrO Halora HAYMCISIETCS] HAa JOXOABI OT OCHOBHOM
JeATeIbHOCTH MHAMBHIYAJIbHBIX TPEINPUHUMATENEH, aJIBOKATOB U HOTa-
puycos, ocHoBanue — cT. 214 HK PB;

— 16% B3uMaeTcs OT CyMM NPEBBILICHHS PACXOJI0B HAJ T1OXOAaMU —
ct. 214 HK PB;

— 16% matsaT Qu3mueckye Juia 1o 10XOAaM OT HEe3aKOHHOM IpeJi-
MPUHAMATENBLCKON nesTensHocTh — cT. 214 HK Ph;

— 13% — ocHOBHasi CTaBKa Ha Bce JTOXOABlI (PM3MUECKUX JIHII (B TOM
yyciie HaeMHbIX padoraukoB) — cT. 214 HK PB.

— yBENHMYEH pa3Mep To0XoaHOro Hasora ¢ 9% mo 13% mis moxomos,
TONTY4E€HHBIX (DM3JIMLIAMY 10 TPYAOBBIM AoroBopaM oT pesunenroB [1BT,
pe3uneHToB «Benmkoro KaMHs»;

— 6% B3UMAIOT C IMBHUICHIIOB, €CJIM B T€YEHUE 3-X JIET NMOAPs He ObI-
JI0 pacmpeaesieHus MPUOBLTH MEXy OT€4eCTBEHHBIMHU MOTy4aTeIIMH —
cT. 214 HK PB;

— 4% Ha3HA4YalOT HA CYMMBI BBIMTPBILIEH MOMTYyYEHHBIX OT FOPUINY e-
ckux Jit Pecnyoimku benapych (3akoHHO paboTaromime Ka3uHO, OyKM e-
KepCKHUe KOHTOpHI, JoTepen) — cT. 214 HK PhB;

— 0% maTaT no AMBUIAEHIAM, €CJIM MPHObUIL HE pacHpeielsiiach B
TeueHue S jget g0 sroro — cT. 214 HK PB;

— ¢ 1 10 2 6a30BBIX BEJMYHH BRIPOC cOOp 3@ OCYILECTBIICHHE peMec-
JIEHHOU NTEeSTEIbHOCTH.

B benapycu craBka 13% — B OTHOIICHHH 10XO0B, TIOMY4YCHHBIX (-
3MYECKUMH JIMIIAMHU OT PE3MIIEHTOB MapKa BBICOKHX TEXHOJIOTHH, a TaKkKe
VHIVBUIYaJIbHBIMU TPEINPUHUMATEISIMA — PE3WIEHTaMH TMapKa BbHICO-
KHX TEXHOJIOTHI.

CraBka 16% — B OTHOIICHUHM JOXOJ0B MHIMBHIYaIbHBIX MPEIPUH-
MareJseH, a TakkKe JI0XOI0B, HCUMCIICHHBIX HAJIOTOBBIM OPraHOM HCXOJS M3
CYMM TIPEBBIIICHHS] PACXOIOB HAJT IOXOAaMHU.

CraBka 6% — B OTHOILICHHH 10XO/10B B BUJIE AMBUACHIOB IPH YCIIOBUH,
€CJIM B TEUEHHE TPEX MPe/IIEeC TBYIOIMX KaJIeHIaPHbIX JIET I0CIIeI0BATETHHO
NpUOBLIH HE pacTpeaessiach MeKIy y4acTHIKaMHU (aKIMOHE paMH) Oenopyc-
CKOH opranmaimy — pesunenramu Pecnyoimku benapycs.
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CraBka 0% — B OTHOIICHMH JIOXOJOB B BHJIC JIUBHICHIOB TIPH YCJIO-
BUM, €CJIM B TE€UECHUE TATH NPEAIIECTBYIOIMX KaJeHIAPHBIX JIET TIOCIE10-
BaTEJbHO NMPHOBUIL HE paclpelielsulach MEXIy Y4aCTHHKaMU (aKIUOHE-

pamu) Oenopycckoil opraHmzalmu — pesuneHramu PecrnyOomuku bena-
pych.
CraBka 4% — B OTHOIICHMHM JIOXOJIOB B BHJE BBIMIPHINICH (BO3Bpa-

LICHHBIX HECBHITPABILMX CTABOK), NOJIyYEHHBIX OT OPraHM3aTOpPOB a3apT-
HBIX HID.

Pe3ymbTaT cpaBHEHMS MO0 OCHOBHOM CTaBKE MOKa3al, 4To B Poccuu u B
Pecny6mku benapycs cranmaprhas ctaBka — 13%. OHako KOIMUECTBO
npuMeHsieMbIX cTaBok B PecrnyOimke benapychk cymecTBeHHO Gosblie U
npu 3ToM HajioroBeie cTaBku H/IDJI nByx cTpaH pa3sHsiTCs, U, 3TO TIOMUMO
OCHOBHBIX OTJIMYMI B HAJIOTOBOM 3aKOHOATENHCTBE CTPaH, 4TO B Oyny-
IIEM CTAHET CIOKHOCTBIO ISl CO3/1aHKs OOLIeH HaJIoroBOM Oa3sl.

Ecmm obpaturbest x ombity B3uMmanmsi HIA®DJI B apyrux crpanax, To
MOXHO TaKXe HaOJIolaTh pa3inyHyl0 KapTHHY, CYLIECTBEHHO OTJIMYalO-
nIyrocs, kak ot Poccum, Tak u ot Pecny6mku benapychs.

Tak ecou B Poccun, xak u B benapycy, He camasi BBICOKasi IPOLICHTHAS
CTaBKa, T.€. CTpaHbl, IIe OHA JOCTHUraeT KOJIOCCAJbHBIX Pa3MepOB —
57,19% B HIBemym. Kak npaBmio, Takasi BBICOKasi CTaBKa B CTPaHaX C BbI-
COKHMM YPOBHEM >KW3HH, @ BBICOKHE HAJIOTH MO3BOJISIIOT MPABUTEIHCTBAM B
3THX CTpaHax MpeJOCTaBJIATh CBOMM IpaklaHaM JIydllHe oOlIeCTBEHHbIE
00BEKTHI U MHYPACTPYKTYPY U MOAIEPKUBATH YUCTOTY, KOTOpas SIBISIETCS
oTpakeHreM 3(PHEKTUBHOTO WCTIONB30BAHKS HAJIOTOB.

B HEKOTOpBIX cTpaHax TOMOXOMHBIM HAJOT IUATAT Bce (rBmIecKue
JMIA, KaK TpaXkIaHe CTpaHbl, TaK U HEPE3UIEHTHI 3TOW CTPaHbI, HO TIONY-
YaloIlKe 10X0/ B paMKax rocyaapctBa. OCOOEHHOCTBIO APYTUX CTPaH 5B-
JseTcsl TO, YTO MOOXO/HBIM Hajlor B3UMaeTcsl He TOJbKO Ha OOILerocy-
JIApCTBEHHOM YpPOBHE, HO U HA MECTHOM YPOBHE — YCTAHABIIMBAIOTCS OT-
YUCTICHHUST B OIO/KET NMPePEeKTYpP U MYHHIMITAJIUTETOB.

B adpukanckoii crpane Kor-m’VByape nelcTByeT Tak Ha3bIBaeMBIN
HIeYJSIPHBIA TIOAOXOJHBIM HAJIOT, KOTOPBIM 00JIaraeTcsi He BECh JOXOI
HAJIOrOIUIATEJbIINKA, & TOJbKO KaKOM-HHOYJIb KOHKPETHBI €ro BHI.
Hamnpumep, Hajor Ha OXOA OT NPEANPUHUMATEIbCKON NESITEJILHOCTH B
MPOMBILIEHHOCTH, B CEJIbCKOM XO3sMicTBE U TOproie — 35%; Hajor Ha
KoMMmepueckue noxoasl — 35%. Hanor Ha 3apa®oTHy0 I0I1aTy, NEHCUU U
JpyTHe BBIIUIATHI, KOTOpeIMU oOnaraercs 80% MomydeHHoH 3apaboTHOM
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WiaTel omwayuBaeTcs no craBke — 1,5%. Kpome Toro, B Kor-1‘UByape
uMeeTcss OOIMiA TIOAOXOAHBIA HAJOT, B3MMAEMBIH MO TMPOTrPEeCCHBHBIM
craBkaMm (MakcumaibHas — 60%), uM Taxke obnaraeTcs He BECh JOXO[
HAJIOrOIUIATEJIbIINKA, a €0 ONPEAEIICHHbIE COCTABIIIOLINE.

JIroboe cpaBHEHHE TONBKO AacT MOATBepkaeHue, 4To B Poccrm HIDJI
He BBICOKMH. OHAKO TPH 3TOM CJIeTyeT pa300paThCs, 3TO NPEUMYILIECTBO
WIA CYLIECTBYIOT CBOM MUHYCHI.

Bonpiumm mmocom Beicokoro HJIMJI To, uTo Goibliast €ro 4acTh HACT
Ha Pa3BUTHE OJHAX M3 CaAMBIX BaXKHBIX cep KU3HM OOIIeCTBA — COI-
aJIbHOM M cephl 3ApaBOOXpaHeHHs, oqHaKo HKas craBka HIADII cuibHO
He yaapseT 1o goxoaam rpaxaaH. [Ipusrom crnenyer He 3a0bIBaTh, 4TO B
MHpE €CTh Psil TOCYNAPCTB, B KOTOPBIX, B MPUHLIAIE, OTCYTCTBYET IOJ O-
XOIHBIN HAJIOT, T.€. TaKHe TOCYIapCcTBa, I/ie GU3HMUecKre JIMa He 00s3aHbI
HAYETO BBHIIUIAYMBATH CO CBOEH 3apabOTHOM IUIaThl B TOCYAAapCTBEHHBIN
610mxeT. CCOK TOCYAapCTB, II€ KUTEJIN HE TUIaTST MOAOXOHBIN HAJIO-
roBbIi iaTexx: Angoppa, baramckue octpoBa, baxpeis, bepmynsl, by-
pyanu, Kyseiir, Oman, Katap, Comamn, O6benuaeHHbie Apabckue OMu-
pathl, ¥YpyrBaii, Banyaty, Buprunckue octpoBa, OctpoBa Kaitman, Mo-
Hako, CaymoBckast ApaBusi. Bce 3TH cTpaHbI SIBISIFOTCS BeChbMa OOraThIMH
¥ SKOHOMHYECKH Pa3BUTHIMU. borbImast 4acTh M3 HUX OOraTa mpupoOIHBEIMH
pecypcaMi, B 4aCTHOCTH, He()ThIO ¥ TIPUPOIHBIM Ta3oM. biaarogaps mo0bi-
4e T0JIE€3HbIX UCKONAEMBIX U BECbMa Pa3BUTOI 3KOHOMUKE 3T CTPaHbI HE
HY’>KIA€TCs BO B3bICKaHUU IIOJIOXOAHOIO HAJIOra ¢ IpakIaH.

Huckyccum nonseprarorest He Toinbko ctaBku HIIDII, koTopeie uMeroT
CYILLIECTBEHHBIE Pa3MUMsl: OT BBICOKHX /10 HM3KUX CTaBOK WM OTCYTCTBHE
3TOr0 HaJora BOOOLIE, TAKKE NPUMEHSIEMbIE MIKAJbl HAJIOrOOOJIOKEHMS:
IWIOCKas IKaja W mporpeccusHas. Tak, B ['epmanrm, ®panmum, CILA,
Kurae u apyrux crpaHax HCHOJb3YIOT IPOIpECCUBHYIO HiKairy. I1pu npo-
IPECCHUBHOM IlIKasne OeJHble MHOTZIa BOBCE HE IUIATAT HAJOT WIM IUIaTST
O4YEeHb MaJio, 3 CyMMa MOJOXOIHOTO Hajora st 00raThIX MOXKET INPEBbI-
aTh NONOBUHY noxona. B Jlarsum, JIurse, I'py3mn u Apyrux npuMeHseT-
CA IUIOCKAas MIKaJia MOJOXOAHOTO HAaJiora, KOTopasi O3HauaeT OJMHAKOBBII
JITISL BCeX MPOLICHT OTYUCIICHHIA

O6cyxnenne yBemuuennsi HJI®DJI nnm BBeieHHME NPOTrpeCCUBHOM CTaB-
k1 Hanora B Poccum uiet mocTosHHO. 3a BBEJCHHE TPOrPECCHUBHON ITKA-
JbI MOIOXOAHOTO aKTHBHO BBICTYNAIOT MapTuu Poccuy, Hampumep, BBene-
HU€ TIPOrPECCUBHOM MIKAJbl HAJIOrOOOJIOKEHUSI — 3TO OJIHO W3 TJIABHBIX
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TpeboBannii maprmn «CrnpaBeqmBas Poccus». 3akoHonatenu npejasara-
10T: BBeCTH TIoHIKeHHYI0 cTaBKy HJIDJI 5% c goxomoB rpaxmaH, cocTa-
BHBIIMX 3a KaJieHnapHelii rox meree 100 TeiCc. pyd., ocTaBuTh cTaBKy 13%
¢ goxonoB ot 100 TeIic. py0d. 10 3 MJH pyO., BBECTH MOBBIIICHHYIO CTABKY
18% c nmoxomo or 3 mMiH py0. 1o 10 muH pyO. B roj, BBECTH CTaBKYy
HA®DJI ayst noxomos cebiiie 10 MiH py0. B roj

[MporpeccuBHas 1ikana Hanmoroobnoxennst HJIDJI cymectBoBana B
Poccuiickoit @enepampm o 2001 r. MunnMaiibHas cTaBKa Hajiora npu
sTroM cocTaBisia 12%, makcumansHass — 35%. Ilpu sToM 1o 1aHHBIM
Bcepoccuiickoro neHrpa m3ydenws obOmecTBeHHOro MueHus (BLIIOM),
rpaXkaaHe ¢ camMol BBICOKOM OIIIATOM Tpyaa, Monajaroiei o MoBbIIIe H-
HyIO0 TPOLEHTHYIO CTaBKYy, B OCHOBHOM SIBJISIJIUCH TONy4aTeNs MU Heo(pH-
LMAJIbHBIX JOXOJ0B, C KOTOPBIX HE YJEPKUBAJICS HAJIOT.

IMepexoa k mporpeccuBHOW IKane Hanoroodyoxenns HIADIT moxet
MPUBECTH K YKJIOHCHHIO OT YIUIATHI HAJOTOB M HE JOMOITYyYEHHIO B OroA-
KeTHyto cuctemy Poccuiickoil denepaliy cOOTBETCTBYIOIMX 00bEMOB
neHexHbIx cpeactB or HIADJI. B nactosimee Bpems B Poccum HaGmroaeT-
cs CTaOWIHLHOCTH COOMPAEMOCTH JIAHHOTO HAJIOTa, YTO SIBISIETCSI HEMAJIO-
BA)KHBIM apryMEeHTOM B TOJb3y COXPAaHEHUs JEHCTBYIOIIEN HIKAJIBI HAJIO-
roobnoxenuss HJDJI.

BrIBO: HAaJIOrOBBIE CHCTEMBI Pa3iIMUHBIX TOCYAAPCTB HE TIOXOXKH APYT
Ha npyra, ctaBku U B 1ieaom HJIDJI 3aBucur or MHOTMX (akTopoB, MO-
3TOMY CJIOKHO CKa3aTh, I[I€ HAJOT JIy4Ille, a TJ€ OH XYK€, BE3/€ OH CBOI,
TaK Kak SIBISICTCS COCTABHOW YacThIO BCEH (PMHAHCOBOW CHUCTEMBI TOCY-
JlapcTBa U B KaXKAOH CTpaHe YAOBJICTBOPSET CBOM NOTPEOHOCTH.

MokpuubiHa AHacTacusa CepreeBHa,
cTyaeHT Opnanyeckoro nHCTUTyTa Poccuitckoro yHUBepcuTeTa TpaHenopTa
(MWWNT)

MpaBoBoe perynupoBaHue uucposoro popmarta
B3ammogencTeua ®enepanbHON HANOroBon cnyxobI
W HanoronnatenbLWMKOB

AHHOmayus. B cTaTbe aHanuampylotcs nporpaMmbl deaepanbHo HanoroBom
cnyx0bl N0 B3aNMOAENCTBIK C HamnoronnaTenbLLyMkamn B LUndpoBoM opmate, B
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yacTHoc™ «Hanoronnatenbluk-tOl», ynpoLyeHHbI HanorosbIn pexum AYCH.
Kpome Toro paccmaTpmBatoTCcs KOHLENUMs No pasBUTUI SNEKTPOHHOTO JOKyME H-
TooBopoTa ¥ NpakTyeckas COCTaBNSAoLas NPUMEHEHUS ANEKTPOHHOM NOANMUCH
(OM3NYECKAMM 1 LOpUaNYECKAMI NLamn. B cTaTbe Ha OCHOBaHUM aHanmsa cae-
naH BbIBOA: UnpOoBMU3aLMS JOKYMEHTOB M 3HAUUTESbHbI POCT MX 060poTa OKa-
3blBaKT CTUMYNMPYOLLEE BO3AENCTBME HA (HOPMUPOBAHME HOBbLIX LMGPOBBIX
cepsucoB ans BuaHeca, a LudpoBble NPOLECCHI HENOCPEACTBEHHO BAMSIOT HA
BOBJIEYEHME HANOTONaTEeNbLUMKOB BO B3aMMOLENCTBYE C HAIOrOBbLIMM OpraHamm
B LUMpOBON Ccpese.

Kntoveeble croga: anekTpOHHas MOAMMCH; HaroronnatenbLUmK; LpOBOil
chopmar; nporpamMbi.

Anastasia S. Mokritsyna,
student of the Law Institute Russian University of Transport

Legal regulation of the digital format of interaction
between the Federal Tax Service and taxpayers

Abstract. The article analyzes the programs of the Federal Tax Senvice for in-
teraction with taxpayers in digital format, in particular «T axpayer-LE», the simpli-
fied tax regime of the AUSN. In addition, the concept for the development of ele c-
tronic documentmanagementand the practical componentof the use of electronic
signatures by individuals and legal entities are considered. Based on the analysis,
the article concludes thatthe digitalization of documents and a significant increase
in their turnover have a stimulating effect on the formation of new digital services
for business, and digital processes directly affect the involvement of taxpayers in
interaction with tax authorities in the digital environment.

Keywords: electronic signature; taxpayer; digital format; programs.

B coBpeMeHHBIX peanusix NPUOPUTETAMH JEATEIbHOCTH HAJIOTOBBIX
OpraHOB SIBJIAIOTCS MOBBILICHUE MPO3PAaYHOCTH U YPOBEHb 1OBEpUs 00I1Ie-
CTBa 3a CYET BHEIPECHMS MEXaHM3MOB aBTOMATHYECKOTrO COOJIOICHHS
HAaJIOrOBOI'0 3aKOHOJATeIbCTBA. B HACTOAIIMII MOMEHT MPUMEPOM TAKOrO
MEXaHu3Ma SBJSIETCS (DYHKLMOHMPOBAHUE MPWIOKEHMS JJI CaMO3aHAThIX
rpakiaH, KOTOpPOE MO3BOJIIO MAaKCUMAaJbHO YIPOCTHUThH YIUIATY HAJOrOB
I yKa3aHHOM kateropud jui. Kpome Toro BBejeHHME TaKOro Hajora
CIOCOOCTBOBAJIO BBHIBOAY M3 TE€HH T€X, KTO MOTy4all JOXOJ, HO HE TUIATHI
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HaJioroB. B Ommwkaiiiieii nepcrneKTUBe TaKoH ke ajropurM OyneT mpesio-
JKEH U MajioMy Om3Hecy. JlaHHbIe pelieHus TIOMOraroT 00eceynBaTh npo-
3pa4yHOCTh 3KOHOMMKH M YCWINTH KOHTPOJIb 32 CBOEBPEMEHHON YIUIATOW
HAJIOrOB.

B VYkasze Ilpesunenra PD ot 21.07.2020 Ne 474 «O HalMOHANBHBIX T1e-
msix pasBurus Poccuiickoit deneparpm Ha nepuoxa no 2030 roga» B Kaue-
CTBE HALMOHAJILHOHM IIeJM OmpejesieHa «mdpoBas TpanchopMamms», Ko-
Topast cTana (urarMmanom B paboTe HaJOroBbIX opraHoB. LludpoBbie mpo-
LeCChl, KOTOPBIE B HACTOSIILIEE BPEMsI MOXKHO HAOJII0JaTh B HAJIOTOBOM aJ-
MUHHUCTPUPOBAHMM BHOCSAT HOBBIE CIOCOOBI peay3alid B YyKe Cylle-
cTBytoume QyHkimu. IIpenocraBneHye MEKTPOHHBIX YCIYT BOLUIO B IO-
BcenHeBHbIe 00s13anHOocTH PHC Poccum. KymbTypa noctpoenust B3auMo-
nevictBus @PHC Poccum u HanoromiaTenblKa OTPa)XaeTcs B Pa3BUTHU
npouecca MpeocTaBICHU AIEKTPOHHBIX YCIIyr, KOTOpas MO3BOJIUIA CO-
KpaTUTh OYepe Iy B MHCIICKIMIX, U BPEeMsl, KaK MPaBIIo, yXoasiiee Ha 0y-
Ma)KHyl0 NEpPEICKy U CaMOCTOSTENbHbIH pacueT HaJoroBOM CTaBKU. B
naHebld miepuon Bpemenn B pabore ®HC Poccum dynkimonupyror 23
OHJIalH-CEpBHUCA, CIIOCOOCTBYIOIIMX TOMY, YTO HAJIOTOIUIATEJbIIMK CaM O-
CTOSITEIbHO MOXKET MPOUTH perucTpalyio ¢ nomolusto rocyciyr (ECHUA),
C WCHOJIb30BAHUEM MPOCTOTO U TIOHATHOTO aJrOpuTMa, KOTOPBIN BKIIOY a-
er peructpaimo: pammwmo uMmsi ordectBa (PHMO), HOMEp NMEHCHOHHOTO
CTpPaxOBaHWsI M HOMEpP HHAMBHMAYyaJbHOro Hasoromiatensumka (MHH).
[Tocne MpoxoXaeHUs JaHHOTO 3Tala MOJNb30BATEI0 OTKPHIBAETCS 1OCTYII
KO BCEM JIOCTYIHBIM Ha IOpTajie yCIyraM B COOTBETCTBHH C PACIIOPSIH-
TEJbHBIMU TOKyMeHTaMu. TakuM 00pa3zoM, s TIOHUMaHUS Tporecca mo-
Jlayy HAJIOTOBOW OTYETHOCTH YEPEe3 CUCTEMY HHTEPHET HEOOXOIUMO HANUTH
3aKOHO/IaTEJIbHOE 3aKPEIUIEHHE TAaKMX OCHOBOIOJArarolMX IOHATHH, Kak
ANIEKTPOHHBIN TOKYMEHT U €T0 MPaBOBOM PEKUM.

ITox »7€KTPOHHBIM JOKYMEHTOM TOHMMAEeTCs JIOKyMEHTHpOBaHHAs
uHpopMaIws, MpejcTaBlICHHAs B JJICKTPOHHOU (popMe, TO €CTh B BUIE,
MPUTOJTHOM ISl BOCTIPHSITHSL YEJIOBEKOM C HCHIOJIb30BAHUEM 3JIEKTPOHHBIX
BBIYUCJIMTEIIHHBIX MAIMH, a TaKkKe Ui TepeJadyd 1o MH(POPMAaIMOHHO-
TEJIEKOMMYHUKAILIMOHHBIM CETSIM WM 00pabOTKU B MH()OPMAIMOHHBIX CH-
creMax. Mcxons U3 3T0ro, MOXHO cJeaTh BbIBOJ, YTO JIEKTPOHHBIN 10~
KyMEHT — 3TO JFO0O0M JOKYMEHT, KOTOPBIN MPEICTaBICH B AIICKTPOHHOM
BUIE, B TOM YHCIIE 3TO MOXET OBITh CKaH-0Opa3 IOKyMeHTa, (ailn,
HaOpaHHBI B TEKCTOBOM peJakrope, u T.I. HOpummdeckas 3HAUMMOCTH
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SIIEKTPOHHOTO JOKYMEHTA 3aKpeIruisieTCs HOPMAaTHBHO-TIPAaBOBBIMH aKTa-
mu: I'paxxnanckuii konexkce Poccuiickoit denepammy, Hanoroselil koneke
Poccwuiickoit @enepammm, Oenepansupie 3akoHbl 0T 02.05.2006 Ne 59-03
«O mopsimke paccMmorpenus obOparmieHuid Poccuiickoit denmepaimmn, OT
27.07.2006 Ne 152-@3 «O mepcoHalbHBIX JaHHBIX», 0T 06.04.2011 No 63-
@3 «O06 snekTpoHHON TIoATMCH», 0T 27.07.2006 Ne 149-D3 «O6 wHbOp-
Malwy, MHQOPMAIMOHHBIX TEXHOJOTHSX W O 3alluTe HHPOPMAIMI, OT
06.12.2011 Ne 402-®3 «O OyXraiaTepcKoM ydeTey.

B kauecTBe 0ZHOTO M3 MPUMEPOB Pa3BUTHS MPABOBOTO PErYJIMPOBAHUS
mdpoBoro (opmara B3ammoneiicTeus ®HC Poccmm m Hajoromiateb-
IMKOB PacCMOTPUM BO3MOXKHOCTH cIadu HajoroBblx Aekmapampii. GHC
Poccvm mpennaraer mnoms3oBatenaMm «Hanorommatensumk-FOJI». 3To
OecraTHOE TpOrpaMMHOE oOOecrieyeHre, MO3BOIIomEee CHOPMHUPOBATH
HaJIOroByro JAekiapaimo. DyHKIMAMH JAaHHOM INPOrpaMMBbl SBIISIIOTCS:
aBTOMATHYECKHI pacueT ToKas3aTesei B COOTBETCTBUM C MOPSIAKOM IO 3a-
TIOJTHEHUIO; KOHTPOJIb TOKa3aTesield B COOTBETCTBUM C TIOPSIIKOM IO 3a-
TIONTHEHMIO U (OPMATOM TIPEJICTABIICHUS B DJIEKTPOHHOU (opme; dhopM u-
poBanue (haitna B ¢opMmaTe Tiepeaadu JIAHHBIX B 3JIEKTPOHHON (opMme; Be-
JICHWE pPEeecTpa BBITPY)KEHHBIX (pailiioB; aBTOMAaTH3MpOBaHHOE (hopMUpO-
BaHHE JIOKYMEHTOB IyT€M 3arpy3Kd JTaHHBIX W3 (PaiJIoB YCTaHOBJIECHHOTO
(dopmara; BelleHre CTIMCKa HAJIOTOIUIATENBIINKOB U NX O0bEKTOB; BEJICHHE
CIMCKa COTPYIHHMKOB M KOHTPAreHTOB; BEJICHHE apXHBa ONMCAaHWHA (opM
OTYETHOCTH; (opMHpoBaHME (aiila TPaHCIOPTHOIO KOHTEHHepa It
JanbHeren nepenaun yepes3 unrepnet-caitr ®HC Poccum Hanorosoit u
OyXraJaTepcKOil OTYETHOCTH, CTPaBOK O AOXOAaX (pM3MYECKUX JIMI U IpYy-
TUX JTOKYMEHTOB; COXpaHEHHE M BOCCTaHOBiIeHHe napopmaimu. [Ipu stom
nanHoe mporpaMMHoe obecriedenrne @HC Poccrm BEITIONMHAET MHOXKECTBO
byHKIMH, GopMupys Qaibl s nepedadd JaHHBIX O Halorax, cOopax,
CTPaxOBbIX B3HOCAX, MEHsAX, mTpadax, NPOLUEHTax Il NMEepeuuclCHUs B
OrokeTHYIO crcTeMy Poccuiickoii deepaimy e IMHOrO HAJIOrOBOTO Tuia-
TeXKa OpraHM3allH, WHIVBUIYAJIHHOTO TPEANPHHAMATENS B AJICKTPOHHON
¢dopme B coorBeTcTBUHM ¢ TiprkazoM OHC Poccmm ot 25.02.2022 Ne EJI-7-
10/162@ «O06 yrBepxkaeHnn J{OpoKHON KapThl MO COKPAIEHUIO OyMajk-
HOTO JIOKyMeHToo0opoTa B DeepalibHON HAJOroBo ciyxoe g0 2025 ro-
Jay.

Opnaxo pabora Mo yTydHICHHIO B3aUMOICHCTBHS C HAJIOTOIUIATEIIbIIH-
kamu co ctoporsl ®HC Poccrm npogomkaercs. Clie IyrOImM 3TarioM Ta-
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KOr'0 B3aWMOJIEHUCTBHS BBICTYNAET HKCIIEPHMEHTAJIbHbIM BBOJ HAJIOIOBOTO
pexXuMa I FOPUIMYECKUX JIML U MHAUBUIYaJIbHBIX MpeINpUHAMATENIEH C
1 wronst 2022 r., KoTOpbIi npoaymThest 10 31 nexkalOpst 2027 r. B Mockae,
MockoBckoit obmacth, Kamyxckoit obnactu u Pecnyommku TatapcTtan.
Jansblil pesxum OyneT npeacTaBisATh COOOM aBTOMAaTH3UPOBAHHYIO YIIPO-
HIeHHYI0 cucTeMy Hasoroobsoxennsi (AYCH) s ropuaudeckux i u
VHIVBUIYaJIbHBIX TPEAPHHAMATEICH YUCICHHOCTHIO JI0 TSTH YesoBeK. B
paMKax MWIOTHOIO MPOEKTa MpeasiaraeTcsl 1Ba BapuaHTa CTABKH: J1OXObI
8%, ;mbo noxoasi-pacxonsl 20%. IlpeanpuHnmaTen cMOryT BBIOUPATH
W3 JIByX BapuaHToB cOOpOB: OT JIOXOAOB JIMOO OT JI0XOJ0B MHUHYC pacXo-
JTBL.

OHC Poccum npeanpuHUMarOTCA TMOMBITKA K CO3/IaHUIO WeabHON
cpelbl JUIl CaMOCTOSITENIbHOM YIUIAThl HAJOroB rpaxkaanamu. Vcxonst us
pe3yJIbTaTOB HMCCJIEOBAaHUN, MPOCTOTa IM(ppoBoro (opmara B3auMoze it
CTBHS BIIMSIET HA CTPEMJICHHE JIIOAECH CaMOCTOSATENIHHO BBIIUIAYMBATH OC-
HOBHBIE HaJoTH. B pesynbTaTe dopmupyeTcst cuctema JoBepHs TpakaaH,
HKOHOMMUTCS BpeMs 32 CUET aBTOMATH3AIMU PAaCYETOB HAJIOIOB.

Kypc Ha cepBuCHble (yHKIMM YK€ TOKa3bIBA€T CBOU PE3yJbTaThl,
BJIWSIA HA Ka4€CTBO YIUIATHI HAJIOTOB HAJIOTOIUIATEIBINMKAMHU COOCTBEHHO-
pydHo. OIBIT HAJOrOBOM CITy>KOBI OATBEPXKAAET, YTO C MOMOIIBIO YCIyT
MOXET 00ecreynBaTh ymiaTy OONbIIero KOMMYecTBa HAJIOrOB, PU STOM
BO MHOI'OM COKpallas W3Iep’KKU. B 1aHHOM cilydae moj u3epskkaMu ciie-
JyeT MOHMMAaTh B IIEJIOM M3/IEP)KKU HE TOJIBKO JIEHEXKHbIC U BPEMEHHbIE,
HO u maepxku B3ammoneiicTeuss ®HC Poccuu ¢ miaTesb koM.

Kpome Toro mepexoa Ha 0e30yMa’kHbIe TEXHOJIOIMH OKa3ajl SKOHOM U-
yeckuid 2(QeKT, MyTeM CHWKEHHSI 3aTpaT Ha MOYTOBBIC YCIYTH, COAepKa-
Hue OyMa’KHBIX apXMBOB, a MMEHHO SKOHOMUs Ha Oymare, apeHiy IoMe-
IIEHUI JIJI1 apXMBOB, COKpAILIEHHE TePCOHAA.

B 2020 r. mpu ydactum OmsHec-coobmecTBa 1 ®HC Poccmn Obim
NPOAHAJIM3UPOBAHBI MPOOJIEMBI, CYILECTBYIOIINE B MPAKTHKE JIEKTPOHHO-
ro JOKyMeHTooOopora. ToroM 1aHHOTO MEpONpUATHI cTajia pa3paboTka
JIBYX BaXXHBIX JOKYMEHTOB: KOHIENmM 1o pa3BUTHIO BJIEKTPOHHOTO J10-
KyMEHT0000pOTa B XO3AWCTBEHHOW JAesTeNbHOCTH IpeanpusaTus u [lnan
MEpPOTNPHATHI 10 €€ peau3aly.

KoHuermmst mo pa3BUTHIO 3IEKTPOHHOTO JOKYMEHTO0000pOTa B XO3sIi-
CTBEHHOM JESITEIbHOCTHU MPEANPUATHS HANpaBjiIeHA HA TIOBBILICHUE Kade-
cTBa W 3(hPEKTHUBHOCTH JOKYMEHTOOOOpPOTa, B YaCTHOCTH HA OCHOBE BHI-
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COKOTEXHOJIOTMMHBIX PEIICHUH, YNpOIICHWs, OOJIeTYeHuss M CO3JaHHsd
KOM (POPTHBIX YCJIOBHH IJII SNEKTPOHHOTO B3aMMOJAEHCTBHS MEXKIY TOCY-
JApPCTBEHHBIMU OpraHaMH BJACTH M XO3SHCTBYIOUIMMH CYOBEKTaMH, Ha
TIOBBIIICHUH J0BEPHs K IM(MPOBBIM TEXHOJOTHSAM U 33 CUET ONTHMHU3AIMU
HOPMAaTHBHOT'O NPABOBOT'O PETYIMPOBAHMS.

B kxadecTBe NMpUHATHIX MEp MO BHEAPEHHUIO JIEKTPOHHOTO TOKYMEHT O-
obopora pa3paboraH cepBuc « THIOBOM clieHAPHIA TIepexo/ia Ha AIeKTPOH-
HBIM JTOKyMEHTO00O0poT». B mepByro odepenp NaHHBINA CEpBUC I TEX
CyOBEKTOB, KOTOPBIE XOTAT MEPEHTH Ha NEKTPOHHBIA JJOKyMEHT000O0pOT,
HO HE 3HAIOT, KaK 3TO CJejaTh, B YACTHOCTH STO KacaeTcsl HeOOMbIINX
npeanpusATuid. CucTemMa 11aroB, Ha KOTOPOH MOCTPOEH CEPBHUC, MO3BOJISIET
O3HAKOMUTBCSL C JJOKyMEHTAaMH, KOTOpbIE HYXXHO M3Y4YUTh I Tepexoia
Ha JJICKTPOHHBINA JTOKYMEHTO00OPOT, a TaKKe O3HAKOMHTCS C CYIIECTBY-
IOLUIMMH HAa PHIHKE PEILCHUAMH U MEPONPUATHSIMH, KOTOpPBIE HYXHO Opra-
HM30BATh BHYTPHU NPEITPHUATHS.

OTpacib pPOBOro B3anuMOJEHCTBHUS HAXOAUTCS B CTaAHH (OPMHUPO-
BaHUA, IOITOMY CTOMT OTMETHTH IPOOJIEMY, BO3HUKAIOIIYIO TPH pean3a-
MM MHQOPMAIWMOHHBIX TEXHOJIOTMH — CJIOKHOCTH C  3JIEKTPOHHO-
IM(POBBIMU TIOATHMCSIMHU  HAJIOTOIUIATENBIIMKOB. B Xo1e m3ydeHus Io-
CTaBJICHHOTO BOMpOCa ObUTM NPOAHAIM3UPOBAHBI TEOPETHUIECKHUE U TpakK-
THYECKHUE aCTIeKThI IPIMEHEHHS DIIEKTPOHHON TOIHCH.

B ®enepanbhom 3akoHe «O0 3NMEKTPOHHOM MOATMCH» 3aKOHOAATENIEM
Pa3bICHEHO, YTO MOHMMAETCs TOA MEKTPOHHOM noamvchio. Mupopmarws
B JIEKTPOHHOW (popMe, MPHCOSIUHEHHAS K JIpyrod WHPOpMAIH B JJIEK-
TPOHHOH (hopMe, UCTIONB3yeMasi B IEJISIX ONpeIeICHHs JIUIA, TIOATICHIBA-
forero uHpopMammro. [ ee cozmanus GopMHpYeTCs K04, COYeTaro-
i B cebe yHMKaJIbHYIO TMOCIIe0BATEIHbHOCTh CUMBOIOB. [1o topunnie-
CKOH CuWie 3JeKTpPOHHAs MOANMCh pPaBHA TPAJMLMOHHOM, MNMHCHMEHHOH,
TIOJIINCH, YOCTOBEPSIOLIEH JIMIO, €€ COBEpLIMBLIEE.

Ha nanHoM sTane Takas mporeaypa Obula JOCTYIHA (PUBHHECKUM JTH-
maM. OnHaKo OONBIIMHCTBY TMPEANPHATHH, WHIMBUIYAIHHBIM TIpeanpH-
HUMATEeJSIM ISl TIPEJIOCTABJICHUS CBEICHHI B JIEKTPOHHOU (opMe, CBS-
3aHHBIX C OCYIIECTBISIEMOW UMM TIPEINPHHAMATENHCKON WK MpodecCro-
HaJIbHOW JEsTEeNIbHOCTBIO, TpeOyeTcs KBaIU(HUIMPOBAHHAS AJIEKTPOHHAS
HOJIIUCH, KOTOpasi He0OX0ouMa ISl HATIPABJICHHSI HAJIOTOBOM OTYETHOCTH
Yyepe3 CUCTEMY MHTEPHET, NPEIOCTaBICHH TOCY1apCTBEHHBIX U MYHHULIU-
MaJIbHBIX YCIYT B JEKTPOHHOM BHIIE€ U 00ECTICUEHHS] MEXBEIOMCTBEHHO-
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IO AJIEKTPOHHOTO B3auMozeHcTBUs. OCyILECTBICHUE TAKOro MOpsKa He-
BO3MO)KHO 0€3 3aKOHOJATEIbHOTO 3aKPEIUICHHS TAKHWX OCHOBOIOJATalo-
UIMX TOHATHUH, KaK 3JIEKTPOHHAS TOAMHCH U €€ TIPABOBOM PEKHM.

Kpome toro nabupatomast xon um@poBH3alysi, TIOBIMSIA HA HEOOXO-
JUMOCTh M3MEHEHHH B 3aKOHE 00 2JIEKTPOHHON MOAMMCH, KOTOpast Obuia
00ycIioBJIeHa TIpoOJIEMaM1 HECOBEPILICHCTBA MEXAHM3MOB HCTIONIb30BaHMS
anexTponHoi noanucu. C 1 suBapst 2022 r. nva ®HC Poccuu Boznararorcs
(GYHKIMH TI0 BBINYCKY KBAJIM(UIMPOBAHHON SJIEKTPOHHOW TMOAIMCU FOPH-
JrdecKuxX v (JIM, MMEIOIMX MPaBO JEHCTBOBATH OT MMEHH FOPHUINY e-
CKOrO JIMIa), MHIMBUIYaJbHbIX MpEeANpPHHUMATEIEeH U HOTapHyCcOB B CO-
OTBETCTBMM C 3aKOHOAATENIHCTBOM 00 3JI€KTpOoHHOM nojmicu. FOpuamue-
CKHMMU JIMIIAMU B COOTBETCTBHH C 3aKOHOIATEJLCTBOM NPUMEHSETCS KBa-
mayIMpoBaHHas SJIEKTPOHHASI TOJAIMCH, OCOOCHHOCTBIO KOTOPOW SIBIIS-
eTCsl IPUMEHEHHE METOIOB KpHITorpadruecKon 3aimuThl. B ¢BsI3u ¢ TeM,
YTO aKKPEAWTOBAHHBIM B HACTOSAIIEE BPEMS YAOCTOBEPSIONIMM LICHTPaAM
HEOoOXOMMO TPOWTH TPOLIEAYPY NEepeaKkKpeAUTaI|y, TIPU 3TOM CPOK e -
CTBUS BBINYIIEHHBIX UMHU KBaJIU(UIMPOBAHHBIX CEPTUPUKATOB IEKTPOH-
HOM mofrmmcu uMeeT orpanmaurensHeie cpoku, ®HC Poccum coBmecTHO ¢
YIOCTOBEPSIONMMH [IEHTPAaMU MPUCTYIIII 00ECTIeYMBATh BBIIMYCK KBaJIH-
(UIMPOBAHHON SIIEKTPOHHON TOATICH Ul FOPHIMYECKUX JIUI, WHIVBH-
JIyalbHBIX MPEeANpPUHAMATENEH W HOTapHYCOB B IIEJIAX oOecredeHus nepe-
X0Jla OT IUVIATHOM YCIIyTH IO BBIITyCKY 3JIEKTPOHHOW MoArMcH K 0e3BO3-
ME3HOI roCyJapCTBEHHON YCIIYTe M0 BBIITYCKY 3JIEKTPOHHOM MOIIHCH.

B pesynbrare mpoBeAeHHOrO aHaMM3a OBUIM M3y4YCHBI, UCCIIEIOBAHBI U
BBISIBJICHBI TPOOJIEMBI peali3allid WCTIONb30BaHMS 3JIEKTPOHHOM TOJITH-
CH, paCCMOTPEHBI 00JIACTH TPUMEHEHHS AJICKTPOHHOTO JTOKYMEHTa, OTM e-
YeHbI TOJIOKUTENIbHbIE CcTOpoHbI pedopmupoBannss GHC. Takxe OblIo
PACKpHITO 3HaU€HHE IM(POBBIX MPOLECCOB JIJI BOBJIECUEHMS] HAJIOroIUIa-
TENBIIIMKOB BO B3aWMOJICHCTBHE C HAJOTOBHIMH OpraHaMu B IM(DPOBON
cpene. Kpome Toro npoanammupoBaHbl ocHoBHbIE nporpamMmmMbl @HC Poc-
CHH TIO B3aUMOJICHCTBHIO C HAJIOTOIUIATEbIINKAaMU B IM(POBOM dopmare.

BriBoz: 00beM HHpOpPMAIH YBETHMIUBACTCS PETYIISIPHO, BO3MOKHOCTH
HaJIOTOBOM CIIyOBbI MO 00paboTKe W XpaHEHWIO HHPOpMAIMU TPeOYIOT
MOCTOSIHHOTO Pa3BUTHS M COBEPLICHCTBOBAHMS 11 KOMQOPTHOrO B3au-
MozencTBus Mexny HajorommatensimkaMu 1 GHC Poccrm, a psij BbIsSB-
JICHHBIX TIPOOJIeM, HEOOXOAMMO PEINTh B OJIDKailie HECKOIBKO JIeT.
Kpome Toro ormeuaetcs nozuruBHOe HampaBienue nomurukd PHC Poc-

312



cvi B o0nacTt IU(pPOBOrO B3aUMOACHCTBHS C HAJIOTOIUIATEINbIIMKAMHY,
psin mporpamm PHC Poccum: «Hanoromrarensmmk-FOJI», yrporieHHbIH
HaJoroBbIi pexkum AYCH, KOHIEMS TIO Pa3BUTHIO DJIEKTPOHHOTO J0-
KyMEHT0000pOTa B XO3AWCTBEHHOM NESITEILHOCTH SIBISIETCS TIOATBEPXK €-
HUEM.

MywersiH KapuHe ApmeHOBHa,
cTyaeHT FOpnanyeckoro nHCTUTYTa POCCHMIACKOrO yHUBEPCUTETA TPAHCNOpTa
(MWWNT)

MpoGnembI 1 NyTH pewweHns Np1 Hanoroo610XxeHUm
caMo3aHATLIX rpaxaaH B Poccunckon Pepepauum

AHHOmayus. B gaHHON cTaTbe pacCMaTPUBAETCS HASIOTOBbLIA PEXUM — Harlor
Ha NpoecCcUoHanbHbIN JOX04 U BO3MOXHOCTb NOMYHEHNS (PU3NYECKUM TALOM
cTatyca camo3aHATOro. AHanM3MpyoTcsl 0COBEHHOCTU pexuma C YHETOM Cye-
CTBYHOLLMX AOCTOMHCTB W BbISBIIEHHbIX HELOCTaTKoB. Kpome Toro nccneayotes
npo6rembl, NO3BOMMBLLAE ONPEAENUTL NPOTUBOPEUMBLIN XapakTep HanoroBoro
pexuMa ans camo3aHsTbIX M NPEANoXuTb CNoCcoBbl MOTUBALIMI CaMO3aHATLIX STNL
CaMOCTOSATENbHO BCTABaTh Ha Y4ET B HANOTOBbIX OpraHax W yBeNnM4MBaTh Konmye-
CTBO A06POBOIIbHBIX NEHCUOHHBIX B3HOCOB.

Kntovesble croga: HanoroobnoxeHNe; HOBbIA HArOTOBbIN PEXUM; Hanor Ans
CaMO3aHATbIX; CaMO3aHATbIE; 3aKOHOAATENLCTBO.

Mushegyan A. Karine,
student of the Law Institute, Russian University of T ransport

Problems of taxation of self-employed citizens in Russia
and ways to solve them

Abstract. Thisarticle discusses a new tax regime — the tax on professional in-
come. The possibility of obtaining self-employed status by an individual is de-
scribed, its features, including existing advantages and disadvantages. T he prob-
lems, the contradictory nature of the tax regime for the self — employed and pos-
sible ways of motivating self-employed persons to register with the tax authorities
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on theirown, to increase the number of voluntary pension contributions to the Pen-
sion Fund of Russia are investigated.

Keywords: taxation; tax; self-employed; legislation; new tax regime; tax on the
self-employed.

B Poccuu camo3aHATEIC rpaXxaaHe€ COCTaBJIAIOT 10 YETBCPTU BCEX pa-

Oorarommx rpaxkgaH — okoino 16—17 mumH denoBek. I[lo HeKOTOpPBHIM
OIICHKaM, YMCJIO CaMO3AHATBHIX I'paKnaH gocturaer 25 miH, i1 9—10
MJH W3 HHUX CaMO3aHATOCTb — €JIMHCTBEHHBbIH MCTOYHUK Joxona. Ilpu

9TOM IO JAaHHBIM HAJIOTOBBIX OPraHOB, TOJBKO IOJIMMWUIMOHA YEJIOBEK
O(HIHAIIEHO 3aPETUCTPUPOBAHBI B KAUECTBE CAaMO3AHATHIX U ITIATST HAJIO-
T'H, YTO OTpa’kaeTcs Ha OI0KETe CTPAHbI, KOTOPBIN TEPSET HECKOIBKO Jie-
CSTKOB MWUIHAPIOB PyOJICH €KETOTHO.

BBITH HETUIaTENBIIMKOM HAIOTOB CIIOKHO, TAK KaK OTCYTCTBHE O(HIHaTh-
HOTO CTaTyca OABOJUT K OMpPEe/IEJICHHOMY PHCKY MPOBEPOK U MTPadoB MpH
NpUBJICYEHNN KJIMEHTOB Yepe3 CpeJICTBAa MaCcCOBOM MHPOPMALMK U peKIIaMy.
Taxoke BOSHUKAIOT CJIOYKHOCTH IO B3SITHIO KPEIUTA WM UIIOTEKH B OaHKE, T7Ie
TpeOyeTcs CrpaBKa O HAJIMYAH MOATBEPXKACHHBIX 10X00B. KpoMme Toro cy-
1IecTBOBaIa MPoOJIEMa C YIUIATON HAJIOra € TOXOA0B OT CaMO3aHsATOCTH, pe-
IIEHWEM KOTOpPOM OBLIO: MO0 3amonHATh Aeknapampro u mwaturs HJDII
13%, mu60 noy4yaTh CTaTyC MHAMBHAYAJIbHO NPEIPUHAMATEIS, YTO BBI3bI-
BAJIO OTpeIeJICHHbIC HeYJ00CTBA, @ KPOME TOr0 OBLIIO HEBBITOJTHO, IOITOMY
OOJBINMHCTBO CAMO3aHATHIX pabOTaN HeJIETaLHO.

C 1 anBaps 2019 1. B Poccun Havan (pyHKIMOHMPOBATH HOBBII HAJIOT O-
BBI pexuM — Hasor Ha mnpodeccroHadbhbiii qoxon (HITH). Beenenue
sroro Hajiora B 2019 1. criocoOCcTBOBAJO BEIBOAY M3 TE€HH TEX, KTO TONY-
qaJjl 10X0J, HO He IUIATWI Hajoros. Kpome TOro y HaJjororwiaTesbLIHKOB
3TOr0 HaJjiora MOSIBWIACh BO3MOXKHOCTH OTKPBHITO pa3MEIlaTh peKiIaMy,
pacumpsTh KIMEHTCKYIO 0a3y 3a CUEeT HOBBIX KJIMEHTOB M 3aKOHHO OTCTa-
WBaTh CBOM MpaBa B cyje. M3nauansro HIT/ npoBoawics B ropone dene-
pasbHOro 3HaueHusi MockBe, B MockoBckoi n Kamykckoit obnacTsx, a
Taxke B Pecrnyonuke TatapcTaH, 3aTeM B CBSI3H C I3MEHEHUSIMH B 3aKOH, C
1 mons 2020 r. Hasor Ha NpodecCcHoHANBHBIN J0XO0J 32 CYET CBOEH BOC-
TpeOOBAaHHOCTH M JCHCTBEHHOCTH PACTPOCTPAHWICS HA BCE PETHOHBI
CTpaHbl, KOJINYECTBO 3aPETUCTPUPOBAHHBIX JIML COCTABIIO OKOJO 1,7 MJIH
YEJIOBEK. DKCIICPUMEHT TPOMOJDKHUTCS 10 OKoHdanws 2028 T., TpH 3TOM
HaJIOroBasi CTaBKa OCTAHETCsI HEM3MEHHOM.
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HanoroBas craBka aJist caMO3aHATHIX 3aBUCHUT, OT KOT'O MOIY4€H JT0XO0/
— 4% ot ¢mnyeckux v U 6% OT MHIMBHIYaJbHBIX NPEINPUHAMAT e-
Je win ropuauyecknx mi. Hanor Ha mpodeccroHa bHBIN JTOXOA MOTYT
WIaTUTh: (QBUUECKHUE JIMIA, KOTOPhIE OKA3bIBAIOT YCIYTH WM MPOAAIOT
YTO-TO, CAEJIAHHOE CBOWMM pyKaMH, IPU 3TOM MEpenpoAaBaTh I'OTOBbIE
TOBapbl HEJb3sl W MHIMBUAYaJbHbIE MNpEJNPUHUMATENH, KOTOpPbIE 3aHU-
MaroTcs OM3HECOM, HO Y€ He Ha YNPOIICHHOM CHCTEME HaJIOroo0JoxKe-
HUSI, @ HA HOBOM pexuMme. Ecin oHM He OTKaXyTcsl OT CBOEIO MPEKHETO
HaJIOrOBOT'O PEXHMMa, CTaTh CaMO3aHATHIMU He cMoryT. KpoMe Toro y Hux
HET HAEMHBIX PaO0OTHUKOB C TPYIOBBIMHU JOTOBOPAMHU M OHH TIOJ]AJIH 3251 B~
JIeHWe Ha PETMCTPAlMIO KaK IUIAaTENbIIMKU HaJlora Ha mpogecCHOHATbHBIN
JI0XOJ] — B MHCTIEKIMIO TOI'O PETHOHA, TJie paboTaloT.

OnHako CTOMT MOAYEpPKHYTh, YTO HE BCE MOIYT IEPEUTH HAa HOBBIN
HAJIOTOBEIN peknM. Hamor Ha mpodeccroHabHBIN T0X0M HE MOTYT IUia-
TUTh (DMBUYECKHE JIMIA M WHIVBHAYaJIbHbIC MPEANPUHAMATENH, KOTOpPbIE
3aHUMAIOTCSl CIICAYIOIMMHU BUIAMU JEATEILHOCTH: TpoJiaska TOJaKIH3-
HBIX TOBApOB M T€X, KOTOpbIE HY)KHO 0053aTeJIbHO MapKUpOBaTh; repe-
npoJjaka TOBApPOB M MMYIIIECTBEHHbIX MPaB; 100bIYa U NPoaka MOJIe3HBIX
HCKOIMAaeMbIX; paboTa B MHTEpecax JPYrux JIMII [0 JOr0BOPaM MOpYYEHHS,
KOMWCCUH WIM areHTCKUM; AEeATENbHOCTh KypbepOB M BOOUTENEH, KOTO-
pbIe TP JOCTABKE MPUHAMAIOT AEHbIH Y TIOKyTaTe e M IOTOM TiepejatoT
UX TpoAaBLAM.

Hanor Ha mpodeccuoHabHbIi 10X0A MOIYT NPUMEHSTHh TOJNBKO T€, Y
KOro J10xof He Oombie 2,4 MiH py0. B roa. Oto npumepHo 200 Thic. pyd. B
MeECsII], HO CyMMa J0X0/ia B MECSLl He UIMEET 3HAaUeHUs1 — OTAEJIbHBIX Orpa-
HAYEHHI MIMEHHO TI0 €KeMeCsIYHOMY J0X0ny HeT. MOXKHO B sSIHBape TOJy-
qurb 20 ThIC., B eBpasie Huuero, a B Mapte — 400 Toic. B ToM ciyuae, ecrm
JIMMMUT TIPEBBIIIEH y (PM3UIECKOro JIMIIA BCE 1I0XO/IbI CBEPX JIMMUTA O0Jara-
torest HajtoroM HJI®DJI o craske 13%, MHnuBunyasibHbIe IpeaIpuHUMAaTe-
T JKe JTOJDKHBI OyyT TIepeiTH Ha 00O CTIeTPe KM WX MPUMEHSITH 00-
u1yto cucteMy. Ilepexos Ha crielpeskuM y HUX He MPOM30MIEeT aBToMaTHye-
CKH, HY’>KHO TIO[IaTh 3asBJICHME B HAJIOroBy10. Ha 310 ecTh 20 KaneHIapHbIX
JHel. B criepyromieM roiy MOXHO OYET OMSITh MEPEUTH HA CTICTIPEIKHM JIJIS
CaMO3aHATHIX, HO HEOOXOIUMO T0/1aBaTh 3asIBJICHUE BHOBb.

Jloxonbl OT (M3MUECKHX JIMI] ¥ IOPUINIECKUX JIMIl YYUTBIBAIOTCS OT-
nenpHO. Bee 310 oTpakaercs B MOOWIBHOM IprioxkeHnd «Moit Hajior» u
JMYHOM KaOuHeTe camo3ansaToro Ha caiire ®HC Poccum
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CyTh JAaHHOTO 3KCIIEPHUMEHTA, 3aKIII0YaeTCsl B «O0EICHIN» WX Jiera-
I3ald TeHEeBOM SKOHOMUKKM Poccrm. I'maBHOE, 9TO IO3BOJISET JAHHBIN
PEKUM, — 3TO 3aHUMATHCA NPEANPUHIMATENILCKONW A TEIbHOCThIO 6e3
obpaszoBanusi topuguyeckoro juna (Hampumep, OOO Wi OTKPHITHSI WH-
JMBUIYQJILHOTO TPEANPUHIMATENLCTBA), YTO YIPOIIAET HAJOTOBYIO OT-
YETHOCTh ¥ MPUMEHIEMYIO CTaBKy. KpoMe Toro skcrnepuMeHT romor 6e3
0COOBIX TPYJHOCTEH Jerajiu3oBaTh OW3HEC W MONPAOOTKH, OOJIETYHTH
nporecc ohOpMIICHIST M COKOHOMUTH Ha HAJIOTaX.

Bompocs! BoBiedeHns B cepy HAJIOrOO0JIOKEHHS CAMO3aHATHIX TPaXk-
JlaH aKTyaJibHel Ha Teppuropun P®. ['maBHo# npobiema nogoOHON 3aHs-
TOCTHU OCTaeTCs TO, 4TO OOINbINAs YACTh IPaXk/1aH, HOTESHIMAILHO OTHOC 5I-
IIUXCS K CAMO3aHATHIM, HE TUIATUT BOBCE HUKAKHX HAJIOTOB M COIMABHBIX
B3HOCOB CO CBOETO 3apaboTKa, YTO B CBOIO OUEpe.Ib BEJIET K TOTEpe 3HAY -
TEJIbHOW YaCTH JI0XOA0B OIOJPKETHON CUCTEMBI.

B HacTositee Bpemsi mpobiieMa HeyIUIaThl HAJIOTOB CaMO3aHATBHIMU aK-
TYaJIMBUPYETCS B CBSA3M C PACIIMPEHHEM CIIEKTPa BUIOB JIESITEILHOCTH,
00YyCIIOBJIEHHBIX pa3BUTHEM HWH(POPMAIMOHHBIX TEXHOJOTHH, B KOTOPOM
aKTHBHO 3aJICHCTBOBaHBI caMo3aHsAThie Tpaxkiaane. CyiecTBeHHOE Oecro-
KOHCTBO BBI3BIBAET aKTHMBHOE (hOPMHPOBAHME HOBOHM KaTErOpHH PadOTHH-
KOB — HE3aBHCHMBIX TPO(EeCCHOHANIOB, He BXOASIIMX B pabOTy OpraHu-
3alMi, OKA3bIBAIOIMX YCIYTH Pas3iIMdHbIM OpraHM3alksiM B PEKUMeE yia-
JIeHHOTO JocTyma — (pwiancepoB. OHAKO pellieHHe 3TOK MpoOJIEMBI Ha
JIaHHBIA TIEPUOJl BPEMEHH — 93TO MPHBIICYCHUWE K HAJIOTOBOH, aJMHHH-
CTPAaTUBHOW U YTOJIOBHOW OTBETCTBEHHOCTHU.

Ecmu 1o HanoroBo NOHAYT CBEACHUS O HEYIUIATE HAJOra, TO OHa MO-
JKET JIOHAYMCIIUTH MX 3a TPH rofia U B3bICKaTh neHn — 1/300 xiroueBoit
craBku banka Poccuu 3a Kax bl 6Hb POCPOUKH.

Hltpad 3a Heymiaty HajoroB coctasiger oT 20 no 40% or Heymia-
yeHHOM cymMMBl. Emie ects mrpad 3a He cnansble aexnapaiyi — 10 30%
OT CYMMBI HaJiora 3a Ka>kKIbli TOJl.

ITpoGiema HanmOrooOJIOKEHNSI CaMO3aHATHIX CBSI3aHA C YACTHBIM Xa-
PaKTEPOM TIPETOCTABICHUS Psifa YCIYT (PETEeTUTOPBI, YCIIyTH TI0 PEMOHTY
KBapTHP, Xy10’KHUKH, KOHIUTEPHI HA JOMY U JP.), KOTOPBIE MOTYT OKa3bl-
BaThCSl YACTHBIM TMyTeM, 0€3 OQUIMAIILHOTO JIOKYMEHTAJILHOTO oopMiie-
HUSI TPYIOBBIX OTHOIICHUH |, KaK CJIeJICTBHE, He 00JIaraThCsl HAJIOTaMHU.

Ho Ha cerogHsimHmii 1€Hb y CaM03aHATHIX TPaXKAaH HET TIOJIHOM yBEPEH-
HOCTH B TOM, YTO UX OM3HEC-Hes MPUHECET MOJIOKUTENbHbBIN pe3yabTaT,
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TIPHUBJICYET UHTEPEC TIOTCHIMATBHBIX KIIMEHTOB M TEM CAMbIM TIPUHECET TIPH-
ObUTh. B Takoif curyammm cripaBeAsMBO OyIeT BBECHHE TOTIONHHUTEIBHBIX
YCJIOBHIA, COTJIACHO KOTOPBIM CaMO3aHATBIM OYAET JaH TepHoi BPEMEHH,
YTOOBI aJIalTUPOBATHCH K PHIHKY. [1pOJOIKUTEIBHOCTh TAKOTO TIepHoaa
JIOJDKHA YCTaHABIIMBATHCSI HAJIOTOBBIMU OPraHaAMU M MOYKET BUJIOM3MEHITHCSI
B 3aBUCHMOCTH OT BHJIA JICSTEILHOCTH U CPEephl €€ pean3aliii, HO MEXaHBM
NPUMEHEHHS ¥ ()YHKIIMOHUPOBAHMSI JTOJDKEH OCTAThHCS 0€3 M3MCHEHHH.

Kak panee yxe oTMedanoch, B HOBOM HAJIOTOBOM DEXHME HEIb3s
HAHAMATh COTPYJHUKOB IO TPYIOBBIM JoroBopaM. CamMoO3aHITBIE MOTYT
paboraTh TOJBKO caMH Ha ceOs. Eciam HyXHBI NOMOIIHUKH, TPHICTCS
HAHUMATh JIOJIEH M0 TPa)kJIaHCKO-TIPABOBOMY JOTOBOPY MM PETHCTPUPO-
BaTh WHIWBUIYAIIbHOE TpPEANPUHUMATEIBCTBO, YTO 3HAYUTEIBHO YCIIOXK-
HAET TIpoliecC BeJeHWs] cOOCTBeHHOro Om3Heca. JlanHyro mpobiemy BO3-
MOXXHO OBIJIO M30€KaTh, €CJIH OBl TOCYAAPCTBO MO3BOJIIIIO HAHUMATh XOTS
OBl OJTHOTO COTPYJHHUKA TIO TPYIOBOMY JOroBopy. K mpumMepy, Bbl KOHIH-
Tep M HY’>KIaeTeCh B IOMOIIH, JJI1 TOTO YTOOBI YCTIeBATh OTAaBaTh 3aKa3bl
B CpoK. Bam He HyXeH IeJbIii IITaT COTPYAHUKOB, TOCTATOYHO OJTHOTO
TIOMOIIHKKA. B 3TOM ciydae BbI ObI MOTJIM MPHBJIEYL TAKOTO COTPY/IHUKA
TI0 TPYZAOBOMY JOTOBOPY.

Bayxroit mpobieMoii pekiMa caM03aHATOCTH SBISAETCS TOT (aKT, 4TO
TPYAOBOM CTaXX HE WIET B NEHCHIO. TO €CTh €CJIM HE IUIATUTh CTPAaXOBbIE
B3HOCHI, TPY/IOBOH CTa)K HE 3acUMTarOT. [[03TOMY KOIMTH HA TIEHCHIO TIPH-
JIeTCsl caMOCTOATeNbHO. Ecny He HabpaTh Hy)KHOE KOJMMYECTBO TIEHCHOH-
HBIX 0aJIOB, HA TICHCHIO MOXKHO OyneT Boiiity B 70 neT. T1pu 5TOM nieHcust
Oynet MuHMManbHON. B OymyiieM Oynet O0JbIoe KOIHIECTBO MOXKUIOTO
HEeTPYIOCTIOCOOHOTO HACEJICHHS, OCTaBIMECsS O3 TONHON (hHHAHCOBOM
NOJICP)KKK  rocyaapcTBa. Ho moueMy camMo3amsThie TOKa NPHHAMAIOT
UMEHHO Takoii BeIOop? [IpravHa, 1o HammeMy yOekaeHHI0, MeHTallbHas —
TIEHCHSl Y HAC acCOLMMPYETCSI CO CTapOCThIO U MOTEepel TPya0CcnocoOHO-
cru. Ecim moMensaTh BoCTpysiTHE W HAYaTh TOBOPUTH HE O TIEHCHH, a 0 OY-
JyIed (UHAHCOBOM CBOOOIE, Y JIFOICH TIOSBUTCS HHTEPEC.

Takum 00pazoM, MpoaHAMMBUPOBAB cofepkanne denepatbHOrO 3aK0-
Ha oT 27.11.2018 Ne 422-®3 «O mnpoBeJeHIN 3KCTIEPIMEHTa 0 YCTaHOB-
JICHUIO CTICIMAJILHOTO HajoroBoro pexknma ‘“‘Hamor Ha mpodeccuoHamnb-
HBIM JT0XOM’», MOXKHO CJENATh BBIBOJ, YTO HEOOXOIUMO COBEPIICHCTBO-
BaHHE HAJIOTOBOTO 3aKOHOAATENHCTBA, OCOOCHHO B TPOIEAYpPE B3MMAaHHA
HAJIOTOB C CaMO3aHSATHIX JIHIL,
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Peammaims Mep, OMMCaHHBIX B CTaThe, CKOPEE BCETO0, TIOCITYKUT MOT U-
BUPYIOUIUM (DaKTOPOM JIJIsI CAMO3AHATBIX CAMOCTOSTEILHO 3apETUCTPUPO-
BaThCsl B HAJIOTOBBIX OpraHax M CBOCBPEMEHHO YIUIATHTH HAJIOT, TaK K€
KaK M TIOBBICUTH CTATHUCTHKY MEPEUHCIICHHSI JOOPOBOJBHBIX CTPAXOBBIX
B3HOCOB B [lencuonnbiit oun PO.

OpnoB Muxaun BukropoBuy

AkTyanbHble Bonpocbl obecneyeHns kubepoesonacHoOCTH
CMCTEM OpraHu3aLuu BO3AYLIHOIO ABUXKEHUA

AnHomayus. CTaTbst NOCBSILLEHA aHan13y coBpeMeHHol npobnemsl obecne-
yeHus knbepbeaonacHOCTV B aBMALIMOHHON Cepe C Y4eTOM BO3pacTatoLLEero pas-
BUTUSI MHEPOPMALIMOHHBIX TEXHOMOMMI. ABTOPOM paccMaTpuBatoTCS CYLLECTBYHO-
LiMe pexkoMeHZauun MexayHapoaHOro YPOBHA N0 HEOOXOAMMOCTU BHeLpeHUs
KOMMIEKCHOTO NOAX0Aa K MCMOMb30BaHMI0 HOBENLWX pa3paboTok cpeacTs obec-
neyeHns knbepbesonacHOCTM B MH(PACTPYKTYPE UHGOPMALMOHHBIX W CBA3HbIX
TEXHOSIOMUI PaXgaHCKon aBuaLmm.

Kntouesbie crosa: nHghopmaLmoHHas 6e3onacHoCTb; knbepbeaonacHoCTs; C1-
CTEMbI OpraHuU3aLuy BO3MYLLHOMO ABWKEHNS; knbepyrpo3bl; knbepaTaku; cTpare-
s knbepbesonacHoCTH; CpeAcTBa 3aLuTbl MHGOPMALMK.

Orlov V. Mihail

Current issues of ensuring cybersecurity
of air traffic management systems

Abstract. The article is devoted to the analysis of the modern problem of ensur-
ing cybersecurity in the aviation sector, taking into account the increasing devel-
opmentofinformation technologies. The author examines the existing recommen-
dations of the international level on the need to introduce an integrated approach
to the use of the latest developments in cybersecurityin the infrastructure of infor-
mation and communication technologies of civil aviation.

Keywords: information security; cybersecurity; air traffic management systems;
cyber threats; cyber attacks; cybersecurity strategy; information security tools.

318



Beegenue

CocTaBHOI 4acThIO HAIMOHAJBHBIX MporpamMM olecriedenns Oe3ormac-
HOCTH TIOJIETOB M aBHUAIIMOHHOM 0€30MacHOCTH SIBIISIFOTCSI MEPOMPHUSATHS TI0
obecnedeHno KHoepoe30nacHOCTH CUCTEM HHGOPMALMOHHBIX M CBSI3HBIX
TEXHOJIOTHH TpakJaHCKOW aBuaimy [PykoBomcTBO Mo 6€30MacHOCTH CH-
CTEMBI OpraHM3alky Bo3AyIHoro npwkerus 2013 r.].

Mesxnynaponsasi opranmarms rpaxkaanckoil aBuammm (MKAQO) pexo-
MeHnyeT [PykoBomcTBO mo aBmammonHoW Oe3omacHoctu 2014 r.], BKIMO-
4aTh B TOCYJapCTBEHHBIE CHCTEMBbI KOHTPOJIS HaJl 00€ CTieYeHHEeM aBHAIIl-
OHHOM 0e30macHOCTH M 0€30MaCHOCTH MOJIETOB KHOEpOEe30MacHOCTh, Kak
4acTh KOMIUIEKCHOM CHCTEMBI yIpaBIeHsI (paKTOpaMU pHUCKa.

KubepbesonacHocTh — 3TO peanusalys Mep 3allUThl CUCTEM, CEeTel 1
NPOrpaMMHBIX NPWIOKEHHH OT CETEBBIX aTak.

B cranmaprax ¥ HOpMATHBHBIX JOKYMEHTaX 4acTO BCTPEUAIOTCS pa3-
JMYHBIE TEPMUHBI «MH(OpMaIoHHass 0e30MacHOCTb» U «kuOepbe3omnac-
HOCTB.

Oba TepMHHA SBISIFOTCSI CHHOHMMAaMU JIPYT JIpyra, HO Pa3HHIA MEXIY
HAMU ToHKas. KnbepOezonacHOCTh — 3TO 3aimra KHOeprnpoCcTPaHCTBA OT
HECaHKIMOHUPOBAHHOTO IU(PPOBOTO AocTyma. Takum oOpa3oM, BCe JIeJ0 B
3allUTe JTaHHBIX, KOTOPBIC HAXOIATCS B 3NEKTpoHHOU (opMme. Mupopma-
IMOHHAsE 0€30TNaCHOCTh — 3TO 3allIUTa MHPOPMAIMOHHBIX aKTUBOB OT He-
CAHKLIMOHUPOBAHHOI'O JIOCTYTIA.

VYrpo3sl kKnubepOe30MacHOCTH MCXOAST OT MOTEHLMAIbHBIX HAPYILMTe-
JIeli, KOTOPBIMHU MOT'YT SIBISITHCSI:

— XaKepbl (XaKepcKue rPyNIpoOBKH);

— KUOepIpeCTYIHUKH,

— KHOEPIIHOHBI.

PerysmpoBanue BonpocoB o0ecnedye Hus Kndepode30NnacHOCTH

Bompochr obecrnieuennsi knOepOe30MacHOCTH B Pa3IMIHBIX aBTOMATH-
3MPOBAHHBIX M HH(POPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX CHCTEMaXx pe-
TYJIMPYIOTCSl  YTIOTHOMOYEHHBIMU OpraHAMH  MEKIYHAPOIHOTO, PErHo-
HAJIGHOTO Y HAIMOHAJBHOTO YPOBHSI.

OO6mme Bompocsl obecriedeHnss KUOEpOe30NacCHOCTH MEXKTYHAPOHOTO
YPOBHSI PETYJIUPYIOTCS CIEIYIOUMMH OpraHM3alsIMU: MexKyHapoJHbIM
coro3oM 3rekTpocBs3u (MCD); MexayHapolHOW opraHM3alIei 1o cTaH-
naprmamn (MCO); MexxnyHapoaHOM 31EeKTPOTEXHUUIECKONW KOMUCCHEH
(M3K). VYka3aHHbIE OpraHbl, B Ipejieliax CBOSH KOMIICTEHIMH, pa3pada-
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THIBAIOT M M3JAI0T PEKOMEHAAIMH U MEKAYHApOAHbIE CTaHnaprhl. Mmu
CO3/IaeTCad M OpraHmzyercs padoTa HKCIEPTHBIX TPYMI MO Pa3ITMIHBIM
HATIPaBJICHUIM 00€CTICUCHUs KHOEpOe30MmacHOCTH.

Bompocsl obecrieuenns KuOepOe30NacHOCTH B TPaXKIAHCKOW aBHAIMN
HA TEPPUTOPMH T'OCYNAPCTB-YYaCTHHKOB COIVAIICHMS —PEryJMpYIOTCA:
MesxnyHapoiHOii opraHmsaimeit rpakaanckor aBuaimm (MKAO); Mex-
TOCYJapCTBEHHBIM aBHAIMOHHBIM KoMureToM (MAK). Yka3zaHHbIe OpraHbl
W3/IAI0T PYKOBOJCTBA (PEKOMEHIAIMHK) M KBaM(DUKAIMOHHBIC TPeOOBaH-
SIM.

B kauecTBe nmpumMepa, MOKHO TPUBECTH PyKOBONICTBO 10 0€30macHOCTH
crcTeMbl opraHmarmy Bo3aymHoro aswkeHus (DOC 9985) — UKAO, a
Taxke Kpanmpukaimonasie Tpeoosanmst KT-178 — MAK.

OO0beKThI 3AIMTHI B CHCTEMAX OPraHu3alui BO31YUIHOTO ABHKe -
HUS

B cooTBeTCTBMM ¢ peKOMEHIAIMSIMH O0BEKTaMU 3aIIUTHI OT KHOEPY-
IpoO3 B CHCTEMaX OpraHu3almy Bo3ayimHoro aBwkenus (OpBJl) sBisirorcst:

— uHpopMaIys/IaHHbIE;

— KkubepcucTeMbl MHQOPMAIIMOHHBIX TEXHOJIOTHI;

— KHOEPCHUCTEMBI CBA3HBIX TEXHOIOTHIA.

K vHbopMaImi/maHHpIM OTHOCSTCS OnepaTHBHAS MH(OpMAIWs H JIN4-
HbIC JaHHBIC COTPYIHHKOB, KOTOpBIE (POPMHPYIOTCS M 00pabaThIBAIOTCS B
cuctemax OpB/I.

ITon onmepaTuBHON MH(pOpMaImell NoHMMaeTcsl MHpOpMalWs, OTHOCS-
MAsCs K IpeO0CTABICHHUIO 00CTyKUBAHKS BO3AYIIIHOTO JBIDKCHUS.

B ee cocraB Takxke BXomauT uHGOpMAIHS 1O 00ECTICUCHHIO O0€30MaCHO-
ctH, KoTopoi opransl OpBJl oOMeHHBalOTCS C HAIMOHAJIBLHBIMH M PETHO-
HAJBHBIMM BEJIOMCTBAMH TI0 aBHMAIMOHHONH O€30MacHOCTH, OpraHaMH
HAaIMOHAJILHOM 0€30MacHOCTH M OOOpOHBI, MPAaBOOXPAHUTEIILHBIMU Opra-
Hamu. YacTh Takol vHbOpMaImK O 0€30MaCHOCTH MOXET HOCUTh KOH(U-
JICHIMAJIbHBINA XapaKTep.

Kubepcructempl MHPOPMAIMOHHBIX TEXHOJIOTHMH BKIIOYAIOT B CeOs
NpOrpaMMHBIC U allllapaTHBIE CPE/ICTBA.

[TporpaMMHBIE CpeICTBA OXBATHIBAIOT OINCPAIMOHHBIE CHCTEMBI, TIPH-
KJ1aJ{Hble€ NIPOrpaMMBbI U POrpaMMHBIE Cpe/IcTBa 00paOOTKHU JaHHBIX.

! Cornamenne 0 rpaxaHCKOM aBHAIMM M 00 MCIIONb30BAHMH BO3YIHOTO P OCTPaHCTBA
ConpyxecrBa HezaBucnumpbix I'ocy mapets 1991 r.
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AmmapaTHble cpe/icTBa BKIIOYAIOT B ce0st cepBepa, TepPMUHAJIbL, CHCTe-
MBI XpaHEHHS TaHHBIX U KaOeJbHbIE CEeTH.

KubepcructeMbpl CBSA3HBIX TEXHOJOTHA — 3TO TEJIEKOMMYHHKAIMOHBIC
YCTPOWCTBA M CETH, KOTOPHIE MOT'YT HOCHUTB JIOKAJIbHBIH, peTHOHAJIBHBIN 1
r100asbHbIi XapakTep U ObITh MPOBOIHBIMU U OE€CTIPOBOAHBIMU.

3anauamu obecnieueHus kuoepoezonacHocTy cricteM OpBJl siBisitoTest:

1) KoH(pHIEHIMAIPHOCTh — HWCKIIOUEHHE BO3MOXKHOCTH TIOJYYCHHUS
mH(popMaImy cyObeKTaMu, He MMEIOIIIMH Ha 3TO nojHoMourid. Hapyte-
HUE KOH(UICHIMATHPHOCTH MOXKET TPHBECTH K HECAHKIMOHUPOBAHHOMY
O3HAKOMJICHMIO U DPacKpbITHIO mHpopMaimu. [Ipn HeoOXommMocTH, KOH-
¢duneHmaIbHOCTh o0ecreynBaeTcs MyTeM IIMppoBaHKs MepelaBaeMbIX
WIM XpaHUMBIX JaHHBIX;

2) LEJOCTHOCTh — HWCKIIIOUCHHE BO3MOXKHOCTH HECAaHKIIMOHMPOBAHHO-
T'O MI3MEHEHMS WM YHHMTOKEHUS MH(pOpMaImy;

3) MOCTYMHOCTh — 00ECTCUCHHE HENPEPHIBHOCTH, HAJCKHOCTH H J10-
CTYIHOCTH JAaHHBIX, CBOCBPEMEHHOE M CAHKIMOHMPOBAHHOE IPEIOCTAB-
JIeHUE TONIb30BaTEAM pecypcoB. Hapylenne HOCTYMHOCTH MOXKET NpH-
BECTH K cO0sIM | OTKa3aM B pabore cuctem OpB/I.

Yrpo3bl kudepoe30nacHOCTH CUCTEM OPraHU3alMu BO31YUIHOTO
JABUKE HUSI

B nacrosiee BpeMs CyIIeCTBYIOT ClieIyIOIHe Yrpo3sl Kuoepoe3onac-
HocTu cuctem OpB/I:

— HAaHECEHHE YMBIIUICHHOIO Bpeja;

— BJIWSIHHE YeJIoBEYeCKoro (hakropa;

— OHmMOKM CTOPOHHMX KaMTAHWH, YIaCTBYIOIIMX B 00ECTICUCHHH pa-
6otbl cuctem OpB/l;

— CHCTEMHbIE ONIMOKH B (DYHKIMOHUPOBAHMI MPOrPaMMHBIX U ariia-
PaTHBIX CPE/ICTB, TEJIEKOMM YHHKALIIOHHOTO 000pY10BaHMS;

— SIBJICHUS TIPUPOJTHOTO XapaKTepa;

Jns mpoBenenmwst kuOeparak Ha cucteMbl OpBJl moTeHImanbHbIe
HAPYLIUTEIN UCTIONB3YIOTCS CIIETYIOLEe METO/IbI:

— BHEJIPEHUE BPEOHOCHOTO MPOrpaMMHOT0 00eCTIeUeHNs;

— B3JIOM Yepe3 yA3BUMOCTH Web-TIpHIoyKe HUM;

— orka3 cepucoB (DoS, DDoS-arakn);

— MpUMEHeHne O00T-ceTel;

— ¢ymmHT, (Qpox U Apyrue BUIBI XaKePCKHX aTak;

— WUCTIONIb30BaHUE BHPYCOB-BBIMOTATEIEH;
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B03MOXHBIMM HETaTHBHBIMU TIOCJIEJCTBMAMU KHOEpaTak JJisl aBHa-
KOMTIAHHI/a3pOTIOPTOB  SIBJIIOTCS:

— Kpa’ka MepcOHaJIbHBIX JAHHBIX NACCaKUPOB;

— nepeOou B pabOTE CITy’KO U CHCTEM;

— Kpaka JJaHHBIX IUIaTEKHBIX KapT;

— HapylleHue pabdoThl MACTIOPTHOTO KOHTPOJIS;

— penyTaLMOHHbIE PUCKY,

— YIpO3BI JKU3HA U O€30MACHOCTH ACCaKIPOB;

— cOou pu 00paboTKe Oaraxa;

— OTKa3 JIEMEHTOB KPUTHUECKOU HHPPACTPYKTYPHL;

— HapylIeHus rpaduka MoNeToB;

— B31oM TepmuHaiioB CCTV.

W3BecTHple citydan kuOepaTak Ha OOBEKThI Tpa’kIaHCKON aBHAIN:

— 2013 r. — Ha OJHOM M3 MEXIYHAPOJHBIX aBHAKOH(EPEHIMI OBLITO
TPOASMOHCTPUPOBAHO, KaK TpH TMomomy odopymoBanus 3a 2000 momn B
OTKPBITOM MPO/Iake MOXKHO CO3/1aBaTh JIOKHBIE METKH BO3AYIIHBIX CY/OB,
KOTOpbIe ciayk0bl YBJl OyayT BocnpHHUMATh Kak pealbHble. B 3TOM ke
TO/ly OZIMH M3 XaKepOB, CHISL B a3pOBOK3aJie, BOIIEI B CUCTEMY pa3Biiede-
HUSL TIACCAKUPOB Ha OOPTY JIETAIIETO CaMOJIeTa;

— 2013 1. — kubeparaka mprBesia K OCTAHOBKE CHCTEM MACIIOPTHOTO
KOHTpos B asporioprax CramOyna. B Tom ke rony — kubeparaka Ha 75
asporoptoB CIIIA;

— 2014 r. — ucue3HoBenue peiica MH370 Mana3uiickrux aBUaTMHUIML.
Opna m3 Bepcuii — CBSI3HOE 0OOpYZIOBAaHHE CaMoJeTa OBLIO OTKIIOYEHO
JUCTAHIMOHHO 3JI0YMBIIUICHHUKAMH, KOTOPBIE 3aT€M HATIPABIUI CAMOJIET
B MHnuiickuii OKeaH, JIMIIMB 3KUIIAXK KAKOH-TMOO BO3MOXKHOCTH BEPHYTH
ce0e ympaBiieHWE BO3JYIIHBIM CyJHOM. [TOCKOIIBKY TOMCKH 3aKOHYWINCH
0e3pe3yIbTaTHO, JaHHAs BEpCHsl He TMOATBEP/KAAETCS, HO U HE OTMETaeTCs
TIOJTHOCTBIO, HECMOTpSl Ha 3aBepeHwss BOEINg B HEBOSMOKHOCTH TaKUX
JnedcTBril. B TOM ke rogy Xakepsl IMPOBEIN CKOOPAWHUPOBAHHBIE ATAKU
Ha KOMIILIOTEPHBIE CUCTEMBI Ooriee ueM B 16 cTpaHax, BKIIOYask adporop-
Tol U aBuakommanmm [lakucrana, CaynoBckoit Apasun, FOxnoit Kopen n
CIIIA;

— 2015 r. — cpa3y HECKOJIbKO YPe3BbIYalHbIX MMPOUCIIIECTBUH.

FAA oOHapyxuBaeT pasziudaHbie (OPMBI BpEIOHOCHOTO TPOTrpaMMHOTO
obecriedeHus B TIEPCOHAIBHBIX YUETHBIX 3aIHUCAX AJIEKTPOHHON MOUTEHI.
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Kommanus United Airlines npruoctaHoBwIa Bce CBOM PEeHiChl Hajl TEPPH-
topueit CLLIA mnocnie Toro kak B KOMIbIOTEPHOM CUCTEME TOSBIWIHCH JIOXK-
HBIC TUTAHBI TIOJIETA.

[Monbckas aBuakommanmst LOT cTonkHysnachk ¢ KuOepaTakow, KOTOpas
npuBeia K cO0SM B Ha3eMHOM OOCITy’KMBaHMM BO3IYIIHBIX CyJ0B. ABHa-
KoMIanui Ryanair HaneceH (DMHAHCOBBIN yIEpO B pa3Mepe OKOJIO 3 MJIH
(GyHTOB B pe3yibTaTe KHOEpaTaK Ha e¢ OAHKOBCKHE cueTa.

B aBrycre 2016 r. u3-3a c60s B kommbroTepHoi cucteme Delta Airlines
B ATIaHTEe OTKIIOYWINCH CepBepa KOMIBIOTEPHOH CHCTEMBbl aBHAKOMIIA-
HUM. B pesynbrate COTHM THICSY JIIOACH MO BCEMY MHpPY CTOJIKHYJIUCH C
HeMPEeIBUICHHBIMHU CJIOKHOCTSIMH.

B nexabpe 2016 r. mosBWIMCh OQUIMANLHBIE CBEJCHHS O TOM, YTO
IpyIie KOMIBIOTEPHBIX CHEIHMAMCTOB, MpH TiomMolu OecrpoBogHoro Wi-
Fi noaximroueHus B cajioHe MACCaXKUPCKOTrO BO3/YIIHOTO CY/HA, YAaloCh
YCTaHOBHTH KOHTPOJIb HaJl camoieToM. DaKkTHIECKH, IKCTIepTaM yaalloch
00OWMTH BCTPOCHHYIO 3aIIUTY W 3aTOJy4YUTh TIONHBINA JOCTYI HAJl BO3IYIII-
HBIM CYJTHOM, M 3TOMY €CTh HEONPOBEP)KUMBIE JI0Ka3aTeJILCTBA.

British Airways Obuta omrpadoBana Ha 183 MIIH QyHTOB CTEPIMHIOB
3a yreuky naHHeix B 2018 r., Korga KuOepnpecTyNHUKH TIOXUTHIN OKOJIO
500 ThIC. IMYHBIX TAHHBIX TIACCAKUPOB, HCTIONB3Ys (PaJTbIIMBEIA BEOCAMT.

B tom ke 2018 r. aBuakommanmst Cathay Pacific w3 T'onkonra crana
’KEpPTBOM ycrenHol KuOepaTakH, KoTopasi IpuBeja K yTeuke NepcOHab-
HBIX JTaHHBIX 710 9,4 MJIH 4eJioBek!

MHorue KHOESpHHIICHTHI He MPENaloTCs TIIAaCHOCTH B LIETIAX COXpaHe-
HUSL peTyTali aBHAKOMITAHAKA M adpOTIOPTOB.

CornacHo MHMOPMAIMHK SKCTIEPTOB TI0 aBUAIMOHHOW KHOEpOE30mnacHo-
CTH:

— B 2021 1. xakeps! npeanpuarmanmm 6onee 1000 kuObepaTak B MecsIl
Ha 00'BEKTHI aBHAIMOHHOIO CEKTOpA;

— k koHiy 2021 r. aBHaKOMIaHUM MOTYT TIOTEPATH OT KHOepaTak 0o-
yiee 2 TPIH IO

HabnromaeTcs pocT WHIMACHTOB B 00JIacTH WH(OPMAIMOHHON Oe3-
OTACHOCTH, BKIIIOYAI0 KaK KHOepaTakd, TaK W HapylleHus B paboOTe WH-
(OpMAaIMIOHHBIX U CBSI3HBIX TEXHOJIOTHIL, KOTOPBIM IOABEPKEHA OTpacilb
IPaKIaHCKOM aBHAIMK 110 BCEMY MHPY B NOCJIETHHE TOMBI.

Oobecneyenne kno6ep0e30NACHOCTH CHCTEM OPraHU3alUM BO3AY LI
HOTO0 JBHKe HUS
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https://www.kaspersky.ru/blog/delta-airlines-failure/12743/

BonbIMHCTBO rocyaapcTB MUpa MPUHUMAIOT MEpBI AL o0ecreyeHus
3aIHTHI CBOUX aBTOMaTH3HPOBAHHBIX u nH(OPMaIMOHHO-
TEJICKOMM YHHUKAIIMOHHBIX CHCTEM OT KHOEpyrpo3.

B mepByro ouepenp 310 pa3paboTKa HAIMOHAJIBLHOM CTpATETUH KHOEP-
6e3onacHocTy — 38% cTpaH oIMyOJIMKOBaIM CTpaTEr 0 KnubepOe30nacHo-
cty, 12% rocymapcTB HaxomATcs B mpolecce ee pa3padboTku. Bmecte ¢
teM, 50% cTpaH 0 CUX MOp HE UMEIOT CTPAaTErnH KHOepOe30macHOTH, TO
€CTh — YETKOIO ITIaHa ICWCTBHI 10 3aIIUTe OT KHOEPYTrpo3, B TOM YHCIIE
B IPayKAAHCKON aBUALINL

Konnenryamsnoe Bumenne MKAQO rnobansHol knOepOe30macHOCTH
[Hexnapamyst o krnbepOe30nacHOCTH B pakaaHckoi aBuammn ([lyOaiickast
neknapaipst) 2017 1., CtpaTerus B 00J1aCTH aBHAIMOHHONW Krbepbe3omac-
Hoctu 2019 1., I[lnaH nedcTBHil MO oOeCTCUYCHHIO KHOEpOE30NacHOCTH
2020 r.] cocTOUT B TOM, YTO ABHUALMOHHBIN CEKTOP JODKEH OBITH YCTOM-
YUB K KHOepaTakaM, COXpaHsisi HaJIeKHOCTh H TII00aIbHOE JOBEpHE K cede,
TPOJIOJDKAsI TIPU 3TOM BHEIIPATH MHHOBAIMM M Pa3BUBATHCS.

[To MHEHMIO MEXAYHapOIHBIX OpraHM3alii, OCHOBHBIMHU SJIEMEHTAMU,
TIOBBIIIAIONMMYU YPOBEHb KHOEPOE30MacHOCTH, SIBIISIFOTCSI:

— ropuamdeckoe obecredeHne (pa3padoTka M peammamysi IpaBOBON
OCHOBBI o0ecrieueHnst KnoepOe30MmacHOCTH);

— TCEXHWMECKHH YPOBEHb (M3YUYEHHWE M TIPUMCHCHHM HOBEWIIIMX WH-
(hOpMaIMOHHBIX TEXHOJIOTHH JIJIsl 3AIIUTHI OT KHOEPYTpo3);

— OpraHM3aldOHHOE oOecredeHue (COo3AaHue CrelMaIM3UPOBaHHBIX
HoJIpa3esieHn, pa3paboTKa OpraHM3aIMOHHBIX JTOKYMEHTOB IO KuOep-
0e30MacHOCTH);

— Hapal¥BaHHE TIOTeHIMAna OOpbOBI ¢ KHUOSPHPEeCTYMHOCThIO (M3Y-
YyeHue kudepartak, pa3padoTka (GopM B METOO0B 3alUThl HHQOPMAIIWH);

— MEXIYHAPOJIHOE COTPYAHMIECTBO (0OOMEH MHpopMaImen 1o Kude-
paTakam, B3auMOJIeHCTBHE 110 MPeTyTPEKICHUIO KMOEPIPECTYITHOCTH).

Just 3amurel cucteM OpBJl pekoMeHI0BaHO HCTIONB30BaHUE CIIENYIO-
IUX CPEJICTB 3al|Thl HHpOpMATIK:

— TPOrpaMMHBIE CPEJICTBA Pa3TpaHAYEHUS JOCTYIIA;

— TporpaMMHbIC (TEXHHMUECKHE) CPEeICTBAa WMICHTU(DUKAIMU U ayTeH-
THPUKATIIK;

— MeXceTeBbIe dKpaHbl (MDJ);

— cpeacTBa oOHapyxeHusi KoMIboTepHbix aTak (COA);

— cpexnctBa anruBupycHoi 3anmrel (CAB3);
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— cpeacTBa kpunrorpaduaeckoi 3amursl uagopmaipn (CK3N).

B mocnexgnee BpeMsi B cOcTaBe aBTOMATH3MPOBAHHBIX CHCTEM IOSIBU-
JMCh KOMIUIEKCHI CPEICTB MOHUTOpHHra KuoepOeszomacHocT (LleHTps
CpeJCTB MOHUTOPHHTa KuOepoOe3onacHocTH (ro-anrmmiickn — SOC)).

Hns obecneuenns kubepbe3omacuoct cucteM OpBJl HeoOxommmo
OCYIIECTBUTH KOMIUIEKC CJICAYIOIIMX MEPOIPUSTHIA:

— BBIOOpP TEXHMYECKHX U MPOTPAaMMHBIX CPEICTB — MPUMEHEHUE TPO-
TPaMMHO-TEXHUIECKUX TUIAT(HOPM, OTBEUAIONIMX TpeOOBaHMAM KuOepOe3-
oracHoctH (tiporieccop, BIOS, OC, npwiokeHus U T.IL.);

— pa3paboTKa CHCTEM 3aIlMThl HA OCHOBE MOJEJM YTPO3 M MOJIEIN
HapyLITessl — ONpe/esIieHHe Yrpo3, Hapyluresel, KoTopble MOTyT pea-
JM30BaTh 3TH YIPO3bl, HA MX OCHOBE IPUMEHEHHE CPEJICTB 3allUTh
HEUTPAIM3YIONWX YTPO3BI;

— TONHAsI U TOYHAS peanBarys Mep oOecredeHns KuoepOe30mnacHo-
ctu — mipu BBojie cricteM OpB/l B AKCIUTyaTalmio BHITIONIHEHAE BCEX TPe-
0OOBaHMIA 10 3aIUTHI HHOOPMAIIUY;

— @)KeTHEBHOE BBITIOJIHCHHE KOMIUIEKca Mep obecrieueHus kudepoes-
OIMACHOCTH — Pa3paboTKa OpraHM3alMOHHBIX JJOKYMEHTOB, I0BEJICHUE UX
JI0 TIepcoHaja, paboTa aJMUHACTPATOPOB 0€30MacHOCTH HHDOPM TN

— MOHHUTOPHHT yTp0o3 KHOepOe30nacHOCTH M CBOEBPEMEHHOE Pearupo-
BaHWEC — W3YYCHHEC HOBBIX MH(OPMAIMOHHBIX TEXHOJIOIHiA, BHISBICHHEC W
V3y4EHHE HOBBIX yIpo3.

B wactu cpencts BeiunciurenbHoi Texauky (CBT) u mporpaMmmHOro
obecrieuenms (I1O) cuctem OpBJ] nenecooOpa3HO NpoBENCHHE CIIEYO-
X MEPONPHATHH:

— nouck yszsumocteit B CBT u I10;

— KOHTPOJIb BBITIOJIHCHUSI MEp 3aIlUThl HHOOpMaIWK;

— MOJIEpHM3ALIMS MPOrPaMMHBIX M TEXHUYECKHX CPEJICTB.

O0s3aTensHO MPOBeACHHE MEepONpUATHA ¢ niepcoHanioM cuctem OpB/]
(uenoBeveckuii GakTop):

— 00y4eHre BBITIOJHEHAIO MEp 3alUThI HHpOpMaLmy;

— KOHTPOJIb BBITIONIHEHUSI TPEOOBAHUI OPraHM3ALMOHHBIX JOKYMEHTOB
1o 00ECIeUYCHNIO KHOepOe30NaCHOCTH;

— COBEpLICHCTBOBAHME 3HaHMI TEpcoHaja Mo 3aumre HHpopMmalmu
(TOBBIIICHHE KBATU(DUKAIMK, 3aHSITHS, 3a9CThI).

B obecneuenmm kudepbde3onacHocTu cucteM OpB/l cymecTByroT cie-
JIYIOIIHE TIPOOJICMBI:
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1) cymecTBeHHOE yBelNMMEHHE KONMMECTBa KuOepaTak Ha OOBEKTHI
OpBJ/1 — exemecsuHo 6onee 1000 arax;

2) OTCYTCTBHE CPEACTB 3aIUTHl OT KHOEpaTak JIMHHA Mepeladu 1aH-
weix ASH-K, CPDLC, TIS-B, FIS-B, SWIM, DGNSS, a Tax:ke 1J1s1 roJo-
COBBIX COOOIIIEHHIA;

3) aBTOMAaTHYECKOE 3aBUCUMOE HAOJIIO/ICHHE BHE 3aBUCUMOCTH OT HC-
NOJIb3YEMOro CTaHAapTa JMHAM NIepeJadyy TaHHbIX Ha CETOIHSALIHUNA IeHb
He 00ecCreYrBacT LEIOCTHOCTU JAHHBIX, HEOOXOAUMOM i1 KCIIOIb30Ba-
HUs MHPOpMAIMM HAOIIOACHHS B IEJISIX OOCIY)KMBAaHWS BO3IYILHOTO
JIBIDKCHYIS.

4) me obecnieueHa kudepsanmra cucteM OpBJl mpu mepexone ot cu-
CTEMbl A’POHABHTALMOHHOM MH(POpPMAlMM K YIPABICHUIO adpOHABUIALM-
OHHOW MH(pOpMaIWH;

5) B cucremax OpB/l ncrnonb3yloTCsS TEXHOJIOTHH, YSI3BUMBIC IS
B3JIOMa M3-32 OTKPBITOW apXUTEKTYphl M NMPUMCHEHHS He3alM(ppOBaHHBIX
CHUTHAJIOB.

C yuetom pexomennaimii UKAO npennararoTcs cliedyroliue HanpaB-
nenust obecrniedenus kubepoezonacHoctu cucrem OpB/I:

1) pa3paboTka W BHEIpEHHE HOPMATHBHBIX JJOKYMEHTOB IO KHOepOe3-
OTMACHOCTH (PeKOMEHIAIMK M PYKOBOICTBA, MEXIYHAPOIHbIE W HALO-
HaJIbHBIC CTAHIAPTHI, HAIMOHAJIBHBIC CTPATETHH U TUIAHBI);

2) coBepiiieHcTBOBaHHe TexHosoruid cucteM OpBJl (BHEIpEHIE HOBBIX
MH(OPMAIMOHHBIX TEXHOJIOTHH, ¢ y4eTOM TpeOOBaHMH Mo oOecTeueHHO
KnOepOe30IMacHOCTH);

3) aHaM3 PUCKOB W MOHUTOPHUHI yIpo3 KHOepOe30nacHOCTH (IpoBeie-
HUE HAYYHBIX WCCJICIOBAHMI TI0 aHAJM3y yrpo3, OLCHKE PUCKOB, MOHHUTO-
puHr nevctByronmx cucreM OpBJl);

4) o0y4eHne U KOHTPOJb JESTEIbHOCTH MepcoHaa (3aHsIThs U KYpChI
YCOBEPILICHCTBOBAHMS, MEPUOINYECKUN U BHIOOPOYHBIN KOHTPOJb BBITIOJI-
HEeHHsI Mep KnbepOe30MmacHOCTH);

5) corpynHMdecTBO U 0000IICHHE OMbITA OOecneYeHus Kubepoe3onac-
HOCTH (COTPYIHAYECTBO HA MEKIYHAPOIHOM, PETHOHAIILHOM YPOBHE, 00-
MEH HHpOpMaIMel o knbepaTakax ¥ KHOCpHHIICHTaX).
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MaBnioyeHkoBa CBeTNaHa EBFEHbeBHa,
CTyAEHT }OpmqmquKoro NHCTUTYTA Poccuickoro YHUBEPCUTETA TPAHCNOPTa
(MUUT)

JKonornyeckoe HanorooonoxeHue:
peanuu Poccum 1 onbIT 3apy0exHbIX CTpaH

AHHOmauus. B cTaTbe npoaHanuanpoBaHbl KOMorMyeckne nnatexu B Poc-
cuitckon deepaumn v 3apybexHbIx CTpaHax, B YaCTHOCTW: niaTa 3a HeraTMBHOe
BO3AENCTBIE HA OKPYKAIOLLYIO Cpefy, AKONOMYECKNNA 1 YTUNN3aLMOHHbIN cBop 1
CAenaHbl BbIBOAbI: TEXHUYECKUIA NPOrpecc, 3a4eCTBOBABLLUMI NPaKTUYECKV BCE
OTpacnv NpoM3BOACTBA CTPaH Mipa BbiBeN Npobrembl 3KONMOMmm 13 BTOPUYHbIX B
paHr OCHOBHbIX, YTO B CBOK 0Yepefb 06yCroBuno HeobxoanMocTb BHeAPEHMS
HOBbIX WHCTPYMEHTOB PENYMPOBAHUS AaHHbIX NPABOOTHOLLEHWUA 1 pa3paboTky
HOBbIX MEXaHWU3MOB MO COBEPLUEHCTBOBAHMIO AKOSIOMYECKOHA NOMUTUKA, B TOM
uucne, B cchepe HanoroobnoxeHns.

Knrodesble crosa: aKONorMYeckue Hamoru; akonormyeckue cbopbl; nnata 3a
HeraTMBHOe BO3ZIENCTBIE Ha OKPYXaIOLLYIO Cpefy; SKorormyeckas nonmtuka.

Svetlana E. Pavlyuchenkova
student of the Law Institute Russian University of Transport

Environmental taxation: realities in Russia
and the experience of foreign countries

Abstract. The article analyzes environmental payments in the Russian Federa-
tion and foreign countries, in particular: payment for the negative impact on the
environment, environmental and recycling fees, and draws conclusions: technolog-
ical progress, involving almost all industries of the world's countries, has brought
environmental problems from secondary to the rank of major, which in turn, it ne-
cessitated the introduction of new instruments for regulating these legal relations
and the developmentof new mechanisms toimprove environmental policy, includ-
ing in the field of taxation.

Keywords: environmental taxes; environmental fees; payment for negative en-
vironmental impact; environmental policy.

Ha coBpemeHHOM 3Tame BOMpPOCH! SKOJIOTHH SABISIFOTCSI OCOOEHHO aKTy-
aJbHBIMH, TIOCKOJIBKY OHM KacaloTcsi OyIylero BCcei Halel IUIaHeTHI.
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Bo3pelicTBue yenoBeka Ha OKpykarouyto cpey B XXI B. TOCTUIIIO yTpo-
JKAIOIIETO ypoBHA. BrIpyOKa JiecoB, yHHUTOXEHHE OMOChephl, acCUMMIH-
PYIOILIEH COJHEYHYIO 3HEPrvio, BapBapcKas O3KCIUTyaTalysl MPUPOIHBIX
WCKOMaeMBbIX, BpeJHbIE BHIOPOCHI M COPOCHI, OTXOABI POU3BOJCTBA U TO-
TpeOJjIeHns HapyIIaroT 3KOJIOIMYECKHH M SHepreTHdeckuil 0ajaHc Haluei
IUIAHETHI U BEYT K III00AIbHOMY M3MEHEHHUIO KIIMMAaTa Ha 3emJie, KOTOpoe
C KaXKIbIM I'OZIOM CTAHOBUTCSI BCE OLIyTUMEE.

B cBsi3u ¢ aTHM npenicTaBisieTcsi HEOOXOIMMBIM BMEIIATENBCTBO TOCY-
JapCTBa B ATHU TPOIECCHI C TIENBI0 3((PEKTUBHOIO PETYIIMPOBAHUS IKOJIO-
IMYECKUX TPAaBOOTHOIICHUHA W TPUPOAOOXPAHHOW JesATenbHOCTH. OmaHIM
W3 HHCTPYMEHTOB IO PErYJIMPOBAHMIO JAHHOW NIESTENBHOCTH SIBIAETCS
pa3BHTas CUCTEMa HKOJIOTMIECKUX HAJIOrOB U COOPOB.

B Poccun, B oTimume oT 3apyOe’KHBIX CTpaH, HAJIOTOBOE 3aKOHOAA-
TEJNHECTBO B 00JIACTH SKOJIOTMH HE TIOMYYMIO JOIDKHOTO pa3surus. B Hamo-
TOBOM KOJIEKCE W IPYTux (hpeAepabHBIX 3aKOHAX HE 3aKPEIUICHO TOHSITHE
«OKOJIOTHMECKUE HAJIOTH», YTO SBISIETCS CJIEJCTBHEM OTCYTCTBHS IIHPO-
KO HOpMAaTHBHO-TIPABOBOM 0a3bl.

Craructrnueckoit ciyx0oi Erporeiickoro Coroza pa3pa0boTaHo TOHS-
THe, NpUHATOE cTpaHaMu OpraHu3alyi SKOHOMHUIECKOro COTPYAHUYECTBA
W pa3BUTHS, B KOTOPOM 3aKPEIUIEH KPUTEPHl OTHECEHUSI TOTO WM MHOTO
mwaTeka B paspsii 3KOJOTMUECKHX HaJioroB. Mcxoisi W3 3TOro MOHATHS,
HajioroBasi 6a3a JOJDKHAa UMETh «IOKa3aHHOE creldrueckoe BIMSHUE HA
OKPYXKAIOLYIO CPey», TOr/la COOTBETCTBYIOLIUE ITIATEXKU OyAYT CUUTATb-
Cs SKOJIOTM4ECKUMHU.

B HanoroBoM 3aKOHOJATENBCTBE M MPaBOBOM NOKTpHHE Poccuiickoit
ODenepalii MOXKHO BCTPETHTh TEPMHHBI IIPHUPOJOPECYPCHBIE HAJIOTH,
«HAJIOTH, CBSI3aHHBIE C HCIOJIB30BAHMEM HPUPOIHBIX pecypcoB». OmHuM
U3 TaKUX HAJIOrOB SIBISETCS] HAJOr Ha JTOOBIYY MOJE3HBIX MCKOMAEMBbIX,
yperymupoBansslii 1. 26 HK P®. Hapsany ¢ HuM B pocchiickoM 3aKOHO-
JaTeJIbCTBE YCTAHOBJICHBI JPYrUe HAJIOTH U COOpBI, CBSI3aHHBIE C WCTIONb-
30BaHHEM TPHUPOJIHBIX PECYPCOB — BOIHBIM HAJIOT, 3€MEJbHBIA HAJIOT,
cOop 3a monb30BaHHE OOBEKTaMH >KMBOTHOrO Mmupa. llepeuuncnenHsie
HaJIoTh U cOOpBI, B MEPBYIO OYepe/b, HECYT (HCKAIbHYIO U PETyIHpyIO-
1yt (yHKIMIO, B TO BpeMs Kak 3a pyOekoM 3KOJOIMUECKOe Hajlorooo-
JIOKEHHUE HCIONb3yeTCsl B LEJSIX KOMIIEHCALMU 32 BpEAHOE BO3JEHCTBHE
Ha OKPY’)KaIOLIyIO CPeay U B KAUECTBE CTUMYJa JJIsl NPOU3BOJCTB OpraHu-
30BBIBATH JAESITEIBHOCTH HAUOOJIEE 3KOJIOTMYHBIM CIIOCOOOM.
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®denepanbapiM 3akoHOM 0T 10.01.2002 Ne 7-D3 «OO6 oxpane okpyxa-
roredt cpeas» (CT. 16), mperycMOTpeHo, YTO HEraTUBHOE BO3/ICHCTBHE Ha
OKpYXaIOLyl0 cpeny ABisieTcs IwiaTHeIM. B Poccmm aelicTByetr cuctema
sKOoNOrMaeckux cOopoB u mwiatexked. Tak, mmara 3a HeraTMBHOE BO3E -
CTBHE Ha OKPYKAIOIIyl0 cpeny npenycMorpeHa denepaibHbIM 3aKOHOM
«O06 oxpane okpyxaromiei cpeash». [InaTy 3a HeraTuBHOE BO3/1€HiCTBHE HA
OKPYXKAaIOLIYI0 Cpely NEPEeUYUCISIIOT IOPUIMYECKUE JIMIA U WHIUBUAYab-
HBbIE TIPEeATPHHIMATENH, JCSITeIHHOCTh KOTOPBIX CBSI3aHA C BHIOpOCAMU B
aTMocdepy U B BOAHBIE 00BEKTHI 3aTPS3HAIONINX BEIIECTB WIM C XpaHESHH-
€M, 3aXOPOHEHHEM OTXOJI0B MPOM3BOCTBA U NMOTpebsieHns. Llenbio Takoro
cOopa sBIsIeTCsl BO3MEILEHHE Bpeia, IPUHECEHHOTO OKpYXKarollel cpee.
CraBku cOopa 3aBHCAT OT BWJa HAHOCHMOTO yiliepOa U oT 00beMa BhIje-
JSIEMBIX 3arpsi3HAOLMX BellecTB. [Ipyu 3TOM HCHONB3YIOT NOHIKAIOIINE U
TIOBBITIAONIHE KOI(POUIMECHTBI, KOTOPhIC MPUMEHIIOTCS MPU COOJTIOACHUN
WM HeCOOI0/ICH HOPMAaTHBOB BHIOPOCOB W JIMMUTOB Ha pa3MeEIICHHE
oTx0oB. HopMaTHBEI TWATHl 3a pa3iMdHbIC BUIbI HETATUBHOTO BO3JEii-
CTBUs coiepkatcs B nocTtaHoBieHnu [IpaBurensctBa ot 03.03.2017 Ne
255 «O06 WcYWCIIeHNH W B3MMAaHWHM TUIATHI 32 HETATUBHOE BO3JICHCTBHE HA
OKPY’KaIOLIYIO CPEeaY».

TpeOoBanue yTWIM3HPOBaTH COOCTBEHHBIN TOBAP M YIIAKOBKY IOCTIE WX
WCTIONIb30BaHMS 3aKPEIUICHO 3aKOHOAaTeNbcTBOM B 2015 1., DeepanbHbiM
3akoHOM «OO0 0TX0oJax NpOM3BOACTBA M MOTPEOJICHHI», B KOTOPOM 3a-
KpEIUIEHO, YTO MpeANPUHAMATENM 00s513aHbl COOMPaTh CBOKO MPOAYKLIHIO
T0CJIe WMCTIONB30BAHUS M YTWIM3UPOBATh COOCTBEHHBIMH CHWIIAMM, a 3aTEM
oruuThIBaThCs niepes Pocnpuponnanzopom. OnHAKO TAKOM BapUaHT MOBe-
JieHus He Bcerna peanmmzyeM. IlosTomy JJisi IPOM3BOAUTENICH U UMIIOPT €-
POB CyIIECTBYET JIpyras pa3HOBHWIHOCTH JKOJOTHYECKOM OTYETHOCTH 32
OTXOJbl OT HCIIOJb30BaHMA TOBApPOB — OIUIATa AIKOJOTHYECKOro cOopa.
Oxonormaeckuid cO6op 3akpermieH HopMamMu DenepalbHOrO 3aKOHA OT
24.06.1998 Ne 89-@3 «OO6 oTxomax MPOM3BOACTBA U TOTPEOICHH). IKO-
JIOTHHECKH COOp €KETOMHO IUIATAT MPOM3BOJUTEIN M UMIIOPTEPHI TOBA-
POB U YNAKOBKH, KOTOpbIE HE YTWIM3HUPYIOT 00pa30BaBILKECS OTXOIbI Ca-
MOCTOSITEIIHHO.

MOXHO BBIJEIUTH TPU KATETOPUU IUIATEJIBIIMKOB HKOJIOTHIECKOro
cOopa:

— TMPOM3BOAUTENIN M HUMIIOPTEPHl TOBAPOB, MOAJIEKANMX YTWIM3ALMNA
TI0CJIEe YTPAThl MU MOTPEOHUTEIILCKUX CBOMCTB;
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— TIPOM3BOJUTENH, WCTOJIB3YIOIHME YMAKOBKY, MOAJECKAILYIO YTHIU-
3a1m;

— WMIOPTEPBI, KOTOPhIE BBO3AT TOBapbl M YNAKOBKY, MOAJICKAIIHE
YTWIM3A1MN.

IIpu sTOM B cilydyae, eciau TOBapbl U YNAaKOBKAa MMIOPTUPYIOTCS IS
COOCTBEHHBIX HYXXJ 0€3 IIeir JNalbHeHIed peam3alyy, KOJIOrid eCKHit
cOOp He yIaynBaeTCs.

CraBka cOopa GopMupyeTCsi Ha OCHOBE CPETHUX CyMM 3aTpaT Ha coop,
TPAHCTIOPTHPOBKY U YTWIM3ALMIO €IMHHUIBI U3/ICJIHS C PACYETOM MAaccChl U
KOJIMUECTBA YTPaTHBIIMX NOTPEOUTENHCKHE CBOWCTBA TOBAPOB WIM yIa-
KOBOK. HopMaTuBBI yTHiM3ali ycTaHaBIMBAIOTCS pacropsbkenvem Ilpa-
BuresbcTBa PO ot 31.12.2020 Ne 3722-p «O06 yTBEpKIeHIN HOPMATUBOB
YTWIM3AIMM OTXOMO0B OT HCIONB30BaHus ToBapoB Ha 2021 m 2023 romsi».
DKoornieckuii cOop NMpU3BaH YMEHBIIUTH KOJIMYECTBO OTXOI0B, KOTOPOE
MOCTYNAeT Ha 3aXOpPOHEHME, CTUMYJHMPYSI NPOM3BOJUTEINICH W UMIIOPTEPOB
YHHMTOXXATh HETIPUrOJIHBIE JIJISI MUCTIONB30BAHMS TOBAphl M YNAKOBKY. Jlis
npeIpuHIMAaTeniel, KoTopble 6€30TBETCTBEHHO OTHOCATCS K KOJIOrMY e-
CKOW OTYETHOCTH, CYLIECTBYET psJ CaHKIMA. Tak, HeymaTta 3KOJOI'HMde-
ckoro coopa ¢ 2021 r. HaKa3pIBaeTCs aJIMHUHICTPATUBHON OTBETCTBEHHO-
cThi0 B Buzie mrpada B cuwty cT. 8.41.1. KoAIl P®. Cymma mrpada Baps-
upyetcs or 5000 —7000 py0. miist TOIDKHOCTHBIX JIMI, TPEXKpPaTHBIN pa3-
Mep HeyIUlayeHHOro coopa, Ho He MeHee 250 ThIC. py0. — I MHAMBUAY-
aJbHBIX TpeANpUHUMATENIEeH U 0 TPEXKPATHOrO pa3Mepa HeyIulayeHHOro
cbopa, Ho He MeHee 500 ThIC. pyd. — JuIs ropunuueckux Jm, [lo ctaTtu-
ctuke 3a 2021 r. 3a MHBIE MPaBOHAPYLICHUS B 00JACTH OXpaHbl OKpyKa-
IoLIel cpeAbl W MPHUPOAONOIb30BaHMs, MpeaycMoTpennbie . 8 KoAll
P®, paccmorpeno 1047 nen u B3bickano mrpadoB HA cymmy 16 431 py6.,
4yTO cocTaBwio 1,4% ot obuero yncna aen KacaeMo MpaBOHAPYIICHUN B
00J1aCTH OXpaHbl OKPY’KaIOILEeH cpelibl U MPUPOJIOTIONH30BAHKS.

OnHMM U3 SKONOTMYECKUX COOPOB SIBISIETCS] TAKKE YTWIM3ALMOHHBIN
coop, B3umaembiii B Poccum ¢ 2012 r. OH pacnpocTpaHsIeTcs Ha JIUI, Ipo-
M3BOASIIIMX W BBO3SIIVX HA TEPPUTOPHIO Poccuu TpaHCTIOPTHBIE CPEeICTBa.
Cornacro ct. 24.1 ®enepanpHoro 3akoHa «O0 oTXo7ax NMPOU3BOJCTBA U
noTpeOIeHNs» 3a Ka)J10€ KOJIECHOEe TPAHCTIOPTHOE CPEeCTBO, KaXIylo ca-
MOXOJHYI0 MaAILWHY, Ka)KAblil MPULICIT K HAM, BBO3UMBIE B PocCcHiiCKyrO
Denepalyio WM MPOU3BEICHHbIE, M3roTOBICHHBIE B Poccuiickoit denepa-
1M, 32 UCKJIIOYEHHEM TPAaHCTIOPTHBIX CPEACTB, YKa3aHHBIX B I 6 HACTOS-
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el CTaThH, YIUIAYMBACTCS YTIIM3AIMOHHBIN cOOp B IEJIsTX 00€ CTieYeHHUs
HKOJIOTMIECKOI O€30MaCHOCTH, B TOM YHUCIIE IS 3aIIUTHI 3/I0POBbSI YEJIOBE-
Ka ¥ OKpY>Xaroleil Cpeasl OT BPETHOTO BO3IEHUCTBUS IKCIUTyaTallli TPaHC-
MOPTHBIX CPEJICTB, C YYETOM HMX TEXHHMYECKHX XapaKTEPUCTHUK U U3HOCA.

Ilenp yrwimsampoHHoro c6opa — yOpaTh C JOpOrM CTapblii HeOe3-
OTACHBI aBTOTPAHCIIOPT M JaTh CTUMYJ K TOKYIKE HOBBIX M Oojee 3Ko-
JOTHYHBIX aBTO. 3a CUET YTWIM3ALMOHHOTO cOopa OBUI Haja)XeH Mexa-
HIBM YTWIM3AIMA CTapblX aBTOMOOWICH, MOIEPHU3HPOBANCH CTapble
NPEeINPUATHS TI0 TNepepaboTKe. Y TWIM3AIMOHHBI COOp OIUlauyMBacTCs
€JIMHOBPEMEHHO, a €r0 pa3Mep 3aBHCHUT OT MOIIHOCTH U 00beMa JIBHTaT e-
711, TPY30I0IbEMHOCTH, KaTErOPHUU U TO1a BBIIyCKa aBTO.

[TokynaTenn HOBBIX aBTOMOOWIECH He IUIATAT YTHIM3AIMOHHBIA cOOp
— 3TO0 0053aHHOCTH MPOM3BOAMTEIICH U AICPOB TPAHCTIOPTHBIX CPEIICTB.
Ho Bce e ecTh Jmia, KOTOPbIE MPU3HAIOTCS TUIATEIbIIMKAMHE YTIITH3AIH-
OHHOro cOopa, B ciydae, €cJii, aBTO ObLIO PUOOPETEHO y JIbIOTHOM KaTe-
TOPHH TPaXKIaH WK OBUIO CAaMOCTOATEIBHO BBE3CHO Ha Teppuroputo Poc-
cuM m3-3a pyoexa.

Taxoke K KONOrMIecKMM cOopaM MOKHO OTHECTH IUIATy 3a MOJIb30Ba-
HUE JIECHBIMU peCypcaMi M BOZHBIM OOBEKTOM, cOOp 3a ydacTHe B KOH-
Kypce (ayKIFoHe) Ha TIONb30BaHHE HEJPaMH, Pa30BBIE M PETYISIpHBIC TUIa-
TEKH 32 TIOJIb30BaHHUE HEJIPAMH.

Ha mpakTuke MOXXHO OTMETHTh, YTO JAaHHBIE SKOJOTMUECKHE COOpBI
c1a00 BBIMONHAIOT CBOIO IVIABHYIO (QYHKIMIO — KOMICHCAIMIO MpUYM-
HEHHOT'O BpeJla OKpy»Karomei cpesie. IMEHHO K TaKOMY BBIBOJY TPUXOIHUT
CuetHas manata P® B cBoem oruete Ha 2017—2020 r. OuckanpHas u pe-
rympytomasi (QyHKIFH 3KOJOTHIECKHX COOPOB MMEIOT SIBHBIN TPHOPUTET
HaJl 00eCTIeYeHHEM SKOJIOTHYECKOM 0€30MacHOCTH.

Cpenu aynuropoB Tarkke OBITYeT MHEHHE, UTO IUIaTa 3a HEeraTHBHOE
BO3JIEHCTBHE Ha OKPYXKAIOLIYI0 Cpely Takke He KOMIICHCHpYET Bpeaa
MPUpOZIe, TIOCKOJIbKY TIOHIKAIONHE KOIPOUIMEHTHI HE CTUMYJUPYIOT
NpeINpusATHS B JOIDKHOW Mepe TMPOBOIUTH TPHUPOIOOXPAHHBIE MEpPOIpHs-
s, Tak, k 2021 1. w3 npudmmBurenpro 180 THIC. OpraHM3aIyii 1 UHIVBY-
JIyalbHBIX TpeAnpuHuMatenieii Tompko 226 w3 mux (0,13%) cmormm Boc-
H0JIb30BAThCSl HyJEBBIM KOI(P(OUIMEHTOM IPU HCHOIb30BAHMM HAWTyd-
UX JOCTYIHBIX TEXHOJIOTHIL

OnHoit w3 MpobIieM, Kacaromeics: peanmsamyy 1 3pHeKTHBHOTO (QyHK-
IIMOHMPOBAHMS JKOJIOTMYECKOro cOopa, SBISIETCS TO, YTO MHOTHE TIpe-
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NPWATHS HE CTAHOBATCS HAa ydeT AJil ero omwiatsl. [. bynaes, resepais-
HBIA TUPEKTOp «POCCHICKOro 3KOJOrMYECKOr0 ONepaTopa», OTMEYaeT,
gto B 2019 1. ¢ Om3Heca Ob1I0 coOpanHo BeeTo 3,7 MiIpy pyo. B BUIE SKOJIO-
ruaeckoro cOopa, Torjia Kak HaceJeHHe 3aIiaTWiIo 3a BBIBO3 0TX0M0B 193
MIIpJ pyo.

CyeTHas manata oOpalaeT BHUMaHUE HA JIBa BO3MOXKHBIX BapHaHTa
paspemiennst curyammd. [lepBblii — yCWIMTh KOMIICHCAIMOHHYIO (DYHK-
IMIO0 SKOJIOTMYECKUX HEHAJIOTOBBIX IUIATEXEH, MOCKOIbKY OHa ciiabo pea-
JIM30BaHa Ha MpakTUKe. BTOpo BapraHT — MepecMOoTp MOAXOA0B K yCTa-
HOBJICHMIO JKOJIOTMYECKHX HEHAJIOTOBBIX IUIATEKEH U TIOCIeayrolee
Bkimoyenre ux B HK P®. Bropoii BapuaHT BO3MOKEH NOCTIE KOMITIEKCHOM
pedopMBI cHCTEMBI pacCIIMPeHHONM OTBETCTBEHHOCTH IPOM3BOAMTENICH U
UMIIOPTEPOB 32 YTWIM3ALMIO TOBAPOB U YIIAKOBKH.

3apyOerKHbIe CTPaHBl TAKXKE CTAJKHBAIOTCSA C TOTPEOHOCTHIO TIOMCKA
TaKUX HMHCTPYMEHTOB, KOTOpbIE MO3BONMIM Obl MHHUMU3HUPOBATH HEra-
THBHOE BO3JICHICTBUE HA OKPYKAOIIYIO CPeAy C HAMMEHBIIUMHU SKOHOM U-
yeckuMmu 3aTpaTaMu. Hanbosee yauHbIM OIBITOM B cepe SKOIOrndecKo-
T'O HAJIOTOOOJIOKEHNS SIBIISIETCS OMBIT BenmkoOpurannm, KOTopasi aKTHBHO
pa3pabaThiBaeT HAIMOHAJIHHOE 3aKOHONATENHCTBO B OOJACTH OXpaHbI
OKPY’>KaIoIIeH Cpenibl, B TOM YHCJE B YaCTH COXPaHEHUS YHCTOTHI aTMO-
cepHOrO BO3MYXA M COKpAILICHHST BEIOPOCOB TIAPHUKOBBIX T'a30B.

B HacTosmiee BpeMst B BenmkoOpuranii AeCTBYIOT TaKue 3KOJIOTHY e-
CKHE HaJIOTH, KaK HaJIOI HAa 3aXOpOHEHHE OTXOZOB, HA M3MEHEHUE KIMMa-
Ta, Ha KapbepHbIe pa3paboTKH U HEKOTOpble Apyrue. Hamor Ha 3axopoHe-
HUE OTXOIOB OBLI BBEIEH B 1996 T. C IebI0 CHIKCHHS NPOM3BOACTBA
MPOMBILJICHHBIX OTXOJIOB M MOBBIILICHUS MHTEpECa OpraHM3alii K ux 3¢-
¢dexTuBHOM yTwmmsaimy. Hanorom o6naratoTcs OTX0Abl, 3aXOpaHUBAEMbIE
Ha O(QMIMANIbHBIX TONWroHax. Takke I OpraHM3allMii, 3KCILTyaTHpYyIO-
IIMX TOJWIOHBI, MPEJyCMOTPEHa CUCTEMa HAaJIOrOBBIX JBIOT, B COOTBET-
CTBUHU C KOTOPHIMHU OHH MPHOOPETAIOT MPaBO HA BBIYETHI B CITydae BIOXKe-
HUSI IMH CPEJCTB B MPOEKTHI 110 COXPAHEHMIO OKPY>KAIOLLEH cpeibl.

Hanor Ha m3MeHeHne KimMaTa B BenmkoOpuTaHuu OBUT BBEJCH C Iie-
JbI0 YMEHBIICHHUS BHIOPOCOB TAPHHMKOBBIX ra3oB B armocdepy. Hamor
B3MMAE€TCsl Ha BCE BHIbBI IPOMBIIUIEHHOIO MWCIONb30BAaHWS 3HEPIUU.
HedrenponykTsl HaJOroM He 00JararoTcsi, TIOCKOIBKY OHH yKe obara-
IOTCSL aKIM30M 0 JTOCTaTOYHO BBICOKOW cTaBke. IIpakTrhka B3MMaHMA
HaJiora Ha M3MEHEHHE KMMaTa IoKa3ajia, YTO OCHOBHBIM HEJIOCTATKOM
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JTAHHOU TIPOLIEYpPBI SIBISIETCS TO, YTO HAJOrOOOJIOKEHHIO TIOAJIEKAT SHEP-
TOHOCHTEJIY, @ HE TIAPHHUKOBBIE T'a3bl, TEM CaMbIM, YPOBEHb CHWKECHUS BbI-
OpOCOB HeTOCTATOYHO BBICOK. [Tomo0Hast mpoOyieMa Obuta perena B Hop-
BETHH TyTE€M B3WMaHUs HAJIOra Ha MCKOIMAaeMoe TOIUIMBO, T.€. TOCYJapPCTBO
OepeT wiaTy 3a MpaBo BHIOpOCA YIJICKUCIIOTO rasa.

Hanor Ha kapbepHble pa3paOoTku B3uMaeTcs B BemmkoOpuranmu c
2002 . 1 mpecnenyeT Ledb CHIWKESHHS MOTPeOICHHS ChIPhs, J0OBIBAEMOTO
KapbepHbIM METOJIOM, 1 MATE€pPHAJIOB U3 HETO, @ TAKXKE CTUMYJIMPOBAHHE K
WCTIOJIb30BAHUIO QJIbTEPHATUBHBIX MaTEPHAJIOB.

OTnMuuTeNnbHOM 4YepTod SKOJIOTMYECKHMX HaloroB BenmmkoOpurannm
SBIJIETCS TO, YTO OHH UMEIOT LIEJIEBOE 3HAUEHHE U UCIIONIB3YOTCS CTPOro
Ha (PUHAHCHPOBAHME MEPONPHATHI MO OXpaHe OKpYyKalolled cpenbl, B
ormmuue oT Poccuiickoit denepaimy, rae SKOIOTMUECKHUE IUIATEKU UC-
TIOJIB3YIOTCS TIO TIeJIEBOMY Ha3HAYCHHIO JWIIb B 9acTH. OmbIT BemmkoOpu-
TaHUM, HECMOTPS Ha CYIIECTBOBAHHWE HEIOCTATKOB, MOKA3bIBAET KOM-
TJIEKCHBIA ¥ JAOCTATOYHO A(PHEKTUBHBIN MOIXOM B BOIMPOCE MPUMEHEHHUS
(PMHAHCOBBIX MHCTPYMEHTOB 3KOJIOI'MYECKOW MOIUTHKH.

Eme omHoli cTpaHOi, T/ie BBE/ICHHE YKOJIOTHIECKHUX HAJIOTOB HAMOOJEe
aKTyaJbHO, siBnsgeTcst Kuraii, OypHOe M CTpeMUTEeIbHOE pa3BUTHE KOTOPO-
TO HAHOCHUT HEIONpPaBUMBIN yIIepO AJIsl 3KOJOrMH. DKOJIOTHYEcKasi CUTya-
st B KHP — npoGema nyist Bcero mupa. [losromy ¢ 1 saBapst 2018 1. Ha
TEpPPUTOPHH CTpaHbl ObUT BBEJEH 3KOJIOIMUECKMH Hajor, 3aMeHUBIIMI
cOop 3a 3arps3HeHMe OKpykatouiei cpeasl 1979 r. Hamor yxkectoumn
IOPUIMUECKYI0 OTBETCTBEHHOCTDH ISl IUIATEJIBIIMKOB M YBEJIMUWI YMCIIO
ux o0s13aHHOCTEH. Taroke OBUM BBEICHBI JILIOTHI M Pa3IMIHBIC MEpPhI MO/ -
JEpPKKU (HAIpUMep, Ha TOKYIKY OYHUCTHBIX COOPYXKEHHI), YTO CTHUMYJIHU-
PYET pa3BUTHE KOJOrMYECKOi 6€30MacHOCTH SKOHOM MY ECKOM JIesSITebHO-
ctu. Ot Hajora ObUTH OCBOOOKICHBI BJIaI€JIbIIbI OUMCTHBIX COOPYKEHHH U
NpeNNpUATHI [0 YTWIM3AlMK TBEPIAbIX OTXOAOB. J[aHHbIE Mephl MO3BOIS-
0T HalTHM KOMIIPOMHUCC MEXIY COXpPAaHEHHEM TEMIIOB 3KOHOMHYECKOro
Pa3BUTHS U CHWKECHUEM HETaTHUBHOIO BO3JIEMCTBUSA HA HKOJIOTMIO CTPAaHBI.
IIpu BBeneHMM HOBOro Hasora B Kurae ycwmiack poib MECTHBIX MpaBU-
TEJLCTB, KOTOPhIE CAMH MOTYT KOPPEKTHUPOBATH CTABKH M JIbTOTHI UCXOJIS
U3 3KOJIOTMYECKOM CUTyalluyd B PErHOHE.

IIpoBeneHHass KUTAWCKMMU 3aKOHOIATENSIMHU pedopma mo3Bomwia Io-
BBICUTH ONpEJEJICHHOCTh IPABOBOI0 PETYJIMPOBAHMS U YPOBEHb rapaHTHil
MpaB y4aCTHHUKOB HAJOTOBBIX MPaBOOTHOLICHW. I3ydeHue pe3ynbTaToB
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BBEJICHUS JKOJIOTMYECKOro Hajiora B Kurae MoXeT OBITh IMOJE3HBIM IS
POCCUICKOr0 3aKOHOAATES.

dyHIaMeHTOM IS SKOJIOTMYeCKOro 3aKOHOAATENLCTBA B cepe HaIo-
roo0nokeHuss B ['epMaHMM CTajdy TPUHIMIBI MPEIYCMOTPHUTEIHLHOCTH U
«3arps3HUATENb IIaTUT. [1naTexu nodyKnalT npeauprHHIMaTeel K Ta-
KOMY TOBEICHHIO, KOTOPOE IPEOTBpAILaio Obl BO3HUKHOBEHHE DKOJIOTH-
yeckux npobsiem. Hanorosas pedopma 1999 r. B 'epmanim yperynampoBa-
Jla TPOM3BOJCTBEHHBIE NPOIECC U CTPOC HA TEXHOJOTHMYECKHE MHHOBAIIH,
TIOBBICHB T€M CaMbIM 3HEProd()(eKTUBHOCTH TPOM3BOIUMBIX TOBAPOB.

DKOJIOTHYECKHEe HAJIOTH B ['epMaHMM MOXKHO pa3fesiuTh Ha YeThIPe
TPYIIIBL:

— TUIATEKH 3a MPUPOIONOIIH30BAHHE;

— (pUHAHCUPYIOIIME SKOJOTMMECKUE IIATeX U ((PUHAHCUPYIOT JTOXOJI-
HYIO 9acTh OrOIKeTa);

— BBIPAaBHUBAIOIIME IUIATEHKHU (MPUMEHSIOTCS K JIMIAM, TPUY MHUBIIAM
Bpe]l OKpYXKaroliel cpe/ie, BMeCTO KOMIICHCAIIMOHHBIX MEPOIPHUSTHI);

— YIpaBISIIOLIME IUIATEXH (MX LEJIb — COKpAIeHHEe BPEJHOTO BO3-
JeHCTBHSI HAa SKOJIOTHIO, HATIPUMEP, HAJIOT HA MUHEPAJIbHBIC Maclia).

DKoJormaecKasi CUCTeMa HaJoroB B I 'epMaHiM He CTaTHYHA, OHA 3BO-
JIOLIMOHHUPYET, TIOCTOSHHO W3MEHSIOTCS HAJIOTOBBIE CTaBKH, OOBEKTHI
HAJIOTOOOJIOKEHUST U METOJbI B3UMAaHMS HAJIOTOB, HO TEOPETHICCKHE OC-
HOBBI TIPH 3TOM OCTAIOTCSI HEM3MEHHBIMU. Takum 00pa3om, ee MOKHO
Ha3BaTh YCTOSIBLICHCS M COOTBETCTBYIOIIECH MOCTOSHHO W3MEHSIOIIEHCS
peaybHOCTH B chepe IKOJIOTHH.

[ToxBoast UTor, MOXKHO CKa3aTh O TOM, YTO 3aTrpsS3HEHHE OKPY)KAIOIICH
Cpelbl SIBISCTCS ONHOW M3 TJI00aJbHBIX MPOOJIEeM BCETO YEJIOBEUECTBaA.
WuaycTpuanbHble CTpaHbl, OCO3HABAs ONACHOCTb, NMPHHUMAIOT MEPBI TI0
YAYYIICHHIO COCTOSHUS HKojorud. HamnorooGnokeHue wurpaetT Hemalo-
Ba)KHYIO POJIb B SKOJIOTMMECKOW TIOJHTHKE.

CoBpeMeHHasi TEHCTBYIOIIAass CUCTEMAa HKOJIOTMIECKUX HAJIOroB M c00-
poB B Poccum sBnsiercst HemocTaTodHO 3((EKTHUBHOW, OHA HE OTBEYAET
3anpammBaeMbIM YCJIOBUSAM JUISl YCTOHYHMBOrO pa3Burus. OHUM U3 HEJlO-
CTaTKOB CYILECTBYIOIICH CHCTEMBbI SKOJIOTMIECKUX TUIATEIKEH ABISETCS €€
HeresieBoe pacxofoBanue. OCHOBHOH IIEJIbIO 9KOJIOTMYECKOro HaJiorooo-
JIOKEHUsI JIOJDKHO CTaTh (popMupoBanue (oHIA sl HHAHCUPOBAHUS M e-
POTIPHSITHIA, HATIPABJICHHBIX HA COXPAaHEHHWE M BOCCTAHOBJIICHHE OKpPYXKalo-
el cpenbl. [loka 4To CylecTBYIOIIME 3KOIOrHIECKUe mwiaTexu B Poccumn
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IUIOXO CHpPAaBJIAIOTCA ¢ (yHKIMEH BO3MEILECHHS Bpeaa OKpyKaroIiei cpese
1 Ha NPAaKTHKE MMEIOT MPH3HAKH 3KOJOTMIECKUX HAJIOroB. B CBs3U ¢ 3THM
NPEeICTABIACTCS BO3MOXKHBIM YCWINTh KOMIICHCAIMOHHYIO (DyHKIMIO c00-
POB, JIMOO BHECTH JaHHBIE TUaTeku B Hanorossiit kogeke [1] u dakTude-
CKHU cJlleJlaTh MX HajoraMu. 3apyOe)KHbIH OIBIT B cepe IKOIOrniecKoro
HAJIOTOOOJIOKEHMSI TAKKE MOXKET TOCIY)KUTh TOJCTIOphEM ISl OTede-
CTBEHHOI'O 3aKOHOAATEJIA.
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